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Gy BATREE FIARRAG I, 42 IR ENE B AMIR T A5 75 B 23K A Am e 4k S O 4
SNt E e S VSl AN TR AN S

5) AT AT ek A ZOR BU O EE T T PR 2R IR S I A 2.

MBEAMER BRI NG R, @l 17 SRR BRI H AR ERREEHE
FRIRAIVE R, BAT IR AL A8 P S A NS AT, BRI 8805 R A/ S U A R AL

ARYEATIRIE R LA L ZhR e, A2 LA R E 0L R BA TR RE YR . A
PMMNEE, MEEEAURE GG DL

D SE5 e, FER e E O B RN

2) H5p3ih. R RAEL AORIEEERAION i B KN

3) HARARATAE . EYR. B IR R GAT S B AR S

4) T YE EE A AN N fr W74 EOR EE R R B SR MRS 2 A
UNEib=3:bF

5) IR NGE BRE BT RS AR AT

6) MEVEATTHE R E BRI N NG, WE kR RIGE . BUFE
SYASIRE SR

7) RIEIEE R AT MEAT A R P 75 19 5

8) M T Frig iy bt Bk 55 1) %2 e Ae g BT e & 1. Wik Bl A&
77 it B IR 55 1 e 5

9) MFAIA IR AR ST, HHXT AR A AR BT T Bl
REERIS, XSRS AN BT Z s IR AL B

100 JEEHEIAUE 1 H A .

= BT AR RERNANE B

IREPSEERAIbR U

PAT AL MR AR E » R AL B ISR 2R A NS BAF AT
U ALE

205 BAF IR

R E, FAMOSEIL A A i 75 A OR B N B R D sRAEH S
A5 B AL BC AR — R IR TR A7 B E SN BR

AT R 55 R A RIS E I RS, AR LUE R 2 S Al
R, AR PRSI I R AR B A N5 BB AT I A AL AR ], JESLRI S IS R A
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NG B3 -

3 FRAT A R IR A

WAVB TN P s B it iE, DI E RN ER. AL K&
AL 0] B4 % o

TRA VIS AE G B[ 22 47K T NS 25 Fb 2z A OR3P e it LA OR 45 B 22 4 il
WA IS A (i, SSL/TLS) . BB T BOREI A I N5

S|

iCho

PATESL AL TR BRI B L FREAAH G DLIR RS B 22 4z B, JRATT™ kg
BR D5 A5 B N RVE ], BERABA I <y R 55, JFREATH TS

445 RKEDNE Bl F5 5 2 e FF, HAT2UIE RN MR, Hikge®
PER, JFUEERIE A A5 SR E S LRI FO A e SRR
M LA BATTRE R AN R it o AT F2 A AR I B A T 25K, B4R
MNME B ZaHE AL E L

=, A EEERNANER

p SR A PR AR LR SR/ AR 507 i S B0 NS R ik 2, S TR A
Lol 55 5 B2 R S BAME FH 0 A NS B AR SR ZhRE ™ it 1 U VR ]
RLRITE MG RGBT AR

FEAE FHARTAI LR E R Gt EAEF S0 =5 A, iHEE D AR

M. RTEB=Tr AR A

SEAE A P R BB B AT AR gt 2 b 2 A Y 2 =D PRI S 5 = AR
AAPRIAE A DT Hh 5 =7 A B AT 65T

e A AR TR U SR AR G 2 b 2 2 B P 58 = I 33 J A 4 ) 15 AT
B 0T R FERA 7S B B G TR ARS AL IR

B RTREENEH

SRR R GRS P S DURE N, ARG R REN, W75 2
P S N R T A Y A7 i 5 (R TR SRR 55 2 o SRR 7 A AR R U =4 )
TR HEEORA R AN, AL HE B O B R R R A7 i B

N~ A BT B

FATI DR B G I BB A AR, A P W R AR AR SR, AT i 7 i %
PO RE B F] M3t i s A B R [ B, ARSI R R, BA14 14
RS JE A AR . . AR S R

B, WAERR AT

WIS A WAFAEAR T B 1), AR TR SR BRI, TR IR B 1 2
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RFALL 400-089-1870. ‘B 7 My (www.kylinos.cn) DL A BB H1E HEAT B B
e, fesnr DL & BB 2E 2 market@kylinos.cn 77 S FATEER

THEANE G, BAIS L. ZBas, —BELT, RAFEBE 154
TEHNS TER.

AP E R 2 HR AR, A AL RS SRR R AR, DL B AT SR 3K W 1
X, DA SChRA Ay .

BOOEHHE: 20194 12 H 18 H

TR S A PR A )

Mk BT T X IR RS S 22 ANk 3 5 (300450)
el vE XACVU AP % 9 SERAKJE 20 & (100190)
KD IR X EE B — B 303 5 CFC & Mtk AR gm0 T3 # 39
= (410028)
HLiG: R (022) 58955650 dbE (010) 51659955 Kb (0731) 88280170
fEHE: R (022) 58955651 Jbat (010) 62800607 Kb (0731) 88280166
Iy E] 3. www.kylinos.cn

HL - HliBf4:  support@kylinos.cn
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4R

R ET LIRS SR 2% (EBTED VL0 S . s, k.
KRS, G BRIEEE L CPU P, AT T ) B 40 T R A AR
B, AT A B A R 2 b, T B S BB i P DR A B R RS B

B mm,

KT a4 e 5 AR GIESE, & TR S B AR
CPU F & 3 R {F R G ALk I AT T B g D VF 2 s AFAHVR B BA
9. A 2 5 A T DRI 7 PR 25 54 (F % 45 [ V10 76 B fAs CPU
Sty S bR s £
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B8 EARGLE

XA IR RS E LSS, A E . HIA ARG E . H A
AR E DL AU B

11 ARG AR E

ARG X LB R RGRSS A - S )G 5 AR E . S A R e B 4R
SCAYE ] G R B B P S T B AL AR R ) . X ki B eT DLE 8 e
letc/locale.conf fit B SCAF ek localect] #iy4. BbAh, fsn] LAFE P B S ok
PATIESS, HEIEIESH LT,

111 RERGHKX

ARG HL X L & S Alete/locale.conf, 7E RS8R shi) 515 systemd SF4HERE
XA E SO AT DA A — N IR S5 Bl P 4k, B IR S5 Bl P A AT A e B
SR BINTE S s, HhIX 97E E [ /ete/locale SCEFRIECE A AT :

LANG=de DE.UTF-8
LC_MESSAGES=C

LC_MESSAGES &Ik E 72 Wil B Bbs Ed UK . HoAhk 1015 B
MEELESR 1-1 EEFTR.

% 1-1 fE/etc/locale.conf 3C44 5 AT L B IR

A B iR
LANG P RGNS X [ ERINME
LC_COLLATE 8 SCUZFR S ) HE 7 A LG R )
LC_CTYPE T 55 R 7 s AR, ) BT A 1t A 2 7 =X

BFGFR D, FRR RIS R 2 T, AT ENAE.
Je i E B ) — MR AL

LC_NUMERIC AL B2 T Bt X

LC_TIME 1) A H 9k =X

LC_MESSAGES RREEMES

1111 SRR E
Localectl #y4 7] I Tl B 15 5 M IE A R . BonA4arid s, i

12
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#localectl status

1.1.1.2. Rl X B3
7R A] L IX Z1) 2 n] A R a4

#localectl list-locales | grep en_

1.1.1.3. FEMIX
BB RGEIBIX, FHE L root F 7 B riztT

#localectl set-locale LANG=locale

F 0] DAURE B 1S A I X bR /s 77 AR locale, AIIEL localectl list-locales Fa
RIE G TIHLIX
112, REEREMR

AT R TG B A 4 SO ) & R BRI P ST e A R
1121, R 4ATE

Localectl i 4 7] H T ECE1E S AR MER AR .. B 4aiicE, v EHm T

PSP
Al

#localectl status

1.1.2.2. Eonn] FBgEiAn gk
TR R AT /AR AT 0T

#localectl list-keymaps

1.1.2.3. FcE g
BLE RGN R, 7520 root FHH P S 31817

#localectl set-keymap {map}

F P T DARC B 38 & ) S8 AT R AR s £ LA {map}, i “cz”, Wl localectl
list-keymaps 5 R i& & SR AT R . 1%ar 30T TECE X1 & S AT ) Bk
9, 18§ FH--no—convert ZHHITENIAAR . FIFEHATH LU N dr & S MAc & X11
& AT R -

#localectl set-x11-keymap cz

13
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AR A B XA T N AT 2 m RS RAT R AN —#F, nl DU 2 b i

#localectl --no-convert set-x11-keymap cz

1.1.3. HAb¥E
HAth B 5 & R G X B AL AT ]2 N R ] LLS 25 2235t RN e n] &%
1.6 SREURFI T AN5.1 E 5,

1.2. MU HECE

1.2.1. BHEMEEE
F P&, LA etho Ry

#nmcli conn add connection.id ethO-dhcp type ether ifname eth0

ipv4.method auto

Horr “eth0-dhep” NIERM 4T, W LR B 75 a4 07 (il 2 Ak
M4 “ifname eth0” SHFCE MM 1, MR H 5 & L% R .
1.2.2. BEMEKERE

FI 230, PAMIIT ethO A4

#nmcli conn add connection.id ethO-static type ether ifname eth0
ipv4.method manual ipv4.address 192.168.1.10/24 ipv4.gateway
192.168.1.254 ipv4.dns 192.168.1.254

Hort “ethO-static” AHEREN AT, W UUMRYE B 7 2y 44 7 i I AHRAE
14 “ifname eth0” JYBCEHIR I, ARG AT OUL T IHE; IP. TR,
X AL 552 o ) 45 42 TR T 2
1.2.3. BCE DNS

T &35, Y88 /etc/resolv.conf, ¥ B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. HEAfEEEEE

B RS X 7 LUR RIS X
14
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> SEEFEFIE] (RTC) , JEHEAMEE B, &0 DS T R 4 RTIRA T
I, AEENLHUE DL AT T .
> RGUNIA], R HET S R ) R RGN AR RS R ] 25 R G
RS WAZRIGE A RGN ]G, ARG T S, - S i 18] 5 470
RGN [HE F LR — B R g — I B (UTC), H TH# RA AR X,
A Hiy IS B] 502 FH P BT A I DX ) L SRS [
B R G R T =R Ay 4TI A1 T H,, timedatectl. date A1 hwelock. LA
RN BEA THBEH .
1.3.1. timedatectl T B f F B
1.3.1.1. 7R a7 H AN E
4> timedatect! AJ DLR 7R 4 Hi SR S0 AV FIAL 25 R BRIN [A] A PR 4015 B
R RS NTP Il [ 25 () 2R SE it 1) -

#timedatectl

AR chrony 5% ntpd ISR A2 3@ A timedatectl TH., an A8 55
R ER R, EPATL R4

#systemctl restart systemd-timedated.service

1.3.1.2. 7FFE Y (A
PL root F FI2 4T LA A4 m] D& B wi R (] -

#timedatectl set-time HH: MM: SS

Hr HH AR/, MM RES5P, SS REE, WFERALRR. XA
S[RIFE AT UEE 3 R i (A ) BRIN ], R ALl T date --set 1 hwelock --systohc
iR

RGN ER T UTC, WA T AR AR E R4 ), FHE
A root FH 1247 LA T fir 2B 24

‘—j> 4>

#timedatectl set-local-rtc boolean

WSRFET AR A], 724 boolean BLE N yes (B y, true, tELHE 1) .
wHRAFH UTC B 1], NZEDK boolean L& A no (83 n, false, fEE 0) o« R
4 2RI\ boolean N no.
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1.3.1.3. ZH 47 H i
P root A F1i2 4T A a2 R] PSSy E H -

#timedatectl set-time YYYY-MM-DD

H YYYY AUERED, & 4 hi%ka: MMAAR Ay, &Pi0iEER7R; DD
REBW, TR I AEE T ZERCE N 7], o] LA 7E B 8 24, onpilin T
#timedatectl set-time '2020-02-17 23:26:00'

1.3.1.4. BegHFIX
HAT LN An2 v LR 7R Y HTHS X

#timedatectl show

LA root HI /g 47 BA T & MBS RTIN IX, B sch “ kil
#timedatectl set-timezone Asia/Shanghai
BRI X Ar T

#timedatectl list-timezones

1.3.1.5. [[20 R4t 5w Fe ik 5% 2 it 8]
PL root H P2 4T BA R fir 2 7] LA FH /28 FH B 18] 1) 280 R 45 -

#timedatectl set-ntp boolean

Jo P 525 35 0 B boolean {E A yes B no. B0 B H 3 [F 5 — i
BFIE) R 55 28, A ARAT PA R n 4.

#timedatectl set-ntp yes

1.3.2. date T E.f# FH ¥ 8H
1.3.2.1. x24T H WA E
4 date TU\m/TéI BRGNS ], X . HIASEE R . T Pldid 2 5--ute

R TN X T 385 format ™ hr s A5 A H R e RS . % I RY format 5 B 4
s
R 12 380 4A
¥ i

16



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

%H PA HH #& 2 H =4 w78

%M PA MM #5250 >4 11 7

%S PL SS #& =k th 4 AT 0 4%

%d LA DD #& 24 th =417 H A

%m PA MM #& 25 =24 80 H

%Y LYYYY & 200 A0

%Z BRI X, il C EST

%F PLYYYY-MM-DD #& it S aiE A H, S T2
H%Y-%m-%d

%T DL HH:MM:SS #2850 24 i fal, S T2
H%H:%M:%S

NI

#date
Mon Feb 17 17:30:24 CEST 2020
#date --utc
Mon Feb 17 15:30:34 UTC 2020
#date+" % Y-%m-%d%H%M"
2020-02-17 17:30
1.3.2.2. ZFHE YT [A]
P root A P Iz 4T PA R fin 2 A] DS 28 Hi R (] -
#date --set HH: MM: SS
Hrb HH RN, MM ARE5ED, SS RERHL, BHMRR. X1 m
A [RIRERT DAEE B R Gu R (R A ER I 1], ROR LT hwelock —systohc i 4
AR ER VIS A BC B 3 T AR HBE (], aniRARSE T UTC WA SREC B R Geh (],
B root F AT BL R dn A1z
#date --set HH: MM: SS --utc

1.3.2.3. AFF 47 H Y
L root H P2 4T BA T fir & ] P& e AT H -
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#date --set YYYY-MM-DD
HAYYyy REFr, & 40 8ER; MM AREA G, FWAEERxR; DD
REHY, TR W RIE T A & W8], 7] DIk 78 B8] 250, i T
#date --set 2020-02-20 23:26:00
1.3.3. hwclock T Ef#F i 8H
1.3.3.1. EoR 2 HET H A E

4 hwelock AT LR 7R 91T RGN H] . B X HIASEE . FFrT busst 24
--utc B--localtime &7 241 UTC B X B 8] FOAS H RS 18] . <49 0 T

#hwclock
Thur 13 Feb 2020 04:23:46 PM CEST -0.329272 seconds
1.3.3.2. AR HE YT H BAAE [H]
L root FH P12 4T LA R i 2 Al PAE B4 2 AiT s ] -
#hwclock --set --date "dd mmm yyyy HH:MM"
Hrb dd A8 H 81 HH AR/, MM AR 8, SSARERFEL, HWFEMALE
No Mmm ARER AUy, LA R AR SRR, yyyy RREFEG, PAVUAIEL
FRR . XA 2 H--ute Bi—localtime [X 4B 45T UTC I [X B[] fi A
Hb (]
FF UTC W[ RBCE RG], 752 LA root F Fig4T L R a8, il
W

#hwclock --set --date "20 Feb 2020 21:17" --utc

1.3.3.3. [A R e A 55 A ek ]
P root F Fig 4T LA R & (R 2D B A (] -

#hwclock --systohc

1.4. AFPERE

FP G AT DK P #EAT B A B, s T iR > T AR > F P K >4
B—AFS LU, R AR E MR RS S SR LR,
BN 44 DAL, e G P B AT
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HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

SRR [ x |
FRNBFE |
£ \EF \
ST |
O gaER
® HREAp
IRERPRILMERAZENH, B
FHERERENEAE MR ERPE
O gmR
EERHRE AUMEAESY
EM, SERENARTE.
BGH
B 1-1 Gk

FI B T I > T RASKH I P SR LA K S AR kAT S8 B 5, ey S
CAR “REHCRAR” RIS, oy “MIBRAT S BVRDRs R MRS o

BPKP -
€ EHERER
EL7:
v RRE
root
ML
#EAP
sz BER(LHEP)
BRI RtfEr
BYislf0 B8 user
BRKA E mEmAR BAER [T 68 BERAR
KER(EOAP)
v BHEE
w2
17
BE
RERE
BT
BEEE
+  pE—EKR

& 1-2 F PR P
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1.5. Kdump #L#l

Kdump 7257 kexec [N AR LA DLE], £ RS SLBIESENLIT H
KEAE NAFIBAT SR — A T HAMIRSS . HRAAZR A AZ A 15t 1 i 7 £ 1) crash
dump. Kdump 2124 A 1L I FEM N Z AN, SR I0 RAE T B B i 4
AT N —ANB S SN AZ IR BT SO R A, T AN N & T AR B R 3

Kdump 75 EHANAR BN, LN Z. A7 Wi 2R
WIZIRSS IR R RS — B g, A BRI NS EINE TR T, £
AR H Kdump 774 — M THPCAATEATE SR NZ, 2N S5HEM
() ramdisk CEEFINAERL: B WAABLSAE B HOR D) — iRl E — M5, #
IS B N AF 0 BT Ie AT RS B e 45 B UCEE 21— dump core XU, —H
WNAF(E BB, RS HBES.

Kdump HLH| = ZEHEHAHAF: kdump F1 kexeco

kdump ¥ H kexec JE 8h B IR N, DUR/IDNNAF S S SR G AR . &
PPN TN 0 a3k NAZ a8 . BT kdump A kexec i 34
RN, Gt 7 BIOS, FTRLZE— AN WIREINAFAF LAOREE o 302 N AZ 5 It A 11
K.

kexec x&—MMR#H JE 3l kernel BIHLH], EIs8 T AR —IEEIZAT K kernel H1,
JE B —NH K kernel 1fi HLASF B8 4630 BIOS &l L5 R 3. R— % BIOS
HRAE AR KIS A],  JCH AR R A I BRI IRV 2 MR % 25 1 Server F 1)
T, BIOS A8 2 B2 I I

kexec BHE 2 MM 7. —RNZTIE RS kexec_load, i TT{EAE
I N R SN IR N RN B8 e Hidk . =& B P 23 (R T A kexec-tools,
flREA 3R N AZ s B AR 33 25 A2 7 A%, MITTE 2R 0 0 5t TR IS BE 0 4K 21l 3R N
Z R IEEAT .

1.5.1. Kdump ®&4TECE
1.5.2.1.%¢%% Kdump 75 Z I AF 6
% 1-6 Kdump Fr & RIS MAE
L SRRy AL U B
kdump kdump¥

kexec-tools kexec X FEL, kdumpH 21 &R T H#BLE L& H
kernel-debuginfo | FK 43 Hrvmcore L AF
kernel-debuginfo- | kernel-debuginfoff i fd
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common

fE HIKdump i 55, o2 ARIXE T AM, LR UH:

dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2.ic & grub

Kdump )15 H 75 ZAC & kdump kernel N AF X3k, Kdump ZRE:/E R4 IE
WA I, A BEfE A kdump kernel AT 5 TN A, e BOIX AN 75 ZE K
/boot/grub/grub.conf 14, BB HI5] FHB45r, MM crashkernel. Crashkernel
g T

crashkernel=nn[KMG]@ss[KMG]

Horb nn RIREN crashkernel THEE 2 /DN AF, ss F7n 9 crashkernel T A7
[RIR IR B

B e B G G, I LLUEL cat /proc/cmdline £ 7 kernel J& S HC B & 1,
HADAEMMAN T crashkernel Tl .
1.5.2.3 83 HE Kdump AR5

AE Kdump 5520 T

#systemctl status kdump.service
AR Kdump k55 ARITR, 80T 642Kk 5 3 kdump 53

#systemctl start kdump.service

1.6. FREURFAL

RGP ARA AN R R BR 1], et oo T 08 75 F 7% EE AT 2 01
FIRR A BESAT a4, DR AT LS su 83 sudo 43R5 5 BE A PRAFAL .
16.1. sufpS TR

F PR su fr &0, T EL4IN root F %Y, 36 UEIE IS 5 AT BASREX root 1)
JHAIEE ., — Bt suar 28N, XAH P RIFTE BRESSMRN root FH F44E
H T su AT LAFREX root A= FBA PR, IR kSR AD FH P AR, AT REAFAE — 2 %
A1) R, PRI AT DL 5 A wheel SEIEATRR®. LA root ST BA T fir

#usermod -G wheel username

2RI wheel AR, AT AR A A7 IX AN ALAEERI P AT EAER] su
21
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A7 . BLE su 1 PAM 7] Lg% /etc/pam.d/su SCAF, I8 E8 I Bra 7 57 R A A
IS I I B A B2 N 25

#auth required pam_ wheel.so use uid

IR AN E B G A wheel IR P AT LAIERE su D7 ia) FoAdL A
1.6.2. sudo fy& LA

sudo i & FLVF ARG B Gk 8 A 7 PAT — Lo s 20 root fr 4. W]
fE AT sudo fip &Iy, FFESRMABATA AP %, 285 L root BPRIAT

I A
(g

%j—‘ﬁ"] sudo ﬁ?/%\ﬁﬂ—lr:
#sudo command

sudo AR KMIHME, WA TE/etc/sudoers SCAFH#E 7o 14O P AT BASAAT
TEABATTE 21 shell B EH AT sudo #74, TIAE root [ shell A5G, X EKAE
TE 7 25 root Y shell FA55 29725 1195 ] 1)

BLE sudo W2 9§ /ete/sudoers U, 1 H R A E B G AW LMEL
B, WAEH visudo i . ZPTLMER visudo AR, —RERES YT LM
MHPRIESE; AR T SR d. P root H47H visudo 4T
THECE S, BIAULTNA:

#juan ALL=(ALL)  ALL

KFAG B EZ juan H PP LLMEfT EALERIFEN sudo AT A4
TN 2515 B Ut B users A AT DAAS H = AL AT PA3AT /sbin/shutdown -h now i

% users localhost=/sbin/shutdown -h now
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BE EATFRIFR
21 Qt-5128

Qt & —MEFEREM AN P IT AL & i
BRI A 1 S5 T i A\ U FH AR P iy B2 ) e vh o AR 9 1 R D Re A e
Qt5 /& Qt MIGHThR A, JFR N e LLE VL FH - S 3 24 H bR I R M H
FEF. HId Qt5 H et i) JavaScript A1 QML 374, FF & N o2 ] LB i 20 R
W, [FIATISCRE CH+AT Qt Widget. QtS 5 Q4 & BEAEA, I BB b i AKH
JEEF1 Qt Platform Abstraction, 3455 | A AT FEAEVE .

YHT T R ARA 5.12.8, B ZHRE G & 4 https:/doc.qt.io/archives/qt-5.12
2.2. GCC-7.3

GCC £ GNU JFARISIEIE 5 iy, KRFZMIEEMmEE, #la C,
C++, Objective-C, Java 55, [AJBLFIXEEF I E . GCC 2 — MR
RITH, FREZMERZEN, 5T RN,

F B

32 FF GNU #rife;

“J a2k T GPL At

H A AW BB AT, SR

TEAH B Al RS & 1) https://gee.gnu.org/e
2.3. GDB-9.2

GDB & GNU U 8%, RVFAEERET AHPATIRE, BERFERER
W EPIRES . GDB IhAE 3 B AL

o PAT —LEREAE LI RE T IS AT 45 R ERAE

o TEFRE R TE LR

o TEREFIFILIZATIG, WA BT ANIEAE TH 4

o WBHIER, LUIRUEREFT bug MALFFIEEN, [FI 1 i35 7 v 2 Hoth
IR ZE, 90 As s B 2%

GDB S FfLL M mAETE 5

e Ada

e Assembly

e C

o C++

e D
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e Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

i fl G4 N4 gdb”, IR T IF GDB ik L H.

Foundat1on Inc.
GNU GPL version 3 or later <http://
; free software: you are free to change and red1atr1bute it.
Ls NO WARRANTY, to the extent permitted by law.
-how copv1ng" and "s how warrantv“ for det ls.

how conf1gurat10n for conf1
bug reporting 1n~truct1on~ p1e

F1nd the uDB manua] and other documen tion resources online at:
fi b/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".

(gdb) Il
& 2-1 BRAH

YT B RCAS 9.2, VRN LB AR BERHE A hitp:/gnu.org/software/gdb/ .
2.4. Python3-3.7.9

Python & — M M 7] 2 K B THT )0 R mAE1E 5, P15 Perl. Ruby. Scheme
oY, Java FHEE .

Python [1)— %8 2 25 K5

o AT, B S T,

o FRFISATHAIE, X{£45 Python BUNVEZ gnfR T 55 1B ARIERE, [N SOR
SN T 4EAPPE

o BT A RIYFRHERE, SCRFVFZ W WHIRIEATSS, WEEREM 4IRS 45
NSRS L 2" NN e I T o

o Python HJAZ ELAL AL 15 M ) AL B A QRS B4R AR 55, python JT & FA
1 nY f# IDLE.

o CHERIVSINPAGR RIS S (A0 C B CH)SEBLHHTALEL, W] AR AR BEAT I

o WETLURA SN AR f AR AT g AR 7% 1

o TEALTHLTIZAT, 4G Mac OS X, Windows, Linux Fl Unix, JEF 7hK
AT Android #110S.
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o Python /&K% oA, T EUEH Python, B &AL & 7L 1 1 N ]
FEFF AT ZATAT 2R, Python AT LA H H A& SO0 3 5T A A

Python ] —LE4w f2 il 5 Rt B4

o H Z P A E P52 7 7] A :number(floating point,complex A1 unlimited-
length long integers). strings(£4$& ASCII A1 Unicode). lists 1 dictionaries.

o Python SRR A SN2 B 44K 1) TH] 7] % R AL

o ARIGA] LAy AR R AN

o ZUE T SRR AN IR S, AT S I 5375 A PR B R AL 3

o BHRAUR B TIFIZNA R . WEDIHE MR, WL ERIn—
FRFER N ) = BTN N, ISP R AT R

o Python €L & mHdmfEHr, Wl generators 1 list comprehensions.

o Python [ F 3 N A7 BRAE A 06 T3 40 BCAURBE TR S Hh ) N A7

HHT R BCA 3.7.9, TEEBTRHE A B https://www.python.org/.

2.5. Openjdk-1.8.0

Opengdk 1£4 GPL ¥ 1 1) Java “F- 5 HFIEALSEIL, H Sun Ak, #24LT
— java IIIE81T 3888, SCHF Solaris,Linux,Mac OS X ¢ Windows % f#/E R4t .

WA B BT AR 2

o Lambda FiA A1 Stream API;

o IN[A]5 H i API;

o MIEESTIH;

o LT EEAR IR FH AT IS AT Tk B B AR

o /D TIREN RS

AT HT R A 1.8.0, TE4HTERIHE & % http://openjdk.java.net.

2.6. Eclipse-4.11

Eclipse 4.11 72 — NI e KL T KI5 (IDE) , & T Java &K A iR
MAGEE TR B2 W IBM A R IFR B — IS H , 2T Java BERIT R,
KU E HA Java i8S ITFAIL A, BlangEs-Fa e, ATmEEmy 752 X4
13 Java JFRN L AT DAAEAS A HRAE RGN Bee& BT R TAE, G EH
> RE LA [F] B F A A 5

Eclipse 4.11 HAAVF 24 HIDIRe AddE 1, LLHS BT RN 02 B AR ba i g 55 L
RAN IR Java 5. DL & —L Eclipse 4.11 ) £ 2 jfE:

25


http://openjdk.java.net/

KYLIN
OB

O U = RS AR E RS (HPIRRD V10 REUE ATt

ARG as . GRRM Java AUSHE:, SCRFEZNEK. HILRMT &
FIIHE

A WETRAES, SRR R R IR MER IR R S5 I D g
FSCRE: AT RN RS, SRR RS IE DL AT A 7K
RERIE: ) E ] 0 RURIAG R I, DOARYE A N B 5 AN SR AT R4

B
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F=F WABEPHLIA

31 ZIXRIR
e AR ERNZIR TR, Qi R->aEF->RA TR >
ZIE, PO SO £4 CD/DVD. 4l DVD/SVCD LA K 8% %15

wmrAE:
Brasero n
ME((P) #RiB(E) IR(T) #|EIH)
fIE— A RIEHE:

—~ EHRE (0)
fliR—MEHSIAAR

BESLEHELNTEE

— SUETIE (A)
2 —#iE co/ovD

— TSAEE (V)
i i— 315 DVD 5, svep

@ BHIFE(C)
fi# co/DvD B9 1:1 Bl

o FIRBER()
</ ZIRM{FH CO/DVD FEIABKE

B 3-1 ZI%TE

3.2. Wi

321 MAEHE
3.2.1.1. WhHEEH T EAH

WAL T H 2 — K B B I S HRL AL o X AR B AR R 4 X 1 T A,
A DAR e AT B ANAG A A0 X L BN 2036 4 DA SH S A R IR R A
3.2.1.2. REALEFET H A RN

i e T DR Y, S 250 H SR, R OE B TR T2 > A>T A -
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FAALE HE S, AR

@) catfish X{HigE

& 3-2 ERNHER
HATILA W& S R & B 3%, A IE Rk

RITEARGE TGO RENE TR0 2 S0 AR £ AN A A ) A 2 K BN 45 o

‘ »
D 16 GB E&
QEMU QEMU HARDDISK
(@ cD/DVD W%
¥ qEMU QEMU CD-ROM

|
Rl

13 GB Rig&
Jdev/klas/root

1.6 GB RRig&
Jdev/klas/swap

H(v
-

s 4

S

AR THEE ;
Rk g SE3
1: EA nE2 1 VM2 PV
210 MBFAT | 1.1 GB XFS 1= GELMI Y
* > * [>

5= drive-scsi0-0-0-0

16 GB F#
jdev/sda

= QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F715)
X GUID HEF

210 MB — 204 MB =] (B 3.0%)
; /dev/sdal
D D676-26B3
EFl R4
FAT (16fiki4s) — 213 E /boot/efi

& 3-3 A T A
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3.2.2. BHEHETRMA
3.2.2.1. 4r[X i

TR R, Sl [+] BRSO X U, Mg 5008 7 X
RN, i T —32, AR AEERNE Sd (&)Y, Qs s BB
T R EAI Y X .

‘ » 16 GB {2

= - o0
/dev/sda
16 GB & S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
7 1)\ 16 GB (16,106,127,360 F13)
CD/DVD )8
QEMU QEMU CD-ROM 7% GUID FRE
13 GB Rig#& 52 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB iR & #WV)
J/dev/klas/swap
b ] ]
HE3
#X1; EFl - HE2
210 MB FAT 1.1 GB XFS 15 GE LMz Py
* > * >
o — &
#u 210 MB — 204 MB BJF (EH 3.0%)
5% /dev/sdal
UUID D676-26B3
SR EF RYE
AZ FAT (16fik4) — EiEFHE /boot/efi
& 3-4 BN X
‘ - 16 GB Wi = o
dev/sda
16 GB & %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
s 1A GRIIAIOA 12T IE0. T
CD/DVD ¥5
QEMU QEMU BUH(C) BAhE
13 GB 1Rig#

/dev/klas/root

1.6 GB Rig{ E2(N) |
/dev/klas/swap

mise) [ [ xm

Py h

£ © QBT Linux REINBEE (Ext4)()
EHRPE (LUKS)(R)
5 windows £ (NTFS)
FiE R &R (FAT)(S)
Hit(0)

& 3-5 At
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3.2.2.2. XAk

P 2

ARG B X, e 5 s e B N h e o, B A%

X, MAESY, EFEEM)E, Sdi b, sl UMY, BT i
A, A% AT 5 B AT IR A

ﬂ 16 GB &
QEMU QEMU HARDDISK

(@ cO/DVD WhE
QEMU QEMU CD-ROM

13 GB Rig#E
JIdev/klas/root

Dl.s GB Rig&

/deviklas/swap

16 GB B
devisda
7S QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F¥)
GUID HE&
£5|= drive-scsio-0-0-0

#(v)

e
SEL EAS 582
20mMBET | 11

*P

(]
RASE-~
AR

21
p Jdt

UID D
cm gp  BRAN

e EEXERE-
EEXARY
WA
B
ISR -
BAERBIEE
PR

3.2.2.3. X 9wk

& 3-6 #& R4

W ERER X, [T DB Y Rl TRk, sl Wi
X1, FEHH RS B O B B RSRA, e B e E AT

”
16 GB BE&
QEMU QEMU HARDDISK

(@ co/ovD Bihgs
QEMU QEMU CD-ROM

0 13 GB Rig#&
/devjklas/root

1.6 GB Rik#&
Idev/klas/swap

16 GB B
dev/sda

QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F1i)
GUID FEX
drive-scsi0-0-0-0

=] - o x|

RN

BEARE

EFI B4t (c12a7328-81f11d2-badb-00a0c93eco3b)

EFI System Partition
REGDE(S)
MEHFEREE)
fedi Blos HEHEZITEB)

OEGAC)

& 3-7 a4 X
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3.2.24. fWE MRS

WEHEBLARN X, mdr D&Y %481, sl M usesf, qalr [
M RS) , s E S RGN E T, WA XA, SR

e 16 GB @t = =]
EIGGB BE 51 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
%/\ 16 GB (16,106,127,360 FTi)
@ co/ovD BenE i r
QEMU QEMU CD-ROM 7 GUID FE&
0 13 GB Hig&E [#5|S drive-scsio-0-0-0
fdev/das/root
1.6 GB g &lv)
/dev/klas/swap
SR xf R
HE 1. EFI 5
Z10ME BT AT RS
x> | -
& kXt REREEEEAMBHEE,
nd s |
& /def P
OELHE(C) FEH(H)
JUID D6
EFl &8

# FAT (16fiIZ&) — EEHE /boovefi

& 3-8 B RS
3.2.2.5. 43X K/N#E
R T EBSORN X, Sd DB Y 4], sl NRses, S& D%
KANY, BB RN T, HshiE RN TR, SR/
G

’ » 16 GB & =|| - o x ‘
dev/sda
ﬂl& GB B2 {/£ QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
%/)\ 16 GB (16,106,127,360 F75)
QCD/DVD T’
QEMU QEMU CD-ROM GUID KX &
13 GB RiR& s =
/dev/klas/root DEUH(C) BBEXN HEXNR)
1.6 GB Rig&

/dev/klas/swap
BEXGREANFTRERSRMERR. BUARHENNKE, NRERS
HIERESD, AREA\WRIERERERNNE. &/ AMUELHNR
ERIHE, REGIIXFRETASEURETRETIE,

FEKIMS) | 210 MB v
EENEALEE 0 + MB
#3000 MB

& 3-9 gmiE AR/
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3.2.2.6. 4 X EIFAEEE
EHETEEEL X, SE R (o) FRETEE,

‘ » 16 GB 231 = o
[@ece BE 1S QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

_ _ K/ 16 GB (16,106,127,360 £5)

(@ CD/DVD WEhaE

QEMU QEMU CD-ROM < GUID K&

13 GB Hhig#E ¥%|S drive-scsi0-0-0-0

fdevjklas/root
Q1608 s 'V

Idev/ias/swap

RERE RERE
SE1 EAS HE

210 MB FAT

* [

210 MB — 204 MB T (B2 3.0%)
/dev/sdal

* >

JUID D676-2683
B EFI B
5 FAT (16fiff %) — BE#HE /boot/efi

A 3-10 - X EIE
HE )G, AT R NRER, RN Ko T

‘ » 16 GB B = — a
dev/sda
ﬂls GB BE {/= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ /' 16 GB (16,106,127,360 F)
(@) CD/DVD Tiheg
QEMU QEMU CD-ROM GUID K&
O 13 GB RigH ¥5|S drive-scsio-0-0-0
Jdev/klas/root
1.6 GB Hig#& W
Jdeviklasfswap
o .
1 ens £ 15
o B T
* *

210 MB (209,715,200 F7)
% /dev/sdal
JID D676-2683
3 EFI Rk
& FAT (16fifRE) — FEH

& 3-11 7 X EERSE K
sl (o) BEATHEERR, HHOCHG, WERRANCHERIIN M H .
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‘ » 16 GB &
jev/sda

m
Q

16 GB & R’ QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F)
(@ cD/DVD Bihss

QEMU QEMU CD-ROM GUID FE&
‘ ,13 GB Rig& %55 drive-scsi0-0-0-0
Jdev/klasiroot
0 1.6 GB Hig& #(v)
Jdeviklas/swap
XORE
HE1 EAS
210 MB FAT
* D> * >

210 MB — 204 MB ] (B 3.0%)
g4 /dev/sdal
JID D676-26B3
EEZ EFI R
% FAT (161l Z) —{ 2282 /booy/e

A 3-12 X ER
3.2.2.7. 4y X

WREEMIER A X, s -1 58 MIER > X A3, oy CDIIER Y BT .

‘ - 16 GB E = o
dev/sda
alﬁ GB & 7/S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 ¥
@ cD/OVD i ( 9
o8 Gemu Gemu coRom < GUID HE%
13 GB Rig# 3 drive-scsio-0-0-0
Jdev/kiasfroot
1.6 GB Rig& &
Jdeviklas/swap [ x §
xfR " BREERRESEG? e
- iR 2 15 6B LvMz V.
g 3 A EBFREHESEER
*b BEMBRE
- g B 5K 1/16-dev/sdal) [
xih 210
& Idevl
) D676
! EFl &
15 FAT( AH(C) HIFR(D)

& 3-13 4 XMk
33 mREE
331 VNCEHEER

TigerVNC Viewer J&— & 7 [E e L H B FH i, mEHFE->aREF->H
BEM->TigerVNC ZE 2%, i\ VNC RS 8815 B S ki, BImrigEss.
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VNC E535: SR | x|
VNCEESH: | |
A || s&n. |
T

& 3-14 VNC BF %
ma kI AL, AR ESE . A, BN R DL S AR I B AT AR Ok
fic &

VNC SR8 FEERm I:l
%2 8\ B 27
v EEhEE
®Tigh O %% (FiEme
L BEXEEES:
¥ i JPEG [E48:
| omE || mE
& 3-15 VNC BE %A E

33.2. wEEERESF SSH

ssh THALIER P& s8] —a@ieblas b, JHEZPLSE Eran . &
Xf rlogin. rsh 1 telnet B2 /5 H)— 22 2 F . M telnet fr->AHAL, {EH LA A
TR — GRS b

s
A

$ssh hostname

BN, FEFRF|—E 4N penguin.example.com HZEFEFENL, 7] LLTE shell Ay
TR T AL T a4
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$ssh penguin.example.com

Z A W2 LU P I EAEAT F B A AL A8 I P &4 8 ¢ tn SR P A8 R E — A
ANFEFH P %, EdHL T4

$ssh username@hostname

%0, PL USER & %% penguin.example.com, 15 %A LL T iy
$ssh USER @penguin.example.com

IR — UGEERS, R F B NS R

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is
SHA256:Ixy64icRY c/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?

FE [R50 TEAE o B e 2 W, FH P R iR 2k B FR BN 5 1IE . B AT LA
1) 11k 55 S 4 BE GA AR IR IR Y o X% A —Fh 22 i) . LI J7
AT o WA a] DUE AR 55 3 (1 EAL 4, mT MBI BN ssh-keygen fiv &K
KA TREN:

#ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa key.pub

256

SHA256:b0gGbI+Xk/I+Ve76;3mqpY StyOn3gR9Qilsd+80V3GIno comment
(ECDSA)

I yes He 2 HAHIFHINER . H P S B B —AE MR &5 i 28 8 8 n 21
SRR NS R A RE S, LA — NN B e R

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of
known hosts.

USER@penguin.example.com's password:

AP IR SSH RS im i EAVEHIAL 1, 57 s oot i P %
ANREAREE, BRARRE IR S5 o 1) L2 S A~/ ssh/known_hosts ST IR . SRT, 7E
BEAT BEHRAT 2R, 1S IC AR SSH R 55 3 ) S 488 B 0%, B8k AR 55 i 0 A7 58 21 ey

B ~/.ssh/known_hosts ST H MR — A28, FTRAE R a0 dr 4
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#ssh-keygen -R penguin.example.com #Host penguin.example.com found:
line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original

contents retained as /home/USER/.ssh/known_hos ts.old

HERINEIZ 5, P23 N fE EHLE shell f AT HRREF R o Al i,
ssh F& 7 1] A SRAE RS FHL_EHAT— 25 m 2, A B %2 shell a2 1THERFF
I

ssh [username(@ ]hostname command

%l 4n, Jetc/kylin-release AP IR LA RIE R GMAMGE L. HEF
penguin.example.com A% AN AE, i

$ssh USER @penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10 (Lance)

EFH PN R ELZ G, B BRmBEIIMERERGRAER, A5
FH B3 8] B A 1) shell 5 4T3 R .

3.4. Cockpit EEE B

3.4.1. Cockpit

Cockpit &—/> Web =il &, HE 5 T HMEET Web 5 1H, 7] LA
FERR S & L AT & P55 .

Cockpit Web £l G 0] LIPAT Z MAE BAE S, B EHRS, S§HH
Fks, EHMBEWNARRMS, BEMKZZEOMP k8, BFR5HE, 51
ML, GlEIZW Y, RENZEMEICE, BE SELinux, SR, B
RGT 5.

Cockpit Web ¥l & 187 F 5 2 #H 7 1) R Gt AP, HLAE 20 R AT AT S
S IRGHE I BAE Web $5 G, Bhah, R TT LLE HE Web 21| & HhsliE il &
i i B A

3.4.2. BENAIERE Cockpit fjs%

fER a2 S8 S EE cockpit k55 :

#systemctl enable --now cockpit.socket

[root@localhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.
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#systemctl status cockpit.socket

[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man:cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WRIEIESE RG _LIZAT firewalld, 75 ZAd H a0 a2 5T B KB
Cockpit 3 I 9090.

#tirewall-cmd --add-service=cockpit --permanent

#firewall-cmd --reload

[Froot@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCess

| root@localhost ~|# firewall-cmd --reload

Success

3.4.3. Cockpit Web ¥l &

Cockpit ﬁiﬁﬁ 9090 ¥ 1, FFH N SSL N viinl, Wik EasE R, fEML%
WA, @I LR URL T Cockpit W48 4% 1 &

A Hh https://localhost:9090

AR RS &R LA B 1P ik, 4.

https://192.168.17.205:9090

G A S IR A e A, RSN A

Insecure Connection - Mozilla Firefox

(%) localhost.localdomain X (¥) localhost.localdomain % | A Insecure Connection ®x  +

&« cC @ @ https://192.168.17.205:9090 v oo @ o @
3

gv]

% Your connection is not secur

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

& 3-16 MWW ER G RIS
37



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain X | A\ Insecure Connection x \+

&> C 0 | @ https//192.168.17.205:9090 EEO N+ n @

The owner of 192.168.17.2(}5 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x
You are about to override how Firefox identifies this site
1
£ =% Legitimate banks, stores, and other public sites will not ask you to do this.
Server

Location: | https://192.168.17 ?05'9090/] Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. View..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature

v Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 @A
3.4.3.1. Fx
1E Web #51il & &bt fd, MANRGH P B AEEHITER, WEFR.
W ik 7 B sudo REBL,  WIAT ABAT & BAE S5, Bl TnfE Web 5 4 & he
A, BB RADACE SELinux %5 .

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X | (®) localhost.localdomain X | (%) localhost.localdomain x | +
<« ¢ @ oF 192.16%:?.205 ) Vo @0 N @ =

COCKPIT

lecalhost.localdomain

& 3-18 &R A |
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System - localhost.localdomain - Mozilla Firefox x
(@ System - localhost.local: X | +
<« cC o D8 195168.17.205 0, - O nNn @ =
COCKPIT & rc
I Ihost.l Id...
E SEh i @ Authorized users only. All activities may be monitored and reported. X
System
re QEMU Standard PC (i440FX + PIIX, 1996)
60c1ec83fed24d90adecfB0d85f547dc
kylin10()
| Show fingerprir
calho domal
in D
2020-03-20 1620 @
Restart
& 3-19 Bx 5 H
Yo ey
3432 WEEIkE
) SHE 2 R AT ] Bl o
A LAHE S AT U, i PR
System - localhost.localdomain - Mozilla Firefox x
() System - localhost.locale X | +
! v o @ o =

< c @ D&

[F] 1ocatnost.ocald.

System

192.168.17.205:9090/s

@ Authorized users only. ALl activities may be monitored and reported

QEMU Standard PC (i440FX + PIIX, 1996)
60c1ec83fed24d90adecfB0d8SF547dc

kylin101()

2020-03-202026 @

Restart

A 3-20 E511#:
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Display Language k
Choase the language to be used In the application
Polski
Portugueses
Turkge
YipaiHCkKa

25

& 3-21 55 EH

F I - localhost.localdomain - Mozilla Firefox

(x) #4t - localhost.localdon X | +
I Vo Ot n @

« c @ @ £ https://192.168.17.205:9090/syst

G) Authorized users only. ALl activities may be monitored and reported.

T QEMU Standard PC (1440FX « PIIX, 1996
60c1ec83fed24dd0adecfB0dB5f54Tde

7 kylin10()

« Checking for updates...

ocalhostlocaldomain

& 3-22 5% E
3433 H#E
Cockpit ¥ H &5 B A2 i [a) A0 ™ 8 K3k 47 A 5] 1 70 25 o
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B - localhost.localdomain - Mozilla Firefox

(@ B3 - localhost.locald:

ra

c @

3.4.3.4. MN%%

&, https://192.168.17.205:3090/system/log:

A
4a
A
A
A
A
A
Iy
]
A
A
A
4a
a
A
A
A
a

March 20, 2020 ~

131
0:23
123
:52
152
152
152
:52

52
52

152

;51

51

51

:51

51

51

51

FZ1% | Errorand above ~

Jusr/lib/systemd/system/ninfod.service:3: Invalid URL, ignoring: n...

PAM adding faulty module: /usr/11b6d/security/pam_console.so
PAM unable to dlepen(/usr/11b64/security/pam_console.so): Jusr/lib...
GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Di...
Failed to start Crash recovery kernel arming
Process B219 (gsettings-helpe) of user 0 dumped core

Stack trace

Failed to load module “module-gsettings™ (argument: "*): initializ...
Unable to read or parse data from client.

PAM adding faulty module: /usr/1ib64/security/pam_console.so

PAM unable to dlopen(/usr/1ib64/security/pam_console.so): fusr/lib...
[pulseaudio] bluezS-util.c: GetManagedObjects() failed: org.freede..,
Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace...
[pulseaudio] module.c: Failed to Load module “medule-gsettings® (a
[pulseaudio] stdin-util.c: Unable to read or parse data from client
SELinux is preventing /usr/lib/systemd/system] from setattr access...
TERE QEN0 ZHMSCIF fusrilibexec/qemu-kvm: RHITLHEZER
Unable to watch (/root/.ssh/") Mo such File or directory

Failed to start irobalance daemon

& 3-23 HEAHE

o @ 1 n @

systemd
gdm-password]
gdm-password]
pulseaudio
systemd
systend-coredunp
pulseaudio
pulseaudio
gdm-password]
gdm-password]
pulseaudio
systemd-coredusp
pulseaudio
pulseaudio
setroubleshoot
Tibvirtd
restorecond

svstemd

P 4% G AT LA 2PN PTAAL AOR A SO B2 B o 38 mT AR 2R IR
MzZe, wfAXM-REATIRE B E, Wik, DIRBECE VLAN. s -Rate] B

BEAT R

A% - localhost.localdomain - Mozilla Firefox

(%) %S - localhost.locald

<« ¢ @ @ &

COCKPIT

x|+

ttps://192.168.17.205:

4 Active Rules

BW

ens3

virbr0

*ERMED

Ao

s fEde

v o @ N

N @

WINME | FEA | FORE | F0vLAN

1P 3ght &iEd
192.168. 0 bps
102.168,122.1/24 A

1Pk REP

B 3-24 M4 FE

41

i
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3.4.35. k%
REHE T 5 AN Hbr. REMRSS. BT THR 2R,

BE35 - localhost.localdomain - Mozilla Firefox x
@ FE% - localhost.localdor X | +
« c @ i 192.168.17.205: ) ! L v o O W i @ =
a
E localhost.locald... BiF | REHS | ETEF S 6
it D #E
Accounts Service accounts-daemen.service
Deferred execution scheduler atd.service
Security Auditing Service auditd.service BE (BT
autove@ service {RiR AUlOVESD service
Avahi mDNS/DNS-5D Stack avahi-daemaonservice

Bluetooth service

NTF client/server

Command Scheduler

firewalld - dynamic firewall daemon firewalld service
GNOME Display Manager gdm.service WiE (BT
getty® service Eif getty@ service

& 3-25 fR 55 H
3.4.3.6. i
Cockpit &k SL i P AT (155, AT LLRYE 75 SR 75 Web FL1i 12 2.
[ E Y, B RAPURBATAE S, R 7.

gﬁ - localhost.localdomain - Mozilla Firefox

(@) £2i# - localhost.localdor X | -+ 4

<« c @ oOF 192.168.17.205: 0 -+ i @

& 3-26 & AL 1HE
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3.4.3.7. XAk
A AR AR BT 2 EALIR S, i M3 n 75 2 4 1 01
{18 - localhost.localdomain - Mozilla Firefox x
() {41 - localhost.locald x | <+
- ¢ ® @ £ hittps://192.168.17.205:9090 board v oo @ 1 m o =

HE5 s
I ocalhost.ocaldomain

B 3-27 AR FH
3.5. VokoscreenNG x5 T E

vokoscreenNG #2& — K % 2% IR TR f s ] TR, B 3Kl br . 8 E X
WL I AU WA NS, FF 0T DU H R 22 Bl R i SR =X,
WebM. M4. Mkv. Mov %,

vokoscreenNG Ftfi {7t oy H, #RAEJT(H, SCRphar, ATLLE & RBEE
B, SCHpAErsil, FEnT LIRS 2 Mol g i 25 HEAT 4 Hh

351 WH®RE

R ERME T, TR ERFUE (5. W0 ABEXE) , A
RICHRAL B J 5 B BB 45
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B

HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

vokoscreenNG 3.0.9 - o Kl
- = = :
m 2 e =2 0 A
S Y
A "- ® 58
—_— I LS g s I [R): 00:00:20
OR 18 ®|| THEEAZER: 3531 MB
(0\ O X ® TR T 65 KB
Feak mkv
E— (e VPS8
= RS vorbis
N ﬂ @ (S 25

B C @ New Version available: 3.7.0
i | I mm X% ||®
& 3-28 & HRE
35.2. EHKE
1 G T AR B S ) 1R U S A i
vokoscreenNG 3.0.9 - o [Ed
| S & | S ‘. = u
m2iaxOB0 A
V| Monitor of (5% @
(@
TANAES | vorbis ~ @
I b I XHk ®
& 3-29 HHKE
35.3. MHKE
ISR AR B AR . A% A D S iR, I PTI E AR BR

PRFARIA
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T
~ Fa [ ]mkv
(" P | VPS

@ AE R @

- FR W || Xk |©
& 3-30 ML E

354, TH&E
I G v AT AR B SR R ) B8 A B AR T SR AR SR — i

vokoscreenNG 3.0.9 -

] @ | O .
m® 3 a0
PR 12 | /root/ AR5
| LR Mo
(. V| RGHEL R
LT RN M
FF IRt/ MK

©
> g

SHSISHCHCINCINS

B F o R 2D 1 A 1
TR, em—)

@ oAl Lk @

. Fh w3k |©
&l 3-31 TERE
FEETHRREE, WELE W T rEREFE. 85, (5 h5r i
BRSHARAE, SRBETE S AT a5 o 3R S R B R S s SR AT, B A T SO
A SRl AT ST A -
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36. BHRSGEHESE
ARG E TR T 153 58 F AN R WL BOa FEE R AR 0L, SdTR
WA RFE>RETRSEURGEER TN Z T A,

=
&1

= T

» QEMU/KVM

0309
ETHR
2204
ETP
2204-back
EXA
2212-back

ENRRERS

Xf(F) 4RIE(E) EH(V) #HEHH)

I @ -~
~ CPUfERE

- oKl

FH CPU ERE

BXxA
kylin10.0 ‘
ETH ——
kylin10.0-2

BEXA

kylin10.0-desktop

BT

Radar-RC1

BxA

& 3-32 B R G SR
3.6.1. BRI

T R ST R R LT AR 61 AL
EMRREES -
X{F(F) RIE(E) TAE(V) #Bi(H)
+ FIGERA)... | @ -~
FRENN) ~ CPU@EHEE
< XH(C)
D BH(Q)

- K

FH CPU EEBE
Ctrl+W
Ctrl+Q

&l 3-33 FEL Bl
TEFTHRIE D, GR35 8 E R, a0 [ARM 23 i (1S0 g ER
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JeE (L 1, EF)E, s LArEEd .
SRENN X

m “E RCHT R HhAHL

E#(0): QEMU/KVM

ERMARERERG
® EHRENFH(ISO BEIEE AT (L)
RERE(HTTP, HTTPS, or FTP)(I)
M43 F(PXE)(B)
SAATHEEREK(E)

Y RIESR

OBUHE(C) f5iB(B) - HI#(F)

A 3-34 P ZEE TR
EHE O, SN E, FIRP IR kB s %, EarLL
T D0 VA b SO BT N ) R GG AT e, B )E, A Larit] .

R Ex
m S RLETE I
i%#% 1ISO ¥ CDROM RN
BN RS B

EEREERENRIERG:
M BaARERN/REFRE
@EGH(C) < [@ik(B) - #iIE(F)

& 3-34 i LA
EFE O, WENAS CPUREL E8)E, S [arit] .




K HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

R EH

m Rl EE AL

EERFHCPUIRE:

A7E(M) 4096 — +
FHH=£H 522121 MiB 0]

CPU: 4 — | +

=28 128018

OEUH(C) < [5iE(B) — Bl (F)

& 3-35 W5 CPU R E
EHE O, TG E, % h, Al [ariE) .
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® AR SREIFESR)
20.0 — + GiB
39.6 GiB EEIAMIE A
EE D62 B E XIFE(S)

-
HH

M)..

QOBH(C) < [=E(B) - HIE(F)

& 3-36 W5 CPURE
FERE LA, AT BB S BN A AR I E, e D5Em] THR BN %
3, e RGBEA D 5 SRR 2R, ASCR AT R4
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SREMN El
m 4 R E AL
EEFRRE
AFRN) | kylin10]

#E{e®4:; Kylin Linux Advanced Server V10

& KM/ R
h7F: 1024 MiB

CPU: 2
FfE: 20.0 GiB ~wvarfip/ibvirtimages/ylin10.qgcow2

EREAMEEXEE(\)

b EERIE(E)

@EGHE(C) < [5iB(B) [ 5eRE(F)

& 3-37 BRI E
3.6.2. BRI
FERNL R e e, S T RMAIR P T RR, Wsn sty (47
1 BPATHE RIS G, AR AL

‘ 2204 - QEMU/KVM | x |
| XEEF) mEHM) FEV) RERREK)
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"NOA024:.0% 5 % g
> * A KYLIN
2023/07£3I Bi— ﬁ;ﬂmﬁ

&l 3-38 REMLEER &

50



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

3.7. R4HZE

U RLE V10 BAE RGURAL T AN TR P S 1) B S TR
HEAESR, MHZTARENTRASHFHNHE T/ ENES. BR. o
JEA T H .

HELE 3 B DU R A

BREACICE SR i FD R R RGN H ARG R, RIE 0 BRI 15
RN, FE, HESEMES R, SEEHEEREITEHETER.

L s RIERGHE, BEhHE. E3HE. NAHE L 24
HiE. @2 A F iR, S8 BAnE SR MRS, A,
HUEVEYE B

B e RAEUL . ATHER A deit, B2 H B Re s DB
By g, XRFEZE H M 4Ey, BARIEDH . Al 4ey it .

HHMNEFE S GG H SEEHH T .
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IR RMEERMS

dnf ZH— AR EE RS, HILHIAE Fedora 18 IX/NRATHRH . TMIAE
Fedora 22 #, ‘B T yum, 1EZAN T Fedora 22 HHLE HE 4

dnf BLE B WIR 7 yum BE SNSRI, 15 7R EE . N7
S ARE A A T RS 2 TN %S . dof {8/ rpm. libsolv Al hawkey FE
BEATRVE FRERME, ATLRA] yum [N

4.1. REMFAZRGC

411 BHFEAFSKRE
BH RS O4 230 WL ] AT a] LU AT LR 4, BA X86 °F
=N

-update
9:08 B, MITTF 2022075208 EM= 0983545 49

33.19-31.pl2.kyl0
33.19-31.pl2.kylo
33.19-31.pl2.kylo

NG AER

> PackageKit—— 44 7K ;
X86_64——Z B AT AU 3L HF I CPU 2244
GRENTE N

>
>
>

4.12. FEREHE
dnf SCRE—IRFF R AN E AR A, I (R I 22 2850 S AR 2 AR
1. A — a4

#dnf update {package_name}

T+ kernel 3RAF B a2 -
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nel
F 20226078208 EM= 098Y545 498

R UL AR

a) Package: F P E T BT I AT AN A6 .

b) Architecture: 1ZF AL FTE 44 .

c) Version: FAFETHE HIRRAS .

d) Repository: B]F+ AL TR B

e) Size: BAFEK/N,

f) dnf A ERALBAOREARGER, FFRESHINGE, HA0
PAITEMEF dnf dr BT INSE-y, SCREFETF H I Is this ok [y/N]:E )

A yes.
g) AR R IR SRR AR &k, FTRMEA] dnf history fiz 4
B EANIA

IR TR B e — A, WTBARA root FH P AT 4
#dnf groupupdate group name

2. fLETHHARIT R AR
IR TET R ARG AR, T LT a2

#dnf update

413. FHRGHAS dnf BEALRGE
dnf 7] 5 yum {5 FAR A B0 RC B SCpE, BIECE dnf Y5 AT BL4% 06} fetc/yum.repos.d/
Fiff)repo SCHFEAT AR . MRS T B LIRS EEE ToiE T i B 5 TR, w]
DA FH BE 37 1 R G0 5 B At R F 34T A . BBRWR
1. RGO HERE R, L root H P HAT:
#mkdir {mount_dir}

2. Y RGRBAERE LT, O root AT
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#mount -o loop {iso _name;} {mount dir}

3. KRG media.repo S MR H 4% U1 2 /ete/yum.repos.d/ H 5%
e

#cp mount dir/media.repo /etc/yum.repos.d/new.repo
4. Yw%E/etc/yum.repos.d/new.repo IC B A4 LA NG AE 4%
#baseurl=file://mount_dir
5. HBr dnf YRIFEATTHEL, A root FH P HHAT
#dnf update
6. JHEURIN)aE, EEERARGOCAHERH X
#umount mount_dir 5% rmdir mount_dir
A RANTALE FHIZXAS dnf JEHEAT 222807148, AT RARL root FH 7 R SCA2F

#rm /etc/yum.repos.d/new.repo

42. EERHE

dof 24t 7S BB RGO E IR, ORR. EEEL. A
R o

421 BERBRHEE

AT dnf search i 4 T LU R EMHAL, Bl U0k 2 A 5 “mesh™ 5 B I #1144,
LA X86 -G~ an b

#dnf search mesh

IS dnf K45 R % %, AT LGB shell 455 (1) grep B3 1E M ik stk 4T
422 TBERAIIR
R OV BT 22235 R AR B R AT AT DL R a4

#dnf list all
TN AL S R ) O AR e B AR AR AT AT B R 4
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#dnf list glob_expression...

TR abrt MSCHAF AR a0 .
#dnf list abrt-addon\* abrt-plugin\*

BRI AT O 2R A AR T AT BN
#dnf list installed glob_expression...

BN keb A O AR B T
#dnf list installed "krb?-*"

TR B R AT I A R AT AN R T LAPRAT BN A %
#dnf list available glob_expression...

SR BT A A G gstreamer plug-ins 451 3% «

#dnf list available gstreamer\*plugin\*

AR RO
FRYIEM S, IR dof SRE BB
AT H PG E T DA BLR i 4

#dnf repolist
R R RE 25 BT AN v &5, 8¢ H dnf repoinfo #2415 5 o

#dnf repolist -v

#dnf repoinfo
I SR 7 RS A AT PRSI e, TR T LR 6
#dnf repolist all

423. ErHHaER
TR A AN BHE T LVEH LT a4

#dnf info package name...

BIREAA abrt TEAE B A4
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#dnf info abrt
WREAAL yum FEANE B2
#dnf info yum

4.2.4. ZEREL
Fi P 0] BLEA root F P8 AR fir & 22 3 B4,

#dnf install package_name
23 sqlite [1) 1686 ZEA [ FR A AR 11 -
#dnf install sqlite.i686

K T 2B, 1B ] DL dE BAR ) iR SO, B RT DU N SO, BA
root F FPAT 2%

#dnf install /usr/sbin/named

e 4T
#dnf install httpd

IR B AR AT, T RARAT
#dnf localinstall path

425. TEHHKHER
EPAT ZBRFEF, TRl NIRTE:

Total size: 1.2 M

Is this ok [y/N]:

ANy, ATRAPIT AR E
4.2.6. MR AE
TR R AT 0 AT AT BT i 4

dnf remove package name...
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T totem BHFELR 1

dnf remove totem

43. BHB4E4H

AT T DA S — R YR E DI RE IR0, bhin R &8 T A A A T 2
TAGRAF AL AT DL — 8 22 28 AR

431 BHEBAFIER

Summary BT AT DL 7R B a] R A I 2

dnf groups summary
VAL N
#dnf groups summary
A4 8
BRI AU HN 2 EE S T 4
#dnf groups info glob_expression...

PL R A Server 2H % 4 7=

#dnf groups info Server
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432, ZEHREEH
AN AHEAE E SR ID, EE R4 id a] LUERH LT a4

#dnf group list ids
BT R AT H B L ) 7= 151 -

#dnf groups list ids deve\*

BAFOA R ] LS A H A PR, il id 2.

#dnf group install "group name"

#dnf group install groupid
] s L W a4 %

#dnf install @group
#dnf install @"group

NS 4 Tl AT R A I R B -
#dnf group install "Development Tools"
#dnf group install development
#dnf install @"Development Tools"

#dnf install @development

433, MBRHGEH
A DLE o L 2 45 B A L id IR L . B root ALBR AT -

#dnf group remove group name

#dnf group remove groupid
IR BAT HA @br%s, WA BLUR dr Bk BL root B3 AT

#dnf remove @group

#dnf remove (@ group

KR KDE S #4470 2 51 -
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#dnf group remove "Development Tools"
#dnf group remove development
#dnf remove @"Development Tools"

#dnf remove (@development

4.4, RHEARELRER

dnf 7] A ] dnf history iy & 8E47T 8 Bl AR .

44.1. BEEME
IR PIAE 20 45 dnf #4Eid %, mIDMERI LT - VL root AR AT

#dnf history list 1..20

IR R RHE 4 dnf #AEICS, ATRMEAH LR 4. LA root BLER AT
#dnf history list start_id. . end id

#dnf history list 1..5

AL dnf history list % tH Sos NAS BE BN T -

TR B 1C R bR s B
Command line TA] B IR R N 25
A0 ) H BAAT R [A]

Date and time
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Action(s) AR 2R A

Altered—— 0 FHEEAE 2 1) 45 H %0

N2 Action AN RH -

% 4-1Action i B
Action w5 Hhid

Downgrade D NECGEHTE

Erase E DI A

Install I IR

Obsoleting 0 AT RPRE R ST
Reinstall R A
Update U THR B,
4.4.2. HEBRME

T R E IR P BEARLERE R, AT UHAT UL R g4

#dnf history {id;}

Hrpid 2 EAER id.
R T EE R EABIC GG R, aTeMEH LT a4

#dnf history info {id}

IR T E R R P B P IR HEAE S, PTRMER BUR a2
#dnf history info start_id. . end_id

2N

#dnf history info4 . . 5
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4.43. MEEBER#ME
U R AR R A dnf #24E, AT LLCL root BUPRIAT LA #R4E:

#dnf history undo {id}
AR TR S E T A dnf #4E, ATLLRL root BUPR AT L F #R4E:
#dnf history redo {id;}
FHE EMRS

ZETNAITRE 25K 55 daemon LPLKIZEFEVi M) Kylin Linux
Advanced Server V10 &4t

5.1. f#H systemd B RZ RS

5.1.1. Systemd 444

systemd /& Linux F—/N5 SysV Al LSB ¥IUR1k IHIAS 3 258 1) 2 G AR 55 85 B
7o systemd {1 socket Ml D-Bus KIF R SS, FRALIE T sF 4 gL T B 35
%, fREE T Linux cgroups HIFFRIEERDIRE, SCRAUBHI RGUREWE, 4E4r
BN B, LI T SRS AT B K R B — A SR B s, G
A LR HATHERE . systemd B 7% &I AT AMEE AT LLE AR sysvinits

systemd o AR B A RG22 T unit FIMEE . unit 2 H— P SECE SO
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Xt N ) 44 7 RN AY A R i (9140 avahi.service unit A — N2 A1 [E) 44 71T &
1, RSFHERE Avahi ) — D EE2RHIT). unit A LA LA

# 5-1unit 8BAH
Unit 255! PELEY i35
Service unit .service SRR R AN fEiE. BRI E R
IR
Target unit target 6 unit A unit T2 4504
Automount unit | .automount IR unit #HEE R GG EXRFI—AH
Device unit .device U6 unit B3 —MFET Linux B
[ &
Mount unit .mount K unit 33 RAELEHZ KPR — D
Path unit .path I unit ARG — A SR
H %
Scope unit .scope I unit AR AT
Slice unit slice I unit A—HEH RGN LN 7 Z unit
Snapshot unit .snapshot 5 target unit FHL, PRIGA S AT 4,
ME— 1) H 8RR 51 FH HA unit
Socket unit .socket B2 unit 3538 2 G0F0 BB A — A
socket
Swap unit .swap I unit #35¢ swap X EH swap U1
Timer unit timer 6K unit 3522 R G [A]

Systemd unit )30 H SR Ul B0 T

# 5-2 Systemd unit /4

B3 E1:5%)
/ust/lib/systemd/system/ RPM 0, 22 3E I AT ) Systemd units
/run/systemd/system/ IBATHBIEE Y Systemd units, 1% H FATS 2B E %

T H 7 ) Systemd units
Jetc/systemd/system/ A4 003 5E ) Systemd units, 1% HXIEHSHE
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RiiZATH] Systemd units

5.1.1.1. FEHHE

systemd $&fit DL Re

> BT socket FFATIERE: A T IEEEA KRGS S AFHAT 5 3h 5 2 KRS,
systemd 7E3£BR A 2 5F P 3EFE 2 AT B4 socket, SAJE1L1E socket 4557 ik FE. 1E
RGVIIEWIT, ERATE IR socket, A5 FE ST A KsF i .
R — R S5 R 75 B 53— IR S5 IR SRR I A A 5842 8 81, TR AN BT §EIEAE
PR S5 I A B R HEBN . IS4G P i iR AR IR 0 SR AL T BH IR RS « A
o R f X A% PR 2 B2, 1 HAGR AR X — E K P BH 2 o iR 55 1H)
PRI G 28 A P e 22 0 e R SRR L IR I R4 J3 sh(BR 8 — 0T )8 T B 1)
socket, WIHR—"MRE T EHAMPIIRS, & R8T LLEREE|AH N socket).

> D-Bus BUGHEEEBNRSS: 10 S Zlus shug, rSs al LAAERE NI
4 EEsh. A, SR EE RIS R 5 n] LA TEFESS I D-Bus k%5 1192
HFESHE BB FEDITEIER. (FENITE 2RSS, R — AR S BOE g
O HARAR S PREEE D-Bus HHFRAILIE SR, B RIHAWE HE H MRS EEN
1E).

> Peptsr R L T S B AR

> {RE 7{HH Linux cgroups JHFEREEETIRE: B— N HUT T HHERAE
H O — cgroup, ACLE sysytemd {8 H 7] LLFFIAE cgroup HH A& L ML B
IR SSAEH i . (i F libegroups utilities) o

> SRR RGUIRS RS . PRI LR R IRAF/ K B R ST 6 AL I BT 1)
55 unit BPIRES . EA WM FEERMAHEN: R HPENEA MR
"Emergency Shell"WIHFHRIRAES, b YuT RS s PRAL—N 120 Je HiRIRAS (1) 1] 5
Jiik, EH A SR E 2 bE RS .

> YEPEEEON B HEEEON . systemd AT IR AR B OL, AT DAH
RAE R EE R R Jete/fstab 14 A] DLE I S84 m i — N i D Z U . i
f8§1FH comment=fstab 1261 f& EL %2 7] DAFRid/ete/fstab 2% HAEH SN H systemd $%)
HOISEz =Y

> UL T B IRSS TR T O R I — MRS B 4] systemd SCFFARSS
(8% unit)[A] ) 2 FK I OC R . 7 unit BCE SCAFFEH After/Before. Requires #ll
Wants %75 ] DA & 52 unit 305 IR . Requires A1 Wants 37~ — AN 1E 1) (5 il 5 AT
1% ) ) T SR A OC &, Conflicts o — 17 [A] I RE SR AOROC F o HAth ik T

AR WER— unit 75 2R EEECH], systemd BT B AE FIHATER RIS INE]
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I AT FIEE, RS BN EATIIAE TR R 2 —B(EUT A unit 1565 07 275
TAMEN). WRBHEZREME, systemd K22 B R ©, MIFR0TCLHBRIEARITC
FTAE.
5.1.1.2. FEatE

> 5 SysV WHRICIIAS A R RE, &2 LSB M chkeonfig f)k (5
S, B0, ST REE, W Jete/re.d. IXEEH G IAAAAE A—
N IBCE VR, PAIRZD sysytemd Ak S5 [ B ISR ECH S

> Jetc/fstab LB SCAF: X A2 5 — AN E VR . {8 H comment=fstab 171
bric/etc/fstab 25 H, ¥ systemd 7] PAFE I B £H:35 5

> SCRETE B/ SEBIALE]: 1t R — MEARBIE] getty@.service 3C
1, AR 7SS getty #RAE S —MECE M. B2 HER 708 2 7] DA LR 447K,
ok & Ui, B BLfE O R B avahi-autoipd@ethO.service R 4% At &
dhcped@ethO.service, 157475 eth0 H{E 7] DL B HE oL@ B AT VL ECAS 21

> £ E R B A deviinitetl . XA A PESEER BN T AT FIFO-
activated R %5« (J 2 ] B HOAE I S 1 SR BB 40 i~ D-Bus 5 R) sk b, XHE
W IHI Upstart Al sysvinit H[1) shutdown. poweroff F1FHAhAH{LAr 4 AT LALE
systemd 4k 2T H .

> 5 utmp Il wtmp FH%¥ .

> ER] DA S e R A MR

> M E S 5  desktop STHFAHIE BT : 1R 22 801 2844 rh &R 1K
AN TEVE I AT A% o e AT DUE A W B PR B IR S A TR, iEvEE E
FEBLE), A B2 SR TR

512. BERGMRS

systemetl J&Hx ) T H. ERElA service il chkeonfig HIThEE T —4k . &)
DA FH e 7K A1 Bl R A 2 i il b a2 R S5 -

% 5-3service 5 systemctl ) [X 5]

service systemctl iR
service name start systemctl start name.service H Kk 23— R 55 (3F
AEEEIAN)
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service name stop

systemctl stop name.service

FIRAZ AR S5 OF
AN H R IA )

service name restart

systemctl restart name.service

HIRAZ IEIF R 3 — Nk

%

service name

condrestart

systemctl try-restart

name.service

B AN IEEIEAT R

%

service name reload

systemctl reload name.service

SRR, BB A

BRI
1

type=service --all

service name status systemctl status name.service | i) R 55K
systemctl is-enabled
name.service

service --status-all systemctl list-units -- WoRFTE RS IRES

% 5-4 chkconfig 5 systemctl ] [X 5]

FE R R Bh I Bl A2 3
i fih 2 2% AP N 6 B R 5%
HNJAH

chkconfig name on

systemctl enable name.service

FE N IR B B 2
il fid A 6 A I s B AR 55

chkconfig name off

systemctl disable name.service

FHRAG#E — AN AR5 7E

chkconfig --list name

systemctl status name.service

HIEZS A=) = systemctl is-enabled

WAEEEH name.service

R AESNBATHO T | chkeonfig --list systemctl list-unit-files --type
k55 1 a3 AN AR A service

7~ unit 757 & A s RS

chkconfig --list

systemctl list-dependencies --

after

oK unit J5 3 A 3N ARST

chkconfig --list

systemctl list-dependencies --

before
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51.2.1. ®RR%

i B ) BT
#systemctl

LA iy 55 20
#systemctl list-units

075 PSS T, AT L R A
#systemctl list-units --type service

B I BOIR 55 A FR T, PATBL R A2
#systemctl list-units --type service --all

S T AR SS R BRTT, AT A R A2
#systemctl list-unit-files --type service

PN DA s 4 i i A s R 55 H) i 2
#systemctl list-units --type service

RRPTH SR S5 T A 2 IR
#systemctl list-unit-files --type service

5.1.2.2. BRREIRE
SR IRSIRS A4

#systemctl status name.service

R 5-5 RFETLEBIIR

X E13%)
Loaded k55 72 15 4k
Active ke 55 72 15 0
Main PID AT R GRS PID
Status YT AR GRS BB I S
Process FHSGHERE BN S
CGroup #H2% CGroup B {5 &
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IR firewalld.service AR S5IRZS R -

#systemctl status firewalld.service

7R firewalld.service IR 55 JA 20 01 & 4K 36 IR 257~ 451 -

#systemctl list-dependencies --after firewalld.service

root@localhost ~]# systemct ist-dependencles ——after
firewalld.service

|—dbus.service

{—dbus.socket

l-polkit.service

|—system.slice

—basic.target

| F—.mount

\ Fsystemdfaskfpasswordfplymouth.path
| tmp.mount

| Fpaths.target

| | Fsystemd-ask-password-console.path
| | L-systemd-ask-password-wall.path

7R firewalld.service ik 55 A 3 5 5 MR 55 7 51«

#systemctl list-dependencies --before firewalld.service

[root@localhost ~]# systemctl list-dependencies —-before firewalld.service
firewalld.service
-docker.service
f-multi-user.target
\ }—systemd—update—utmp—runlevel.service
l—graphical.target
| }—systemd—update—utmp—runlevel.service
| L-shutdown.target
Lshutdown.target

|
|
}
}—netwo rk-pre.target

5.1.2.3. JBEIR%

JR B RS i
#systemctl start name.service
J& 2 httpd ARk 557~ :
#systemctl start httpd.service

5.1.2.4. {F1EHRS
{E1E RSS2
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#systemctl stop name.service
1% 1k httpd AR 557~ :
#systemctl stop httpd.service

5.1.2.5. HEJEIRS
HF RS HL:

#systemctl restart name.service
)3 httpd ARk 55 7~

#systemctl restart httpd.service
X T IEAE IS AT IR S5 i %

#systemctl try-restart name.service
HHR S L

#systemctl reload name.service
H AR httpd AR S5 7~ -

#systemctl reload httpd.service

5.1.2.6. J& RS
A RS 4

#systemctl enable name.service

HH A HI R 55

#systemctl reenable name.service
J& H httpd Ak 25 7= 191

#systemctl enable httpd.service
Created symlink /etc/systemd/system/multi-
user.target.wants/httpd.service —

/ust/lib/systemd/system/httpd.service.

5.1.2.7. ZXH RS

LIRSS i 2
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#systemctl disable name.service
2% bluetooth k557~

#systemctl disable bluetooth.service
Removed /etc/systemd/system/dbus-org.bluez.service.

Removed /etc/systemd/system/bluetooth.target.wants/bluetooth. service.

513 EHAMNR

JAshZ ) (runlevel) &—MNHMIMES . BAE, systemd 5| T —NF1JE Bh2%
Sl DhEEAR LA [F] & ——H A5 (target) o AMEFFRARKBINEN, BAH
WA 4 AR DI RE, O ELRE R 5 T 224 o — 28 H ARk AR FLAth B AR AR 55
FIE BT IRS - systemd FEAt | — 2L 4} sysvinit 3 B2 511 B bR, J50] LLd A IH
) telinit /5 228 5 fir 2 U145t o

JRENZGN 04 1. 3¢ 5. 6 WA FHeE Hig, I HAX B —> systemd ¥ H
bro BSLHUN T B R shZoTiRe, TLALAEA B R shZ0) hdEat, el —14
B H bR Jetc/systemd/system/< FH O H Ax > C w LB & F
/ust/lib/systemd/system/graphical.target) , l%/etc/systemd/system/<HT H #75>.wants
H 3%, A N o IRk 55 15 82 (35 7] /ust/lib/systemd/system/H [ 56 30D

R 5-6 SysV J3B31Z55 systemd HFRXTEL

BAT A RN iR

0 runlevelO.target,pow | F W R4 (halt)
eroff.target

1 runlevell .target,resc | FLFH AR 2
ue.target

2 runlevel2.target P B E SR shgo, @ Rah

25 3

3 runlevel3.target,mult | ZH 7, LEEAE. 0 LLE
i-user.target INEZSTTEIAELTE B

4 runlevel4.target,mult | H 7 HE X E3IHH, HHE RN
i-user.target Kl 3

5 runlevelS.target,grap | ZH 7, BRI &L 3 1
hical.target M55, FF 83 B SRS
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6 runlevel6.target,rebo | H J5
ot.target
emergency emergency.target 2R (Emergency shell)
F 5-7 SysV ¥tk fr4 5 systemetl X EE
|H w4 Frowd 3%
runlevel systemctl list-units --type target A= INER 70
telinit runlevel systemctl isolate name.target AR 4 HT H A
513.1. &FEINHR
AN H bR dr 2

#systemctl get-default
LU NEF BN H AR ITT R

#systemctl get-default
graphical.target

5.1.32. &FE4HTHR
BE T H b S

#systemctl list-units --type target
BN HARRI RIS, PAT BN a4

#systemctl list-units --type target --all
PATR N SR 40 P A s H bs s 1)

#systemctl list-units --type target

5.1.3.3. ZHEEINHx
EE%@)\ H *F i]H] ?

#systemctl set-default name.target
LANAZREE 22 H 7 H bR sl

#systemctl set-default multi-user.target

Remove /etc/systemd/system/default.target
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Created symlink
/etc/systemd/system/default.target — /usr/lib/systemd/system/multi-

user.target.

5.1.3.4. A5 24771 Hip
AR M ET H bR 2

#systemctl isolate name.target
LARAZBE 2 HI P H bR -
#systemctl isolate multi-user.target

5.1.35. VIHRaRE

systemd.unit=rescue.target /& —M W B F AR RGN RAE shell [IFFFK target unit
(52179 1 FH1RL);

HEAR R A A2

#systemctl rescue

IR EFEAREEE A B AR H HE, Bl
#systemctl --no-wall rescue

DI AR o 51«
#systemctlrescue

5.1.3.6. VIHE S

systemd.unit=emergency.target 5% i# {x 7 254 1] init=/bin/sh 45 RSl KRG
ZARAS B B AL

HANE BB

#systemctl emergency
WMRFEHFNESHEA DA HE, WLl Tms:

#systemctl --no-wall emergency
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5.1.4. fEmENEE EAEA systemd
LI FENL 2R systemd #4401 F -

#systemctl --host user name@host name command
LR Hl 2 2541
#systemctl -H root@server-01.example.com status httpd.service

5.1.5. BIEFBE systemd HITC4F
5.1.5.1. FIoHNA
BT SR R LS = AN
[Unit] : JBABRED, B3 unit FHEAREE.
[Unittypel : Unit 884, A[FEIZEAE AT LS systemd /1 P 45
Uinstall] : G EW s, o MBS RS N2

£ 5-8 [Unit] FEACEHiHH

=R HiiR
Description —EeHR, BORGH P AER, W LARARA TR R,
— e KT R SS UE B

Documentation | $§5EZ% XHIHIFIE, LU ) URL £,
http://,https:/ file:,info:,man, IXA&HWUF1, &IFAETGH
BXAMRSEEHE &4, Rt TieER,
WG RFE S, XAIEIA A2 K8 E, SR EZATH
aH, wmRfEE 7T —ANTW, BAEEII, ZATH
Hie B A FERIEH .

After/Before e B R 25 TR B S By, bein— foo.service BL & 1 —
1T Before=bar.service, HS-4 MAtBAT A JE B,
bar.service 2554 foo.service i BI5E G A 8. EREIX
NV B Requires=7e AH B BAL [, RN A5 After=H1
Requires=tH /& & WL ik e DL @ — ik L b, IxXH
SR A 5 5 .

Requires i € IR S5 ) e iR Ss W R A RS54
Requires & [H IR & B & 0E, |2, WH Requires
Ja T AR S5 A5 IR BV R B, WA AR St k. X
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AMETAT AR E 2 Ik, AU EE SR I 48 7€ I IR 55 # 4
BOE o 75 2R AR XA IR TANFE IR 5 2 545 1 R
¥, A BT 5] (1] After=A1 Before=KIECE . 41
i, W foo.service fK i bar.serivee, 1HE RECE |
Requires=1M %A After=of Before=, 4 foo.service J& 3l
i 2> [FI I 30E foo.service Al bar.service. 18 5
Wants=f{% Requires=/2& EIF 1L, FANRFSHITH
A PR IR 55 SR L 17 4 o

Wants

FHXT 55461 Requires=, X A H RS = A3, Hl
RICE S BB TCIE I B F S0, FEAFE I A R 55 1%
N—NEARR A BN X2 P ARk 55 S I ) 77 =X
XA FT LG B SR, alid . wants/ H i, A
AT LR BT Ui B .

Conflicts

BoE — MO oe, wREEE 7 RLm, Ba, J—A4
M55 BB, B b RS, adoR, Wi
Byl RS Esh, ARtz BEEIN
AEERH. R, HREM After=F1 Before=7& HAHMAL
1o MRS A A B R, HAE B B3R & [FR S
8, WarfARez BRI (HEHZDLFRD Bk
UMEEE (WEHEZ BN EHARLTRD , G
O, SR TR E RGNS, BT IR

% 5-9 [Service] FEXE BN

=R

iiipa

Type

WEBRENEINRE, LI IEz —:
simple,forking,oneshot,dbus,notify,idle
> W N "simple" (W E T ExecStart={H K 1% &
BusName=H] 1B IME), H4 IR ExecStart=F 1% & [
BERE AR R 12 R 55 1) R
> WURMHERE R EOy HAh AR R IR 5%, A L AHE
ZHERE R Bl B S AL AE IR IE (B s R ), BAn
PR 4K B TC I R B
> "dbus"(% B | ExecStart=-5 BusName=} Bk IA1H)
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5 simple"28BL, AR Z AT 1Z#FE R ZAE D-Bus |
A H BusName=15 € 1% FR. systemd K 1E 3
HEARICCHT, B IRZIERE O A IR EL T 48
SE 1) D-Bus %7K, B AR 2 T a2 A T
dbus.socket #.7G .

> "oneshot"(A ¥ B ExecStart= ] BRIAE) 5 "simple"
FAL, AFZAAE T ZHFR D IAE systemd JA B Ji5 44 5
JCZ HIIR o AP RLIE 5 75 21 B RemainAfterExit=
iU

> RN "forking", HFAFKR ExecStart=1T 15 E 1)
R ARSI forkORFGWH .. XRMESR
UNIX P3RSl . i 4 A 5 R1E
O BRI G, KRR, T
AR ZIR S ) R ELiE AT o X T R 2,
@A 152 & PIDFile=i£ i, LA#E Bl systemd #ERf & AL
RS R, gEmn s 4k 5o i A shi R .

> "notify" 5"simple" ML, AR Z AT Zd IR
1E R sh 5 i Ja il sd notify(3) 2 KR O K IE—A
HEH S . systemd ¥=1EB SN EHHEITZHT, B L
TRAZBERE A I AL T IXANE R . R BCE 9k
Y, HB4 NotifyAccess=4HF H GE 1% B N "all" 83
"main"(3R\). V1R, HHI Type=notify M RELE
PrivateNetwork=yes &5 T 15 TAE,

> idle"5"simple" KL, ANFEZAAE T IR 2 h
SEIR B A IR E AR TE L JG AT o IXAE 1T DUkE 4%
il & _ERPRESE S shell BIA R 4 B TR 24 E—iL.

ExecStart

2R 3% IR 55 I 7 EHAT I AT (fr 2+ 240 .
IAEWE T Type=oneshot HITEHL T, 74 7 LA EATRE A6
AT(FEEA), BN H R GERE — 217,

Z A AT BE T UAE R —A ExecStart="1 % &, 1] LLil
i 1 B 2 A ExecStart=>Kik 2IAH [F] 1) 804 «
WMRBON— DB F R, AT RERITA A7 H0R
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BIET . WRAR E LT ExecStart=1§%, -4 LA LR
& T RemainAfterExit=yes 54 .

T AT WAL — N30 AR RS AT AT S0 TG, IR A
LS (AL ZHORAK IRAE N "argv[ 1] argv[2] ..." &6 25 B A
TR .

WERAE LN R AR AT PR "@ 2%, B4 e R Le 2
B MIRAE A argv[0] argv[1] argv[2] ..."f& 1625 B P AT It
%o

WURAE A0, BRAS R IN B AT i -" R 4, B4 BAd i A LA
SRWCIRAS (91 =22 ) R B I )R il
NETERH . AT LRI A" 5@ A0 4, HIBFPAEE .
WERWE | 24T, B AR L 478 DL AE 81503
A b IR AR R AT

U RFEATE - RTER I T AT AT R, T4 TR fr AT
BASWIAT, RIS 20 232 09 R W (failed) IRES .

R UE Type=forking I, X HLUCE 1w 24T A sh ik it
e R W &< B R abei

ExecStop

XR—NALEMAE S, T8 E 1% RSB E KA 1R
PATHI A 24T« EVEHNE ExecStart=5¢ 4 #H [ .

PATTE SR B I T2 5, 1RSI A BRI i
SR KillMode=[1) % B # R (S L systemd kill(5)FH).
WK B IR, A IR B IR, %IRRT
A R ECK YR KillMode=F1) 3 B 4 37 BN 4 8 R 5 .

5 ExecReload=—#, WA —MReIRIMH 53 ESMAINPID
Al LA T RoR EFER PID.

— R, U E AN RRS S, AR
B AN

KA e b B i AT e 2 G, IR IR b
SIGKILL {55 2RI R FE, XAl fee 38 k.

PR, 3 LR A A U IR [P, AN RE 2 e P
k.

ExecReload

KA ATERIR S, T3 E RS PCEOREFRA
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e BN T AT B e 47 BRI S ExecStart=5¢ 4 AH [ .
Tk, A NRFR A AR ESMAINPID w] DL T30R
FHERER PID, il G ml U AR ] -

/bin/kill -HUP $MAINPID

a9 N S o 1P 7 = SR i B UM TR i abvi 7 - s v =K VA =i i |
FCECHT BN B, AR AN SR
RUONIZ & — b B, At DAASE H 7 242 URE 2 I
ORI B S AR SS

AR ZI K ExecReload=15 B A — AN Re W i Or 255 N4k
We B S HHRRAE R 28 56 U A 24T

Restart

YRS HARIEE IR . R BRI, BN,
S EINZ RS -

"R S5 R L R
ExecStart=ExecStartPre=,ExecStartPost=,ExecStop=,ExecStop
Post=,ExecReload=H"1% B HHEFE .

M FE R BT systemd FIE 5 #AE (1 a0
systemctlstopl|restart) ] #5715 1EB, iZIREZ A B E B 5.
"R E] PR [T H "keep-alive ping" i, AT PLZ
systemctl start[reload|stop #E/EHEHRT o

1Zikmin] DU N #I{E 2 —: no,on-success,on-failure,on-
abnormal,on-watchdog,on-abort,always
"no"(BRNE) R R A S E . "always" Km0 2
HH,

"on-success" KN AE R S5 HEFE IR R N B E, BriE B
R

IR A0, B AR R
SIGHUP,SIGINT,SIGTERM,SIGPIPE 155 3 HiB i 75 &
SuccessExitStatus=F] % & .
"on-failure" TR AE RS AR S W AR NI LS, i
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iB
BHASAN"0", B SRR 9 H R AIE (B FE"core dump" DA
J e F] SIGHUP,SIGINT,SIGTERM,SIGPIPE 2 4} HoAthfz

HEts:

),

B R T B T I systemd R AR B IN T4 R B o

RemainAfter | Al A4"yes" 8" no"(BRINH), T 4% MRS BIFTA R 45
Exit BHZJE, RERRKE RS AE S (active) R4

# 5-10 [Linstall] FEXFECE T

=R iR

Alias T2 AT A AT H A N 42 5 (RI4E) o bt
MRS A G A RS (RIFEFERZEED o X ANIEI
AR EZ IR, A A7 HGERIEN, 34T systemetl
enable A, S EENLAHMN HBERE

RequiredBy {E.wants/BY, requires/ - H 5 H AR 55 ST AH M) 852

WantedBy XA ROR 2 B PR P RS R 3, ARG E
P

Also R 55 2 I [RGB AR 55 . iR P iE
KRALZBFEM RS HECE 7 I, N systemctl enable iy 2
1T 25 B Bl 2R AR TR 2 IR DS -

DefaultInstance | 7~ unit 5 FH B ERIA B84

N IHiAE postfix.service H7t A7 5

[Unit]

Description=Postfix Mail Transport Agent

After=syslog.target network.target

Conflicts=sendmail.service exim.service

[Service]

Type=forking

PIDFile=/var/spool/postfix/pid/master.pid

EnvironmentFile=/etc/sysconfig/network

ExecStartPre=/usr/libexec/postfix/aliasesdb

ExecStartPre=/usr/libexec/postfix/chroot-update
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ExecStart=/usr/sbin/postfix start
ExecReload=/ust/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop
[Install]
WantedBy=multi-user.target

EAREIF,  [Unit] FBERER RS LR S8 %5 8. [Servicel f4F
EARRFIRS1E S . EnvironmentFile & ik ?ﬁIEXE{'JWH&%E’JHiﬁ}EE, PIDFile &
NIRSSAE B AR PID. fa, [nstall] B R K HZ IR 55 10 N 25
5.1.5.2. g H & LT AT

B B € X TT P IR

1) #EHE RS IPAT S

AIHAT ST AT LA A, AT AR BRI AR, iR TRE, A HEE X
JR 55 ) R HES —A PID SCfF, —fRIE PID fREFAZE . FAME T REFR ERIAD
BEUEAAERAA, #RIA AR A AT B EAREZ T

2) fE/etc/systemd/system/ H O B, HARIE R g

i

%EZ root /74w

#touch /etc/systemd/system/{name}.service

#chmod 664 /etc/systemd/system/{name/.service

SCAFAN T EEPATRUR -
3) $TJF{name}.service SCIF, IRINARSSBCE, 5P AR & T e E AL 780 )
AR5 SEALTRE T A2 — AN R 4 IR 55 1 T L 81

[Unit]

Description=service description
After=network.target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]
WantedBy=default.target

4) JBH systemd HAHAR SIS0
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#systemctl daemon-reload

#systemctl start name.service

{1 emacs.service LI -
1) AU, IR IR IE AR :

#touch /etc/systemd/system/emacs.service

#chmod 664 /etc/systemd/system/emacs.service
2) WINEELS R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) JHFI systemd FFH G RS

#systemctl daemon-reload

#systemctl start emas.service

8% sshd-second Ak 55 HI11-F
1) # 0 sshd config X4 4 sshd-second.config

#cp /etc/ssh/sshd{,-second} config

2) YwiE sshd-second config XA, ¥shn 22220 B 1, A1 PID SCAH:
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Port 22220
PidFile /var/run/sshd-second.pid

ARG T BB S AL, 15 PR B .
3) ¥ ILE T

#cp /usr/lib/systemd/system/sshd {,-second} .service

4) g% .0 A /usr/lib/systemd/system/sshd-second.service
B IR 7 B -

Description=OpenSSH server daemon
7NN sshd.service AR 55 15 After 72 )5
After=syslog.target network.target auditd.service sshd.service
F£ % sshdkey B % :

ExecStartPre=/usr/sbin/sshd-keygen

TEPAT A EL, B InEE A sshd R 45 ML B ST A
ExecStart=/usr/sbin/sshd -D -f /etc/ssh/sshd-second config SOPTIONS

&5 i) sshd-second.service SCIF N 200 T :
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) RAEH SELinux, ¥sIN tep %, 4155 sshd-second R 4% o 11 5l 2 4%
R e -

#semanage port -a -t ssh_port t -p tcp 22220
6) BCEITHLE B IEIA-

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

B DR IS K St 1A T

5.1.5.3. B SR H T3

systemd FLIGHC B SO ERIA R AEAE Jusr/lib/systemd/system/ H 3%, RSB FE R
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AW E BSOS H F IS, B e RS E lete/systemd/system/ H 3k T,
WMRET KT R, ATLMEHLL T TE:

@@—Aaimmwwmmmmwmw, AR — M, TS
FEHIIE R T, I A E SO R Y BRI BCE, XS BRI B T S ) T
Pt A BTN o

MJusr/lib/systemd/system/#5 DL —17 R 4G T B SCAF 2 fete/systemd/system/, 24 J5
B, EHIMMAERFEIE, XM ARG ER, HTAT
LI Th RE I 5 o

R B BIEAN I B S, R R ZEM B /ete/systemd/system/ T [ BC &
SCAFERATLL T, AREEGHLE, (EHWT a4 N R wier B

#systemctl restart name.service

PR B\ s il B
NI REONR I RCE, 2561 ete/systemd/system/ T Il & — > H
5%, root AT AL T THI ) i &

#mkdir /etc/systemd/system/name.service.d

FERNA QI H k2 T B FCE S, 400k conf SC R4 R
Blin el —> B € SCRRBUCAT, AT

[Unit]

Requires=new_dependency

After=new dependency

T, AT CARC B S R, £ ERR S 30 MEEE, IE
ISR
[Unit]
Requires=new_dependency
After=new dependency
PRI AN, B RIS E — DDA, XARRC E S
TR 20 4% ok oy A e 28 Al i 25 O TC B H e
N TR HRIA BEEG A root $RAT BLH #4F:

systemctl daemon-reload
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systemctl restart name.service

#1-F: ¥ J& httpd.service Ik 55 C &
9 7 A%E httpd kS5 S SR SAT P B E A, 7524200 httpd 152
JCHCE S, AT LU J LB ERAE, B ARG —AN B € ORI B s b B g SO

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf

i % B & X XA AL & 1E /usr/local/bin/custom.sh , ¥ 1X 4~ 15 B ¥ 0 3
custom_script.conf H & XA H

[Service]

ExecStartPost=/usr/local/bin/custom.sh
N FH B A

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) & —AM$H & 7 -k 55 5 2844, {EF ARG A1) %

WEAARE G W, Bt IR & sk Bk Sim ENLR G . B
ﬁD FTP & TZ% Telnet fITALE(E MU, SSH % 7 & 541k, FUE N X
LI I S SR ORI 25 0

ssh ﬁzﬁ%ﬁuﬁﬁﬁ?%ﬁ%ﬁu telnet B rsh, IX 46 ELEE TH ) L 22 A P AN = 1D

FREFEE EVL RGN Zam ST . 5 HAHSCH —ASfi scp R, HT

B 0 rep XAEHRAE EHLZ BB HISCA K2R 7 . NI B2 11 1R AR 7
AN INEEAE 2% 7 i A1 IR 55 Ui (A0 A% 38 IR 25 Ry, By DA 12 1T e b ik o A58 B e AT
R 22T EE B RS, R RN PRAIGE 7 i 5 48 A AR AT 2R 4 1 KU

BRI = SR S5 R E R G T AP OpenSSH %2 2% ——openssh,
DL OpenSSH i 4% tifi 22 2% f5——openssh-server F1 OpenSSH % F b 22 25—
openssh-clients. 7¥&, OpenSSH Z2%4& K #iT OpenSSL Kz %54 openssl-libs,
AR TSI HEERINEE, {15 OpenSSH REWEFE it in 2 15
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5.2.1. SSH #¥
5.2.1.1. A4 fERH SSH?

WHERNZE A VFZ AT UM T, etSibAb A H i $2 8080 =5 % i )
gemaE, MM EERBO — N KRGV IBR . — MR, IX L8 n] L4y g A
TILE:

1) FEHEAN RS2 E R E

i 2 AT BeAS, T8 A5 XU BT AE M 28 () SR AL, 2 AdAT] 2 TR) A% 3 PR AT £ 2
f AT e BUFREEE R, BB OUE B R IR 4 v R il

T T i e FH AR L R R SR AT 1Y), B B R RS e — AR
HOLAI LS TR, AT DAR SR SR M i h s A, IR 25

2) B afrEFHL

Bki # 0 R GG L B R B AL UGS . iSRG SR B 1
H P RG22 ke IR AR R — /M R 1 B TS .

KRR AT D R 4% N “DNS ZAEEEIIEOR,  siE @ i
“IP SR IR S . AR — PR, NREEH— S DNS IRk 55 25 K5
P RGRIA - SRR E R TN EE T RoRE T, AR KIS R 2% EE
£, RN EIEROEE RGN — G EER TR .

XL AR AR BE O F2 8 ] Be A7 I BURE B, 1 B fn SR ax S 2 H T A L
R DAL, TR 5 S 72 9 METH 1Y) o W SRASE A SSH SRFEAT I8 R 5 s A ST A 2 A
B2 R 05 R Hh /D Ik e 22 4 il . IX DRI SSHL %5 P it 1 AR 25 vty 457 FH £
B RIE S . MhAh, B AR S v RS B I T IS AR . AN
SRR IAE W — J7 AT S 0 S B R 2 AT AN IR, PR — MR B AR 2 —
AU A R G FE R G AR08 (R 3 R I 25 1
5.2.1.2. EEHE

SSH PR AL 1 DL fR4P 45 it :

1) Joik P e T I i 55 g

TENIEERE 2 S5, 7 Ui Be % IR € 2 B BT B2 1) IR 45 i (R0 ff 2 e 2 AT i
FEi B[Rl — A R 5 i o

2) TEHFRVIELE B

% P At 128 ALHNEE BESRA E BIIEAS B AR 5 45 IR 55 i o

3) TiEHiduE G

FE— Nl A IR SR A2 128 Arhn# Fkin & my, 15
3 1) A o oA A 5 A W PR HE R
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UbAk, SSH HhsGa$ft 7 DA g I

1) R4 TAEMLE A8 A BRGNS AR 1 2 T B

I A X1 R IER, &P e MRS sk K X11 (X & H &
40 MR

2) PRAET R R I E A A 5K

SSH BSOS B A I RIS 1) — DIEAT s o 3 3k A5 FH 4 Sy suis LG R R
SSH A 45 ity AT LA — M4 e AN 22 A (51 POP) 1578, AT 3 hin g
e RGFEHR ) .

3) AL RO % 4 iEiE

OpenSSH IR 55 Uiy F1 & 7 it T LAY T B8 >R S IR 45 i A1 %0 g AL 22 [A] PP 2%
T, BV — AT R AU X 45 R R IE

4) L FF Kerberos WA\ilE

OpenSSH Ak 2% b A1 7 iy 7] LA A B 18 A Kerberos W 4% DA IE #5131
GSSAPI it FH ¢ 4 IR 2% B A 7 A4z 1) SRR IEAT IR
5.2.1.3. WhilhiA

SSH H BIAFTEPAIA : FRAS 1 FVESH RRA 2. BRIAT REUBA = 2 R 55 A A
ARG OpenSSH B £ ] SSH A 2, Z A B W SRS PI5 Bk, A
G ZBA 1 EATRIR ST R, T ARAERERE, OpenSSH E44[H
FESCRRRRCA 1 BEHz .

H B -

N T RS TR N R AR e, BUE N ET R e SSH kA 2
(10 e 55 i 1 2% - i o

5.2.2. SSH EZKHE4FF]

DL — R AV E A AT LR A AL 7] (1) SSH @S I 52 8k

1) BATINERTF, DUER S i A6 05 50 IE e 17 BR IE A 1 AR 55 i idh A7 I8 A

2) SRR WA EE SR et 2 7 i Rzt R AL 2 1) R 2 A A J2 3R A7 o %

3) & i ) AR 5 i dE AT EH FRANIE s

4) & i i A A R E AT A L.
5.2.2.1. &2

P2 1 B EUR R IR PR WL 7] (385 2 LA AT SR, B AR INIE
I DA S A5 B S (03845 3 1R o A 2 300 5 6 5 A7 I 3 R e 25 kb 3, DA R ik
PR AT A IR AN SN ) T BE A R, SR SEIIX — H b o A& 52 AR AL R 47
I s e ThRe .
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SSH %% )7 I bk 2 M 55 i), R BEAT S RS, 645 PSS R G822 8] AE % 1A 3
)z . YIS B IR

1) A WA

2) WhE NP R

3) W XN S

4) W BIERE;

5) e Ay k.

FEFRIAZ e AE] RS o P — AN ME— B BNV PR ik B E 2R S .
AR SR %5 s LRI AR AZ AN RE R AR 55 m 8 A5 0, Al 55 s 1) SE AL B0 12 7 i
KULR AT, P U AN %8 . OpenSSH #2752 iR 45 vifs (1) L2 BH R HN
WEIXAN R RIS, I B EAUS ] D e 2 MR 5, ks8R 8ad
Mo R HERE S, 2 02 CAORAF BORRAS KA 25 e 55 3 ) L3 B, DA
DR 7 i B S AE A0 U B0 I 9% i 45 o S RAERE SR BNV PR A 124k, I
WIS TR 2 TN 25 7 i 2 22 DR AT RS

HE -

Wi W RE AR IR R B R R SSH 553, BROAA L 2R G2 F AR
TE AU 14 Al 55 i A0 A0 ok e L AR ABOIR 55 i 2 B0 A HE A X o O 17 B LR IXRE Y 1
KA VSR — IEREECE EHVE A VLECR, B6 5 ik 55 i B 51 AR IE SSH ik
55 b (1) L SE e B

SSH i it B J L T AR AR SR RY i A P SR B G i g e . AEBRA]
HIs A BB 1 — A T AR A A — IR RS E 5, A RGeS
ATHER BN GENE,  DURIURAEIERE B AOR A IEANHE .

FEAE 4R E B A A — e B R ERL T SSH L3l EdRE
G, B RN IR, AR — B A A — AR S e RO
Wi e 2 W A (AN 3L %08, X — 15 B AR AR A BRI — B el A H
5.2.2.2. \IE

— BAER R — D L BRI R AL A5 IS, IR 55w o e
i HL I SCRF AN [ RIAE D5 925, AR A A — N FA GRS 2840, B N —
f o R % i S 8 BT S A R A — RO i 1 IR 55 i AT GE

SSH i 55 3 A1 )= i w] LARC B A8 AR R AL AN TT 3, 1R 5 AT
FERFERI L o RS ] DLOGE i T 2 R, e W] DASCHpR s i &5 U7 ik %
s ] LART Y R 328 T00 m ik 8 22 A UE D7 R IR o
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5.2.2.3. iHIE

£ SSH L4125 M — R IIWIEZ 5, KBl g 2 BE R (£
PR REERZME S HR, XG5 — AN EE R @A T RIS
XF SSH K, AN[E B E AR — AL F B 2 AR R RIE) F—FEARIT £
HIMIE . 2518 ST A R & S 1E R X1 &1 .

ANV AR 55 P 0 30 2 IR 45 i 0 m DA G (43883 o 5 — I8 R A R I R i
WIR T — DT 4% I SR T H — N F s i, & i R A 18
—iERIEH F . IXEE BRSSP AR, F TR (E T m o R ) ﬁHJH:
—K, ARBUMSEAASHIEW, FHEY—MeEMSES R 5, KT
(V)38 38 AN 25 7 W7 32 L) SSH %2 .

T TE A PT DAUSERER ], AT CALEEE DA — o Bk 1 5 R 2 AR ISR AR
PLX R R, R 4% P i B8 IE 24T R S, Bl A 2@ @i k% .

% P v AR 35 B 1 ) B e i SR B TE R RFAIE , R T2 B 1 SR 1) R 95 2R A DA
S PR M 177 2o IXRE AT PATEAS D6 SO B L) S R e A 1 00 DA
HRAN R SR B I AR s AR K R

5.2.3. BdE OpenSSH
5.2.3.1. A& SCF

Bo B SRR AF B R, — RIH T2 7 A e (G140 sshsep Al sftp),
HHh— BRI T IRS5u (sshd SFHFFRE) o

RGN SSH L B A5 BARAEA fete/ssh/ H 3 T, FEMLE 5-11 KRG TG HEIAD
B K H A SSH B B AE BARFEE~ ssh/ H T G H SRR € H A K
HaHD , VERZR 5-12 FrE B P fIEe B S .

R 5-11 REVEERECE SCHF

A ik

£1% 1 Diffie-Hellman 255758 4 75 i
FH /) Diffie-Hellman 2, Diffie-Hellman
PEEF RS HoRt TR e A A i 2 A O
/etc/ssh/moduli Ko 4% H7E— SSH & if s w1

B AT iz, — IR E A
i, 1ZEAE IO AT Bk ) — 7 BT
E o XA AR R AR AN
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X i)

iEo

BRI SSH % P om it B .
/etc/ssh/ssh_config U 5~/.ssh/config FFE) T, 1Z A

fic B K 4~/ ssh/config 7 i -
/etc/ssh/sshd_config sshd 54 2ERE () C B U
/etc/ssh/ssh_host ecdsa key sshd sF 4 3ERE BT FH 1Y) ECDSA FA%8H
/etc/ssh/ssh_host ecdsa_key.pub sshd 54 3ERE BT FH 1] ECDSA A%

SSH P ERA 1 (] sshd <73 #EFE B
/etc/ssh/ssh_host ed25518 key

F ) RSA FAHH .

SSH P RA 1 (] sshd <737 BEFE B
/etc/ssh/ssh_host ed25518 key.pub

HI RSA A,

SSH WMSURAS 2 1) sshd s34 F2 BT
/etc/ssh/ssh_host rsa_key

HIH) RSA #AHH.

SSH WMSURAS 2 1) sshd sy 47 R BT
/etc/ssh/ssh_host rsa_key.pub

HI RSA A,
/etc/pam.d/sshd sshd ~F3 HEFE 1 PAM BiC B S0
/etc/sysconfig/sshd sshd Ik 55 H ic & S0

R 5-12 Fe e A P R B
X iR

TR S R B — MR AR . % i i
~/.ssh/authorized keys B R S5 iy, R 5% v 8 i R A ORAE A 1% O R
(1) E 224 A HRINIE R P 3 o

~/.ssh/id_ecdsa % F P ) ECDSA FA%5H
~/.ssh/id_ecdsa.pub F P #] ECDSA A%H.

~/.ssh/id_rsa SSH WM A 2 1) ssh BT f#i B () RSA FA%H .
~/.ssh/id_rsa.pub SSH MM A 2 1) ssh FTfdi B i) RSA A%
~/.ssh/identity SSH MM A 1 1) ssh FTfdi B i) RSA FA%H .
~/.ssh/identity.pub SSH MM A 1 [ ssh Frfd B i) RSA A%
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XA iR
08 U7 A () SSH AR5 i i EALEEH . %30 PF
~/.ssh/known_hosts X TR SSH 2 7 vy 1IEAEIE 42 IE A Y SSH. IR 55 i
SR EEM,

PRECA K SSH FLE XA i & Mide 2 MG B, 7§25 ssh_config(5)
A1 sshd_config(5) Tt T .
5.2.3.2. J3Z5) OpenSSH fil 4% 3t

T2 %% openssh-server fl.2 J5 4§81 1T OpenSSH JIi 55 Ui »

PIE AT 215 R 3l sshd SFHERE, T LA root I A 7E shell fr 24T HERFF T
FINCL T a4

#systemctl start sshd.service

BRI 18 5 1RIE1T sshd P9 ERE, 15 LA root M1 1E shell fi 1T 57
FEREIAN LT 2

#systemctl stop sshd.service

SR AAE SR S SR, DA root FPUE shell A7 4T iR
R T RALLT fr -

#systemctl enable sshd.service
Created symlink /etc/systemd/system/multi-

user.target.wants/sshd.service — /usr/lib/systemd/system/sshd.service.

5.2.3.3. ffiH SSH HHTimfE %R

NTAk SSH EIEAFEIE, MNiZas bl A 24 iR, &, fpo
RS AT REE— AN iETh A SSH I B ORISR EF, (HRENEZ JE{EA Telnet
BRI T« T EEEAM RS EE telnet. rsh. rlogin AT vsftpd.
5.2.3.4. i TS HIHE

NTHEH— PR m ARG LA, ATLAERK SSH B EAXT, SR 5 5mi i & T
HEAPIE, FEEEF RS IE . ZXAE, TELE vi 803 nano S5 3CA YA # 14T
FFletc/sshisshd_config Bt B S0 F, FK PasswordAuthentication XSS NN R A

e

Y
PasswordAuthentication no

BN IEATEAE BRI BN 2R 0 R G AT B A, T A A B SR TR IR
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A 15 & PubkeyAuthentication no &I, U1 EmAEIER: LI, WA H
& B AT IR), RS R A RS DGR B e A T B R 8 s AR 2 A AT A
J5i FAlC & PubkeyAuthentication 24 no.

NTREAE R sshy scp Bl sfip N— D5 im bl a2 S5 um, 16 1%
5.2.3.5 A BB ERON BT AR B — MR B AN . R, IR LB A X RS P
a3 A Ko

T = IR S5 A B R R 4 V10 BRIMEHIRRCAS 2 1) SSH FrisCHT RSA #
o

T

WER LR LA root Y S 58 ik 1 P8R, B4 R A root P REAE 1 X Le 25 51

HIE:

MR EEFERER RS, NAERE I RREHN, 1E& 0 ~lssh/ H %
EEEE, BHEEG RSN, X-dEFELRS WA P PUT, &
ffi root .

5.2.35. RIS
TELE R SSH PMMARAS 2 1) RSA Z8A%T, 14 LA T A IRERAE
1) 1£ shell fr AT HRAFF FHIALLT a2 42 RSA H A

$ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) g A @ K RN RS, R~/ ssh/id_rsa.

3) AL, I HAERREIANI &R ANZE 2. AT 2R,
T AN ZEAE FH N 85 S J5 AR I 2 4 [ ) 2 0

4) BRUAEOLT, ¥~ ssh/HRKAIBURBE N rwx------50F DL\ BEFIFRIER
ANH) 7000 KRN T ERER A X B USER R A HN A . iR
AE, TTLUE T LT & SR AT A -
$ls -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MAHLLFRRB S, BAPEH ] —GaEyE L.
ssh-copy-id user@hostname

WRAHAM R WG, Zan 2 65l — IKAE )~/ ssh/id* . pub A%,
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AR, AT DR E AP SR 4
ssh-copy-id -i ~/.ssh/id_rsa.pub user@hostname

% 7 2 2 K ~/ssh/id_rsa.pub B N ¥ B ] B & AR E VLS B
~/.ssh/authorized keys SC{4FH . WIS authorized keys XAF AT, HHES
BN ERZ SRR R .

B4 AR SSH BMMRA 2 [ ECDSA 4%, 5% UL R S B4k,
1) 1E shell ap2ATIRARAT FHIALLT a5 242 ECDSA 8%

$ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2) &P EEFVO O EH BN RRIE, B~/ ssh/id_ecdsa.

3) HIA—ANO4, HHAESRREIAPIRMEF A 4. T 2 A,
T AN BT NG 6 S A R I A TR 1) 35 7 o

4) BT, K~ ssh/HXRPIBIRIEEN rwx------ B L\ FARER
AN 7000 XN TR A XM P USER e & F H M. Wik
AWLEE, FTRME R PUT dr @ KR BE T i A
$ls -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MHLLM AL, HAHEH R — Gy L.
ssh-copy-id user@hostname
R AP AR LIRS, %7 2 B H il —IKIB )~/ ssh/id*.pub A4
AR, AT DR E AP SR
ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname
% fir % 2 ¥ ~/ssh/id_ecdsa.pub B N & E il B & A IE BB HL & B
~/.ssh/authorized_keys CfFH . Wi authorized keys XHFCLAEAFE T, K&
BMERZSCA IR .
HEY
AN N, BAEESAEMA, X — rdEE HER.
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5.2.3.6. OpenSSH % J' ¥

LI %% openssh-clients £ J5 , 74 A8 %5 1 i Al #4514 21— OpenSSH /il
Zuy (ESN4.2.4 IR, 1 UaT 7580 BUBE = IR 25w 5E R P &2
TSI .
5.2.3.7. f{if ssh TH

ssh TR DL E R B — G m B b, FRE EPAT a2 B =X rlogin.
rsh #l telnet F& /7 1 — 22 42 & #t

A telnet i 2 AHL, A LT ap 2 &k B — G Im NS b

ssh hostname
Bltn, EESF|—E 4N penguin.example.com [KIZEFE ML, A LAZE shell i
AT TN LL T 674
#ssh penguin.example.com
2N o LUE IR AR I RO AP & B9 F 7 44 6 o 2RISR E — DA
M4, BN a2
ssh username@hostname
#tn, PL USER % 3% % penguin.example.com, 154N LL T ir4:
$ssh USER@penguin.example.com
B — RIS, R 2E BT N EMPIRE R

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is
SHA256:Ixy64icRY c/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?
FE R B T AE ) 1) L2 AT, FH P BOZ IR 2 A FR Bl 5 1B iR . P AT BAA)
v i 55 v PR B O DA A 36 H R IR ) o IX R DA —Fh e 21 AL e i 1 5
At AT o an IR H P uT DS A AR S5 o 1 WL B, T DA A BL R ssh-keygen i 2K
(ORER =L IR

#ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa key.pub
256 SHA256:b0gGbl+Xk/1+Ve76j3mqpY StyOn3gR9Qilsd+80V3GI no
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comment (ECDSA)
BN yes HEHEHIFINERL . LR SE R DRSS D apimme e
HEENFIRPRES, PN 1R
Warning: Permanently added 'penguin.example.com' (ECDSA) to the list

of known hosts.

USER @ penguin.example.com's password:
YL
AR SSH k55 Im i EHLEHIAR 1, 2% )7 I S T8 0 i AN Re 4k 4k,
B A AR 25 s 1) 2 W1 %5 50 M~/ .ssh/known_hosts SCEEFR BN o SR 1, 7E3E4T I #AE
AT, VEERR SSH IRS5im i RGUE B Gy, IRk S5 I ik A 32 B il

B ~/.ssh/known_hosts ST H MR — A% 48H, AR a0 dr 4
#ssh-keygen -R penguin.example.com
NG, S N AL shell fp 24758 FT R .
AL, ssh B2 PR DLAIRAEIZAE AL BT — 25 @S, AN B3 2 shell
T AT HERFT T
ssh [username(@ ]hostname command
B, Jetc/kylin-release AR MEH RBIERGRANGELE . ZEF
penguin.example.com A% A, HHi:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10 (Lance)

AN IS 2 )G, e Bonim i ELERIE R GRAE R, RRE
Kz A B AHB ) shell f7 24T HERFF .

5.2.3.8. i scp TH

scp AT VAR SRAE EML 2 [dat — > 22 s pd e otk et b, &
1 rep JEH AR

BRI — N AR RS, v R a4
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scp localfile username@hostname:remotefile

Blan, R EAERE taglist.vim &34 N penguin.example.com FJIZFE FHL
H Pz Ex L, AIUAE shell i 2ATHRRFF FRIA L R4

#scp taglist.vim USER@penguin.example.com:~

—RA] LFR R 2 AN SO - BAE . vim/plugin/ B 3% N I SCHRAT H sk BT 2 AL
penguin.example.com [FJAH[F H% T, AU CL T A4

$scp -r .vim/plugin/* USER@penguin.example.com:.vim/plugin/
LR — AR RSO B A R G b, AT DU DU
scp username@hostname:remotefile localfile
filtn, EMEAE LB E vimre BEE S, TR

$scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. ffiH sftp TH
sftp THEAT VAR RITHF — A~ %2/ 22 BAH FTP 2 if. ekt b, ek
T ftp, ANFEZ AAET sftp A T — A2 ER:.
EREITERGT, ATUEHI TR a4

sftp username@hostname

filtn, EAFH USER AP &% 24N penguin.example.com e AL L,
LN -
$sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.
sftp>
LM LRSI G, BR2E DA sfp Kar AT sftp TR
A DMEH — RAIA fip R a 4 (S E 513) .

R 5-13 HHAK sttp 45

fné P
Is [directory] FIH — AN e H RN . WA AT H

93




EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

4 i)
KPR, BRIME A AT AR 3 5.
cd directory DR T EH XA e HZ T
mkdir directory B — MR H 3%
rmdir path TR — AN R H 3% o
put localfile [remotefile] | K AHL ST AL H 2 FE ML L
get remotefile [localfile] | @2 EHL_ERISCHE FEEIAM ML L.

AR ar & W52 8 A%, ESH stip()HF F M 0L .
5.2.4. ARR—AZEH] Shell
~|§é%mvﬁﬁﬁ TL%S&Lﬁ%ﬁ%ﬁﬁ%ﬁﬁ BT EE T
, ATLL#E IS SSH IEE AT X11 21ERH K. 83, @i TCP/IP ¥k, R4
HWMTﬁémD R AT DAL 48 € ) SSH #iE I
5.2.4.1. X11 %%
FUEIE SSHEEFTIF X11 21, 7 LM DL R B a4

ssh -Y username@hostname

Biltn, EAHH USER H &334 A penguin.example.com [ FE F 41 L,
CIRVR PN

$ssh -Y USER@penguin.example.com
USER@penguin.example.com's password:
M4 shell A AT IERAT NISAT A X RPN, SSH % b Al AR 55 S 4
B —ANHT I IEIE, X R HOR 18 X AN TE 7 B Rk B % P LA b
TR, FERE X1 ¥R AT, WAHERTE RGP 23607 X W H RS Ll root
I3 AN BATR fir2 7] U222k X1 A 4

#dnf group install "X Window System"

LR TRMAUTHNEZEE, H5 4.2 R,
X1 RARREA M. flin, X11 AT BRIy ITENs B 1 TRAE —
ZAENRZ LA BOXF, S ssh LB I, SRJE A

$system-config-printer &

CITENRE ] THER 2 S thiok, ik i vl IR RE B b2 4l &

THR
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5.2.4.2. R

SSH 7] LLid it oy 1115 % 22 4 0 8] FAt A 22 4= 1) TCP/IP #hile fEAF X —4%
AREF, SSH RSN T SSH % 7 i i — M2 S48

Uiy 11 B AR JER B 4 2 P i PR — A A b i 11 B S 381 Al 55 3 8] — S 2
Ui 1 b o SSH AT LM IR S5 St 44T 20 1 B 21080 P o FRAE 2 1 b o IX—HORIE
AN By 115 HAH DT AL »

HEPH:

T i L R T 1024 DL 3 1, 75 root 245 AT IRl A PR

FREE —ANUEWT localhost b FIEFE ) TCP/IP i 3 k@&, wLUFEH LT

A2
ssh -L local-port:remote-hostname:remote-port username@hostname

flan, EA$H POP3 it —/N 0% & 248 2 44 A mail.example.com [ 55 #%
s 1 ST DR 1 R ST e

$ssh -L 1100:mail.example.com:110 mail.example.com

— B2 P AL A A A R 55 4% 2 TA] B8] i 1 6 R S0 Ve 26 4 I, Wit mT LA
—7> POP3 #1425 P i fE localhost EAEH] 1100 S HSRAG A FTHEAE 1o ARATAERS
P R4 R AE 1100 % I K, #8422 42 -5 7] mail.example.com iR %5 %5 -

W% mail.example.com %1847 SSH MR55um, (H 2R —MZEFEH—&H
Wi21T 1 SSH g5, A4 SSHATIRTT LAHISRA ER#HEAT 22 N . 249%, il
FH A &8 A AR

$ssh -L 1100:mail.example.com:110 other.example.com

FEIX — R, B LA 1100 35 1 U POP3 i 3K, Keidid 22 i
M # SSHZE#4 #% /% 21| SSH R 5% Uifi other.example.com. A J5 , other.example.com
HE 3 mail.example.com ¥ 110 3t FRAS 28T B o v3 2, 7248 X — iR,
A% P i Al other.example.com R 55 3 2 8] O E L & 22 41 o

Uiy 1V A AT DL SR aE ok o £ 977 K ik 22 A SR (S 2, o n SRR KOS L B o
VAT b vl 11 CHP 22 5t 1) [ SSH i iit, (H & BH%E 76 He o H B Vi
W], HALEBLEPN G N 048 FH Bl BH 2 ity @ ST AT AR v R, HERE
AT [R]85 8 — % 5747 1Y) SSH IE B2 AT 5 7€ [m] B AT o

B

DI 7 2CORAE FH g T e R BOR GBS AT e R, ¥ R VF 2 - o 2 48 E AT
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T P # R BIA R IR S b iR P i R NAR, Bk & R FE Re e U
[k A&

PO VR K RSB B 01, AT LLAE IR 55 v i fetc/sshisshd_config SCA4H
AllowTCPForwarding £ 13 & & No, FE )i sshd AR5, REEH o 105 K IhREE

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —/MEEAL R E RS,
CINYSAW S vivy ittt B o= ] S

TigerVNC K F IR 55 -2 P o 2804 . IS5 otk = e % (vneserver) , &%
Fu (vneviewer) 3R i o
HEYH:

FH Bl DAFE ER VAT BEOIE = IR 55 38 R AE R G0, ARIAT REUIE = IR 55 3 B E 248 V10
H [y TigerVNC ff il systemd RGUEH R AET A E . A E CAF
letc/sysconfig/vncserver # £ ¥t T /etc/systemd/system/vncserver@.service.

53.1. VNC %%

vneserver L H K F 23—~ VNC (Virtual Network Computing) S[fi. &%
8 IE M 1L G2 4T Xvne, JHAE VNC S 9 E 83— & HE HLE . vneserver i
VFH PAE— WL EIFTHUEAT 2 AL 2, 2 e B2 75 ] DA AT A
2 7 i M A B V7 1)
5.3.1.1. %% VNC fiR%5 ¥

B4 4 TigerVNC R 55 5, 15 LA root AP AT LA R a4

A<k

#dnf install tigervnc-server

5.3.1.2. B VNC fiR%5 i
VNC M55 n] IERCE T AN (A XS P IR A fEET R
g b B — AR, ATUECE SN E . Mgtk A 1, DL R i E
ERESH .
(1) HN4s € H P E 4] vneserver@.service 3L 1 3| /etc/systemd/system H 3% ( LA
smbuser F /7 A1)

#cp /ust/lib/systemd/system/vncserver@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) 1Bk service A <USER>E: it Ji 52 o 1 FH P
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#vim /etc/systemd/system/vncserver-smbuser@.service

#The vncserver service unit file

#

#Quick HowTo:

#1. Copy this file to /etc/systemd/system/vncserver(@.service

#2. Replace <USER> with the actual user name and edit vncserver

#  parameters appropriately

#3. Run ‘systemctl daemon-reload’

#4. Run ‘systemctl enable vncserver@:<display>.service'

i

#DO NOT RUN THIS SERVICE if your local area network is

#untrusted! For a secure way of using VNC, you should

#limit connections to the local host and then tunnel from

#the machine you want to view VNC on (host A) to the machine

#whose VNC output you want to view (host B)

i

#[user@hostA ~]#ssh -v -C -L 590N:localhost:590M hostB

&

#this will open a connection on port S90N of your hostA to hostB's port 590M
#(in fact, it ssh-connects to hostB and then connects to localhost (on hostB).
#See the ssh man page for details on port forwarding)

#

#You can then point a VNC client on hostA at vncdisplay N of localhost and with
#the help of ssh, you end up seeing what hostB makes available on port 590M
&

#Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

#Use "-localhost" to prevent remote VNC clients connecting except when
#doing so through a secure tunnel. See the "-via" option in the

# man vncviewer' manual page.
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[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking
WorkingDirectory='home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/ust/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) #4T systemctl daemon-reload
5.3.1.3. JA 5l VNC fiRk55 ¥

BRENEFEITHLE A3 VNC kS5, BEMm ST PR E BoRxdi 5. 165.3.1.2
Mo VNC Medsim T HREl: <s—H P BECE VNC SR i & k4
AR RAR (A 6, SO %1 ¥4 systemd SRR S B e . 8 — AN 2000
NG5 RIAAT LR 2

#systemctl start vncserver-USER _1(@:display number.service

WA DL RS R G s Bah a3l . 25, 25 R, vneserver B4
H3)55) 7. LLroot P HATLL Fan4:

#systemctl enable vncserver-USER 1(@:display number.service
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X, HABR AT DER —A VNC EEFEF, PLACE LTI B~ 5 Al
HADRIEFE R VNC k550 . B CAa 2l 7 —MNEIRAET, #HaBrizsE
T — NS5 o 3X AN SEART H AR HILAS E AR S 1) S4B AN AH [ 1)

AN B P AT S AN [E] ) R B B VNC R 55 i

XTHACAEBE G VNC k% i vneserver-USER _1@.service Fl
vneserver-USER_2@.service, %A LU HARIM R R T . Hlan, PUFadise
f§f USER_1 ] VNC k55 imfE 2 ndw's 3 L3N, 1 USER_2 B VNC JIi 55 it
RS 5 FEB):

#systemctl start vncserver-USER _1(@:3.service
#systemctl start vncserver-USER_2(@:5.service

5.3.1.4. #1k VNC &if
KT 8 A vneserver FFHLE B 3h, 0] LLEEFZ RS TFHLE B 30

#systemctl disable vncserver-USER 1(@:display number.service

o, IR R GEAEIZ AT, & LLRL root FI 7 $0AT EA R fin @ K45 1E VNC
H 55«

#systemctl stop vneserver-USER 1(@:display number.service

532. {XEACHFENEE

BINEOL T, — 2B RWHP A — 1 H X kRS umfeftr . £58R% 5 0
. H P AT EME A TigerVNC IR 553 ) xOvneserver KL S A Al T 511

S HE-AXEEH

BUFH xOvneserver FEZ— NS H P BFIRE, HTZ LT P IREAE:

1) L root 7 HUAT UL R4

#dnf install tigervnc-server
2) NHBCE VNC #:

#vncpasswd
Password:

Verify:
3) PLE G S HIAT LT
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#x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

MAFBT KB O AR E T fOUERE 5900 3% 1, T EE s IR LLERE R
BoRgis 0 b, IFEE R HIRE 112 0.5.3.3.2 9 VNC BCE B k&

533. VNC &EE#

vneviewer A& — M SR SR B F - S FR @ B2 4% 5] vaeserver (IR T

N T AR vneviewer, H MU EVFZ K HPIRH R, @ IXL% H AL
PATHE WP BN ) 3 B 2 B IR A &S 2 M. vk, &dunrolid
1T & i R EERAE vneviewer. TEAT 24T % vneviewer -h 7] A% H vneviewer 2
A
5.3.3.1. %3 VNC &FE &

B2 %% TigerVNC %5 /7 3 vneviewer, 1 B root F AT LR 4

#dnf install tigervnc

HERER| VNC RS 3

—HREELF T VNC Mg, hn] DLMMET VNC 2G5 #4514 2120 55 i
I
5.3.3.2. Jy VNC [t & B k8%

G0 AR I B &L, firewalld PR SxPHIEZERE . 4 T ik firewalld 701 VNC
e Aidad, &nT DU E 1 TCP it o 2448 FH -via IE IR, i iniis
it SSH fift 7 EE A, T SSH I 1 #E firewalld BRI T o
HVE:

VNC fik 55 i I BR DA 1 A& 5900, 245 21170 A5 56 TR 4 U 18] i 3 115, AT A
B A H 5 B A BB g T . ltn, XA AN BIRBE: 2 + 5900 =
5902.
5.3.3.3. {#if] SSH %E#:3] VNC JIk %5 b

VNC & /MR B SCA R ZE ML, ARGt AN 1) 22 B R RG]
REM XL ) TSRS e 4, R8nT LId {8 FH -via 3% IR 85 (14 IR 55 g - 2 1
Ui XM AE VNC RS i A i 2 8] 1) g — > SSH B&iE

I VNC [R5 B~ 2 1 i 24 422 1) i 2 2N

I

vneviewer -via user@host:display number
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EXie FRIAT LS = R S R B E RS0 (EBGRR) V10 RS AT M

BANE RFEH

6.1. Web JR%28

Web IR 55 26605 A PR — R L T web MIMIZIRSS, W% AT E
LG P R 2845 B o JETHmAENLH], AE AT L Yo 22 1) & Fh SR T
N web IG5 A8 F (1 8 SCARAE T (HTTP) , Bt DABFR web 45459 HTTP
MR %5 25 o

6.1.1. Apache HTTP fR%:%%

BRI RO v IR 55 S A R G R AT FH web 5545 & Apache HTTP Jii
%#% (httpd) , httpd FIRRAA 2.4, 'E/EH Apache B34 2 & B— MR
web k55 #5 o
6.1.1.1 HEAH

httpd R 5542 il

WEEITIEF T SysV WIIBILIA, REE B 0N 1Z T H apachectl H
systemctl 2 KBRS, MAZEH service 4 1. NS H T &F httpd IR
25 W7«

AN
Al

service httpd graceful

WAL T

apachectl graceful

BEXT httpd HJ systemd BTG MTGRAL AT, A 00T Pros B A R # A -
> CHEHTINERS S, B KR graceful HJH 775

> AfEIEARSE, BRAEH K2 graceful 15 117750

DA
Tifee

service httpd configtest

PR T

apachectl configtest
AH /tmp
NTIRERG LAV, systemd FICCAFIZAT httpd SFHRERERS, P A

ftmp EFAHIE, ARG /tmp 273 T .
e E AT R
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METRGH, AT BSOS RN E ST IE T /ete/httpd/conf.modules.d/
H3& T 4 httpd & fE ) — L8 m] In g f s S i il B S - AF Tk, 40 php.
fete/httpd/conf/httpd.conf 3 4 o 1) 32 E Bl E I Include i 2 H K #i &
/etc/httpd/conf.modules.d/ H 3% 1] include A . X5t & PR & 7 httpd.conf 1)
IR R, FeZAEFE conf.modules.d TR HMECE M. fE/ete/httpd/conf.d H3K T
RS0, 752 H IncludeOptional #8751, 7E httpd.conf SCAF () dx 5 inbAHA, tH
B2 UL, XL 2=7E hitpd.conf F AR Z JE#Ab 3

1 httpd B AL 3R AL ) — L8 H B e B A

> /etc/httpd/conf.d/autoindex.conf --- FC & mod autoindex H FZ 5l

> /etc/httpd/conf.d/userdir.conf --- JC & nf U5 ol H 7~ H 3%, # W .
http://example.com/~username/ ; N | ZAAL I, NiZEEHIXFRERIA VT

> /etc/httpd/conf.d/welcome.conf --- 7EAF F FHARCAKS, X4 http://localhost/
BAHNAERTET, R 3 E 7 WG T

NN

BRNTE DL, $RHEH hitpd.conf SCAFR/NMICE . V2% IWECE D, 0.
PLATERIAEC & A0 Timeout 8¢ KeepAlive #3ANF#{ AR E T M gmid 5t & gl
BART o B0 FA B B TR 7~ I 2 65 v B AE T b oa VEgR U0 .

ANHAE B IEAR

IR ENBUE ) httpd 2.2 FCEIZHF] httpd 2.4, WAAER KBTS A H
AN httpd B EIEVETFRE BN, BE2H KT HET W Apache XXHY, ESEH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib PR AR AY

FE AR RBUIEE = 2 IR 55 2 A RGN FIHRRA T, AN ) 2 A B (MPMD
AL T AR httpd ZaEdISCAE. e BET @R AL AT DL A “prefork” A K
/ust/sbin/httpd; & T ZRFER A 1] DL “worker” fX#/usr/sbin/httpd.worker -

FEARI] OIS = IR 55 2543 E R gerh, FUEH 7 811 httpd. 3 > MPM 1k
A INEARERIL A ). worker, profork (default) Al event, 475 ZEN#E—4
MPM HEHLF, B DLIE IS % §5 /ete/httpd/conf.modules.d/00-mpm.conf Fit. & S 4,
FHIR MPM ARELET VTR # 25 1, iR DASEE MPM BRI 1

R

FH 7 1536 mod 1dap SEHUAEEL] LDAP Sy uE A4 AL . BB 76
mod_session AL mod session Al helper. H1HTHI% % mod proxy html $2fH
i mod_proxy html Fl mod xml2enc. X8R AEALER AT LA AT IE A4S FH3R1S o
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TR R G A R

ASNH5 FH /var/cache/mod_proxy/ H %, HUIMAKZ i) /& /var/cache/httpd/ H 3% T
] proxy 1 ssl F-HF -

httpd FAFEL AT IR AL AT LN & C & M /var/www IEF% 2 T /usr/share/httpd/

> /ust/share/httpd/icons/ --- B&% T —HH T HEXR5I K EFR. FHARALE
/var/www/icons/ H3% , BIEILF2 2| T /usr/share/httpd/icons H X T . 7EERINIE N
N, http://localhost/icons//&H %] . {E/etc/httpd/conf.d/autoindex.conf L £FH, W
ARG & B bR 14 B AT AT FH M

> /usr/share/httpd/manual/ --- /var/www/manual/ H & & & i& # 2| T
/ust/share/httpd/manual/ H 3% . X4~ H F & T K H T httpd-manual K AFELTH 2.
77 httpd ) HTML hicF e W2 228 17 X AN 844, M hitp://localhost/manual
/7B 1E/etc/httpd/conf.d/manual.conf SCAFHT, AT CARC & M A7 B A ] H
P

> /usr/share/httpd/error/ --- /var/wwwlerror/ H X © & i # 2 [
/ust/share/httpd/error/ H 5% . fEEABLE S, CMFR 7 B X2 EES HTTP 44
5 BRI & . 7F /ust/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf 3
b, SRAE T E SRR

SR IeIE, BRI jr] 425 il

36 B Sk FSBCHUT a2 6 R RC E e 2 2R A T I BRI, 1
LA E & SO S ) Orders Deny A1 Allow $54 Mi&E T8 #0 Require 1872
H X Apache X B W ¥E £ W M K B , EH B F
http://httpd.apache.org/docs/2.4/howto/auth.html -

suexec

NTIRERGEW ZEM, EAFHLE suexec ~HEH] 7, B Z B2 S
RGe IR, RUFHEMEPINRRE. 46X 5%, suexec A FEH
Ivar/log/httpd/suexec.log HEMF 1. Mk, HEFEBAER] T syslog; BRINEHL
T, KB /var/log/secure H E S

B L

HH T httpd 2078 7 RBIHLE: e 3, R, JET httpd 2.2 #EEHIEE 3 5 BIHT
httpd 2.4 R A M. XA, BT MR httpd 2.4 B T5E L, 0 AR LR
s ERES, &5, FHEM. A% httpd2.4 API A [F1ELH(E BAIER, ES
&

http://httpd.apache.org/docs/2.4/developer/new _api 2 4.html .
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T A @ BB 1) apxs AT 04T A 48 M Jusr/sbin/apxs &% 2] T
/usr/bin/apxs.
A A R
FEAR TR BABE = 55 4 E R Girh, C2MIBR Y httpd BERBIR AT
mod _auth mysql, mod auth pgsql
7t mod_authn_dbd "', httpd 2.4 &4t 7 N EBH) SQL Hidf FE A ENLA .
mod _perl
7t httpd 2.4 1, A H ISR mod_perl 1.
mod authz ldap
7E httpd 2.4 1736 mod Idap ', F mod authz ldap $2{ T %} LDAP 152
o
6.1.1.2. HHRCE
AT B Hr Apache HTTP Server version 2.2 Ft & S0, 75 Z 58 bL R AR
1 BT AR A AT REAR S 1, BRI, SRR B A R 2 5 I
XA E AR, 7AW % LoadModule fi

ZRuE
2. (ERT EINEER =T BT, TR I e . Xl EEWE R ES 0
e AR AU AR B 5

3. R EAFH mod_userdir #EH, NWITE UserDir f/RTi, FHESLLH
Fx GEHE A public_html)
4. INREALTH] Apache HTTP 225430016, WAHXKEHZEERT R
(SSL) WMXHIEZ HEEL, 1S FH6.1.1.8 i mod_ssl ik,
AU LN 4, f A e B SO mT e H I R R
#apachectl configtest
Syntax OK
A RUTR Apache HTTP IG5 IBC B 2.2 ATIR 2.4 [RA, HEEH
http://httpd.apache.org/docs/2.4/upgrading.html -
6.1.1.3. iz17 httpd H5%

ARERIB WU fE5), 1F1EFE T Apache HTTP, LA W45 2t Apache HTTP
W4 EPIRAS N 1 ReAd A httpd IS, RS DL TR dr 20l 5 B4 %3 1 httpd.
#dnf install httpd

N, AEARIT LS = B S AR E R G, A o028 H AR AT a0 ) i B R

FRFWEZEL, ESFES5.1 fFH systemd EH RFARS -
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Ja s R%%
H root P AT UL a4, JE3) httpd k55

#systemctl start httpd.service
PAT LA T a2, i DMESE R 4851 1, B 3))H3) httpd Ak 55

#systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/ust/lib/systemd/system/httpd.service.

e
WR B DL 224 5% 77 RS 5 Apache HTTP JIRZ52%, MIHERAE RSB Hh)5,
S PUR TN SSL ALAH N %5 1) 350

1R S
H root P AT UL w4, 1% 1E hitpd k55

#systemctl stop httpd.service
PATCL T a4, AT LB hitpd RS BEEEME R 40 H S 30

#systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

A RS
HLUR 3 F77%, AILLEJE httpd AR5 -
i root FH P HUATLA T in 4, 5B ARS

#systemctl restart httpd.service

XH, EAEFEILXANNEITER httpd ARS:, AREHEEE. B, £L55%
ol B — A sh A s (an. PHP) B, SHX N4
H root P HATLA N4, AT DAE BrinEiic & -

#systemctl reload httpd.service
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KR = FEOSATE N httpd IS5 25 HH B E MECE M. 2T e A B 1
FEARTE SR AR 2x 4 P b, % 7 o) a8 B2 BA R R B AR B A 76 %
N Y EHT AR B0 AN AT AT S (03K, rTBLE root AP 34T LA

Thrd

#rapachectl graceful
X FBOSATAE M hitpd kS5 25 FBINECE FIECE SO, AT IEAE AL F
FEARTIE SR ARG 23 FH IH (R C B Ak 22 A B
AR BB = R S5 S R E R G, AR EHE ARG MRS ELZER, 1§
2551 fHH systemd EH ARG MW .

LATIR &R N
£ shell f&7n . PATEL M4, MG EIZ1TE 1) httpd Ak 55 HPIRE:

#systemctl is-active httpd.service

active

6.1.1.4. ZwiR ML E S
BOAEOLT, 4E3) httpd B, EEHE 6-1 httpd RS BL B U H1IH )
httpd Al 55 HC B S0

#+ 6-1 httpd IRFACE M

B B # R
/etc/httpd/conf/httpd.conf FEEE A
/etc/httpd/conf.d/ (AR W B L A AV B
(R LE B 3% .

AR, BOANREREE & T RZHUGILE, R, B e EE
M B R AR A L . TR N TR AR R, e BB UG W2
J& web RS 4% . A8 T RAAFTE S hitpd RS HIELZAEE, HEF 6.1.1.3 217 hitp
Ak 55 i
HE MRS
FTLAH AT dr 4, ha 2 i B SR mT e A A R
#apachectl configtest
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Syntax OK
PR R B0 T R V2 e K IE B S IR BB BT RS
6.1.1.5. i AR
VRO AL S5/ I N, httpd AR 55 38 KA Il 5 KR s 830 =X 4
(DSOs) , R4 T ZEA T LAEBAT A sh S A s 48 7R ER I LIt = 2k
Ko E RS, X LRI A7 TAAE /ust/lib64/httpd/modules/ H 5% T
pIlIE= ¢ RER
N T In#EEE ) DSO #idk, 7% H F| LoadModule $87-, & : ALK
PR SR BE AR B, %, 7 /etc/httpd/conf.d/ H % FHiA © H A B S
S HnEEB
LoadModule ssl_module modules/mod_ssl.so
SERJA, T EEE web fk 5 AR RINEAL . A RUMAE S httpd k551 EZ
55, WHZF 6.1.1.3 1217 http HIIREH 1
HR RS .
5 it
ISR EANHEFT) DSO B, R 22234 httpd-devel B, AT LT A4
#dnf install httpd-devel
IR AL S AR T TR I include XA, header SCAFFIGw 136 A8 B T
H Apache eXtenSion(apxs) M F 27
— BB, win] H AT fr & R iR 1
#apxs -1 -a -c module_name.c
it AE Rl 5, BT DL INE Apache HTTP A4S #% Ho e B ) 7 vk In# e .
6.1.1.6. BLEEM TN
LA ] Apache HTTP JiRk 55 &5 H) P B REU ENURFIE, SEBLE T AN 1P,
TS A 5 SR AR A [F] P 2545 BIR S5
N7 WEET BN ALK RN, AT LL#E UL /usr/share/doc/httpd/httpd-
vhosts.conf FC & 4 # /etc/httpd/conf.d/ H 3% T, H H#H “ @@Port@@ ”
“@@ServerRoot@@ "~ HH N i 55 ¥ 1 F web AR H 3% o M3 75 L 5 2 fill R I,
T B S5 B s
L. B FE P E L

<VirtualHost *:80>
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ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/penguin.example.com-error log"

CustomLog "/var/log/httpd/penguin.example.com-access_log" common

</VirtualHost>
VER ServerName W22 A R DNS # . <VirtualHost>Z 4% )R] H & AR

U, AIRAEEZ RS AR ZBHR R E . A48T 51 User M1 Group £
HWASCEF T, BUMARZ #42& SuexecUserGroup.
Bk

1 SR ) RO, AT T i AN B, TS R SRS ZKR, 2k
T /ete/httpd/conf/httpd.conf H [ 4> J5j $5 7~ Tl Listen.

N T BOEHIEE R BN, TR web RS2, A XUWMES httpd
FMEZER, WSF 6.1.1.3 1817 http MRS+
HIF MRS

6.1.1.7. %k SSL %5 #%

CREEFE (SSL) & —FhRe RS 48 A% 7 iy EAT 2 A 503 v o s
. 152 %4 (TLS) Pl SSL I3 e A bR A, RES B {7 B L AT %
I 2 AR 5E 8 . Apache HTTP R4S #5F1 mod_ssl AR 454, (F3EAH T
OpenSSL T. Bt i idk, Efg R4t SSL/TLS B0, @ FR'E N SSL k4525
BRI R TR 55 R AE R ST FFAE T TLS SEILIY Mozilla NSS. mod_nss f5
B AL T % Mozilla NSS 37 HF

MG HTTP &8z, (EATREEF2EE] e M NB AT LS AE e . Frid HTTPS
FURAE HTTP E3GIN 7% SSL/TLS (SRR, & Re PR &5 N 25 A o1 T FIAZ 24
AR FEAALE Apache HTTP IRES2RFECE I, Wifal 5 FH LA H i) — e B AR Ty
%, 18 S WA SRR B ZE T R R

NEIRUE 5 A 22 42

FHEEH T 2B W EAERSORINEZER AT, =55 00w iz A R
HHR AR L B R, SR, FEAFLEEAENIRINE R AT, H 2 NEHAILE:
AN RERE R AR AT IR, AR A HgR S HEE R
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REFH O B I RA R AAAD s FHRABH R0 () 550t R B8 X B2 ) A B SR AR A

N7 BT SSL SR % Al R, SSL Rk 55 s 06 Z5UEAE H HHIEFH AR AL (CAD
BT IEBP A E RS SRS MEE (Fln. RS ENL; A
2 PO E S , BB LM HTE CA MRV . XA 4 0] DA ORAE 2 E
PR L TR, I HARELUEA 7 B e .

AR LT web BN HTIY SSLIEERT, 24 A web IR ARFEHERIE T .
WRAUEFBRA Y IS CA WIS, B IR I =LA FE FR I LA AT
B, web IRS#R SR EEIR, @ E SRR RS S

BRINFE LT, REH AR A B A — 4 2 MM ARE4IE . ER
Rk, WERZERSAEEN, S UEE - NEER CA BT, XM, mARP
SUATLUESZREIERE T, S0, SUREEN ARG R, XN, J[ENNEZ —
ANUEF o BT AT DLZBSIE A, (HA2, HIe(EE8eh#n] DA%, K
I, SRAHEE R TR TE CA. HXHIEZEE, HSER 62 AFWNR
HiE T CA.

R 62 BFNRHHTEETHE CA

web ¥ ¥325 i
Mozilla Firefox Mozilla root CA %1|3%
Opera Opera A] FHHIARAIE S
Internet Explorer Microsoft Windows 1] FH [ AR IE T3
Chromium Chromium project 7] A AR IE T3

TEFEST SSL IR S5 asiy, 7 B A — MEFIERM—AN%H, RiE, KEIER
TR, A F] S A IE A SO AT BREB MU . — B CA ek | & HIE 515 KA
b, B S RIE AT LIRSS 2 — i H LR BE . F4h, FTE
B NEZELWIER, EMEA CA PETFEY, Fik, XAWGEH T B
KANEBIE
6.1.1.8. J5 H mod_ssl #itk

WAL T mod_ssl Bk, #S.— SSL 8 HTTPS k%#8 101G, WIARE
FEN—A R EESE (40: mod_nss) 5 FHAH R 3 o % 1 443 ZERIL HTTPS
Uity 11

N TR mod_ssl #EELAT OpenSSL T H AL, #3.—4> SSL fk55as, NIFHEE
%% mod_ssl Fl openssl # L. H root A ' $AT LA T iy & 5t AT DA 5E Al 42 2% «
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#dnf install mod_ssl openssl
LR, 2804 mod ssl HC & S /ete/httpd/conf.d/ssl.conf, ERINFEHL T, BEHEA
E Apache HTTP k%528 ERCE . v 7 hndsish, F/EES httpd Ik,

ZF 6.1.1.3 1217 http RS 1 “HF RS -
i%ﬁ%:

1E#n POODLE: SSLv3 vulnerability (CVE-2014-3566)F Fififiif i), Kylin A5

S ssl, EBANAER TLSvI.1 5k TLSv1.2. f#H TLSv1.1 Al LASEHL[A 5 #
7. BARVFZMMZ C R SSLv2 5¢ SSLv3 thil 1, HERIAEH T e,
B2, IR AEE AL e,

£ mod_ssl HJ5 FHFNZE A SSL 1 TLS

NT R FIAVAR F A6 B RS SSL A1 TLS Bhil, BERT DAERC B ofh v, it
7E« ##SSL Global Context™ B N/MIER SSLProtocol fi7nTi>k 4 &) 8 H/2%
SSL, WA PATEREAN“VirtualHost” i) “#SSL Protocol support”H it 24 5 R I\ 1K
S WREAE RN EALE 8 E T, WA 4K 2 R 7 K E ﬁT
A=A UR A, B H R R DU AE“ SSL Global Context” #54 K 48 &
SSLProtocol, A PAZEREANIR I ML BN /048 2 e, FEEW ESE all.

6.1.1.9. fi FIAFAEH) & PRI AS
AU B S YIAHET R ECE SSL RS 4%, ML eI @R, Hi, Hh 2
i I AT LLE -
1. IEEESIP B4
UE TSR AR 1) TP AR A T AR R PR, R —RA 7, iF
SRR i &
2. IETETE U VeriSign MUK T E 1 iR 55 28 40 1
VeriSign J& /N BREB MUY, B8R e s, 1P sk A4
WURAESS e — B A i, IRt R
T8 FIRBERRE LR A, # R EE R ARG . A XHE Z M EE, 2 H6.1.1.9
A= OB B HANE S
AR EAEH A MR HANET,  WE 5 5 1T 7 AH 5% ST £l fete/pki/tls/private/
H Jete/pkiftls/certs/ H % o 1 LASAT BA T i 2 S -
#mv key _file.key /etc/pki/tls/private/hostname.key

#mv certificate.crt /etc/pki/tls/certs/hostname.crt
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SNJ5, 1E/etc/httpd/conf.d/ssl.conf B & X AFH, IIN T AT :
SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key
NTAEHIRE S AR, ESE 6.1.1.3 1817 http PRSI E SRS -
flan: IR E Kylin 224 web IR 40 EPIAES:, R Fos:

#mv /etc/httpd/cont/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

#mv /etc/httpd/cont/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt
6.1.1.10. A o s B AIE

N T HEBGHTEHANE T, RS A% OpenSSL AL, H root H
AT LA 12 F] LSS 2 2
#dnf install openssl
A EFAE T —HAE R ANE B SSL UE B AN T H K& genkey N FHFET,
B R B EATAE S
HEY
WAAEA—ASFHE R B R OF WA RGES, T R FhE — M FERFH5 .
XRE, AT LA DR 2 i ) S A AR IR S SE T 1, S U7 R DU A . O T A E
XS IEFET, 7 E M root 7 LA T 6744 hostname.key ¥4 BIE
F5:

#openssl req -x509 -new -set_serial number -key hostname.key -out hostname.crt

SR

FERGH, QAT ER R e A4 B SIS AR AE RS, ZEH root FH AT
LA a4, BRI A S
#rm /etc/pki/tls/private/hostname key

6.1.1.11. 5 HTTP F1 HTTPS At & By <k 1

BOAEOLT, AR RS 5 IR 55 2845/ E R4 & A )5 [ HTTP A HTTPS 1.
ERAME K web IRE#)5, FIH firewalld k%, @By ki, #ial LUS
Fi HTTP #1 HTTPS 7T .
i root I ' #UAT A a4, ®ILLS A HTTP:

#firewall-cmd --add-service http

SucCcCess
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Hi root ' $AT LU N d4, W LLJS M HTTPS:

#firewall-cmd --add-service https

success
FRAGHEBE, REBEMARRT . N TR ESUk AR, HFHEE
PAT iRy A8, Nt --permanent T
R HTTP 1 HTTPS [ M43 ] 1 7]
1 root A AT LA N fir %, AT LUK 25 38 7 K 358 o VE D7 i) () R e e 2
#firewall-cmd --list-all
R — MBI R T, BB KRR T, B, HTTP F1 HTTPS 524 f
VRIE IS By K1 7 1) 1)

— H Vs B kB A LAVs ) HTTP #1 HTTPS 1, AT Eikdr 4,
=% F services T L H M TSR :
services: dhcpvo6-client http https ssh

6.2. HXRHEH

6.2.1. OpenLDAP

LDAP (g5 HFVi i) & —HAmpthil, FRUimfEm s BT
it 145 2. BT X500 H LR, (H)2 5 /D 195 24 5 F BT s 468, BT LA,
LDAP ##x/F X.500 brfE S At b r= 4 i — AN R LR A

4 X.500 —#¥, LDAP R H H sk 2R 53 J2 77 7o 1X 88 H 5 n] DL &5 P E 2
T, Hhk, FIEIE S, FRT DURSREIT MLE RS (NIS):RAE A, ik
AR NTEATAMTAL AR ik LDAP FoVF 1 W0 25380 R LA il A AT (0 K 7

LDAP il FH THEFE A A AA, HP SmRIEs RS E. CHaelER
—/NEPLHE H s, S O U7 R A P RS R kA, ERTBASI A
R AR LDAP k55, MR — MR 2 BRME B IAEMEE . 2R, &R
5 DL B T BN LA, B K2, BURRT T AR A A

6.2.1.1. LDAP /%
i FH client-server & R 4514, LDAP G —ANil i W45 mr 1y ia) 1 05 2 H
o YA E SO AN Bk B RIS BR, IRE AR IRUEH R T A N
PIRLRR, ARG URA TR S INMECE N O . A T IRl & 2245/, Transport
Layer Security (TLS)% b5 B34k FH KB 1F i ik sk AL fr sk Bk .
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LDAP Ik 5528 SCRF 2 Pt PE 24, B HE AT DIRIEANFIRR K, A H 21k
. BN O & € gtz H, AE A LDAP k55 25 3H17 185 I N AR P A
%, FHHAALEMNE FEERM.
6.2.1.2. LDAP ARif

N HF H 7E A B b B LDAP-specific Rif

entry

LDAP HFEM R —2HfF. B— entry i 5B 3 44 5K 8 L (DND

attribute

& B2 HIEA entry RIEHT 140, B0 —MNHREK R N—> LDAP K] entry,
MHZH LUK attributes BLAEHIAE, ZENSEE. RUK, MPAERRA—
entry, ALFEAN N H UGS h0 B MRS Hukl

—™ attribute FJ AR — R —{E, BiE 2 —HILFRMETIE. BRFLE
P IR ) (E AR A TR AT . AR attributes A AUfE ] objectClass K& X, I
H 7 /etc/openldap/slapd.d/cn=config/cn=schema/ H 5% T ['] schema SC{HH 4 3R 2 .

1% attribute 175 B A1 FIME 8 #X N Relative Distinguished Name (RDN), /N [A]
T DN, RDN XfF—~ entry K iji 2 —TE /.

LDIF

LDAP ¥ 2c A% X (LDIF) , #& LDAP entry 4 SCARI TR, W FAr

[id] dn: distinguished_name
attribute_type: attribute value...

attribute_type: attribute value...

id EIUE — AR E LHIEC, FHRSi%E entry. B—> entry 7] LA 24
attribute_type Fl attribute_value 41, SRAEATTFEAH RIS E L T . 1E entry
B, AR AT
6.2.1.3. OpenLDAP 45k

OpenLDAP 21t 111 2 = B RFE

> 3CFF LDAPV3——£ LDAP fitA 2 24, il v 2B ekt 2 Hk

{RUE LDAP i 4. HEdul, GHiSCHF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#! Secure Sockets
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Layer (SSL) &5 3;

> LDAP fif B IPC——f /] inter-process communication (IPC), jN5& | %24
P JE I B ad i X 2 AT XTI AR 2R

> IPv6 [ FF——OpenLDAP 37 £F IPv6 PZ5HY 5

> LDIFvl )% #f——OpenLDAP 37§ LDIF fii A 1;

> FUHEM C BO——401 1 C # O IG9E 7R iR LDAP H

SR G5 AR5
> Inas 1SR LDAP R S5 ds——8 5 7R 1 U5 R ] R G 2R,
SEAF ) TR

6.2.1.4. OpenLDAP i 55 %2225
7f Kylin R4t L% LDAP JIR%5 2% 5B UW R
1) %% OpenLDAP A1, 2 1.6.2.2 %% OpenLDAP Zi14:;
2) BB Z M.6.2.3 BLE OpenLDAP k55 %
3) Ja3lslapd k%, £ M.6.2.5 1547 OpenLDAP i %% ;
4) f#H] 1dapadd ZhEEVS N entries 47 LDAP H 3¢;
5) f¥iF LDAPsearch Difgffifk slapd k%5 C 4 IETHIRTHE B
6.2.2. %% OpenLDAP A4
OpenLDAP 1] 5% £ F T H B DL N A i it

% 6-3 OpenLDAP &% %

8 ik
openldap ZALELEIEAT OpenLDAP JIRZ% 28 A% F i 8 Fir 4 23
I R 2
ZOAE T AT RIAE S LDAP fIR55 &% dr & 47 1

openldap-clients

P o

ZAAE 71217 LDAP RS 8RS L LI ERE 6
& 7 B¢ LDAP Daemon, slapd.

openldap-devel A,

i# 1T migrationtools SZF OpenLDAP Fi 7 K& P 40 i) s
n, FARGKF

openldap-servers

migrationtools

BeAh, PAT LIS 1 LDAP IR 55 a4 -
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£ 6-4 HHAKI LDAP BFF

£, iR
nss-pam-Idapd ZAEE nsled, —/NAHLE) LDAP ZFRRSS, LV Pk
ITAHET ] .
mod_ldap Z A mod_authnz_Idap 1 mod_LDAP #, H

mod_authnz_ldap #itk &4 Apache HTTP Server ) LDAP
IOAERRER . ZAELREET X LDAP H S8 56 UE F 7 AE 1S,
I+ BRef sl vy s dl = T A 44, B4 DN, AR R,
—MEE attribute, B 2 DB RS XA
mod_LDAP B, S AE R — /M, it — ATl E 3t
AT cache, v T #ERE A HTTP 15K, SCRF SSLITLS.
R dnf 223 DL R4

dnf install package...
flln, 2% LDAP % #5
#dnf install openldap openldap-clients openldap-servers

TR AR A G P RBR, 8 root P AT B SR 11T A . W iR AR
HIETH 2 280 E R, §2%<4.24 2R pa>,
6.2.2.1. OpenLDAP fi %5 2% i Fi 7

N T PATE LS, XL openldap-servers %38 1 LA N AR slapd A% :

% 6-5 OpenLDAP I} %55 T B.5|%

g ik

slapacl ARV R AU A &P S .

slapadd FCHFIEANIN entries M\ LDIF SCEE] LDAP H k.

slapauth RV ZAEFBR 1D 513

slapcat ARVFEM LDAP H 3k H LL LDIF #% X R1F entries.

slapdn RVFERIEE DN §1I3R

ﬁ:ﬁ‘“ﬁ?&%ﬁ?l’ﬂﬁﬁ%‘ﬁ%ﬁﬂﬁ slapd H k. QI

slapindex
OpenLDAP HEXZE 5|, EmEHE.
SV R — N a@ﬂ% FE S, A4 1dapmodify 411+,
slappasswd . ,
& FTE slapd Bo & S
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slapschema FOVFIE i AE W A5 A B B b e 1 177 A B
slaptest FVFIERL AT LDAP RS #3HC & -

6.2.2.2. OpenLDAP )% i Fi e
openldap-clients 2300 & LU N4, DhRet$E7E LDAP HX Fdsin, &k
MR entries:

% 6-6 OpenLDAP & /3t T B%I%

i ik
YL LADP H 7800 entries, 7] L@ — N e f ki

ldapadd . . )
FERRERIN, 1ZA 2 & ldapmodify —a ) —PMEEFE
RVFIEE AN ER attribute f1 LDAP H 3% entry AT
ldapcompare

.
ldapdelete FVHEMFEE—A~ LDAP H 3% entry.
ldapexop VBT LDAP ¥ B 1k .
ldapmodify | RVFIEEL LDAP H 3 entry, @It SCAFEARERIA -
ldapmodrdn | FLVFIEEEUE S LDAP entry ) RDN {H .
ldappasswd | VI LDAP H P %15,
ldapsearch R EE AT LDAP entry.
ldapurl VA B s) i LADP URLS.
ldapwhoami | FUVFRETE LDAP R %5 %% L PATIEE HEERAE.
¥ 1 1dapsearch #g &4k, H By @ SO R 7 AT B ek, mARHE
P H ap AT B . AT LLEIY man #r 2 B H UM%
6.2.2.3. LDAP 7%/~ 3 B HI A4
EIREVFZ LDAP % P i v] LA IS ik 55 450 H 5%, (E R ARIAT RBL BB 1wy
PRS2 R A BE QSRR —Fh . LR RE U e 207 e IR 55 2
H3HI M H, 55 Mozilla, Thunderbird , Evolution, 5¢# Ekiga.

6.2.3. ECE OpenLDAP fR% %
FRINET, OpenLDAP Pt & AR 17 {E/etc/openldap HX . FHIPIRAST T
o LB — LSRR H SR
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R 6-7 OpenLDAP At E HFMCHFIR

B Ei:3%)

i1 OpenLDAP F bR 25 (1) %5 7 I S FH ) G B S

4, 4% ldapadd, ldapsearch, Evolution 254§
Jetc/openldap/slapd.d/ | Slapd HIHC & T4

OpenLDAP A~ ffl/etc/openldap/slapd.conf Bt B SC14F, ‘& A# I —ANC & 2 s

JEE{E Jetc/openldap/slapd.d/ H . RUNEZ AT %3524 H T slapd.conf 3L, &

AT DUE I DA i 2 04T S 4k

/etc/openldap/Idap.conf

#slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slap.d/

slapd it & 0.5 LDIF entries, fE—/N70 2 H AR, vl LA TAE M
124 -
6.2.3.1. BN A RALE

LDAP 5% #5114 Jalic & SO PRAT7-1E /etc/openldap/slapd.d/cn=config 1dif L1
. HHU RS

olcAllows

olcAllows fin 2121715 F8 e WP LeRpt: & T LRI Y, fE R DL RS

olcAllows: feature
AT B, SR 6-8 A olcAllows 1E T, BRINAIIETE bind v2.
* 6-8 T HK olcAllows IR

pr AL iR
Bind_v2 LDAP AJ #2521 bind F 3K
Bind anon_cred 2 DN A& 75 I I i 252 5 44 B bind
Bind anon_dn 2 DN 2 IET IR 52 & 44 bind
Update_anon Pz A R
Proxy authz anon | $%52 [ ZACHL{% i

Bltn: A olcAllows 54
olcAllows: bind_v2 update_anon
olcConnMaxPending
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olcConnMaxPending i % foVF 545 2 B 44 2 Wl e KIS SREAEL an ik
olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth iy 4 %845 2 Bk it 1Y 2 1k i KGR S5 e

olcConnMaxPendingAuth : number

ERINHE & 1000,

#ltn: f#H olcConnMaxPendingAuth iy 4

olcConnMaxPendingAuth : 1000

olcDisallows
olcDisallows 4 U1 6 @ MR LLsF AR . dn 2 i

olcDisallows: feature...

AL R ESIR S 53K 6-8 TN olcAllows EIN o A BRI AT 5 I 1Y)

R o
£ 6-9 1] A olcDisallows 1%£I0
IR E13%)
bind_anon | AARVFEIKEE 44 bind 153K
bind_simple | AN SOV H1) bind L6EAL ]
tls_ 2 anon | ARV IREE A 21 KU E] STARTTLS i<
tls_authc HELIUE G AN U STARTTLS iy 4

fltn: f#H olcDisallows iy 4>

olcDisallows: bind_anon

olcldleTimeout
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LLZE

olcldleTimeout 74 RVFIETE E LR F—A idle R, 7] LLEERF IR,
WmAUWT:

olcldleTimeout: number

ZIRTERMERAE (EERAREN )

. {3 olcldleTimeout #iy 2>
olcldleTimeout: 180

olcLogFile
olcLogFile i 248 E — M dRHEF R, W

olcLogFile: file_name

H A4S BRI E A B R AR HE Sy A A% X

%i4n: {44 olcLogFile T4

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral i&E I L VFIE 46 7 — RS 25 10 URL SRACFEE SR, AW F:
olcReferral: URL

ERAAME
0. {EH olcReferral 4>

olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout 1% 1 50 VF 188 48 5 1E 7< P — AN R 58 i I 5 1 SR IE B i i, v
Frimst el . A Ran R

olcWriteTimeout

AT R CEEZERN 0)

Bltn: {#H olcWriteTimeout iy 4
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olcWriteTimeout: 180

6.2.3.2. B E R F LA

ERIAMI, OpenLDAP fIR%5#318 F| Berkeley DB(BDB)/E A J& i Bud e . 1% 3K
P8 E N0 B A7 1F /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif 4. LA
T 9 B A

olcReadOnly

olcReadOnly iy 4 FoVFREAE ) R e A e 22, AN

olcReadOnly: boolean

B S% . TRUE (HiE#i) 3 FALSE (A[f&&ii=) , BRiA A FALSE

#ltn: f#H olcReadOnly 774
olcReadOnly: TRUE

olcRootDN
olcRootDN 47 LA LDAP HiREBEH ). M.

olcRootDN: distinguished_name

2 DN. ERIAME N cn= Manager,dn=my-domain,dc=com.

#ltn: {#H olcRootDN 74
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
0lcROOtPW fir & S VFIE N F i B 505, T

olcRootPW: password
A ABROR AT INEE SO /5 i, BB R Ma il 7E shell Zum, HIT
i & A2 A A
#slappaswd
New password:

Re-enter new password:
{SSHA}WczWsyPENMchFf1GRTweq2q7XJcvmSxD
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Bltn: {HH olcRootPW 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix iy & LV e 5 B nss, FHWT:

olcSuffix: domain_name

£ FQDN, ERiL/Z dc=my-domain, dc=com.

4. ffH olcSuffix fiy 4
olcSuffix: dc=example, dc=com

6.2.3.3. UMY R

El M\ OpenLDAP2.3 VLK, /etc/openldap/slapd.d/ H & T 2 6 4% W A{E
/etc/openldap/schema/ H ¢ FH)—48 LDAP & X . OpenLDAP {i#i fiXsen] DIy~ &
J7 %, SRR attribute 28R FIN AT H B E B2 ST RTREANTTHEZ
{5 5, 7 PAZ3 http://www.openldap.org/doc/admin/schema.html.
6.2.3.4. HIL AR

OpenLDAP % /7 i IR 45 #5481 F Transport Layer Security (TLS)HEZE K LR
UEZ2 4. TLS IR 2505 2 2 A il EImsR R0y, AT = 2 ik
2 23 EEE 280 OpenLDAP 1 i} Mozilla NSS /E >l TLS )23 5281 .

i TLS #Eir24 ik, E4iid Mozilla NSS {4 TLS/SSL, #i#:
http://www.openldap.org/fag/data/cache/1514.html. (K1, 75 BEAE R i IR 55 25 ity
HATHHCECE - /0, M558 s 2 AC B CA UE P E A B (1R 55 28 E AR EH
% 7 iy e e 0 B AL B ATE AR CA UEFH A

BAHY, MRS Asin i 248 € — A CAIET, &P il ZhE R 2 — 2 2k
5 dxuin, R UHG R EAE FLC B OO LR € AT E AR CA.

MR FHRECE

ZE S T £E OpenLDAP fil 555 H 4 F TLS, X slapd fir & #4742 )5
Bo'®, 7E/etc/openldap/slapd.d/cn=config.1dif Fi & S /4 Hc & -

2R I B B A5 P B A I B SO A8, 385 A2 /ust/local/etc/openldap/slapd.conf,
BRI AE A slapd J& ol dis B R AL B, PR A7 H 3 /usr/local/etc/openldap/slapd.d/

PAF i 2568 T-#5L SSL SR U2 A 2401, KR 1 TLS s %ok, i EAERS
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sy SSL T — N I, — MR 172 636 Uifi I o 4 /etc/sysconfig/slapd ST,
IS I0 1daps:///ZfF 8, 48 SLAPD URLS 174 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile fiy 2457 | Privacy-Enhanced Mail (PEM)Zwfi 1] 3L
fF, BEFER CAME. AT

olcTLSCAC:ertificateFile: path

path N CA UEBHISCH, B0 WA A Mozilla NSS (1)1, 7] LUZIES
SR

olcTLSCACertificatePath

olcTLSCACertificatePath fiir & 4i &€ EAN [ SO/ Hh AL 5 Bl CA IR A7 B
Ko 1% H XK IH OpenSSL c_rehash #HAT B, A2 AR [m) SEFRIE 5 SO/ s 42,
—Mm s, W18 olcTLSCACertificateFile 1E & X

{841 Mozilla NSS # £, olcTLSCACertificatePath £5% Mozilla NSS %4
A GHUE MBI o« ERXFENL T, c_rehash R AT EK].

fE s

olcTLSCACe rtificatePath: path

Btn: {3 olcTLSCACCertificatePath Mozilla NSS.,
i#E MozillaNSS, olcTLSCACertificatePath 35 %€ H 3% 812, 1% H X5 NSS
WE RN JEE SCA

olcTLSCACCertificatePath: sql:/home/nssdb/sharednssdb

certutil 7% HI K45 NSS ¥ 2 S8 CA AE+5:

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_ certificate" -t CT,, -a

-1 certificate.pem

PLEMIfS AN T —2 CA E+H, LL PEM-formatted #& %17, &ZFEN
certificate.pem. -d IR & HIEFE B3, 1% H RS NSS Uk FFEHE =i, -
n JET G EIEBLARR, -t CT, B A RIUETZ{EEM, 18 TLS 2% 7 i Al AR 55 28 bty
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il . -A W™INCAAAERNERZUEPEIEES, -a RVFHEH ASCI A& UE A
i, -i % certificate.pem ¥ AL B LS T 2 o

olcTLSCertificateFile
olcTLSCertificateFile fiy & fi5 € £L 7% slapd ik 55 2% E F0 i) 14

olcTLSCertificateFile: path

path NELE slapd MRGS#UET RS, 4R fEH Mozilla NSS, SCNIE 4
FRo

N @i Mozilla NSS 1 FH olcTLSCertificateFile

215 ] Mozilla NSS AHIE+5 5 8 24 22 SCAF A1 0lc TLSCACertificatePath i 4>,
olcTLSCACertificatePath K45 EUEFBHI AR H G, FIH NSS Hdf s n]
FBIES

certutil -d sql:/home/nssdb/sharednssdb -L

WEEE—MET, BeErAHALE#HZ olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile & 157E X, Z XS T, RYINAFE AL
olcTLSCertificateFile FJiE 52 ULEC I o 4T ASCRRINZ I FASH, PRI IZ SO 4 20
A B ORA

olcTLSCertificateKeyFile: path

M H PEM iEHE, path B N FAA SO AR . 2448 H Mozilla NSS Y,
path B#N— N CHHILFR, 1Z 0B E olcTLSCertificateFile A4 48 ik 151
Y (2% FHE ] olcTLSCertificateKeyFile £l Mozilla NSS) .

fl4n: {8 olcTLSCertificateKeyFile 1 Mozilla NSS
H il Mozilla NSS I, Zar @15 &E XA AR, X EE
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olcTLSCertificateFile $& 7€ FJIE 1 1Y key FJ%505 .

olcTLSCertificateKeyFile: slapd cert key

modutil 74> REMS FI e 22 A5 PR 7 B4 38 NSS Hiodfs B 326

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

A E

fic B S A4 /etc/openldap/ldap.conf 7E RS H &4 ), A B H P 7E
~/.1daprc BL B T B EICE .

AR A B84 0] LLAEE — A SSL i%EH#:. 1E OpenLDAP fir 4 Lb 4 Idapsearch,
Idaps:// 77 AT AR 1dap /. 1X 8 a 418 FH IR 55 25 i BR UL I SSL 3 1 636,

TLS_CACERT

TLS CACERT fy&fa& — A3, A& & il pra et . ZIh6e
2[5 T AR 55 2 1K) olcTLSCACertificateFile iy 4. TLS _CACERT M i%{E X fF
/etc/openldap/ldap.conf H TLS CACERTDIR 3% T i #% & i€

TLS CACERT path

path: CA IIEF5 302842

TLS_CACERTDIR

TLS_CACERTDIR i %8 %€ 7E A R SO A8 2 5k CA UEF A7 B0 H 3% . IR
olcTLSCAC ertificatePath iy 2 JML. % H F L1 OpenSSL ¢_rehash #4742,
$2% Mozilla NSS ##i 3O B8 42, EIXMEHL T, c_rehash AT .

TLS CACERTDIR directory

directory: L7 CA UE I H R I1T. fiH MozillaNSS I, JyilE 50t %L
B S B4

TLS_CERT

TLS CERT 83X, BE&F il 5. &4 R ATERH P~/ 1dapre SCAFH
Be48E . 1E MozillaNSS F, Z#r 445 & 2 UE 45, H TLS_CACERTDIR
i TR IE o
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TLS_CERT path

path: 2/ UiE 53CAF AR, BE & NSS 5l PEiE 1 i 4 Fx

TLS KEY

TLS_KEY #55€ 0 & R A B S0, FABH 2 UL RS A7 T TLS_CERT #587€ HE
ZINREFIAR S 8% olcTLSCertificateFile 23MBL, NI ST A CHER], FrbAiZC
PEFRER NGRS, IR TR BeFE 1~/ 1dapre SCIHHFR JE -

{8 ] Mozilla NSS i, TLS KEY f8&E—/N X, WERHAKZEN, kK
{#4" TLS_CERT 8 MIE+H . THAEAT olcTLSCertificateKeyFile 510, 4 m] LAf#
F modutil #7445 FL# 0

TLS KEY f# fin R

TLS KEY path

path: 7/ g5 SCPREAR, B 2 NSS Hdla e b I 85 SCPF A4 K

6.2.35. WEHZH

B e— A DL iR, M— LDAP k%28 (provider) &—/EZ
A H B B IR S5 28 8% P i (consumer ) « — ) provider 543 H 3% 587 & consumers,
PRI EHRE A% consumer &k R H BRIk %0, Klt—4 consumers 7]
PLBE 44— provider. —™ consumers A AANE—A~ LDAP R 55285k, & A LA
UL R — MK S Ui o £ OpenLDAP, 5 2 # A 15120, % WA mirror T sync.

RTINS A, FFEALE provider 1 consumers [
fetc/openldap/slapd.d/iZe 5% LA T HoHr — B

olcMirrorMode

olcMirrorMode {# F mirror 25345 2

olcMirrorMode on

olcSyncrepl
olcSyncrepl {5 ] sync #4152

olcSyncrepl on
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6.2.3.6. INEEEH G i

1 0] DA FH 3h S st K 458 slapd AR55. 7ERCE slapd B, =LA
{5 Ff--enable-modules % WK AC & AL 7] PASZ FE AR . B CRAFAE 1a 25 1S
A

module name.la

Je S A7 it AR A R N LDAP 163K o Ja i A 2 198 28 slapd B Ak
TSR, ENTR SN, X%, N AmALE

back backend name.la

T INEE AN G o, E/etc/openldap/slapd.d/ik #%:
olcModuleLoad
olcModuleLoad 1§ %€ Zh 2 N #k p A B

olcModuleLoad: module

module: —NICAFELERRER G I, 5 BN

6.2.4. f#F LDAP MLFHH) SELinux SR

SELinux s&—ME linux A% A S — AN s O A d L) . BRI,
SELinux 2x#HZR M Vi) OpenLDAP k%548, N 17 VN IS LDAP JEiiE,
SELinux (] allow_ypbind @& Z0 # W v 7] H # . & 28 N Bt & 2=
authlogin_nsswitch_use Idap 2 0 ¥FH . DL TF2BuE a4

#setsebool -P allow_ypbind=1

#setsebool -P authlogin nsswitch _use ldap=1

P IETURIX IR EAE R G S — EARREA AL

6.2.5. 1847 OpenLDAP iR
ZETHR T ERES). (Z1h. BEEAKE YE LDAP IR IRE.
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6.2.5.1. FAFNIRS
4§ root ALPR, JFJE slapd R%S, &R

#systemctl start slapd.service

i root AR, WEHHLEB) slapd ik%s, a4 a0F:

#systemctl enable slapd.service

Created symlink /etc/systemd/system/openldap.service —
/usr/lib/systemd/system/slapd.service.

Created symlink /etc/systemd/system/multi-user.target.wants/slapd.service —

/usr/lib/systemd/system/slapd.service.

6.2.5.2. =1Lk
fEIERS, MW

#systemctl stop slapd.service

BEITHAEBIRS, mLuT:
#systemctl disable slapd.service

Removed /etc/systemd/system/multi-user.target.wants/slapd.service.

Removed /etc/systemd/system/openldap.service.

6.2.5.3. EJERS
HERS, A F:

#systemctl restart slapd.service

A fAEIb RS, S EHERRS. FHZGSEINETE.
6.2.5.4. f IR
K slapd IRESIBITIRES, M2 W F:
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#systemctl is-active slapd.service

active

6.2.6. BLE RS OpenLDAP fENRHE

N THE RG] OpenLDAP 1ENIGIE, i a 12307 LDAP RS
AR bl E gz, BEARREIESE T T16.2.2 %4 OpenLDAP HAHI
6.2.3 it & OpenLDAP %5 %%. 7E% i b, AT

#dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. T IAMKIEIEE B %2 LDAP ¥ 3
TR T HASME T2 shell 1 perl A, =] CAFSBHIEFE IH M IRE(S B
LDAP #%3. 238Xy, 4 h:

#dnf install migrationtools

oM S5E ., M OAR A7 i H 3¢ . /usr/share/migrationtools/ . 4w &
/usr/share/migrationtools/migrate_common.ph SC4, 1ZE LA R AT PN 2% F R LB 24 i
o

#Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
#Default base

$DEFAULT BASE = "dc=example,dc=com";

W, e ATIE R &, 41, 1217 migrate_all_online.sh A, fif
FENRIZEHE, W E dc=example,dc=com

# DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate all online.sh

GE [ RS IIA RIS ATIE RS I P Bl i, 253K 6-10 % IR LDAP i
A
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R 6-10 % FI 1 LDAP T4
EFERRS | LDAP REBET 5 A B B
/etc flat files yes migrate all online.sh
/etc flat files no migrate all offline.sh
Netlnfo yes migrate all netinfo online.sh
NetInfo no migrate_all netinfo offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate_all nis_offline.sh

B XA, 2% README A1 migration-tools.txt 3L, A77E
/usr/share/doc/migrationtools-47/H 3% T .

6.3. SCHAITEIRS 2

XA FET EEASA Samba < FEMACE, —1 Server Message Block (SMB)
F1 common Internet file system (CIFS)PMS T IRSLIL, vsfipd, BRI R BE =5 2 i
Ko E RSN FTP R%5as. boh, A E T EAEHITEI RS 28 TR ERE
FTERHL.

6.3.1. Samba

Samba & b5fE linux Y windows BEFITH . &5 7 SMB Al CIFS #1i3.
B RVFANE ) R G845 Microsoft Windows®,Linux,UNIX %%, /5[] 3T windows
FISCAEFFT B3 = . Samba ) SMB 1 H 25481 windows k55 %5 5 windows 2 F
i — o

samba % %%

#dnf install samba

6.3.1.1. Samba /44

Samba 2 —MREZEMALE, FRNTEEEERN Linux REGWEMETE Active
Directory(AD)MEE. & AJ DME N —AMada il ds, Bl 25 R o1 .

Samba BEWEAA 4 -

> k% B WA Linux, Unix A1 windows 2% F' ity I T E[#L 5

> PR

»  Windows 384T S B8 iE 5 5% 5

> 1L Windows Internet Name Service (WINS) % FRAR &l 7 %
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» Windows NT®-style Primary Domain Controller (PDC);

» Backup Domain Controller (BDC) for a Samba-based PDC;

> A4 IR S AR R

> HIA Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba A FEfl A4 :

> {EN BDC #&AX windows PDC;

> AR RS wsa i A%
6.3.1.2. Samba LR AHRIR

Samba & B = AN sy EFE 2 (smbd, nmbd AT winbindd) « =AMk %% (smb,
nmb A1 winbind) =% SFP AR S 3, AF B EAH GRS hRE . X RSS
ERNASEIR init JlIAS . DUR VR4 B8 — A se 9 bR

smbd

Jik 55 %5 v smbd 747 2EFE 45 windows E)ﬂﬁﬂ”ﬁ%f AP ILERIATE AR 55 - F3 51

BRTTH P SR, SHESUE, HURILEIET SMB . B, MRS

2 SMB fE 43 114 TCP %t [1 139 A1 445, smbd 57373 F2 2 4l smb 45 2

nmbd

nmbd 7 FEFEXS T NetBIOS 4 FRHR S5 11K (SMB/CIFS in Windows-based
systems ) H AT P fE AN N o X 28 R 48 L FE Windows  95/98/ME,Windows
NT,Windows 2000, Windows XP,fl LanManager % ' %o BRIAAR S 25 1535 NMB 1%
v I /& UDP %t 11 137

winbindd

winbind 55 ik 1P AALE B NI ATAE Windows NT,2000,2003,Windows
Server 2008,0or Windows Server 2012 E&KE‘%J: FR2I ) f . IX{H 43 windows FH P
A5 B Res ¥ UNIX P& IHA . X &H¥ Microsoft RPC calls, Pluggable
Authentication Modules (PAM)%D the Name Service Switch (NSS)FT=EH. X 0¥
Windows NT 1A Active Directory A /7 #% 24t UNIX F ' 3t 474 1F . B9 Samba
BEAT T HNGE, {HE winbind AR S5EAT smb 73 FFREAT IR .

%F% Samba FH

AT LS H Nautilus 524724 7] H ) Samba FL2,

HHILE
A, 7 ZXT Samba SEEHATHEBRAE, FEMM root A ES, @

LI
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mount -t cifs //servername/sharename /mnt/point/ -o

username=username,password=password

1Z14n 2% sharename % %2 A /mnt/point/ H 5% .

6.3.1.3. FicE Samba k%5 %%

BRI B BC & A /etc/samba/smb.conf FLVFH 7 U5 W 'EATH home H AEN
samba FL 5. B 0] DU AT E C B 1 FTEIPLAE N samba JEZZ4TEIML. &80T DAFE
R F I — AT EPAL I Hamid windows HLASFT ENZR 75

KR E
Bic & Samba ff FHEE#E: O, W] L2 http://www.samba.org/samba/GUI/
T AT O &

Samba 13 ff] /etc/samba/smb.conf 1E ML E A . BEUX AN E G, T2
)5 Samba 7 HEWL LY

#systemctl restart smb.service

&€ windows TAFEZHF1 Samba Al 5545 [ FE ML, 2w /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux &4t A% Samba JLE H X, fE/etc/samba/smb.conf SCA4H N L
ENCEET
0. Samba R 55 2% HHC &

[sharename]

comment = Insert a comment here
path = /nome/share/

valid users = tfox carole

writable = yes
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create mask = 0765

BT oV 7 tfox A carole i il Samba % 7 ¥ X Samba fk 5% A%
/home/share/ H sRiEAT 135 A

s w7 Y

I B2 vy LA R, BRI i s o B8 22 4 o A — Ml N85 &%
MR, .

smbpasswd -a username

6.3.1.4. Jo B2 Samba
SRR T

#systemctl start smb.service

KAMmAWT:

#systemctl stop smb.service

HJH

#systemctl restart smb.service

condrestart (FFERKM THEB) XA IELEBITHEN T4 B 3) smb. X
AN LT AR B A P, 45pr iR g g s irmeE, BASHE8).

#systemctl try-restart smb.service

3 N Jetc/samba/smb.conf B B S, AN EHFATIRS I E)S, 2T

#systemctl reload smb.service

THLE RS, T
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#systemctl enable smb.service

6.3.1.5. Samba %4

Samba A I Fh 22 4452, share-level #l user-level. share-level W FH T,
User-level A LIA =MAN A Y230 77 70, X 2807 SUPRAE 22 A =

User-Level %4:

User-level security s& Samba BRIAHEFEMIELE . EIE security = user & H1E
/etc/samba/smb.conf FLE A FIH, EREESPATH . MRS [ T % b
[ 2 A EE R, 2 7 i £ 4 AL S (R IS RE % AN 75 2448 € %1 . Samba tHHE
BRI T P A RS G K . 25 7 vl s — AN ) UID 4EFr Cie
TERPIRAS o

/etc/samba/smb.conf L AFH, security = user 13 & user-level security

[GLOBAL]

security = user

Samba Guest JL=

&2 21, share-level security f3X DA . [EABLE Samba guest
=, ANdiH security = share T, 5% DL D IE:

24 ECE Samba Guest FLE
1) QUEEH PSS, 5l dn/etc/samba/smbusers, S AITEA N AT

nobody = guest

2) f&f/etc/samba/smb.conf, AEAfH valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers
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3) f&f/etc/samba/smb.conf, AEAFH valid users

[SHARE]

guest ok = yes

TP 2 HEE user-level security SEHL T .

Domain Security Mode (User-Level Security)
XTI, Samba k%5 #A — M HLEIK S (domain security {5{EIK
B, T Y UE IR A T B S 58 . Samba W25 SR SR R R, 7
Ji¢ & /etc/samba/smb.conf,

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

fRUEH —A> Active Directory 355, MIANIRAE N — N AH B 722 T RERY .
R e 22 4= SR mE PR 1]/ ] NT-compatible IS UEHMY, Samba M55 % ] LLIE i H
Kerberos I\ ADS. Samba 7t Active Directory member 1% 3 T 7] LA 5 Kerberos
tickets.

& 24 /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM
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password server = kerberos.example.com

Share-Level %4

FEZALAS, MRS 2 2 P AR S — AN A WA P 4 IS . IS5 2%
WS —NEEA LS A L=, MRBH P 4. r2MmE4Et, Microsoft
Windows %% i #e 4% share-level security x5 %5 . 1B D& Samba 157 . T
B I security = share WAZ0#E T2 % user-level security . #1RAEfFH, 15575 User-
Level 24§ : BLE Samba Guest H:=.,

6.3.1.6. Samba [ 41

W 2% 1 B8 A3 Windows 1 Samba iz % #% H BL7E Windows Network
Neighborhood #', £ Network Neighborhood B [f], IRZ-#%A H CEFR, $THE
B, MRS5S AT FH B SL AT ENAL AT DAAEE 5

[ £ 31 %0 75 2 NetBIOS @i TCP/IP. NetBIOS-based 441 Ff UDP & i% ¥

BSEI ARG H . %A NetBIOS Hl WINS 124 TCP/IP EHLAFfF R 7 55k

KB, HERBIWEES M (etc/hosts) B DNS & Wb 20248 H 1)

— AN 32 90 B R 55 2 AT I R A b = ) B R 55 A R ARG BT A T
WEHNFE, BRI AE 2H R P 1] ] DAAR 5300 ¥

s B

BIAHT, —A Windows g 55 %8 PDC 1528 — M8, 2 123800 32 0 Y IR 554
Samba il 55 &5 AN BAZMAE Ty — 4> T W B SS =

EVFZ T M, AEE Windows IkR%5#: PDC, [k, Samba k5545 AT LA
NN A HE YR 55 7% . L B /etc/samba/smb.conf SCAHAE N — AN A 3 0 AR 4%
o (BAMERD , BCESAEMARERM (Z21H6.3.1.3 BLHE Samba k5545, )

WINS (Windows Internet Name Server)

Samba 1 Windows NT i 55 %5 o] LA — 1> WINS IR%5 %5 . 24 WINS k55
A3 H1 NetBIOS — i I, UDP %45 6 % 1l 5% Kk 78 W 25 b o VR4 F 44 B A 6k
&4 WINS R4 0T, UDP 15435 R BETE 450 T WAL A Be e gl k 2 H e 7,
AR BUFRE WINS &0 Di6e, ANETH Samba 1E N WINS JR%5 4
[KI2 Samba A SCRF WINS %177

1 —> NT/2000/2003/2008 JiZ 55 %% #1 Samba JE-& I, #E4#/4 F Microsoft
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WINS. 7£—MHH Samba MHI5EH, HEF{HH Samba /£ WINS.
TR MY A Samba 1E 9 WINS k25 #1511

wltn. W E WINS RSS2

[global]
wins support = yes

6.3.1.7. Samba Distribution Programs

net fig 4 :

net <protocol> <function> <misc_options> <target options>

net 74 1 FHAIZE Windows 1 MS-DOS RGiH KMl H—ANSHUEE
A EIH . protocol JET ] LL& ads, rap B rpc. Active Directory {#H ads,
Win9x/NT3 1 Fi] rap, Windows NT4/2000/2003/2008 & Ff] rpc. {10 protocol i% 3
BAEE, net 2 HANZIAIEE
T 2R T FENLA A wakko AT R HE =
#net -1 share -S wakko

Password:

N TR T wakko TALE I Samba FH 51K

#net -1 user -S wakko

root password:

nmblookup 7% :

nmblookup <options> <netbios name>

nmblookup FJ LAk NetBIOS 4 FR4%#y IP itk %I H TR b2 1k
AW E R BHFR ELERL
T BT B8 NetBIOS 4 F5% trek 1) 1P Mtk
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#nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit 72 :

pdbedit <options>

pdbedit T H & 3 SAM Hdls Fe A7 I 7 o Fr A 1 ) S B 4% SCRF smbpasswd,
LDAP Fl tdb ¥ .
N TR, RS
#pdbedit -a kristin
new password:
retype new password:
#pdbedit -x joe
#pdbedit -L
andriusb:505: lisa:504: kristin:506:

rpcclient 74

rpcclient <server> <options>

rpcclient Tt H jn] @4 By 28 H Microsoft RPCs, XM ZEZ5%13E Microsoft
RPCs S8 AT

smbcacls 2

smbcacls <//server/share> <filename> <options>

smbcacls Tl H &4 Windows ACLs 41 Samba 3£ 2 1) H S8 # /& Windows
R 5525

smbclient 7% :
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smbclient <//server/share> <password> <options>

smbclient & UNIX Rt H 1% 4, THREF! fip LAl

smbcontrol 72 :

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Tl H & i%E#E#|H B KiZ24T smbd, nmbd 5 winbindd ~FH iHFE .
smbcontrol —i X2 B.RiE1T, BEHBIHMTATEE @ BN

smbpasswd 7%

smbpasswd <options> <username> <password>

smbpasswd Il H & BRI % %05 1200 H Ge9 4 B SO 1 R
A H PE B E O Samba Zi5 .

smbspool 4
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Il H /& Samba —-> CUPS FARIFTEIE . BEARH IR E N CUPS
FTEINL, smbspool A] LAFIE CUPS FTEINL—& i H .

smbstatus 72 :

smbstatus <options>

smbstatus Wi H 7~ 4 Ff Samba EHIRES

smbtar 72 :

smbtar <options>

smbtar F£F HFATIET Windows F= XA H R & AR E . SRR tar iy
SHEL, PIE A

testparm #7 < iR
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testparm <options> <filename> <hostname IP_address>

testparm F£ 545 £ /etc/samba/smb.conf SCAFHIIEE, U H smb.conf 17
TEERNALE  (Jetc/samba/smb.conf) , NIATEEIEE. fEE LV 1P kg
testparm F£/7 1 2% hosts.allow 1 host.deny S/ ECE IE1 . testparm F2 /7 7] LA
7R smb.conf SCAFAIIRSS SR FUNAEM RS o AEIRR AR AT LLES 3-8 K 1)
MR tA HME S . Fln:

#testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[htmlI]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

#Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no
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[printers]

comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no
[tmp]
comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

whbinfo 72 :

wbinfo <options>

whinfo F£/7* &7 winbindd <7 " #EFE {5 2 . winbindd BERE A AREIZAT I

6.3.1.8. HAt B3Ik
T
/ust/share/doc/samba-<version-number>/
A LA man Tt

» smb.conf(5)

» samba(7)

» smbd(8)

» nmbd(8)

» winbindd(8)
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A A

»  http://www.samba.org/

»  https://wiki.samba.org/index.php/User Documentation
» http://samba.org/samba/archives.html

6.3.2. FTP

ZE A 4H FTP MM A A% vsftpd (Linux 548 FTP RS 2%)

FTP i F 25 ) - ik 95 i R A 5 kAR o S A, (] TCP I Z8 M. K1 09 FTP
MR A SRR B A A AT IR . FE T XN E A, FTP &
BN AL ARG BRAFFFIRTE LT AEWEH . BNy FTP fEM%% =&
EFEIATH, BAEHA RS ZXM Ft, fFEh— MR, FEMIE SR
REREE o

RXAETHIA T EARE vsftpd RET 2B TLS MEA@EY
SELinux K An5® FTP ()22 4. FTP i — AN LF I EU R 2 sftp, 72 1 OpenSSH
A T R R AL ARSI 2 OpenSSH AL & LA & SSH W1, 152 %5.20penSSH.

AFETHED, FTP FEZ AU A GIER TAE. 2 FTP &/ iz —
B FTP MRS #8um 1iEs:, B im0 21 7ER S 4 bi— 3% il 11 o 31X/
I3 FH R ik i 2 2B MR 55 4 o BT DR 55 4 i 280 25 1 i PR B8040 1 >R 2 HR R TR 3k
v A A o S e 1, DL SR B UG A MO T2 7 B 1 SR 2 7 =X
active ¥, passive fEz .

active mode

Active mode #& FTP HrM AL S 24 B 318 FH 380 1) e SR 46 B X 24— active-
mode HHRAE M FTP & Fimdl ek, MRS #ImasdT - —A> 20 w145 1P Hidik,
F—ANBENLICRAL I3 11 CRT 1024) o IXRR I e HERRS 207 bl A 24 250 7o
VFREZARAT RIS 1024 B HIER:. BEE A2 Mg g, (8RBT KB R R
B i ML AR I A2 5 3 1 o PR A3 88 7 B 77 K 58 S 15 0 A B AR N
$%, PP passive mode #% 11 H K.

passive mode

4 active mode —#¥, Passive mode &% FTP & Fim bl dG L) . 4IRS 2%
TR FTP % P i B '© A8 7E Passive mode 7 M 5dE, RS2SRSS %% L
SR TP HBERI—ANEEHL. ORI I OR T 1024). AR5 % P o 4 3
& TR S #% E 80 RMAE L.

IR Passive mode B SR RN 25 7 S 77 K8 - HUECHE HE 12 0] 7, AT DA A

142



O U = RS AR E RS (HPIRRD V10 REUE ATt

R 2% 2 v 77 K 58 o 45 AT DAZE — AN R 2% 2% e ik B sl 7 3 R G ARF ASL1 3fy L1/E FTP
5528 b sl T R . IR T AL T IS5 A TEC L B S A ) i A
6.3.2.1. vsftpd IR 55 %%

vsftpd Wit AR, FaE 4. vsftpd A& HRIT LS = 2 IR 45 2 4 E R 4L i
FTP k5535 2 B HLRE S Ab B K & (BB 22 4 1k

vsftpd BT fd F 1) 22 BT = AN 251 -

>

58 K [PV R R AR R A 23 B i A —— S Rt AR A BEAS [F) AT 55 | — A
HERRIEAT IAE 25 R w5 E /R 5

i B TR B AE 55 7T LS fe /NP BEAT Ab BE—F ] libeap PSR
PERIRAE, 7 2 root FEAURL PR IRAE 55 AT LAHAR AINRE LR 3E R P0AT 5
RZHHFEIBATAE chroot T——HEAHE, #FE AT DLCRFE P AT I 2
PR H R BN YA H 3. XA B A AR chroot H3 . 1l
n, Ban/va/ttp/ B 2 FE H 3%, vsftpd 18 € /va/ftp/ NHT ) root H %, 1E
Nl X BRI

i IR 8 22 e it 2 X sftpd A0{R) AL PRI SR AL, 40 F

>

SCHEREIBAT I A 75 foe 20 IR R A ——SCHERE RENS B A8 1 TH SR /MRFA 5 2
R XS fe /ME o 7 BEREAC B LIRS 2 ) i A AR W] B4 A BRI AT

FI A 1) 75 AR A A — AN/ B A FR AL B —5f 1% Apache HTTP Server
—Ff, vsftpd 73 K ICHARLE)F BERER AL FAE NSz . X SUVRRF R SRR R
A RE/ N BRAESS o

> T IARRFB T ERE R 115 SR A 2 SRR M e —— AN - AR AT R 1

FEIEIE socket, (TR H FREREHIE B S &

K5 F1 FTP % /31 58 B A BRAE 2 1E chroot M85 N ——FUhF i fE 2 JE
R, efMTAAEREAZ T AEARR, R Aevrdodi & aehs vy a3k
= H 3%

Ja s Ik vsftpd
L root FH B

JR B2

#systemctl start vsftpd.service

1A 4
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#systemctl stop vsftpd.service

EVERiae

#systemctl restart vsftpd.service

AHFMEE, HECLMIBITHRINK, F R iT:

#systemctl try-restart vsftpd.service

BEITHLE FB):

#systemctl enable vsftpd.service
Created symlink /etc/systemd/system/multi-

user.target.wants/vsftpd.service — /usr/lib/systemd/system/vsftpd.service.

I vsftpd £ B4 I

A WHE, — & TRV HRIE N Z B FTP 38 X PRI 2 8 . vsftpd
()2 98 () VL R s AT 2 MR #E UL, — R B O i B B

B, SATA MRS LT 1P,

PR, FTP BY351) DNS iR 5585 D Zi06S B IE i AL 2% o

2 vsftpd WA ANE] TP FRTEKRI, BFERE ) 2 8585 DU AT H . N T 70K
vsfipd 2 2 B8 S0, — MRFIRINIRSS systemd service unit (vsfipd@.service) &
% vsftpd ELER ALY

R TARERERSS, — AN vsftpd BLE SIS FTP RS &% 524 2 75
B, PRAFAE fete/vsfipd/ H 5% o 1X L8P0 B SO 0 AU A M7 B 44 Bk (Il
fete/vsttpd/vsftpd-site-2.conf) , I HIHAH root LSRR

F—ANEREXXM, EHWTNSEENRTT Py 2.

listen _address=N.N.N.N

N.N.N.N i FTP 3 i () TP ik o AR an fs FH 52 1Pv6, {5 H listen_address6.
B e B S C A7 U Jete/vsttpd/ H 3¢, M) vsfipd B#EFE, RIPAEHPAT
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A 80

#systemctl start vsftpd@configuration-file-name.service

UL ERar 4, 120 configuration-file-name Jy 75 2 (B0 B A4 PR 5140
vsftpd-site-2, ¥ &.conf J54e A s ANk .
WRAR— kMR sh 24 vstipd BEFE, &0 R

#systemctl start vsftpd.target

#systemctl enable vsftpd.target

Created symlink /etc/systemd/system/multi-
user.target.wants/vsftpd.target — /usr/lib/systemd/system/vsftpd.target.

i TLS % vsfipd &

T XL FTP [A A2 4t (R WSS o vstipd #EA2 AT LLEEH TLS
X FERE AL AT INES . FTP % ) i i S #F TLS.

FERC B S vsftpd.conf ¥ & ssl enable 24 YES 37F TLS 37 HF .

fidn. W& vsftpd {1 TLS

&4 vsftpd.conf Bt B 1

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

)3 vsftpd service 45

#systemctl restart vsftpd.service

Al LAY A vsftpd.conf(5)H) man Fl T 5 £ AH 15 B

vsftpd ) SELinux &

SELinux ZRH& & H vsfipd 74t FE(LA S HAth fipd VifE), & X 7 — ikl o5
[ 50], NTSRVE FTP SE4RE R U Ia)Re 8 SCIFEH 3¢, @R 22 Tl e i AT i 24 11
A
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Blan, AT BEMSEE 4 A, public content t FRES WA 204 L 25 H 2 B SCAF
FHZ. 0] LA cheon fir 4o

#chcon -R -t public_content_t /path/to/directory

/path/to/directory & REAE M BCARAF () H g AE, WA 7 — A BAR SO fF
P H 3, &5 BE— A A5 2% public_content rw to BRI Z Ak,
allow ftpd anon write RN E N 1, f#H setsebool i 2K HE -

#setsebool -P allow_ftpd_anon_write=1

RUE AL AR 7 385t FTP 1519 home H 3%, 7 AR BB =5 2 e 25 28 #/E
RBEHRAN RGN BE, fip_home dir BEIF B E N 1. B0 vsfipd VLA
MR NS 4T, ERFEE SRS HHFERGEPRIANZ2RE W EE,
ftpd is daemon WK E A 1.

6.3.3. AARFKIHERE chrony
6.3.3.1. A—MEDEREM RS E chrony
XA T T 2 5% F dial-on-demand 32, 1F % [RTC B N 2 R 20 F

driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys

command key ID & 7E % R I i 4 B, 2154 commandkey {E , /etc/chrony.keys
SN NTP AR5 2%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline
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6.3.3.2. A— /ML RSB E chrony

FE— D IRAFI SN N 28 3t AT 2 32 B Z (g 2 v, o] DL #%— & THEALE
PR ML, e FEHAE R ENRE - b

£ master FHL F, ZW4E/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 A& A DL o V2 32 1 7 ) b ik
2P umbLEs b, 2% /ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EHLFI L.

6.3.4. ITEIRE

FTENG S T H A RAT LA &, 4E4 4T EDHLEC B SCPF, FTERHEBL H 3 D&
FTER L P& AT EPALAE HK

% T HSEFE T8 Unix BRI RZE(CUPS). A0SR TR 16 22 G 2 26 1T R AR
FLRBA 2 SR 55 2R B E RGURAS, A2 CUPS, TETHIOE RN & (R AZHT BN
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el
o

JAENFTEIHLE E T R
MAT AT A ST ENHLAC & L, %\ system-config-printer, ] EIHLAC & T
B3, BiE R E->E R ->ITEPAL, FTEPHLEC B TR B3 K.

}TERiSE -- localhost n
fE52E(s) FTEMHL(P) ZEEH(V) #BI(H)

+ & - |

HRBEETENH.
)l

Bi&E# localhost

B 6-1 ITEIRE

6.4. i chrony Z4HE NTP

FENT AT, CREFRSTREOR SRR HER, XARZERFE. i, fEML%
by A RO H B TR BRI EI N R BT . 7E linux RGEHR, NTP B i se 4t
s AT H 2 1Al SEH .

FH P 23 () () 7 3 R BT IS AT AE AR 1A ) R GE b o RGEIN B RERE (T 2
ol S e 8 YR PR AR IS () AE A . I 48 Time Stamp Counter (TSC). TSC & —4
CPU & 748 FRTH R A %L . AR P PR E b

BHWASF R LS, ntpd A1 chrony, >KH ntpd Al chrony . A5k
A1 chrony 11 B8 FH B0 52 F RS oK BE 5 RGEIH o0 R S8 ANFF S AL GE K A M 2844

6.4.1. chrony B4

Chrony iz 4745 F 18] [ SF i R I fr AT R, RGN R &A% 5L,
S PR Z I R ntpd KRG £ Se R [A] o
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6.4.1.1. ntpd 1 chronyd )% 5

it

>

A\

B B ZE S T TS S L B R 559 chronyd W% LE ntpd A 5E

M hh SR v TR R e (R B (1 U 1R B chronyd BERS TAEMAREF. ntpd 75 2
A RS I (R UE A RERS T AERIUT S

chronyd f& % 75 9 £ 40 £ 1R I3 AR (R 25

chronyd 38 & R DA [] 22 i e B R0 5 2 14D NF ()RS 2

chronyd A& % 75 I b f) 38 3 98 SR 28 A I 3 33 7, 497 2, ] St A R 9 2% B T
FE AR AL, T ntpd 7] R 75 EEAR KN [A) A" BE P OISR K

BN E T, £ ARS8 sh)EH A C 2 [F 2P chronyd WA B E], RNTA
FIELHARIZATFE T - ntpd W A] DL & AN [FIB I 1A], (H B D6 25008 F AN [B] ) 7
ORI 1K 2 — LE R AT

1E linux #:4E 548 I, chronyd G868 7E— MR K 130 [ B (R 2 . X T
BAE— MR B R E LA B TEAE . B, fE— LB L.
chronyd AETE i — L& ntpd N ARSI S

chronyd SZHFAIRAL X 28 B[R] TE () ME— T R Al N o 8 an i 3 2 01 R
8. chronyd BERSTEAE S B i & SR E R, TP ENE 2 8
SR PR B T 2

chronyd & {1 32 FF T A IS 2 B 2k (403 ST R B8 B4, 2497 T AL
T K I o e m] DA X SE R A 2R 40 8 B A B R G TR A S
(1) S B b (RO B (BT RANE . S AE RS A AT ZE Linux.

ntpd 7] LA chronyd A BER 1

ntpd SZHFE NTP JitA 4 (RFC5905) , GfE) ik, £ 4, manycast & 7 b Fl R
22, AN L B I8 SCRFRAIM B 4 BeniE 7 228 T A %5 (RFC5906) -
chronyd ff i} NTP Jit4< 3 (RFC1305) , FEAMA 4;

ntpd WHEF L SH 0B IIKENTT chronyd KT HAh I B 5140 gpsd, vi 171 %%
WS H I

6.4.1.2. NTP “FP HEFE 1% $E

>

Chrony AJ A5 JEAEIX 48 2 48 FhAd Y, IX 26 5 498 25 20 8 1 B ) B D T 4%

ANEHT L ML, Bl sh AN R 5

NTP sF# R (ntpd) %% EHELFEREALH ARG L. REHEM

JREERZ HR P, BT B SR UE R B Autokey B3, %75 & A ntpd .
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chrony {XUAX S FERTFR 2 S 30 0iF, {4 MD5 78 5 & 38 uF A% (MAC),
SHAL Bl B3 (M 75 535 . M0 ntpd I8 37 FF Autokey PAEWMY, % M3 AT LA
FIH PKI 24t. Autokey 7E RFC5906 Hi 45 fiiid .

6.4.2. ¥ CHRONY RHME
6.4.2.1. Ff# chronyd

chronyd #& chrony [FJ5F4P A2, BATEN 6], WEEITHENZI RS
B B IR GRS AR, A8 NTP WhSORIFAT A% . 4851 FHIFARTH,
chronyd F518 F & Ja 8 TH HAFAG A SRR . &8 0] LB chronye FahitiT1&
Lo
6.4.2.2. Zf# chronyc

chronyd #& chrony HI5F##EfE, A LA ar 24T 4044 chronye #54. iX AN TH
Peflt 7 — Mg SRR TN — e dg 2 AT LA chronyd #EATHE o, BRIAMACE
chronyd {AX WA Y] chronyc fi4>, chronyc AJ AFC & A chronyd 7 PAFZ 4k
T4z . chronyc 1 PUZFRIZAT G 8 —MECE chronyd #2522 iE 8z . 1P bk 7t
VFZESES)] chronyd N ™ #&42 .

FHfR chrony Bt 'E i 4

chronyd $A A FIEC B S A /ete/chrony.conf, -f 31 AT LA & —/NMEC B SO 1 #%

Va3
VEREHT N PA#. %! FFk.
allow

ARSI, FEE AL, FWEE MK IERE ST UE RN NTP RS 2511
HLgs . BNl
(LUE

allow serverl.example.com

W ENAL, FRE AL BATIER

allow 192.0.2.0/24

858 — S RV IEE
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allow 2001:db8::/32

fg & — IPv6 ik

cmdallow

Zan M allow a3 2 AHAL, B 7 E R VPR E BT M aR ENLREEHIEEAN (A
& NTP B i N) o (EHlEN, B2 chronye W E/7 R HE EHL LA
REg I AR HL T EHLIER R chronyd) RIF)E 2 —FE . cmddeny all iy & F1

cmdallow all 522518,

dumpdir

TRAF- chronyd e 55 505 (0 & 77 52 H s 42

dumponexit

B i f 2421847 1, B 3K B chronyd D Z0CA BT A IR A1 CR A7 00 B 1 17 5k
local

local B2 LV chronyd I8 & 7 v e IR N BEAT IS [R] [F) 28, B E %A
[P o AL TS 5 B R AE master EHL B, fE—NSLHIMLHd, 211
LT EF, master ZHLTE @IS FBhH N R FEAERA N TH .

Bilan.

local stratum 10

log

log T4 F W L85 B ZEHE % HAd . BRI bA T T
measurements

IR T LA G S, A2 measurements.log A
statistics

ZIETNE S T FHAEEA AE S, AERK statistics.log SCA.
tracking

PRI T RS BSR4, A2 tracking.log XA
rtc

XANETNL S T RS0 SEiT P (E 2.

refclocks
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XAEBHCSR T RGN JESFE IR, A refclocks.log.
tempcomp

IXANEIL RN E ARG AMEE R, AR tempcomp.log Ao
log H &1 3% SCA-AFIAE logdir 158 7€ 1 H 3%

log measurements statistics tracking

logdir
FRE H B SO FAFTBU H 3%

logdir /var/log/chrony

makestep

W, chronyd KR ¥ 75 SKAE L BIE BUIERS Bh, (615 RGIEL M LA I
[ 22 . FERSLEREEROLT, RGN Bl ge S IE i, SBOZIHRELREAER
KIS (R TE RGERS B o %484 58| chronyd 7 %8 1K T FAN IRE 25 3k
BARgH, (HRAHFLERDY chronyd 3 A 1Al 5 PRI CAl s S fER 2%
BRI, BT 2B BT A AR

makestep 1000 10

maxchange
RS RIRE R N LM E, AWEERK T ERRIE, chronyd K2
FIFHIBH, #H B KIE4S syslog.

maxchange 1000 1 2

FH MBS, chronyd Ko AR — NN B WL BRI ERT, Ko Rng
2 RORT RME WA E AR IE

maxupdateskew

chronyd HIAE55 2 — #t A2 BEA T FUET 5 TS L B B AT H PR 2
% . maxupdateskew ZEUE M E LTI TG RN BE, SREHELT, BIEZ
1000ppm, 1BVEAEUNF:
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maxupdateskew skew-in-ppm

noclientlog
XA WA SE, B P imAILE log HE.
reselectdist

4 chronyd e[RRI ARV, 0K B8 B i N D EE S . SRR T
TG 0 1) E T e A SRV A AL ) B B I, — AN SE R BE S AN . BRIATE LR,
PREL R 100 b

A

reselectdist dist-in-seconds

stratumweight

stratumweight 5 2 W & 24 chronyd MR IR IE S FIP IR, BANZE R AZE
mz /bR RIED IR . BRUARSH T, CentOS H1%E A 0, il chronyd fEIEFIE
I 2SR JZ 2

T~

stratumweight dist-in-seconds

ERINTEOLR, dist-in-seconds SN 1 b

rtcfile

rtcfile $8 2 € X T — N 3CHRI A FR, %30, chronyd 7] ALRAT BRER R 401 55
B B A HEB ME(RTC) S 8. VAR 2

rtcfile /var/lib/chrony/rtc

rtesync

rtesync FRH 5 — AN R, EET, KREWHE 11 5820
FSERF I Bl (RTC) o

chronyc )% 4=k

#1 Network Time Protocol (NTP)FHEL, PTP fix E Z I s & A1) 32 Fr, £

F51F 2 1) network interface controllers (NIC)F network switches. K FIHE & 1 i
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[6] [ 25 R

6.4.3. fEH chrony
6.4.3.1. 2% chrony
{4 F root FH F7 5%

#dnf install chrony

2RI\ K chrony FEFE 67 B /usr/sbin/chronyd . fiy 24T 24 %2 34 7F fust/bin/chronyc .

6.4.3.2. fu chronyd JIRZ

#systemctl status chronyd

6.4.3.3. JA 3l chronyd

JA B2

#systemctl start chronyd

BEITHLE B2

#systemctl enable chronyd

6.4.3.4. <M chronyd
KU 4

#systemctl stop chronyd

BOHIFHLE Ja shar 2

#systemctl disable chronyd

6.4.3.5. & chrony &5 [ED

N T A chrony s2 75 [R5, f#H tracking, sources Al sourcestats 4.
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F 7% chrony Tracking
(g IR

#chronyc tracking

TR

Reference ID

52 BT R ntp RS #2245 ID (— 5 16 #HHI B0y fMAFK (5 ip
BB o BN 127.127.1.1, FoRizih FHURBOR BRANRIREAT R, IR
local B ERAE

Stratum

HEERN)F S

Ref time

B — R A R UTC (A

System time

RGN [A]

Last offset

B Ja — UG B A%

RMS offset

ks & K 31 .

Frequency

R chronyd WA BATME, RGN AHEREE, FlW: 1ppm BEER
Geifla) 1 #y, w]HESERRIN A 1.000001 #,

Residual freq

ST 2T PR R AR A

Skew

A E TR ZE

Root delay

TX R P 245 26 45 S IR B B 28 [FD T HLBT ) stratum-1 THENLAT T, 7R L
Weam B O T, AR PO

Root dispersion

WAL ENL, R HREFE PR stratum-1 T EHLR RS 7REL
TR ARG T BN BOR 4t B (R stratum-1 TSI (]2 IE
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fi11]) : clock error <= |[system_time offset| + root_dispersion + (0.5 * root_delay).
Update interval
$5 S T JCNE e BT FR) I 6] 1] B
Leap status

Al AE{E N Normal. Insert second. Delete second. Not synchronized.

¥ & chrony HKJF
U

#chronyc sources

M

RoPERIRR . ARIR— RS AR, =808 peer, #ERRAMIELNIZH
I

S

FOREHPRES o *FORIEERIE, +FoR 0, ROk, ? RoRiER
CL Rk xR B chronyd TA SN2 falseticker(45 oK 22 £ Ath SRR ) [A] /2
A=), “~FoR— R EI AL A K2 AR .

Name/IP address

JRE TP Huhik B 44 FR

Stratum

BHE, 21 RUTHENM S ARS e, 52 1 RPRHENEE 2,
HE 2 FZHTHENAER 3, AL,

Poll
SERVEME polled IR, FIUIME AN 6 FIBHE, iR ~EE 64s #H4T—IRIE .
Reach

BoRta— MREIRIERIN A . —BORAE LB Z i) . S8 mhd Bly BoR
grh N JURE L. 10 SERME R R A WX .

LastRx

BoRi e — MBI R T . —BORAE U Z 7). FEE mhd By BoR
IrEP NI JUR B LA . 10 FEHME R B IEIX AN

Last sample

S A1 3 7 A L I A 5 5 T ) 0 0 U ) ) (i
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¥ chrony RIFSt it
sourcestats A7 2 7 24 HI AR 2 YR R AL o B AV e A2 S S . -v 4

g, BERICKH. ERXMBOLN, BOMNIAT RN RS,

#chronyc sourcestats

Name/IP address

NTP fi 55 a4 AL .

NP

REREAS B H AT R 55 o DR B o A% T RN R I AR B8 A T o X 6
BEAT LA A5

NR

X 21817 I residuals EA M F B HRF 5 K20

Span

X et 22 B A B B A 2 T (R B TR TR B o G R B SoThIE, SR
ANAEAE LD BI N AR T o[BI RE 2 46 3B

Frequency

fETHRIRIRIE, EXMIET, HEHRR B THE 17107 XTIk %54
Feift .

Freq Skew

TR Z IR .

Offset

T A A% & .

Std Dev

KRG FEA bR HEZ

6.4.3.6. FIIHEE ARG Bh
[t
#chronyc
chrony> password commandkey-password
200 OK

chrony> makestep
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200 OK

6.4.4. £ chronyc
6.4.4.1. 1# 1 chronyc % chronyd
HEN chronyc 138 H 5L 1H

#chronyc -a

chronyc 41 LA root H F#UAT. -a ST 1 F A keys H 25 %,
chronyc 417 51 :

chronyc>

AT LMEF help BoRATA 4.
W] DL AR B A AT f N -

chronyc command

6.4.4.2. ¥ chronyc #/T iz i #
BCE chrony EH: 22 chronyd, =R

#chronyc -h hostname

F6 7€t 1 -

#chronyc -h hostname -p port

port J& F R4 il fl i 278 F2 chronyd.

LI STt NG LR

chronyc> password password
200 OK

BRIV 2 H
158



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

R A & MDS W54, WE A %00 2048 authhash iy 2 7ERT

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. BCE NTP{#FH NTPD

6.5.1. NTP /48

NTP 2 % 2& i 7] Biri (Network Time Protocol), ‘&2 3k a5 W 2% & ANt
SREATLERI AR T8 R PR AL

6.5.2. NTP 432

NTP 73241 F

Stratum 0:

JE B ANE 5 f L G A1 GPS
»> GPS (Global Positioning System)

Y

Mobile Phone Systems

» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
IXEEAE 5 0] DL B3 0, FRA T RS-232 BRI RGE N — 14

23 Bt Y0 B A RIS T IR 55 45 o

Stratum 1:

LA BRI T TR . GPS B a4

Stratum 2:

M Stratum 1 B2HL, AF N TE R HIARSS 4% o

Stratum 3:

M Stratum 2 BEHL, AF N TERE KRS 4% o

Stratum n+1:

M Stratum n BEHL, AF TR E KRS 4% o

Stratum 15:

M Stratum 14 BHL, AN RZ P RS #
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6.5.3. HA#E NTP

RIS 1 W 5 S M R SRR ) NTP 50, 6 RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis 1 RFC 5905
Network Time Protocol Version 4: Protocol Al Algorithms Specification A FE4H 1A .

6.5.4. EM drift 3044

drift SCAFICSRRAFE RGN AR 5 UTC I S 2 1) w7 5

6.5.5. UTC, TIMEZONES #1 DST

NTP 5€4:=7E UTC(Universal Time, Coordinated) ™', Timezones A1 DST(Daylight
Saving Time)# A RGN . /etc/localtime J&/usr/share/zoneinfo [11#5 U1 844z .
RTC A ELEAHS [A]5# UTC H, fE/etc/adjtime 35 =ATFE €. XA SCAER] BLSN
18 RTC B4t E . AP v LAMRIT )8 System Clock Uses UTC £ Date and
Time EIJEHCE FH AT ECE 1208

6.5.6. NTP H3HiEikIR

TEYHTN LS, Yo n] DLdid ik NTP it T8ty . efd AL NTP U4
i, T XK, fE/ete/ntp.conf ST, AU 3 DAL BIAAH A
U5t ntpd K2 2SR o AR N FH 1 XU 75 22, AT DA 0T 8 BN T8 B 0 S6nE

PR BB FE 2 ZIUE I o AR ok g < P B iy Bk, AT BAfSE
disable auth 7£ ntp.conf C/FH .

6.5.7. FERRNLHE R ]

Rz PIMLAS Be A8 FH B 5211 hardware clock FF H BEAUALE [AIANEFR €« 7EEL IR B
B RS2 EAE RS, kvm BRIAE A kvm-clock.

6.5.8. EFHEHD

AP, Efe A OREFE A N T A 2], HE PR E RS — e L
IR (AT REAEZRR) Nl th S 3 nsligek/ > 1 F0 R % . BT Hb 3k E
R S VEA ARG I (FEZE W EELIRERD , AR (RARD
AR I 2 (A AH 22 k8 0 31040.9 APy, sttt At sk 1 80 (=R, &fE—o
POy 59 B Bl ek 18 QEER, &E—08o8 618D o E—KRINEL
FEARBL IS H AR

6.5.9. Ff# ntpd FLE M

SPPPHERE ntpd 7E RG0S BB I U B S ete/ntp.conf, AT LU
N TH A A A A BB S
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#less /etc/ntp.conf

A HER A TC B
The driftfile entry
drift SCIFEEA%

driftfile /var/lib/ntp/drift

The access control entries
DL AT B ELER A 7 i) 428 1) PR 1

restrict default nomodify notrap nopeer noquery

nomodify EIl: BH IR0 B SO

notrap I&T: [ 1k ntpde $H117H B WM B

nopeer iEI: [ 1k peer B & I

noquery iEi: [y 1k ntpq F1 ntpde &), {55 B (8] £ 11

A IS PR FE AN FH 75 2 127.0.0.0/8 HuhkBt. BRI restrict 17 BHIEFAT A AE
FVFHIEEN

#the administrative functions.
restrict 127.0.0.1

restrict ::1

SRR A R B S — AN HFER, B RUE R A sk
FENEAR NGB TRVFR], UAERIAY restrict. A T 34T, #lan, o
Y 192.0.2.0/24 WX 2% 334715 TR] B 2 14«

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WmRHNZERFE—6ENL, #la 192.0.2.250/32

restrict 192.0.2.250
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ISR 6 5E mask, 255.255.255.255 KR E
The public servers entr

ERINI,  ntp.conf FC B SCAFELE DY A 22 3R 5545 -

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst
server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

ERIA, ntp.conf W& TR ZBHER MG T, LR KREE E2 H

6.5.10. BEf& ntpd ) sysconfig L4
A AR 2= AE ntpd J5 B IR S VTLEAL A R I g 52 B . BRI 2R 0 R

#Command line options for ntpd
OPTIONS="-g"

-g TR LLE ntpd 2% 1000s FIf A% B BR ), S lm] 20 i ] B (i #% &
T 1000s, HIZAANAE RGEE BRI %, ntpd 7E 1R S &
KT 1000s F i H 58 Hi

6.5.11. 251k chrony

WA

#systemctl stop chronyd

EUH chrony FFALJA 2% 1 :

#systemctl disable chronyd

FER=RINAY
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#systemctl status chronyd

6.5.12. K NTP SFHFHBER T2

MU

#dnf install ntp

6.5.13. ntpd %23

#dnf install ntp

WE ntpd JHLE B

#systemctl enable ntpd

6.5.14. B2 ntp KPIRZS

K ntpd /2 {RIEAT:

#systemctl status ntpd

ARHL ntpd HPRZAHR -

#ntpstat

6.5.15. Bt B B K% RV ntp BFEA
ntp ] UDP {4, i 123, WAZIE RGeS oL By kb .
For 25 97 K B I fige S0V ntp A& %, 58 H IR S0 Firewall Configuration 1.5 .
Ja 8)) firewall-config, /i i7 Super B3N, %A firewall £ H 4% Bl 424, Bk
HICE W T AP 2,
AT HEN:
#firewall-config

TR —EEL T A, X R firewall-config T E %3 2 /] S7 47
HEFE firewalld.
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6.5.15.1. &4 firewall it &

AT REM LI B AR, TR FHiSEH Configuration /&1 E N Runtime. If
FAEECE SR N — IR a3 AR, 78 N ik £ Permanent.
6.5.15.2. 9T s K $ik i 11

FT T firewall-config T.H, e#EM2s, wfum AR%E, i Wi #%4l. Port
and Protocol % #6479, #1123, N3 LS udp.

6.5.16. BC & ntpdate AR5 5%
ntpdate AR 552 N 1 ¥ & I (R 7E 22 885 5 1 s

N—

fa ¥ ntpdate IR 55 & 51817
#systemctl status ntpdate
WEITHLEF):
#systemctl enable ntpdate
FEAR AT M v IR 55 2 BRAVE RS R F1, BN Jete/ntp/step-tickers A1 55
0.rhel.pool.ntp.org. ¥NANZN4IM) ntpdate Ak 55 %5, 2wl /etc/ntp/step-tickers. AR 55 2%
WS A E R, K9 ntpdate FRAE FHIX AR AME B . RanEH —
AR IS TR IR 55 2, 7R 28— AT 4 AR RS 2 Bk o 7658 AT & IR S5
o

6.5.17. BEL & ntp

BEERIAE ntp IR FSECE, il /ete/ntp.conf SCAF. Z 3 &A ntpd — ik
W22
6.5.17.1. it & NTP AR 55 15 el 42 1

Y’ ntp.conf, f¥H restrict a7 4

#Hosts on local network are less restricted.
#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict fi F§

restrict option
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option: T LLZ—ANFIZA

> ignore Firf £ s G5 4l 2% L35 ntpq A1 ntpde 7315

>  kod———Kiss-o'-death™ £ & 1% LAY/ A b B 2591 5

> limited—— A1 R E AL S 1A R, AN AR IEK . ntpq M ntpde A
WA SZ 52

» lowpriotrap AL S UL IE A5 E [ PR

> nomodify SN W=

» noquery——FH IE ntpq 1 ntpde i), AELFEN B A

> nopeer——H1E peer BEA TR

> noserve K& 1 ntpq A ntpde £, FE4LPTA A

> notrap B7 1E ntpde F26I17H BB FERE

> notrust——fE 48 A A B {7 ek 0 A

> ntpport—AEH %, HIULEL NTP UDP port123;

> version FELEANILIE S H NTP RRA B o

R TAHB A R, FCEEZRE], restrict AT LMEH limited &5, R
U ntpd DA Y. KoD #i¥E £, restrict 2 25{# A limited A1 kod &7,
ntpq A1 ntpde A ) 7] H TR B, ANZERER noquery i .

6.5.17.2. FiL B % H: NTP iR 554 1) 18 2[R ]

25 restrict L limited e80T, WIEREABEHEINBGISE, TUATH
discard 7% o

A kg T

discard [average value] [minimum value] [monitor value]

€ SR S/ N PR LRI B, e 2 — NS Tog2 ).
BIMER 3 Q=T AT 8 ;

i 5 SRR BRI AL TR BE, 7 log2 MM B2 — NS 3. BiME
& 12 W—IkJ7, AT 20);

e B ENEFEE, —ARTFROSEDEH . 2L
B 3000 F5 . XAMEIHE H T IR 55 25 53T 1000 BLE 235K .

discard iy &% 1

» average

>  minimum

> monitor:
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discard average 4

discard average 4 minimum 2

6.5.17.3. %51 peer itk
£ ntp.conf Bt B AN peer A4

peer address

address 72—~ ip Hili-5 DNS FliRAIFI 4 K. address DR LE A — ZH R
o Peers WAUHA /D —ASF FIBS A1

6.5.17.4. ¥s Ak 55 8 Hu kit
ININ— RSS2 Al, 1ZR 5548 /21817 NTP R4 HAMESE 5 )2 . 1E ntp.conf
AR, f#H server 4

server address

address A& PR 1) 1P Hihk sk DNS 5] 144 F5
6.5.17.5. i IN—AN) HE B2 #E i 55 A ik

IIN—A R 2 fE Rk bk, R U, IR B HE NTP A 305 i ko
7E ntp.conf 34, {# H broadcast.

AR

broadcast address

6.5.17.6. % 1—> Manycast %5 /7 #i ik
N0 manycast 25 7 Sk, 7E ntp.conf XAFH,  ¥S 0 manycastclient #i74.
AT

manycastclient address

Zefir & RLEL RSy NTP %7 5. FRSET BRI S R 55 28
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6.5.17.7. %N Broadcast 7 i ik
80N broadcast & Fumiihl, 7E ntp.conf SCA4H, #¥HN broadcastclient f74 o
B

broadcastclient

ZQBCE RGN NTP 20 ) i o ARG Al LAIRNN % 7 i AT AR 55 45 B o

6.5.17.8. %% in—> Manycast % 5% 2% ki
7NN manycast AR 55 a3 tiht, 7E ntp.conf SCEEH, I manycastserver 74 o
U

manycastserver address

A TR RGN NTP RS 8. REEAT LA A% P AR S B8

6.5.17.9. 45 Ii—™ Multicast I 55 %5 Hhhik
IS AN multicast AR 25 2 Hihl, 7E ntp.conf XA, ¥ multicastclient iy 4 o
a0

multicastclient address

2 HCE RGUEN A NTP IR554% . RGEAT LAIRNIN % 7 g A0 R 55 45 Ui o

6.5.17.10. L& Burst &I

ANEFIAFL NTP AR5 %8 — Rl HZE I, 120 00E H 76 H gL 1M
R -

TE R 55 25 Ay 4 25 RN INZIE T

burst
6.5.17.11. [ & iburst 3%& I

TE R 55 2% i 2 G R U IN1Z A% T -

iburst
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6.5.17.12. i key li & Symmetric Authentication
TEHR 552581 peer 2 )5, UNINZIETN:

key number

number & —~ 1 3| 65534 B4, ZkWiA] PLAE 20 P8 B A 4 message
authentication code (MAC). 1ZiETAI peer,server,broadcast, fll manycastclient 7%

i
Jetc/ntp.conf, AU :

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. A& Poll Interval
ECERIA T poll interval, 1EJR55#5EL peer #7 4 J5, WNHTZGEDN :

minpoll value and maxpoll value

6.5.17.14. MCERS LA S
8 — DRI RS 2%, 1E server BX peer fy 2 Ja N INiZ L T -

prefer

6.5.17.15. N NTP 4 EEE Time-to-Live
1E server B¢ peer #72 J5 Vs 1% 0t :

ttl value

6.5.17.16. HCE NTP 1 A
1E server BY, peer iy 2 J&5 U8 11358 1 -

version value
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6.5.18. AL B AEAF R S HT
fic B R Gt 8] 5 Bl AR 8 (RTC), 1E/ete/sysconfig/ntpdate ¥ 1 LA £ 1 :

SYNC_HWCLOCK=yes

AT

#hwclock --systohc

6.5.19. fic B i #hIR
TE R G4 H AT A s

#cd /sys/devices/system/clocksource/clocksource0/
#cat available_clocksource
#cat current_clocksource

B B8R, ENZE GRUB B8N clocksource, 451401

#grubby --args=clocksource=tsc --update-kernel=-DEFAULT

FLE REME3M

71. RGBT HR

R E RG22 A, ERER KRR RGE B E R EE, B, AN i%
SITE QAT £ S N N AE G . ATRIAE A A, R X TR, DU IETEEAT
FEME LS5 o AT AL 10 W A feT A5 FH LA a7 5585 e A M B R LB il 25 2 1
RGP RIZLEEE.

711 BERYGHE
7.1.1.1. M ps fin %

Ps & 8 RGUSATHFENE B E2E M —NERSYIR, FIRBMHES
MIEPAT A I RGISAT BIEFE R — AU . a0 SRR KR S T S R A R,
R EAEH top ARG IIER .
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GnARABHH Z AT RS R P BERE, W DALE shell BLE A0 F A &

ps ax

XTI AR, psax v Q2 B B PID, BEREAK M) L, it
FRRAS, BERE S IR CPU I IH], Wl $hAT SCAF A4 T Bl

[root@localhost /]# ps ax
TrY STAT TIME COMMAND
Ss 0:00 /usr/lib/systemd/systemd --switched-root
:00 [kthreadd]
:00 [rcu_gp]
:00 [rcu_par_gp]
:00 [kworker/0:0H-kblockd]
:00 [mm_percpu wq]
:00 [ksoftirgd/O0]
:00 [rcu_sched]
:00 [rcu_bh]
:00 [migration/0]
:00 [cpuhp/0]
:00 [kdevtmpfs]
:00 [netns]

-~

I<

OCO0OO0OO0OO0OO0OO0O0O0OO00OO

2
?
?
?
4
?
?
?
?
?
?
?

IR BN BERE T, A a2

ps aux

BT ps ax fr S FRALIIME E4h, ps aux B EoRIEREHAE E WL T, MRS H
CPU FIWNAEIE 73 b, LT N B 7 R0 N A7 RN AR 22 e 38 N A7 1) K
/N, BERETFUGIEAT IS [A] o

O LMEH ps 21 grep tn A &R BB H R BEIEIT. B, 2
3 Emacs s& ST, AT Am4

#ps ax | grep emacs

AR Han SATIEDI 585K, &F ps(1) man Ft.
7.1.1.2. fiH] top i

Top i 2 /8 REUIEAT HRERE SN 213K . Bk 2 WoR Mt s B R a
BrisFE], 4ET CPU NI Z, a7 B 'ﬁ'&l‘ﬁ KRR AT DO HERE AR
AR, BT DLgs dEREHE P B R AL — N

1Z4T top f4, 1E shell AU T in 4

top

XA R, top dr &2 BondbRE R PID SRR P & 44, BERRA G
%, R NICE {5, R EMALE, BRI ARSI IER N, HERE
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AL ENAE, BERERIRES, BEREMEFI AAEA CPU I E 7L, #ERE 5 M CPU
FRY IS T A AT AT SCAF (4% 5
N AT LA top — kS f I EL B & -

% 7-1 32 H. top 4

e HiR
[Space] 4E|]F' [ERT7N
[h] SN
%%%Jﬁﬁz PR NI 1D DB RIES EE
Fo
[n] MR E R R E . SRR N
[u] PR -
[M] BN R .
[P] % CPU & %47
[q] B H top.

[k]

7.1.13. (ARG EETA
el DL R G a1 T B R A E &S B ARt fe, S8R s 2%
LR ARSEHRE . FFR->T B >RA L E->RG MR S5, ﬁn?l

RAnay

EW#(m) REE) ABNV)
Rit 2@ #AE XFRR
M—H#. HHH. +EABHTHAN: 021, 025, 035
BEE - ®E % CPU Nice ID aF HE%H EseR R
0000:74:02.0 BED 0 20 1161 N/A rescuer_thread ETE 31
[0000:74:02.0_di HED 0 20 1164 N/A rescuer_thread E'E 7
20000:74:02.0_ev BRE 0 20 1163 N/A rescuer_thread RS
B0000:74:04.0 [ 154 0 20 1281 N/A rescuer_thread E 3 1
(©0000:74:04.0_di B 0 20 1284 N/A rescuer_thread EE3
20000:74:04.0_ev BED 0 20 1283 N/A rescuer_thread #ER
©0000:54:02.0 T 0 20 1320 N/A rescuer_thread e
(©0000:54:02.0_di HED 0 20 1313 N/A rescuer_thread s
[20000:b4:02.0_ev (13 0 20 1322 N/A rescuer_thread R
(©0000:b4:04.0 BRG 0 20 1343 N/A rescuer_thread ETT
(0000:54:04.0_di HES 0 20 1346 N/A rescuer_thread %5
E10000:b4:04.0_ev [T LY 0 20 1345 N/A rescuer_thread E
110000_DiscT HETD 0 0 1235 k%
B110000_et BES 0 4 123 [:3
B110000_lkq HED 0 0 1233 *RE
(0110000_xchgwq HED 0 20 1234 N/A rescuer_thread T2E
©110001_DiscT HED 0 0 125 N/A unf_disc_event_process E%
B110001_lkq RS 0 20 1257 N/A rescuer_thread E3 1
110001_xchgwg HED ] 20 1258 N/A rescuer_thread E 3 1
Elabrtd BES 0 0 2741 1B.6 MiB do_sys_poll abrtd.service %

& 7-1 #FE

TR, RERE T AL B RERRA T RS, #EF2 NICE {4,
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BRI NAAR CPU [E b HEFE PID. REFRSSAT 138 18 A AR 215 i 3L
BT B SRR A R AT DO R R IS BT T Bk T HES
ARG T H S BoR Sa0 8 P RS R, B E B EE R T
ANFBEI, ] DA S
> G AR
> BEITA IR
> BE HE I R
> AR
A, BB EEE W ER
> IHTERESER
> kPR S R AR
7.12. BENAFERBR
7.1.2.1. f§iH free 5%
f§iF] free i A T IEE RAT WML HMINAE, 7 shell FHIALT Ay

B

free

Free fig & n] LR ALY EE AAE RIS B 145 2 . e vl LB R WA B &, i H
RIPNAE RN, AR AAERN, SRR RAD, buff IR/ cache RN AL
Ha . Bl h.

#iree

BRI free L7 o R/, AR RAR LI Oy Bz ) PUIN-m 3R 350, 4R

#{ree -m

7.1.22. fFHRGWE T A
ARG W1 TR T ] DL R RS 2 WA KN E & R Y
KAN, B EBFERE AR RGN BN
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[T | x|
LHSEM) REE ABEV

R @R aF XfHR®

cPU Fie

-
sl
- |

EEEEE.

7.00% [Jbs.8
Biz.0.0% Buso

EETTEE

HAERRATESBAE

J' h:3ild 9.3 kB/# ‘ EERE 1.2 MB/k
SitHW 11.1 68 St Hi% 2568

& 7-2 RIR

TENAZFIAS ¥ 0y X T, RGeMR % T H TR A7 RIAS 37 X 1) D7 st 4 IR
FER P9 A7 FIAZ 30 [X 1R A K /N BA B AT FH 6

7.13. BF CPUMEH
7131 fHHRGHE TR

M BEARAS TUE R RS0 CPU TSN, 72 CPU &1, RGiIETHE
v CPU [ 7 s I |2 T CPU 4 i il ) R B B/ U & AU R G
7.1.3.2. f§if Isblk 4

Isblk 4 7T DL /S RE00T LS s % B EE blkid my 5L 2 1015 5
Ay ks 5. e M udev BEEUE R, IUEAE root I # AT DUE A . SoRBik
%5 FHEAE shell #INT f7r4

Isblk

BB B i e, Isblk R R, FIRES, e LU
bR, SRS, B TR R, B SRR, B EREEAE. BT

#lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

*-vda2 252:2 0 19.5G 0 part
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|-vg kvm-lv_root (dm-0) 253:0 0 18G 0 Ivm /

“-vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BN Isblk 4 AR T w0 H e 2, G 2RAEERBCSE 22 1 i #5843 B -1
28, Bin:

#1sblk -1
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
AR Har AT 2 #E5K, B 1sblk(8) man -/}

7.1.3.3. f#H blkid #4
blkid & ] LLE/R AT HB KSR ZE R . B ZE root &R, KILIAE root H
FHBEH Isblk /74, LA root B 7E shell AT fir 4

blkid

B MIIH B, blkid 2 B8R e &N, #lan UUID, 3 R 48K
%*TLLO 'fﬁl %ﬁDT’

#blkid
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"

/dev/vda2: UUID="7IvYzk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"

TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root: UUID="a07b967c-71a0-4925-ab02-
aebcad2ae824"

TYPE="ext4"

/dev/mapper/vg_kvm-lv_swap: UUID="d7ef54ca-9c41-4de4-ac1b-
4193b0c1ddb6"

TYPE="swap"

BRI blkid fiv 2 Ron A AT RGBS . AR B R R R, THEAE

174 Je TN 6 44 -
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blkid device name

flan, REoR¥H/devivdal KIEE, LA root I ALBRAA di7 4> -

#blkid /dev/vdal

/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
FE LT fir 2 HPOInN-p F-0 S ITA] LASRELBE 2 417515 8., 2 [ FE 75 2 root
BLRR -

blkid -po udev /dev/vdal

il
#blkid -po udev /dev/vdal
ID_FS UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID ENC=7fa9c¢421-0054-4555-b0ca-b470a97a3d84
ID FS_VERSION=1.0
ID_FS TYPE=ext4
ID FS USAGE=filesystem
AR e ATR I 58 85136, BF blkid(8) man T/
7.1.3.4. ffH findmnt fir %
findmnt #y& 57 R G TR SO RS, (L shell LN A4

findmnt

BF—AIIHECHE RS, findmnt dr & BoRHEERUR, JHE, U RGER
HIA 2R B R I -

Bl .

~1% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw, relatime, seclabel,attr2, inode64, nogquota
l=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| |=/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300,minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd

re, relatime
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}=/sys sysfs sysfs

rw, nosuid, nodev, noexec, relatime, seclabel

| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime

| b/sys/fs/cgroup tmpfs tmpfs

rw,nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DB EER0% H SO R4, a0 SRABSRIUE 2 &5 S m-1
ZH, Bl

#findmnt -1

TARGET SOURCE FSTYPE OPTIONS

/sys sysfs sysfs rw,nosuid, nodev,noexec,relatime
/proc proc proc rw,nosuid, nodev,noexec,relatime
/dev devtmpfs devtmpf rw,nosuid,size=997904k,nr_inodes=]

/sys/kernel/security securityfs securit rw,nosuid,nodev,noexec,relatime
/dev/shm tmpfs tmpfs rw,nosuid, nodev
/dev/pts devpts devpts rw,nosuid,noexec,relatime,gid=5,md

fas ol DAk B8 R HH SRS R SO R G, 8-t SR T, JE TS SO R G,
Bl

findmnt -t {#ype}

Bln, SoaRPra R xfs RS

[root@localhost /]# findmnt -t xfs
TARGET SOURCE FSTYPE OPTIONS

/ /dev/mapper/klas-root xfs rw,relatime,attr2,inodeé64,noquota
—/boot /dev/sdal xfs rw,relatime,attr2,inodeé64,noquota

BRI g SATIE DI 568y K, &F findmnt(8) man Fit.

7.1.35. fiiH df &
df fr &% KRG EE =S RIS, 76 shell N0 F a4

df

BB RSE, df ir S E s B R g4, KA (LK
TONERAL) A RS SR RS, Bt s T e A R NSO e 1
TR
#df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm
/dev/vdal 495844 77029 393215 17% /boot
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FABIR FRIAT LS = R S R B E RS0 (EBGRR) V10 RS AT M

BN df a2 Bon 7 XK/ (BLK o8 AL) , Wi S, Wi
Pl AP HE (LK Z1N8RAD o AL M 1M G 21 SR fi 24 H-h it
T,k A] LA BL 5y 107 RS R s BE A 2 T8 R
Bl .
#df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
AR AT R 56 8 F3%, &F df(1) man T
7.1.36. M/ du v
du iy AT LAVEE SCAFIRI RN du f5 @ A IS ER] BLE R BRA1 B b S0
(BRI il
#du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla
15004 .
BRNEOL T, du A LT #1058 o A A G Ol . an R AR LA 55 i3
J730 (MB 1 GB) &7 K/h, wAIRINS £-ho Hl40;
#du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla
I5M.
FEFNRARRE du frd2x Bom 20T H B SO, in i H o H s
H AR R RN AT EAAS N2 H-s, 151
#du -sh
I5M.

AR Har TR 5E 5%, &F du(l) man Fit.
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EoBN HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

7137 HHARAGGETAR

FE A G AR TR SO R Gibn 8 TR AR R K 5 SN A S R G 4%
2[R RAE FA O

wazn =
E8EM) \EE A8V

R 2R HAER XARR

R an v RE En om DL:] EA

Il sdevimap xfs 13178 125TB 12578 645.7 GB- 4%

B /dev/sdaz fboot xfs 1168 873.4m8 873.4 Me 179.3 me [ 1%

B /devisdal fbootiefi  vtat 627.9MB 621.1MB 621.1M8 6.8 Mal]

1%
(Il /deviioop: /mnt is096¢ 4.3 GB

oxs  oxn 3 co

& 7-3 YIRS

NSRS, RGNS TR BRI RS, BiReERu, O
RGERAUMURN, il 2 1B A5 FH RN A FH K/

7.14. BEEHER
7.1.4.1. A Ispci 74

Ispci a2 7] LLE 7R PCL R4k ERR &S S, BRATA R PCL X & /E shell H
WA T4

#lspci

] LU -v 226 T 0 0% VRS I, AT vy 26 IO L0 0% SE PR A

#lspci -v

A KRR HAr TR e %6 513, £ 1spei(8) man FH .

7.1.4.2. 1§ H Isusb #r4
Isusb A7 2 ] LR usb {5 B . BRI ] usb w2415 E1E shell A
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N A4

#1susb

A LA Z 8RR I TR R .

#lsusb -v

A RA HAr SATIEINE 56 8513, A 1susb(8) man -1

7.1.4.3. f#H Iscpu 4>
Iscpu M2 AR MAT RGN cpu 5 E, EEAHE cpu 0H, 228, M5, X
%, A, cpu RIHZEAFESE, 1E shell Fi A4 :

#lscpu

AR A AT R I 5 AR, EF Iscpu(l) man T

7.15. RAEBMFHER

TR = IR S5 A4 E R T IN 1B AT S S LA o XL 2
DIMMs 5 A7 4 iR A AR R i A A2 LI TS IR %, IF HARRS R ) 2 2
[ o P 25 ) sE 97 3RS rasdaemon 2 F R A B 26 iy PN AZ AL ER B2 PR
APSEMETT PR M R A, iR BT, XA ThRELARTH edac-utils 32
fit, IAE HH 573 2EFE rasdaemon $Efit.

2724 rasdaemon 7 2 root AR .

#dnf install rasdaemon

JABN RS AT

#systemctl start rasdaemon

B NI T B i 2 B i B g T

#rasdaemon --help

i 2 1E rasdaemon(8) man F- /it L A ik
ras-me-ctl T E3&ft 7 —Fm] LU H EDAC EEijJ 773, AT a4 ] LA
BAE WAL
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#ras-mc-ctl --help

T2 1L ras-mc-ctl(8) man F M L A #iiA

7.1.6. fEFH Net-SNMP Mzt gE

SRR AL 2R 55 281 R G Net-SNMP #EE4F, Hh s —4 Ri%
FOAT 4™ F B4 7 BA X 28 A B B0 (SNIMIP) AR, 4R K LSk () S FFRE 2 /T LA
WH T AKEN RGP SIS — 5 TR, XU T AR SNMP )
o

AR T XTI E Net-SNMP AR @I 0 4% 22 4 iR (EPE Re B, 6
SNMP U ZE A B SNMP AC 3 DU (i 52 LIV REFE 45 -
7.1.6.1. ‘%% Net-SNMP

Net-SNMP F A AT A VE BT OB = IR 55 3 R E R G V10 RAT I —
41 RPM 84, % 7-2 0] ] Net-SNMP A MER 7RSS AT A2

% 7-2 AT A Net-SNMP ¥ /44

B ROt

net-snmp SNMP AREESF 3 BERERI SO . Jar HH PR BE B 7 B X AN E .

netsnmp 5 FHRZSIEEL S B (MIBs) o ) e A et s 2

net-snmp-libs | |
XA

SNMP % /i 51| 41 snmpget A snmpwalk. 75 EZAZ B LAE
) SNMP R4t 1 PEREE R -

net-snmp-utils

net-snmp-perl | mib2c 5 H1 NetSNMP Perl #H . A2 i ] e i@ s $2 L1 .

net-snmp-python | Python ) SNMP & Fuifi . Al 2 i rl i Il TE R AL

LRAT— R 200 J7 A AEH] dnf 674

dnf install package...

B, REAEARTT B HRH A SNMP AREESF 47 1 FE R SNMP %
Ui, LA root BHALE shell SN A4

#dnf install net-snmp net-snmp-libs net-snmp-utils
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—

7.1.6.2. 15T Net-SNMP =74 g fe

net-snmp FAFH L SNMP AREESFH 3 FE snmpd. AR ALE S5
B, AFIEFEFES) snmpd RS HIME R . A RAEARITUEE = JUR %5 4584 F R R
V10 RGLHE BRSBTS B 2 55.1 ] systemd & H R GRS

JR BN S

1247 snmpd %5 LA root S 7E shell AN T fir 4

#systemctl start snmpd.service

Fic Bk 55 (6 AR R SR 3h e B ST iais AT - a0 T dg

#systemctl enable snmpd.service

1% 1R 55
{51k snmpd k%% LA root £ 7 7E shell AN T Ap 4

#systemctl stop snmpd.service

Fic Bk 55 (6 AR R SR B R I AT UaisAT, AW~ a2

#systemctl disable snmpd.service

5 RS
)3 snmpd Ik 55 LA root B37E shell AT 4

#systemctl restart snmpd.service

A AT IR ST I PR H R A S5 . EAEF IR A E, MEHIE LRSS, &
TR A2

/

#systemctl reload snmpd.service

X 43847 snmp IR55 2% BT NG B
7.1.6.3. fic & Net-SNMP

FUE L Net-SNMP PSP HERRIBCE, JwiH/etc/snmp/snmpd.conf Bt E S
1o BRI L IR i IR 55 2R B E R G V10 B & BRI snmpd.conf SCA# K E1E
B, RT DME N — MR I B AR T B SR R

AN EEZNAWNME WS RERSE BB EWIE. AXTTHRE
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AWTENE R, 162 snmpd.conf(5)FMit. AL, 7E net-snmp HAFELHEA
*/\4%7\3 snmpd.conf [¥)SEFHAEFF, AT LAR R BAAZ 17 S0AE AR B &

T EFE B B2 net-snmp-util 3K AR B 05 0 BE 2 2% 4 BEAE R 1T BT IR 1Y
snmpwalk SZFHFE T

#systemctl reload snmpd.service

WERGER
Net-SNMP J#id KRG 4L 7 — L E AR RGE B #lan, TR snmpwalk
F i 4 Eos B B & RS

#snmpwalk -v2c -c public localhost system

BRATEOL T, sysName X R4 BN ENL4 . sysLocation £ sysContact %f R
A] PA7E /etc/snmp/snmpd.conf SCAF# I AR syslocation A1 syscontact J{E#% AL & o
4

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX ~Admin <admin@ example.c0m>

HENECE S, EETINAEACE, R XizAT snmpwalk Ay &K LR
Hic & A2 73 A A

#systemctl reload snmp.service

#snmpwalk -v2c¢ -c public localhost system

B B AR

Net-SNMP AREL PR 7 SC KT A =N R SNMP B ATFAMRRA (1
A1 2¢) TS FH 45 R AT B B B AIE o 2R H R AR NI ART 25 P i K
T Z AL RS . Z PR AN EHSORIE, KA RAZER.
SNMP erw‘( 3 W SRS 22 AR s P ATERME 2 0% . Net-SNMP /RHLE
SCFF SSHi@IE, A X.509 iF 5/ TLS YAUEH Kerberos Wi

B E SNMP RRA 2¢

PR E SNMP fitAs 2¢ HI#EIX, fE/etc/snmp/snmpd.conf it & 4 Ff# H RO
FEIXEL RW X5 4. Bk 2 T

directive community [source [OID]]

HAr, community 45 H # X F 475, source A& TP Hiulib 84+ #, OID % SNMP
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WD R . Ban, TR Xt s S i O R R G Ui A, %% )
A TS L_E AL X 74 R “kylin”s

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

f ] snmpwalk 5% FFEIN-v Fl-c ZH00] LLNHARC & -

#snmpwalk -v2c¢ -c kylin localhost system

BCE SNMP A 3

ERCE SNMP R4 3, {# ] net-snmp-create-v3-user fii 4. Lhar 2 nsk H
#l|/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf 4, EP@AI#EI PLEY
B P B A . VR, net-snmp-create-v3-user it 2 R ARG IBITH 4 R
BAT. FHPRFIE)E T “admin”H 77, ZiS“kylinsnmp”:

#systemctl stop snmpd.service

#net-snmp-create-v3-user

net-snmp-create-v3-user iy 2 ¥ rwuser 54 (B HR AL -ro fy 217 L T
H rouser) #l|/etc/snmp/snmpd.conf H AN rwecommunity F1 rocommunity 4%z
EIGE

directive user [no auth|auth|priv] [OID]

Hrr, user &4, OID & SNMP e 4tia . BRIMENL T, Net-SNMP
RISV CBE L AHITE K Cauth BT o noauth LEIH AT LA Fo VF AR LA HI1H
3K, priv 176 1T 55 fil A% FH N5 jauthpriv Ze IFE & F 15 3K 00 2008 i 352 B0 (0] 52 48 25

B, TR R T H P “admin”™B2 5 U5 18] B

rwuser admin authpriv .1

NTMABE, EEPHAEZX T snmp Hx, fEZHXTOIE
snmp.conf L (~/.snmp/snmp.conf) , fFHUI T4

defVersion 3
defSecurityLevel authPriv
defSecurityName admin

defPassphrase kylinsnmp

snmpwalk iy 2> 75 £ A I 2 X Lo AR B -
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#snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64

[output truncated]

7.1.6.4. RrREAEERE

BRI BLIBE 5 2T 25 A8 R E RGEHY Net-SNMP RERZE SNMP Prist L3R4 T %
FREREAE S . BbAh, mr L@ A RE 23 RPM WIFIER, RE4HTIZ
TR SR A RS R TR E

AFTHRAL T KT OIDs #£ SNMP _E 1 BEHEIR - ‘& B F 4t T %2 24% net-snmp-
utils A, FH A 982 T U500 SNMP B, 40 7.1.7.3 e B AR HH i i .

BB A i

£U.45 Net-SNMP [ Host Resources MIB $& 4t | ML P i B 7 AR A AL A 4 4
BLE . & 7-3 WA OIDs &4 1 7£ MIB ' AJ LREUP A [F] ) OID,

x 7-3 7 OIDs

OID #iR
BE—RAGELE, WiEireE, H
FIEH, FIsr iR
HOST-RESOURCES-MIB::hrStorage | ‘.7 A A7 A1 SO F G s A A LR
B8 BT AL RS, Y28 U 2% A A
REMHIR .
HOST-RESOURCES-MIB::hrSWRun | & i IEAEIEAT R I 513K
B HER TR ANAM CPU SGitE
B, X KR H T HOST-
RESOURCES-MIB::hrfSWRun.

HOST-RESOURCES- 5 RPM Hls FE 513

MIB::hrSWlnstalled

7t Host Resources MIB H', i —Ln] TR R AT H{E S SNMP £, T

T 5751 H 7 HOST-RESOURCES-MIB::hrFSTable:

HOST-RESOURCES-MIB::hrSystem

HOST-RESOURCES-MIB::hrDevices

HOST-RESOURCES-
MIB::hrSWRunPerf
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 A "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 9-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

X T HOST-RESOURCES-MIB ] ®# % 5 & , # Ll & F
/ust/share/snmp/mibs/HOST-RESOURCES-MIB.txt 314

CPU N fEEE

UCD-SNMP-MIB [k 2 £ 5 40t Ge £ /& il . systemStats OID $2it 1
—LE b TS I T

#snmpwalk localhost UCD-SNMP -MIB::systemStats

¥ ) /&, ssCpuRawUser,ssCpuRawSystem,ssCpuRawWait I ssCpuRawldle
OIDs #RALHITHE AL T RS e 1 BAE T 1 K B AL 34 I TA) 76 N % 2 1) B
FA[E)EY 1/0 I 4EH A - ssRawSwapln Al ssRawSwapOut 1] # € R 4t N A7 & 15
FERIN AR A

UCD-SNMP-MIB::memory OID TR 2 7] I N 175 BN free 22

#snmpwalk localhost UCD-SNMP-MIB::memory

UCD-SNMP-MIB 11 #5347 & 7] F ). SNMP ] UCD-SNMP-MIB::laTable
2B 1 88, 5 2080 AT 15 23 i A 4 35 T .

~]% snmptable localhost UCD-SNMP-MIB: :1laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig lalLoadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 [¢] 0.000000 noError
2 Load-5 0.00 12 .00 0] 0.000000 noError
3 Load-15 0.00 12.00 2] 0.000000 noError

A RGNS B
Host Resources MIB $&{f: X KA R RK/MUE G B . BN RS (UL
% WNFEI) fE HOST-RESOURCES-MIB::hrStorageTable & H A —MAH:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable

SNMP table: HOST-RESOURCES-MIB::hrStorageTable
Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory WVirtual memory
1024 Bytes 2045580 3BB064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 o] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: 'hrStorageFixedDisk fdev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: thrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB::hrStorageSize 1 HOST-
RESOURCESMIB::hrStorageUsed H ] ODI # F R it H 30 R G R R 2%

=

B o

/O #HFEAE UCD-SNMP-MIB::systemStats Al UCD-DISKIO-MIB::diskIOTable
Kh#E TP EERME 7 EEMNEGE, FE OID A diskiONReadX Al

diskIONWrittenX 2

HAR M, T AE R G0 S I SRR U S N BB 15

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table:

Index Device

NWrittenx

UCD-DISKIO-MIB::diskIOTable

NRead MNWritten Reads Writes LAl LAS LA15 NReadX

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272

139109376

26 sdal

5120

27 sda2

(]

2455552 5120 613 2 ? ? ? 2455552

1486848 c] 332 0] ? ? ? 1486848

28 sda3 212321280 139104256 15312 4871 ? ? ? 212321280

139104256

RESES)

Interfaces MIB $EAE M 2% 1% 2512 & . IF-MIB::ifTable 27—/~ SNMP %,
ARG AR O R i E AR BRI SRS IR AR A — A% H . T HEPS
F BN ifTabel 251, CERT K8 LRI ANYIEE 25421

#snmptable -Cb localhost I[F-MIB::ifTable

WX 28 378 B S MR 3 TF-MIB::ifOutOctets F1 IF-MIB::ifInOctets #&fit . T [fj SNMP
UM R RS FE— MR O MR E .
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#snmpwalk localhost IF-MIB::ifDescr

¥ 1] Net-SNMP

Net-SNMP HREEA] DAY J& 23R AL bR 5 A2 R G 2 B T . X A4S 28 =l
RIFNE BE o) A ) WP e BR o B n, AR R FERRAE RS 15 0B S Ak
FEEIIERAS AT, B B FE T RGP 8000 4
BINE 15 B a2 2 /b . 2 TR e A ) mT A ] R4 R
RAMERE, KXW ARVFEAR P AEE I RatEgenT M (i,
180 10,000 2515 S hN-F 25 7134 £ 100,0000 .

AL FHAR AT LR v R 55w B E 28 V10 B— e AR SNMP ¥R
Net-SNMP A DR N HEE . F UMk AR E RN HEF . AR50
R shell JIAFMTTIER Perl fifF kY B, BXARSH net-snmp-utils Al
net-snmp-perl £ V& %2 %%, [F P #5807 7] SNMP ##

f8 FH shell A4S & Net-SNMP

7F Net-SNMP R34t T — /4§ MIB (NET-SNMP-EXTEND-MIB) , #J
LR R &AL & K shell A . Z AR E M shell A KIEAT, A L1
/etc/snmp/snmpd.conf CAHEH extend 84 —HE X, QB IRHLIR HAGAITE
SNMP & ARt o N E] TR 17X AL, AR E R R
httpd BEFE R EE .

ER:

Net-SNMP AAE$E(E 7 — AW @ RIPLEET proc fr &t AR B2 HE
ST PAEFE snmpd.conf(5)FM 7T .

NI shell JIA BIR H RS & AE 25 7€ I 18] s R 48 F 1847 1Y hitpd JEFEE.

#1/bin/sh
NUMPIDS="pgrep httpd | wc -I
exit SNUMPIDS

NTAERAHALE SNMP _ERTH, A S 18] R4tk ERREAN L E,
WEATHATAL, FGIN extend 54 F/etc/snmp/snmp.cof A4 RIN extend 154
kg T

extend name prog args

name s bR extend ) FRFER, prog £ EIZITHIFET, args BEARRTINS

. B, iR BT shell A& i 2 /ust/local/bin/check apache.sh, I
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F84 S UN NI A 2] SNMP #

extend httpd pids /bin/sh /ust/local/bin/check apache.sh

A AT LAZE NET-SNMP-EXTEND-MIB: :nsExtendObjects 25 i) 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand . "httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:

fusr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent (4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd _pids" = STRING:
rinsExtendCacheTime."httpd_pids" = INTEGER:

/bin/sh

rinsExtendExecType."httpd_pids" = INTEGER: exec(1)
rinsExtendRunType. "httpd_pids" = INTEGER: run-on-
rinsExtendStorage. "httpd_pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER: active(1)
rinsExtendOutputilline."httpd_pids" = STRING:
rinsExtendOutputFull."httpd_pids" = STRING:
rinsExtendOutNumLines. "httpd_pids" = INTEGER: 1
rinsExtendResult. "httpd_pids" = INTEGER:

rinsExtendOutLine. "httpd_pids" .1 = STRING:

THER, BHASRENER ORPIFREMEN &) , HE M oy 745 &
KR, NTRRBHENZHEER, extend f82 524 T ARKSH. Hlin, T
FEVAS W] AR T g DL BC A R 7 457 B IR RE S, JF HABR ) — A SOR 74 R Ok

TR

#!/bin/sh

PATTERN=$1
NUMPIDS="pgrep $PATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 BB A 8% # U1 #] Jusr/local/bin/check proc.sh T,

AT H I

fete/snmp/snmpd.conf LA IHE 42 7R H httpd F1 snmpd FIEFEEL

extend httpd_pids /bin/sh /usr/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /ust/local/bin/check proc.sh snmpd

T EF TR snmpwalk #74% nsExtendObjects OID % Hi :
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
/usr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
/usr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes.

5
REHOR RS PR LE 0-255 BOVEHE o XTI 256 1, BERT A F A i)
e (BT D By AR AT .

72. BEMEHEHEXH

HEXF2EE RGE B, RN, kS A Bisfr B T .
AR HEHEEARPEE, Flu, §—FEBNRFHEH, —MARZEH
TAE RN HEH, A TEeESHEX:.

ik i e R 4t 1) R IS, ik B BN PN AZ SR B A B R AR P A ) 26 ¢
Raint, HEXHZAEEAHR .. AEHEER R IR H E 0, T iE
H&EXX, DLAEHE X EEH 4.

— e H B — 4N rsyslogd W sF3P R RS o 1% rsyslogd SF3ERE &
BAX sysklogd H)— PG o B gERE, JHoett 7o R IESs, WHEINE RS, &
Fic B 3% I, Ay Ny H AR, JE G TCP 8% UDP W s3E AT A % o 75 B3 2 R 42 rsyslogd
Y sysklogd /&A1

H ESCHIETT LU journald SP4P i FEE T B, &~ 3r it FE 42 systemd HI4H
. journald sFH MR RAG HEWEE, WZHEHE, Y46 RAM AL ME
A Bhi BAS BhR AR B S, DU IRSS bR AEEE R, X ey
BATRS, RGP AR H B, BRI AR 5] kS
f, ool TR, FRRALSE R ERAE, T H AR A TR EEH P ID BT
15 5. H journald A B H E BRSO T AR —BEAAER, HEXHR
TRAFAE N A7 B/ run/log/journal/ H 5% N HIFAEZ2 P X o A0Sk s E BT 7T FH N
17, AEIAR R EWRRE, &SRR . H2, WEF DS - ES
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7.5.5 WReRrEAENG . AXMATIEAE S, EZW7.5 I HE.

OGO T, XML THRHIFFEER RS . journald 74 HERE 2 MRk 7]
MR FEE TR, Bt 7 o2 Tal@ s 0 EH B M m#dE . il
journald X7 B s 4 % K 21l /run/systemd/journal/syslog E4%5, W LLH rsyslogd
HE— AR . SR, rsyslogd BRINIETS imjournal fg AN FLER, MG 7 A
MERT . BERTLMER omjournal LM rsyslogd #| journald 7EAH X J7 ] F A%
WA . 2 W.7.2.7 Syslogd IS5 AT H BWIAS B SERUAE LT SCA I H & S8
— SIS 0T SR ZES, LA OR AT BE B B AR e BOiC BAR AT rsyslogd [FRES
o Fhb, AT LA S5 — B i#% R4E D rsyslogd H&E . (2 L7.3Syslogd H
HLERD

7.2.1. HEXHHIMLE

Y% H rsyslogd 4E47 1 H & SCHFETE /ete/rsyslog.conf it & SCAF BLid . REH
(1) H B SR /var/log/ B3R T o — 288 AR 4140 httpd H1 samba 7 /var/log/ H %
THACKHHEE.

TArRe A B /var/log Hx NMA 2N HE XA F BT AR (F)
4, cron-20100906) o IXEEHCFARRG INFE B H ST A a8k, H &SR
BE, L K/NARES K K. Logrotate 45 T — NG G415, B A LURYE
/etc/logrotate.conf it & >k H ah4e & H & XA, %ECE U FE /ete/logrotate.d/ H 3k T .

7.2.2. Rsyslog FIZEARE

Rsyslog M) 3= B L B 3L 2 fete/rsyslog.confs 7EIX B, &R LAHE € £ /4,
RN JE AR RN AN SRR 43 BeAh, R n] DLUSCATE AP i N i (UL
#5IK) .
7.2.2.1. TUER

FUN L IE AR — 5, CEFRGENEWH BN —NT5%, LTI —H#
g3 EFR I T BT 4 BRI I fete/rsyslog.conf R EC B SO E SCRL,
FE—AT RN & SO JERR AN E,  FH— AN B2 A 224 Bl R 5 70K

RGPk JE Ve, rsyslog BLETR ML T AR T NS IER G HBWHE . AT A
PETTVE, Aoy N E /BTN, T B MR, AR T IR N Rk U I e S

WE/ET RIS

5 5 FH RN A AT JE 1 7 ORI 8 R H G TH B R A 2 T B/ Tt
R yEds, HIIE syslog 4 BEET P& HAS A RREENL LS. Lo
AR REAE, A AR IR
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FACILITY.PRIORITY

> FACILITY #5E —MRE T RGURE R H SH 2. Blin, difEr R4
A ER R SR A SR R G H B E . FACILITY o] LAH BA R R — (8%
AR REIR:
kern(0),user(1),mail(2),daemon(3),auth(4),syslog(5),lpr(6),news(7),uucp(8),cron(9),a
uthpriv(10),ftp(11),F1 local0 through local7 (16-23).

> PRIORITY #57E &4t H &M B ML5EZ . PRIORITY AT LA BLT ST
Z— (HEE AL REIR:
debug(7),info(6),notice(5),warning(4),err(3),crit(2),alert(1), 1 emerg(0).

ERTRERYE € B R SE ARG HEHEE . @ bEES (=) M
AR, ETa e MR e &40 H G Bkt b, B HAh iR 5e 0k ik 2
W&o AHR, RERETZHIA—A (1), SR MAmRAERRI TG 2% HEH
=|

0y o

b FIRTRE ST, AT RME RS O kg A WE S ESR X
R T RN E RS, E5 25 « WA s IR &I gis
EH BTN none. BEE AR KMHR—RAX D KNG,

BN NEEMLESE, HiES G ) Belllnit. BE—rHE X2
L, Has G ) 2Rl FE, fEIRESEH 7 BRRe A &5 a0l i 15,
BAT LR R B A S S IR

S WEBE/ETHRERIIER

PLR 2 Al {E /ete/rsyslog.conf H48 & ¥ B /2E TR e G i S8 28 11 J LA a7 B A5
o EEBEANERNIENZRG HEHE, INF ) 372 E SO

kern.*

WRETA I RS H SR, MR crit 80w, AR

mail.crit

R ) cron H G EER 75208 info Al debug . {340 4% 2

cron.!info,!debug

EHT R MR 988
FoT @t e A T LR I AR AT R PR U R 4 H AETH S, W timegenerated
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ol syslogtag. & n] LRFRENEE R MEAME LLE, IXEEAR N2 W& 7-4 TR
VER LU R o J& 1t 4 A LU AR AR AR 2 X 0 K/NE 1
WFRIERIESR LR S G ) JHE, € SO iES:, AL~ EE:

:PROPERTY,[!]COMPARE OPERATION,"STRING"

> PROPERTY & X % 25 J8 1 J& 1

> ANERERNCS U )D) RIAgH EERAE . BT RIS AR H AT SCRE
HoAt A 7RI H AT

» COMPARE_OPERATION J& {5 X 1 LilE, Z%3% 7-4 T B
LEATERAE 5L T & 1 1) LU AR

> FREE R E BAE, HEEER SRRt ZEDAHE S
k. NTHHFEEFHZR SRS (Fln—N55 ¢ ), HREHT7RF
A\ .

R 7-4 T RBHEA L BERE
Compare-
description
operation
Contal B B AL 1) 5 55 2 5 A AL AT 35 0 A0 BT B 43R (1) SOAS @ Mk = 77
ontains
ARG . EHAT KNS BURIELE, {4 contains i.
_ | OB PR A B 455 B AN SRR B B T AR R o X P AME A 2
1ISequa
1 JLC.
o 6 B B AL 455 5 RSO I J M 7 457 B TSR UL . BT AN
a 1
TR X 4 NS I, M startswith .
FLEHE L POSIX BRE (GEAIENZRIAFD) FSCAFTHE L1
regex .
JEME T
FLE PR LAY POSIX ERE (PR IEM KA ) FISCA BT it 1
ereregex .
JEME T
. t MEZEEEENT . HWEER. SRR,
1Sem
PV e R g, MR RSB

SEf. FHT PRI e
DA 72 A £ /ete/rsyslog.conf 45 € 5 T J& 11 B i e 28 10 ) LA 1o 223 B UK
HERFEAE error FAFERIHE, WHNPIR:
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:msg, contains, "error"

B e A N EHLAA D host] SRR H ETH R .

:hostname,isequal,"host1"

PR H EME EAEE fatal fl error O.4 H 2 (8] 1 SCAS,

:msg,!regex,"fatal .*error"

HTREAH L IES

ST RIA S PRSI & LEAR, M/RBF AR EERGEHEHE.
HFRIE AL IERREH rsyslog H CHIHATE 5 U A RainerScript A, 7] LL4
FIRHIL eSS .

RN AT RIS L e H T

if EXPRESSION then ACTION else ACTION

> EXPRESSION J& R /RZHRMNEE . Flan: THprREx

$msg startswith DEVNAME' or $syslogfacility-text == local0'"f& 1] UL L Z A
Fisz, M and B or HRAERT:

» ACTION Jg HARFK an LA AR B B EHAT I BIE. XA LA — A~
—HIBE, B EAERH T B S IR A

> E—NHATHIG, BT Rk g HOCHE - if fi s . RS then 40
JF EXPRESSION Fll ACTION. Ei#, AILLHSCHET else AR 2 MRLE B2 1
FAATAFAS B B EEHAT o

BT RE XML IESS, 7] LM RS 5 i B S5 A il tn . 5T RiE 50
H eSS o AZIAAT] AR S AE Fad srb 4 FH e/ 28 TR B i D Rs . 55—
[, T EPER I Eds, ARIAEIX B . RainerScript SCHFREE BREL re_match O
F re_extract () FJIENIZRIZET,

Sef]. BT REXKE S

TR IERE P MRESM. progl 2T AT H E 08 0 Bt T-1H
B “test™ AT B B PR ST
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if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progltest.log")
else
action(type="omfile" file="/var/log/proglnotest.log")

}

BEMRTETREXNLIESRSHE AL RS . RainerScript A2 rsyslog
Hrlic B AR, 1E27%7.2.3 M RE B E A% K.
7.2.22. 1TH

1T RFRER CE IR T B 4 o TR — 28 AT DUAE SR A R0 A e S
fE:

FhE syslog HE 2 H &0

FEAT NI syslog W BRI H B X2 B TE & g 12 58
Ffo

FILTER PATH

FILTER X355 F Pk #3600 H AR SO B #g A5 . ilan, i A e 3 i
] corn syslog VH 298 J5 4 H A7 21l /var/log/cron A,

cron.* /var/log/cron

BOAEOL T, HESFERRAE R R4 H S H B R E R . S
pRic (=) VENSTIFER AR RO TS 6 2 A W R 20 -

FILTER -PATH

HEE, BRSREER, MRRFRLIEKEET . HE, XMKE
AR RTERE, Rl R IR BT MR 2 AR E TR 0SS R .

AR E RSB AR T DU S BEI A B SO B — N 8 Sk Az, Ik
4 EFR BT RO I o BSOS ARAR I TS IK T ER AN R o Bhas St
AR NS (2 ) TSR ER:

FILTER ?DynamicFile

DynamicFile J&— k. 24T T2 SUHOBIRIL TS0 . f
PIE BT ST 2% (o) SREZEHFZE, W a] LMEH—NE 59 Wi 2 MR
) .

IS RZ X Window FREEHIIS R, UHSRIEHE 58 [ SO 2 A7 A8 1 28 I B
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/dev/console W&, Z 4t H ETH B AEBIbRAER T (S FRFIR 1) 2 i b D B |
& (f AR I /dev/console [FI-40ED)

B P45 R A syslogiH B

Rsyslog VR DLl P 2% XA R G H EH S . HThfe R vr g —
EHREHZ N ENNRAHEBE . 25K syslog 11 B2 EANL, 5
LUR i

@[(zNUMBER)|HOST:[PORT]

> @ TP TR syslog 14 B R BE A UDP Pl i) 341

> @@ FF5 R syslog W B KB H TCP Prs ) EHLs

> WL ZNUMBER W B X 248 H &7 B 1) zlib [£45. 1% NUMBER J&
e ELE 200 O 1-B AR 9-F KD & j:éﬁi‘* H 2 i rsyslogd f& 2, A
AEAT R4 3 250 B2 R 48, Wi iRyE B/ T 60 15 WA 24 R 4

> HOST &M & LA FHLIEEE syslog TH s

> PORT J& & LML 15

> HFEHLE X IPV6 sk, R SHEAE (D .

SEf: IS P4 KIE syslog H B

DLF 2l it 2 R, BT SR A ~/\iii¢%%§, FLIEFRATA
AR E) ¥R RS HEE B ERERN—5%4] 7. 2@l UDP ¥,
W 5 2 31 192.168.0.1.

* % @192.168.0.1

i 6514 i 1A TCP ¥ BCKEH 5% K 1] example.com:

* * @@example.com:6514

N EZEE B zlib (9 FE4E) , k4% K 45[2001:db8:: 1] A& 5 | UDP
.

* % @(29)[2001:db8::1]

i EE

fan R TE T2 B TR H SR AT ARG G B B KRN o X0 H B SRR B
EEEHK CBEREAER, 207224 HERE) . fHi@EEEA AT
WHEENEEMES . i # E H Soutchannel 1§ 4 & L. ¥ X
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fete/rsyslog.conf i Hi &, 150 H AT 1B

$outchannel NAME,FILE NAME,MAX SIZE,ACTION

> NAME JEPEFRE 1 tH 18838 1) 44 FR

» FILE_ NAME BME48E Vit cfb4 . fthisE R gg s A2cfbd, &
AETE, %o, BUHARZEAY H)%H

» MAX_SIZE JE14a € 1 30T UK RN, BL 5 9 A

> ACTION J& M€ S 3 B i K R/INRAT 95

> EAPH E CREE AR AR B —NMT R, R

FILTER:omfile:SNAME

S‘W‘J- WHEENERE
W - M EER R T MR BEHERE. W EESH
$outchannel 154 %€ X :

$outchannel log_rotation,/var/log/test log.log,104857600,

/home/joe/log_rotation_script
R E B BT A LS R BT syslog T 8., SREUH 25 BT Fse e S

** :omfile:$log_rotation

—H R (FEAHBIH 100MB) #iX %], /home/joe/log_rotation_script 24k,
1T o AT DAL B ARATT NS AR B B AR SO R N 2E, g HAR N ZS, B
FHE R e

Rik syslog HESRER A

rsyslog 1L E H 4% syslog W ERIZEZFRERIH P (AT $&
EZATN) « BIREZ MM, HiES G ) 28N 4. BiEERIES Y
HIERKTERE, HES (9 .

PAT—MEF

rsyslog 7] LUAME € B #240 H EH B HATIET, IR system O # H7E shell
HHAT IR . BARE — MEFRPAT, H () FREZaS. Bk, f8E
— MBS )T B RS 2, R AT 33 248 E IR PAT ST E N — MT S
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FILTER "EXECUTABLE; TEMPLATE

X UL JEARIRES 00 %0 8 id i EXECUTABLE 8 5€ FIFR 5 AT Ab 2 o IX AN 2

Fpm] DL AR A RO Al AT S0 o PR SRR 1 44 #) 48t TEMPLATE.

EHl: PATERF
£ N7, $ORFEFERUE RN R ot HEH L, kgl

template BIAR VLHCHAE NS EAL i 45 test-program 27 .

* * Mest-program;template

®5:
MATAT AL B LU AE ] shell $0AT#RAE, AIRES R EGTSTEAN.

i A LR Ay S E N B € AT N EESAT AL . O 1 St m] RE 1Y %
B, 7375 B shell $UATAT N

v syslog ?ﬁ%@]ﬁﬁ#
T B S, RN ARG H EEE T EES N BEHEER.

s S5 N IR R I R

:PLUGIN:DB_HOST,DB NAME,DB USER,DB PASSWORD;[TEMPLATE)]

> PLUGIN ¥ HIFFE i, X Edlifhn] LA B e e S 8 A T (ol

ommysql ffiff) -

> DB_HOST J& % Fa & H0H e 1 WA s

DB _NAME J& %45 & 048 44 5

DB_USER J& 48 & #dl FEH P

DB_PASSWORD J& 145 i 248 22 F P () %

TEMPLATE J& V45 & —ME 2K syslog 15 S IR o

HE,

HH, rsyslog R SZFF MySQL F11 PostgreSQL ## %2 . A 1 ffiFH MySQL

YV V V V

PostgreSQL %4 & 5 NThRE, %% rsyslog-mysql Fl rsyslog-pgsql . B4k,

PRIGTEIE ) Jete/rsyslog.conf Bt B SO INZAH B R ER .

$ModLoad ommysql #Output module for MySQL support

$ModLoad ompgsql #Output module for PostgreSQL support
B2 KT rsyslog {5 2.557.2.6 fi H Rsyslog fHHk,
FAh, WA DU B omlibdb A% B £ AT A Kl PR 0 (S EF
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Firebird/Interbase,MS SQL,Sybase,SQLLite,Ingres,Oracle, nSQL)
E3F syslog JHE

EEFFERE P B BIERT (») .

FILTER ~

EFAT N FER ARAE AT AR — P R A B 2 17, DA tH v B R
AR — R E R RH S, X2dRE AR, S 0E S B R H . E
FERAE B 45 BT BT AE (L B S TR R e EL B AL B, 1S B S i 1) 45 A
XA RIEAT N SR IR - 157F R, — By B8 E 15 G A & SO i
1T WEA INERIE R E

fian, H T EELN E S T AR cron (1) syslog 1 S

cron.* ~
EXZATA
TR, BRI EZ MT N W — R E 2 R,

—MTNEER AT, JFAAFSENE (&) 7R

FILTER ACTION

& ACTION

& ACTION

faE Z M RER s Py B AR BRI BE, DR LI R A 7 A ERT A

7.2.2.3. &RfE4

&R A &G T rsyslogd 54 HERR A TC B AR 0. Al A58 2 i e e e e
SR B, 1% ME 2R rsyslogd SFHHERE AT A BOENE I . BT & RiE4
WALEITCRFS ($) « RAE =ML BT E. THE— MRS HslT,
HA8 52 R0 H &M BB KK

$MainMsgQueueSize 50000

XANE A BRI E 50000 MR, AT MBS BB E L.

&0 LAAE Jetc/rsyslog.conf it B S H E L Z MRS . — MRS T E I
BIRTIAT N, BRE—N R0 0 —F AR 2] . 454847 DL R EAT
v IR A AT BB AR 2 1 e B R AT LS B AEL M. B, —

ol (e B 3 L2 R R DL ARS R At 1157 (7.2.3 (i ATB B B A 50
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SRINT, 22 S A R AR RN IR PR AL S HF
7224 HERE

T 2 AN A H ) fete/logrotate. conf Fit B SC A5 T
#rotate log files weekly

weekly
#keep 4 weeks worth of backlogs
rotate 4

#uncomment this if you want your log files compressed

compress

ZNBIC B TR BIAT I E XA R I, ol B RS H AR 23
MIEEy, HESERRE, B8 HESCHRE A2, rarie s HE
A gzip R4 H gz BIRE N Dt Sk ARATAT 2R, A iabs.

T DUNREE ) H ZE S0 € CECE LI, F4 HOsCE AR 4 mie U R 1. 28
M, Bl &1t/ etc/logrotate.d/directory H 3%~ N I H & SO 2 5 i e &
SO, FELERC B S I B R T

N & — AN E/ete/logrotate.d/ H 3% T & SCH R T

/var/log/messages {

rotate 5
weekly
postrotate
/usr/bin/killall -HUP syslogd
endscript
J
12 A I BC B 2R 10 A /var/log/messages H & SCAHFC & . AET] BERITE LT,
e EEREE SR E. Bk, &M /var/log/messages H &SRR
B, A4 R IR IUE SR PYJE .
IR AR A AR, AT DR ) A B E S B
> weekly-15 & H S5 E WA, KU a e

daily
monthly
yearly
> compress-f§ B4 & S R 4E DhRE, R A I BT
nocompress
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compressemd —45 & H T 46 K15 4
uncompresscmd
compressext —fi & H T 479 & .
compressopttions — & & H 14L& 45 15 1 1) 6 4 e 101
delaycompress —i& tH £ 48 B2 T — M A .
> rotate INTEGER -45 7€ | — M HE X S MR KEE, BEBERH
BB I BR B NS 27 B —NMREE il . R TR E 0, IHIH S ST R,
mA=RE.
> mail ADDRESS -, A8 2 A H S SO Bk . SR
A
nomail
maifirst-i5 & R 250 5 (1) H B SOl ar, B H ESUHEA BB E -
Maillast-45 7€ 20 B E AT, 508 00 H B XA HEET o« 483 T
REFTIFING, i 12 BRI I
KT E L) 8848 2 51K 2% logrotata(5) T 7L
7.2.3. FERFTHEERKK
L] LB v R IR 55 B PR E R B2 35 ) rsyslog BLERINE L T 2SR 8 i, /4
FOBTHIBC BB . XPET A EAS AU H bR B sk, R, i A vriEL
TCR 2R 7 1B LR RS R . BRI 9RO BE A28 1 RainerScript VA D & 4L 2
PRI, WM AR E B SCRE, BB /ete/rsyslog.conf FC B XA HHEH -
RainerScript & —MHAET, B7HEH T B2 FHA A B FAF 023,
40 rsyslog. RainerScript f-7-r H ke LT RIEX S IELRS, WL7.2.2.1 i3
A I T Rk e JE 28 1Y) 5571 . RainerScript 7E rsyslog7 H A 523 T input
() Flruleset () , HIVFATIR/ete/rsyslog.conf Bt B A 5 AN 1B . HTH
HEAR A FEAET, ErBEUNEKE,ZEEASELIELER, WA, 1T
9, AR, REERINE. T VE ] R o XSG R P, I PR AR B
AL E AN R O — N W BIPERE IR 3 A LETh REAE R IR 1BV W LA,
B RAEFEET U .
5 R X )2 200 B E R
$InputFileName /tmp/inputfile

$InputFileTag tagl:

$InputFileStateFile inputfile-state
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$InputRunFileMonitor

[ A TiC B A0 BT R R VS A 0 T
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")

X SRR B P SR E , R TR, IF HasaR it 7
(13847 EE . A 9% RainerScript IHH) M SEITEAHE S, ES WAELTHY .
7.2.3.1. B

FRIFIRTE 2 2 41, rsyslog ACFRYH S EHAEI 2 SC o FU) H a8 2% A4 A0 2R 2%
PR EPHAT A E A K. 5 /etc/rsyslog.conf SCAFA AT IHFLN, FirA 58 ) LR
AN BT RV o SRR G T 28—, FE4Rs:, ERIFTA IR
T8 L 28 g A B i L 38 i e B — R 5

SRTT, FUIU AT 7 A R 7 FURR AR AR o ZE RN AR, S mT LI FR i) S e
Mgz, Rk A\ Bl S e 298 2 € B AT AT rsyslog 1)
PERE. Heh)ihud, FEECSRRIH BN AT S A VP AL B, SRALIX AR I IR A%
] AR kI . 7E/etc/rsyslog.conf H [HFE 4 5 XL B

$RuleSet rulesetname

rule

rule2

M — AN E S E— N R T, SeE BRI AR A, i

$RuleSet RSYSLOG_DefaultRuleset

rsyslog 8 BT IAC B, input (O F ruleset O WERPATH IR . Hrig
HIHE U ZE 1T Jete/rsyslog.conf HH3E S, AR Fiw:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

}
FHAE UL PR AR B 3 rulesetname. 1Z U EE L FRABELL RSYSLOG FF

4, BRI R )RR B 1, At rsyslog . RSYSLOG_DefaultRuleset &

SCERA B RN, W AR R o e AR W A g AT - 7E B TR EI
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rule A rule2 ', ] PLUE SGEIE-FRAF MR N XTI 240, EnTbiRE
U] £ PR 5 i R U B B AT T
QIS )E, R 2 e el T Ak

input(type="input_type" port="port num" ruleset="rulesetname");

ZKHEATLLEIS input type RAFIATHE, XEFERGEE, sE@Ed
port num- ¥l5 . HABZSEL, 0 file ¢ tag 7] LA T8 5€ input O  FIRLNI4E
(K4 PR rulesetname. JJ—3AM A BARBIFE RN EE R dia 2, BRUAKEIN 4
SR o

7.2.3.2. Sysklogd k45 s 2 Pk

rsyslog £ 5 WUl IS -c 1E TifE & AR, (HAESE 8 WA SRR, [FIFE, Sysklogd
KA A AT IR I i, N 38 e 3l i IX L iy AT I TIEC & rsyslog. 1HA&&, &)
PUAE B 2 AR AN TR AL B rsyslogd KA 14 sysklogd BUKIAT N

4 5% TR rsyslogd MEIRIE 5% rsyslogd (8) FMTL.

7.2.4. fEF Rsyslog BA%Y

FAZIFHT-1E rsyslog A [BfL 1B N EE, LB FENSZRGHEH L.
TEBNBIALE T, rsyslog REE [FIIN AL FE ZANE S, 57T LA 247 %t AN B AL
ZIR Mo rsyslog FIEHE A UL A a0 T

% action e

Action Processor output

Parser

& Action [ =
Filter Action Processor output
Engine

. =

Action output
Queue

& 7-4Rsyslog HH Bk

Tt rsyslog AFARHMEILEIHE, SR MHE B L TEE, RakHE
PSRN VB SELEAR BT BT A% 38 BRI AL B 25
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FIE ) Ab B 2R A —AMAEMT AL JE S B . fEIL, 1E/etc/rsyslog.conf i& SCIRHE D45
ARSI S < R s e S R e v A I 5 2 O Ao < 1 = R =
IPAT BAF o 3 S8 BA B A% 38 247 9 AE PR B8 B 28 AR A N Y o YR, FEIX
— i b, JUMT AR LR —AME EEiT. B TEDNEHB, —ANH B8 E I
IR Z AT A FE SR

RABMTHN—DBAFIRATRER) . IRIEECE AN, 1290 20T PLUIE# K% 5
AT N B T ASE I PAT A . 1X 2 BT (L3O AT 8. R ERER
WS BL S, AT AL PRSI FI AT AF, — B TR] (IR Je s AT b BRER X 2 2L
RAEFHEHE R, Bk,

25 EFTIR, rsyslog BABIE ML E : Toi2xt 5B 88— FEHE
BAZ 1 i T B AE 25 A S R B0 R AT 9 A s e BA B BRI o BAZAA AN 3 240
BEHR 24 v S AL FEPE e -

> EAIFMLEMER, 1E rsyslog [ 45 23 B AR 7= 3 AV 2
> ENRVFIFATHATI B .

Rtz Ak, BAFIAT LA LR AS [F] R4 2 4 HC B RN RGeS i AR TR e . X
SO B A DL S 4

g%:

W R s AR TCIEARIE — AN R, EW AR AL AT T T SRS . an SAE RS
I, FINFHZE, EEIEA . R BH k5 B S\ FH ZE 1 S A . E
WA B AT A FE OL T, X2 MmN e 5, flanfH iR SSH H &%,
Kk R FH I SSH Viin) o R,  ECY AR e I8 9 2% 5% T 30185408 P 1 H
L FHEAT 9.

7.24.1. 5T XP\FI

FR BV EAEWE A, 73 N LR AL BAA: direct, in-memory, disk 1 disk-
assisted, ) 728 I I BA 1) /& in-memory . & 7] LG FIX LR Hrp 2 — N+
BUEE A, WA UAEABATBAS . 4 T T IS A8 0 2 /ete/rsyslog.conf LA

$objectQueueType queue type

FEIXEL, AT LN RS (FH MainMsg ## object) ERHATBAGI (FH
action f object) HIHE. H direct, linkedlist 3k fixedarray (in-memory A
H1) 5 B disk B queue type-

RN B RV NS FixedArray BAFI, 55 KA 10000 AN B $ATBAS
BRINIX BN Direct BAF
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Direct BA %
X FVF 2 o SR A, B0, %S NBIARR OO, ERAT TS — RS
RANTEN . AT ERHRN, R

$objectQueueType Direct

1§ F MainMsg 553 Action &1 object, XM I AJ DA £E 54 E A A1 5 &k,
AT BBAF  XFT direct BAF, T8 B EEARE, BRI AEE LR 4

Disk A%

disk BABIAE it BRI RE AL SR B 2%, XA EAT = R SE 1, {HA 2 I Al ge
PIHEBA X A B2 1 . eI TR b s B H S BRI £k HE, K
ZH AP ARBAE A disk A%, 2% E disk FAFI, fE/etc/rsyslog.conf HIEEAN
DA N2

$objectQueueType Disk

i FHl MainMsg 53 Action &1 object,iX /i 1 AT DA AE 3£ 1 B A A 5 & 1
ITHEBAF . disk BAFIE ANER 5, ERIAK/NA 10MB. BRI R /N AT DLk R i
PIIC B 8 A T2 0

$objectQueueMaxFileSize size

Hrr, size Fon disk BAFIHIR /N 58 SCHTR/NRSIA A S PR T, rsyslog A&
EN—NEERAFZE , RIS S R/NR ] . disk BAZIHEEN 56 70 B
I SCAFAHULEC . XSS AR i 44 75 2 W0 R s s

$objectQueucFilename name

KONEWRE AR E T SR . HoCHE2A L, 7 AN TR, R —
AN RGN

In-memory BA%)]

7t in-memory BAFH, HEBANHITH B ORAFAE N AE TR, IXATAR XA I FE AR R R
T 5 A B ET O R B OCATL, W HERA B B R K Rk B, AT LU A
$ActionQueueSaveOnShutdown 1% & IHLHET R A7 ZHE . P AP in-memory A
A

> FixedArray queue—#RIA 3 E5H EEBASI, &K 10,000 NIGE. X
AL A Z ()45 FH [ i Tl 20 FE B RAE A S T R IR 6. i T IX 28484,
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RIEEAZ N S Tl FE— € B . JR1, FixedArray #2417 iz fE:1iz
ITHIPERE, SIS HAEHEBA BVE BARXS B A S e, BERA A2 S A 1 5
» LinkedList queue—iX H, — MR BT A g5 H 2 3)& 0 BL ), Bk,
171 A ANTE T T /30 BC . LinkedList 7 PAF AR AR /R B9 R 1 B AR 1.
E—ME LT, M H LinkedList BAFAH T FixedArray BA%1, ‘B {HFEEE />
BINAE, FERAR T A BT .
Fit & in-memory BAZIAE FH T 1] )15 vk

$objectQueueType LinkedList
$objectQueueType FixedArray

i Fl MainMsg 53 Action &1 object,iX /M 1 AT DA AE 3£ 1 B A A 5 & 1
17 B BAF .

disk-assisted in-memory FA %]

disk M in-memory BAFIESA & H AL & rsyslog iERERT LKA IF A disk-
assisted in-memory PA%l. Nit, FCE —ANIE® K in-memory PA %I 4A J5 ¥ I
$bjectQueueFileName F&4 1] & SCONMIEL IR B SCE 44 o XN BAF i AZ Bl disk-
assisted, IXEPRZE in-memory PAF] 5 disk BAFIE JJ M .

WHR in-memory PAFI CLHELE 75 ML H EAEN disk BAFIBEEGE. 78
disk-assisted A% 7, A] DA[RJES ¥ B disk-specific 8% in-memory specific it & 24
XA [ BABFT e A d5e i IR, BN AT REAC IS R AT IS AT SE I AR R 0l
H o

5 % disk-assisted in-memory BAFI{H H so-called 7K E[:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

i Fl MainMsg 53 Action &1 object, X /i 1 AT DA AE 3= 1 S A A 5 & 1
1T BBAF . A Fo v AN BRI KT BB A number. 24 in-memory BA%1)i 2]
T ERALE B, BRI R B AL, FE— B L] in-memory BAFIK
N REEISARKEE X EE . B R BKENR 29 A L ER R S #E, [
R T 7B ANAER ], NS NGRSO A S 12 1 . BRI, KA 2
LE AN BA 1) 25 12 15 B $objectQueueSize 1. = /KA FNBEARBA T KN 2 (6] i) 2 & %
B B R KM & AR SR P X o 725 — 71, W€ mKALId R A b ZE 145
LR FT AR
7.24.2. EHFI

FITAT AL B DA S AT ARE 25 e B DA A2 45 1 R o 4] U LR AS [R ) 95
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RRAEEIAT IR T E NS HAT, A 20 2 DBAAISET M, IAEZR SRS
Hp)—Lemt B H WA, HAu#Em TAFSREH, RO BASIT N2 s,
RGBT . EmPES, ML rsyslog HITERE, HEEHEBA,
B R GER A ASIIRIAT N

R &1 BA B K/

fmy ARSI BA A A A2 BB, W N i

$objectQueueHighWatermark number

1§ F MainMsg 553 Action &1 object, XN I AJ DA £E 54 E A A1 5 &k,
AT EF . FHAZIRT LLEL & 3 B4 H B4R number. 7] LB E BABI IR/,
AR AE A EATLBR A7 o B KA o 5 ZEH 2 BA B FI RS2 BA B BRI A Z1 K 7N Ky
10000, AT BRFIERIN K9 1000,

Disk assisted BAFIZEBRIATEOL N A2 TR BIR), AR TE L RKimbl R/, (HA]
DAL R BT O B AT T P B A S 1A, A DL R IR E

$objectQueueMaxDiscSpace number

ffiH MainMsg 835 Action &1 object. 4BAFIMIHIGIT, Hrild B4 Z 57,
HEIBANFURETA 1 2% 1) 1A .

ZHHE

A BB B8 R, N T E I, B ERAS T E SR AR
PG 2, IREE AP 2 = T S JE 30 & A A0 B B BB P % € discard mark:

$objectQueueDiscardMark number

ffi /] MainMsg 8% Action B4 object, XA~ I AT LHIE 3278 B BA 1 B A
RS, X HE, number RonE R 3N EIEH SAREITHEEH € LR
BEEYETE, MR

$objectQueueDiscardSeverity priority

RS 2 — (8—28) F 4R priority: debug (7) , info (6) , notice
(5) , warning (4) , err (3) , crit (2) , alert (1) fll emerg (0) . fFH I
B, YMIB B EFHAE G, oE AR ZEBACRHR KA S AR 2B F i .

18 F B PR

AT UABC & rsyslog 75— MRF @ IR ) BE AR ERBA S o A T IX AL, 8] LS
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Mooy TARBIAR g B 208 SN Ve L, 5 DL R Rk

$objectQueueDequeuecTimeBegin hour

$objectQueueDequeueTimeEnd hour

T DR g E N T IAESE, DN O BAT. fEA 24 /N, ASCRFiE
9o

BB TIELE

TAFRREPATIH BN BNRIFRE BRA T B0, £LHERS], — A TARLRER
PSSR UE B e N BB M AT S, IR L HEBARIH S AT BA S . 478 2 2
KR, —ANTARSRER B3RS HHENEEBR e 8EN, 71— TR
WA s, B s, AR

$objectQueue WorkerThreadMinimumMessages number

R B EE B number Rk th 72 TAEZLHE. F1U0, number & 100,
2100 Z M B EBIERS, —ASET TAELIETT G . il 200 M B 2R, 2
EANTARERR R 305 SR, FFATIEAT K2 1 TARZRE AR, B LU AT PARR
e R KB E, WHFR:

$objectQueueWorkerThreads number

number T HFATIE AT TAR AL AUBARH . 0238 B S, BRA
I AR, B AR TECETF A, 4 HIBlT BRI . i
BRI, R R

$objectQueueWorkerTimeoutThreadShutdown time

FFFEERT R (CAZZRD AL B time. WIAEAH W HE time, FHIF 2
MM ERAE BT LB, TAELRRE LRIl s e Mt aoh-1, %A
Sy IENEIR

HEH S

AT RETERE, EATUARCE rsyslog RN 22 BASI R AL, B H BA AT &
HOHK B, WA a4

$objectQueueDequeueBatchSize number

FH TR RIS H BAA 0 78 2 B e RS H 5 48 number. THTER,  HBASIH S5
H B B E AR 2 1) TAR R RN 18 1T 2 S BUBCK I A TE AR =
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# 1ERAF
B ASI R PIRA S E S, SR BLEaiE I 45 5 I [) 1) e i AR Lefs
KTEPAFIALER,  DLyd /b dE 75 2k

$objectQueueTimeoutShutdown time

fRER time AZR AL R — B B U598F — S HBARE S, AR
LR T B AT, SRR 2 IEBAA . (A, RACHE R EARRE R R.
AN Ta] Ta] AT BAAE AR 2R 58 i i 0 e Ak 2

$objectQueueTimeoutActionCompletion time

FEWE N time BN PIET, AR TAELIEER R A £E AN EARAFEL
&, AT LMEH

$objectQueueTimeoutSaveOnShutdown time

WR A% B E, A S EEAELE rsyslogd 2% 15 F 2  A7-6idh B WA o
7.2.4.3. 1§ rsyslog PA T iEE

M rsyslog 7 FF 46 rsyslog #4178 HIETE, BAFIXT RAE action (OO PFHEE X,
Bk AT LA B 7E Jete/rsyslog.conf H—ANEEIAEAE A o AT BAA A A% b0 T -

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")

FHELHAT B A A 44 R B 4 action. type, FHYH B BAFI AT LA 9N A B R
H & queue_size. X T queue type, T]LAIEFE disk BAFIEL M in-memory BA%]
Wik FE—/ : direct, LinkedList fJEY fixedarray. XJF file name {45 & — A1
Y, MIARBRAT. EER, WERAE S8 H H 3R RAF HE S, SELinux £
IR

7.25. ZEHEMRS%EE EBECE rsyslog

rsyslog AR 25 SR (K Bt TT PSRBT H S MRS SR A0 B 20/ R Gk i H
SR H RS 5. 75 WSl TSR R H AN BRIRS 5, BER
rsyslog L& 15 5.

rsyslog SR 45 A Z0 2 300 ST AR A H B IRSS S R 45 b, I B FTA 0 &
GRILE Ak F R4 A B IR 2. ST R SRS SR E RS V10 BRI
WLF 292% rsyslog, WIRTE, LR RGEHSH T syslog, Bl root 4
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AR A4

#dnf install rsyslog

Syslog it & BRI BN 11 /& UDP #1514, HAF /etc/services XA H .
SR1M, rsyslog ERIAE A TCP 753 11 514, (ERC & S fF/etc/rsyslog.conf H1, TCP J&
H@@m M.

e R s A B2 A 2, 2811 SELinux IR ARC B A oV K3 A1
WACHE IS THI 51 HE R g 1

#semanage port -1 | grep syslog

semanage =2 F25 B policycoreutils-python-utils £ [ —#F/r $At . fn 5 75 55
[k, 2.

#dnf install policycoreutils-python-utils

Ak, EERAE T SELinux [ rsyslog 257 /& rsyslogd t, HAEHACE N 0P
iité%ﬂ%§4&7%ﬂﬂ{%1sh_pon t flIEFE shell (RSH) ¥ 1, H TCP 2R\ & 514,
Rl, X 2% A WEAH semanage AR FCVF TCP ¥ 108 5140 60, 2k
7Y SELinux LV AR F /e I 514 1815, WA R

#semanage port -1 | grep 514

HEEEITEM N SRS SN RS E, (M TR RP . EiXSd T
(T A2 BRAA I A root B A7 KT AT 2> o

7.25.1. 78 HEMR S 2% A AR
rsyslog F A 2 FhAS A AR 20 . P44 BB AR e il IH A X F 2757 AR A =X
AR T A R AR, a0 R R

template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

XA AR AT LS R T XA A 381
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template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")

}

template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")
constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

NIX L rsyslog FTFMK UL, X AR SCAM AT RE S H R Z) i, [Fikn]
LS 5 N

PUEHCHT VAR E O, AR EE R A B NS &, NI AR, ARG
A1 5E WIS, i R U] R R

module(load="imtcp")

ruleset(name="remotel"){

authpriv.® action(type="omfile" DynaFile="TmplAuthpriv")

* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")

}

input(type="imtcp" port="10514" ruleset="remote1")

7.2.6. fEH Rsyslog Bk

T RABEIUL BT, rsyslog #R AL & A, X ECBIHURLETIM 1) ThRE -
BRI LU =T K « K2 BUIESSR S (')TLTI%U\*%
PO st LR Sy o HARBER (I BAR B SN BE 1) Rr € DhRe. N
MR, HTRMERT RN B 4. ZEhndus, E M H LT iEE:

$ModLoad MODULE

Horh$ModLoad 2 IN# R & LI 42 RifiE 4 . MODULE R/ #& T ifs A AR
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B,

Blhn, WAREZINE ) A AL B (imfile) , fi rsyslog KR (ThrfE

FISCAR Sl 2 4 H 45 S, 7E/etc/rsyslog.conf it & A H§8 € UL R AT

$ModLoad imfile

rsyslog fefit [ VF 2L, XL EAE 7 Jy LT 265

> AR AN BRICEER B RIS . S A A PR R 2
PLim BTZEHF45, 40 imfile A1 imjournal

> A B DR (R 45 - Bk H AR HVH B, il il i 4 Rk,
AR R, sEIEFEHE . MR A a2 om FIZK, 0
omsnmp, omrelp %555,

> AT BRI AN 1 SCREBT RN, B AT e T B R
HHE. HH CIEFHHEE, EaT LI H B BT as. sl
PP B AL pm BIRHT4E, W pmrfc5424, pmrfe3164, %5,

> HEBHESRE BB IVBE SR G H EH BN . XL
ZARUA mm WIRTSOTAR . H BB A4 mmanon, mmnormalize, HY
mmjsonparse H:FH T~ B 44 80H B IEE AL

> TR AR - B A B A T BN SRR, IS
rsyslog FEALAIRAR DhBEAH B PpIE] . B AR BB ) 4 FR 2 PL sm BRI 46,
U1 smfile B smtrad SC44:

> FEREHL-FEREH Oy HAm AT NS AR I D B o IX LEBLRAE rsyslog 77 2
I E BN, AseHH A RE .

AR S REI I 0 = VIR o (R = i B 1 e Rt S 7 T ) N e
http://www.rsyslog.com/doc/rsyslog_conf modules.html 3% .

B

R rsyslog DN B EE, X ASATTRT LA [A] B O R ORI 2k
o X RIBLE R LM . O T B ORBR B> 22 4 KR, XA FH AT /5
R o

7.2.6.1. S text 34

SRS A N, [ FR imfile, ¥ rsyslog FHATE AR R G H &

THE L. r LMEH] imfile MBI B QI SCARSCE H S RIN FHFE R o 2N H S

El

it o

FEhN# imfile, 1E/etc/rsyslog.conf AINLLT P2

$ModLoad imfile
$InputFilePolllnterval int
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‘B8 PAIN%EL imfile —Ik, S AZAN AR 2 WM. $InputFilePolllnterval 42
JRiTE 24 7 rsyslog A8 AR T 12 ) SCA AR AR AR BRI o BRULFRI I TR] [R) G 2 10 5,
TR, FH RARD Dy B 1) I ] 7] o 5 462 int
NTHE SRS SN, #Efete/rsyslog.conf S 45 T AE VR

#File 1

$InputFileName path_to file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

#File 2

$InputFileName path_to file2

i 4 MRCEORIEE — MRS

> ARS8 B AR path_to_file

> HIEER tag %4 &K tag

> FHME—HPIRZES SO 4 B 4K state_file_name o IRAS SCAFHAFAELE rsyslog
) TAE 3%, NRERSCHERFR R IL, Anid DA E e R X WS Mk
EAT, BASUERREERE . WEIRREEE T — MR AR

» ¥ n$InputRunFileMonitor 82 g CAF . WARXANKE, A
A2 2
B T BTSSR BT %, AAAETT DASH BRI B R E . 8 & Y
1) S 7 O HR o severity R E FTH BRI E M H BB e facility >R
E X ERH BT RS
7.2.6.2. MEHE S HH R

AR R, LB H S LA BRSO AT DR, BE T . BT Al
[¥) DBMS KRR, ke M, #10 ommysql, ompgsql, omoracle, 5%
ommongodb. 1ERNEAR, i FIKH T libdbi FE H)3# A omlibdbi % HiBEH . omlibdbi
Wi FE I EE B R 40 Firebird/Interbase, MS SQL, Sybase, SQLite, ingres,
49, mSQL, MySQL F1 PostgreSQL.
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7.2.6.3. fHRenE L
W 28 A% A PRI L 2 rﬁﬂ”ﬂ’ﬁ PERT PLETT TLS 5 GSSAPI N b R4
fEaZ 2 4 (TLS) & B RS At N 4518 (5 I 2 N E vl . 24
F TLS, rsyslog JH B KIE 2 BIINE, Aok RIS 2 8] ) 75 EEAH EIE
W2 4RSS APL (GSSAPD) & —F yRE U ] 22 4 IR 55 1) S 2 e 2 12
P, N THES rsyslog WEREHER, A — A 1EH 1 Kerberos P55

7.2.7. Syslogd fREFHEKAR E

W _EFrik, rsyslog A1 journal, & R4 WA HENHIERT, B JLAEEAR
Ferl, fEEATEHTRE M AG]. ERZIEM T (W7.3Syslogd HELiM)D , &
T BA1E, tnal@ s iE e, 74% bfl]ﬁﬁ%fﬁ/\I#ZﬂEﬁqj
T XA AR I — MBS 5 2 AR i B HAR AL 1Y, X LSRR i Rsyslog
F1 journal HJ3E{E socket 3L FFo

BUEOLT, rsyslogd 84 imjournal BEEE R H E SRR B AR
fi XA, AT ELSR N S, AT BLSH Journald $& it (1) 45 3 (84
oAy, BB % ¥R R BLOAM journald & AN C B OdE %2 ik M
#ImjournallgnorePreviousMessages 164) . £7%7.3.1 MHEH FAEIREH 7T
imjournal [JEEAHCLE

YERNEAR, BLE rsyslogd KiLHH journal $2 AL B FAEN—A 3T syslog
N O H B3 1) B8 4% /run/systemd/journal/syslog . 24 AR 4EP rsyslog 14 2.,
A LT, AHEE imjournal, BRI AIRMLE 2 1) Thae, ke A4 i
JEAE . HBdERTSAHELYE, 1E/etc/rsyslog.conf 8 A DL R AL E -

$ModLoad imuxsock

$OmitLocalLogging off

FIRTEVEINER imuxsock FEER I $OmitLocalLogging 164>, fHftiEid R4
BTSN BETHIEIE 7 AL letc/rsyslog.d/listen.conf 1452, WF:

$SystemLogSocketName /run/systemd/journal/syslog

& mT LA Rsyslog i th V8 2 248 A omjournal L) journal . fE
Jete/rsyslog.conf H L B Hr 4 T

$ModLoad omjournal

* * :omjournal:

fian, T A E e K BT A URCEAE EaEi TCP %511 10514 2] journal:
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$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#H)

e RE N H EEIR N RS, — s ) B 545 20T U7 (3 b4
Yedr . W SMIE R, RESERRERE, ENRGTHE BN B
AFFIAN—EL, rsyslog {4 JSON (JavaScript X} Z£75) k% A Feft H HE B H
.

HERC T RS AL H BT R -

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially

AR HEHE R

{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A5l FH AR 098 2R 45 A A 8 B AT FH I ) 38 2038 R SO AR SO 1) ok i B P e
R o A5 AT B0 W] ALE B35 2 25 b N F A P A B AR [R] R 2o 5341, JSON
A AT AAE A A SCRY B R ZE, U MongoDB, e R T AAME I BE AN 43T T RE
A7, — MR B R ARG A I B 2 R A (]

1t rsyslog, 7 A LEHE I H E15 B4 H imjournal B journal #EH . F
F mmjsonparse 5L, T LAEHT R H journal FHAMKYE SN EHE, FFdE—F
XTHBEAT AR, Fltn, EA— N EERER . N T8I, mmjsonparse %
KN B G A, 1AL lumberjack T H & CHIARFE o

Lmberjack T H 11 H 112 LA 1) J5 A 77 KON rsyslog & #fe H Eid .
e — N EMALE S, Lmberjack 18 € @cee: F47H, HETE JSON 5.
534, Lmberjack 72 3 T MiZ%H7E JSON & Frift #B A FRIIFIFR . 45 5% Lmberjack
MEZELE, 1§ WAL Y.

N TH /& lumberjack A% =07 S5 T

214



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}

BLIE Rsyslog PHRIERX NG, — MEIRSWAEH, 1HS 1.7.3.2 T iES5i 1k
W NHAERARS 23] LR libumberlog 25K AE % lumberjack 75 30K
HE. K libumberlog MEZ(EE, ES WIEL R,

731 AWBEFIALRE

imjournal BEHIE rsyslog F 4 ABEH A SRz H B (IL7.2.7SSyslogd ik
A HEWAZ B A RAHER rsyslog 1H S, HEHE B LUK bd 5. S8,
bEE I — P n b, HAEUK B journal $RAL I T EHE B PR R SE AL IRVE B .

AT M Journal T AEHEF Rsyslog, {E/etc/rsyslog.confi SCAHH 5 FH T [ Aic
H:

$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages oft/on

> {8/ number of messages, #&1] LUFE & ORAF H EEIR 1405 . & 241k
#| number_of messages T8 7E IV S ET, 2 ik E0ds DR AF
> HIRE XA B A pathe BT ERER journal 183%, HZALEEH
W JE— Ml
> f8iH seconds, & B PR I 2 1 [R] AT R o ok [A] R S 1R) A 24 A 7 5
(& EANBE I AE burst_number F85€ FE . BN E NHBE 600 2 20000 175
B.o Rsyslog 2 K FAERE WIS R P B £ K burst_number 1B I B
> i FH#ImjournallgnorePreviousMessages 1] UL Z B 4 HI7E journal [17H
BRI R, X B R RS S A o BRIA B NG
Mo 1B R, WARZWE AR, BAREX, FrA journal FIH B 28
ALFE,  BIAEAATT B 7E rsyslog PART A2 0f AR # b #E it .
HEE:
f& 0] DA RIS B imjournal A1 imuxsock #4k, imuxsock i & IHH R4t H &
BN, A, NTESRHEEEREE, BUABHIE imuxsock BEHY journal H RS EH:
Fro BANFNIX— 5, f#FH$OmitLocalLogging 54 :
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$ModLoad imuxsock
$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

& ORI A7 7E journal FOEURE AT B R B PR S i . R i —
LL o s TR A 75 52451 “journalctl 1] verbose % H 7 41, AE3REX journal 3511 58
BHF%, 24 systemd.journal-fields (7) FM L. Hlan, =] LUK & SBE N
jouranl B, IR N AZ A6 AL BT S AE .

7.32. HIWEHLIHEE

BB — rsyslog MENTRLER TR 22 lumberjack ¥ UVHE, 15 H LA
R :

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")

IXAMER 5 7 FE @cee: 7] LS FH B ISON F4F £, 51l 4n, 24602 4E ] omfile
RIHL A SO o 229510 JSON FE 48K, fiAS! ardl. flu, #RHFET
[H I 2 TE 2, TR TIE B ENLA AT UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmyjsonparse F&HH T AENT 85 AT B o IX L5 B AT LK H journal B HAd 4
AN, FE H 2420 B lumberjack T H A )77 St A7 46 204k - X 243 B2 HH @cee:
FRPER RN A . 85, mmjsonparse 24 JSON 45442 &5 &6 2,
IR G %I BT

N T mmjsonparse % B fi# #7 lumberjack #% ) JSON V4 B, 7
Jete/rsyslog.conf SO A3 FH T 1] AL & -

$ModLoad mmjsonparse

* * :mmjsonparse:

FEX M), mmjsonparse BEERAESE —ATHEINEL, PrE B B KA E.
HET, %A 7 HEEZ% AT mmjsonparse.
7.3.4. [ MongoDB H7EfETH B
rsyslog S #Fif1d ommongodb fi i AHRAE MongoDB 1) U B £ 45 e v A7 s
JSON Hi&.
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ik HEWHE 3 MongoDB ', fF /etc/rsyslog.conf f# H DL T & ik
(ommongodb At & Z % H i@ H T8 e B A% =X IL7.2.3 458 F BT 1 1E B R =)

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> F MongoDB Il %5 7% [y s bk 535 44 57 & /X DB_server. it B Uiy [ 75 22
MongoDB Ik 55 &6 26— SRRk 3m 1 o BRINIs FHEL 0, JF HOBEHH
DLEBERZSH

> ] DB_NAME, 7#fjE&A8 B %0 H 2 MongoDB [l 55-#% L 1wk
AN o XA SR S I PR B e collection_name. £ MongoDB H,
Pt —HH, ER—4 RDBMS R 31;

> f&iEd % B UID A1 password K AN E I 15 2

AT DU AR R 28 3k fi 2 508 P o an t P 3 BRIAT LT 5 rsyslog {3 I
FEAR T FRUER lumberjack BLZ R o

7.4. R Rsyslog
{E debug #IE1T rsyslogd, i H W1 iy

rsyslogd -dn

fEH A4, rsyslogd = A4 i E BT EDBIFRAEHI o -n K 7R“no fork”.
T DUE R A B A ', ian, ] DAE HE XA s R i R E R . fER3)
rsyslogd Z |, {EAT24T LT EL 4%

export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"

FH BT 75 0 3 RS B S 1A B B ¥ path. XA H T RSYSLOG_DEBUG
AR CREYIZR, WS syslogd (8) FMAIAHRE T,
for 25 7 /ete/rsyslog.conf U H A8 FH TRV A2 5 4K

rsyslogd -N 1

Forbr, 1 3Rt T S A VELIRE B A GO0 o 32 AU 1A AR A B T RO H A
R Rt H2, BRI S HeRIZTRIE.

75. FHHEZE
journal /& systemd [ — 4L, EMTTEFMNEHHEXF. e IR T ]
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e ARE — AN HE syslog 5P HEFE, U rsyslogd. journal HJJF & &N T ek 51H
) H B R R E . E BB S RGN IR ER, X2 M HE D s
ARG )& H H E S

WRB PR journald ARSSUKEE, 17, FHALHE. ERIEMZEY 4N journals
[ kI S, XL R IE Bk A N, P ERE, SRk, Ari el v
sl A APL AR ES RS o 1X 2% journals B 45 MALFRBE R S, EIREE T IE
B A AIE 8] o journal 2k HA —MME— AR AT . journald Ik 55 R A4 H
EWERZ AR 7B . HEX R 2N, ARt FahdmiE.

751 #HEHEXH

N T Vil journal H&, fHH journaletl T.E. DA root S & F HERA 15
ENEISE

journalctl

A 2 B 2 RGP BB, BFE KRG AR AT R
1250 ) 5 M 2R T /var/log/messages SCAF YV B 4EM), (HA — & ) kot
> FMM LA AT WA BRI e A m e A A T
ZL,  JEENANE 5 0 SR G A IR A A
>IN IAVERES N 2R 48 IR A IR X
> AR SR, BRFERENHE;
> G RRTHER RS T .

7.5.2. i EEH]

BAINEI T, %A root BURM journal 1, REE&EBH TN ERHE
PR RGUEFEAT LI INEE R 8 adm 41, B FAATV5 R 5838 H &SRR
B BEMEIX— 5, LA root PRI AWIT

usermod -a -G adm username

FHERINE] adm 4L H P 4 B A% username. 1% H 7 B J5 20K journaletl iy 4>
(0% H ) root FH P SREN 4 —FE . 1R, U7 HI R 248 journal S T
FEAAREA 2= TAE.

7.5.3. f#H Live view
AT SEOR A, journaletl MIKEE B )i F-1 2% H TG, Bon5k H K525 5
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F. AT liveview, o] LR FIHEHE, FOAHRI% H BT E)
Hk. BT journaletl 1 live view R, FiA:

journalctl -f

22 IR E AN o ) H AT 813K . journaletl T HEARKFEAT, S48 17H
B BIE 7R AdATT

754, SEHFEL

A S HPAT journaletl Ay & IS SRR 21, IR DU & Fhid
TETORAREUE B, LU LSRR

b1 UKV vt SO R

H &3 B0l s TR R 5 RARIAT N B G EE M ECE s gl 2.
A LR 1B

journalctl -p priority

X, TR T2 — (BT B debug (7) , info (6),
notice (5) , warning (4) , err (3) , crit (2) , alert (1) , I emerg (0) -

S RS SLE

AEMIEHA error BUEEHIHE, f£H:

journalctl -p err

JE I )T e
EEEMNMNYEE FMHEXHE

journalctl -b

IMREH/RESEFHAI RS, b A EFD journalet]l K . 7EXFEH]
O, J TN 18] 8 A BE AT 5

journalctl --since=value --until=value

{81 F--since Fl--until B 5. &P AIEFH R E N FUE NP HEFE L. &
ATLLLL time AOAEZUEF data BA% SRELE P& #EPT45 38 value 253X P MIETT, 0
LA 7Rl

e ISR AN E] i g8

AR FLAAR B SR SR v LA &, DAk 45 SRS th o an, A=A T

s, BREEEERTESRIHE, W
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#journalctl -p warning --since="2020-3-5 23:59:59"

RHILIE

FEAREE S “journalctl ] verbose fay i 51 i 45 7€ H &2k H N — 47 Be, AL
ATBLH €. XF systemd IR AR 52 B0, 2 0L systemd jounal-
fields (7) FMI. &4 HEE B s eldE, MRS T HiE%
FEFET SO, B AT DRI 2 AR (4R B AR AN AR LI, (EE 7 Bl DA
R AME-

BRE R AR g U AL ME—ERFIR, B LN R

journalctl -F fieldname

B ) 7 Beds B A fieldname.
B R i e R A H AR H L, I BT i

journalctl fieldname=value

7B Az 7 B & WA B X fieldname A1 value. 4558, fF&1X AN
Tt

EE:

WiE systemd A7 ) T B R 7 BB R AH S K, BARES 5 B id B
BT A PR . WRAREME, A

K

journalctl

HZPIR tab 8. X SRR AT 7B . Tab SEAFRAN T2 T 7B
BN SIS B ST LA BB 7 BF, SRR 1% Tab HEK B 8 58 BUX 447
IR, AT B s (g, 11T

journalctl fieldname=

% tab BEWIR, 2145 journalctl —F fieldname —#¥F .
A LME— AN TFBREEZME, T

journalctl fieldname=valuel fieldname=value? ...

[ — N FBdR @ AN CAICHCME, 153248 or —FEULAC. A ULHECME 1 8%
i 2 Mk H S ER.
28R, HEEI LR E 2 field-value X} itk — /D d Hi -
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journalctl fieldnamel=value fieldname2=value ...

WARIRE T FER B4 ILES, e 525 AND 45 . SALE
KA AT B A = R,
fE+5, LB EEH or AEULE 2 7 BL:

journalctl fieldnamel=value + fieldname2=value ...

2R A B ULES SRR H . ADOR P A %I H

S "SRR RE

Bl avahi-daemon BY, crond.service Bl @ 4% H - HiZa5 H 8 H 7 UID
N 70, EEH LN 2
journalctl _UID=70 _SYSTEMD UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service

T SYSTEMD UNIT “FEr LA BE M AME, VLECHHE &R Eox, H
_UID="70 2204 /2 « 1X AT LA B - 3R 7~ (UID=70 and (avahi or cron)) -

T LN 2 ET i SR 20k pEds . FLLL live-view AR ER BRidk & 41 H &
MEPSIR' A

journalctl -f fieldname=value ...

7.5.5. fERERPERIAH

BRI, journal HAE A7 184 /run/log/journal/ H 5 K /N T G2 [X
fEfit B AT journaletl /Rl sk HAERUEY 1. i HFA 5 KM,
HEHITEASKART . EEOANBE T, syslog BB HEILR, B HFMHE
fvar/log/ H3 T o HREMEHHZICFIFTE, HESAFM 1L /var/log/journal, 1X i
WA BB A s S ATTRAFAE . X —2H ', journal BEACE rsyslog.

e R AL A A T AR A

> AT A] P T FH R AR e R P B 3 R e B i SR

> O TR ENLZIER R R, S J AT DASRECE S E B AT R

> JRSSaiEG G A A H B BEdE, AR B B0

FROMEAF A A Sl

> FREAEE P A I BR E B T B IN BN AE, ANERIE AT LA 3545 1€ 1
N [H) 25 5

> T 2 R S A B B
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journal J& FHFREEVEAAAE, 1% T B B0+ F- 30002 journal H3%, LA root
iRk P

mkdir -p /var/log/journal

)5 journald K& W B AE R

systemctl restart systemd-journald

76. HIMLRGES

f£55, BEFRATAE, FTLLENEE, £ MaerH, £ 48E
[ EHIN, B A R F I REIRT 0.8 I, HAMET.

BRI LR = I S5 AR E R A PULHCE 11847 — e H B RGTES, IREKE
RGN H . B, locate iy 218 H 1 slocate £ FE T R E S H B . RAEH R
A DUME S H SRS R PAT BRI & 0y . I RS, 1817 B € RS

AT LI = IR A AR R G H A T LU HBMESS LA cron. anacron. at
F1 batch.

B—Fh THHAZE A T W EARPAES R M, Cron A1 Anacron i
EEERKAERES, At M Batch FE—RPERES (F 53 01Z7%7.6.1Cron M
Anacron f17.6.8 At Al Batch)

HRVAT LB v IR S5 AR E R Gt V10 SCFHEH systemd.timer 7£—MEE 1IN
AT —MT S . S systemd.timer(5)H ' F M IUTH T R 215 &

7.6.1. Cron F Anacron

Cron H1 Anacron #f\/& B % B B &2 PEAT 557 — /Ml IR 1] R AT (R 740
BERE, INFIA] SR HERR R TR . AR R Ay — AT EIEER . ARE
X o

Cron L5 T LR B0 I8AT - (HA2, XA T ERERE KRG SRS, W
RAEAES L AN A RGEFF I H BT, WEFASHINAT .

H—I7M, W RGAEAE S AN A H 1847, Anacron 2 idfFIX AN
AW Z TS . — B RGIHRIEIT, X MESHHE E3AT . 81, Anacron
P —MEF— R AT — K,

7.6.2. Z&& Cron Al Anacron
B2 %5 Cron Il Anacron, 875223 Cron H cronie £L41 Anacron [ cronie-

anacron fl (cronie-anacron »& cronie [f—PF1) .
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B FRIAT LS = R S R B E RS0 (EBGRR) V10 RS AT M

BB RS LR ea e TAHNPA, AR ITU T drd
rpm -q cronie cronie-anacron

MR LT, FiRar24i 8] cronie fLF1 cronie-anacron £ [ 58 ¥ &2 FK,
75 UHe 388 R A8 AR B A AN RT H
Pz B XM, DA root F 7 4% B8R TH AOAS SORAE R dnf A4

dnf install package
Bilan, EE I %2%E Cron 1 Anacron, A PATEMTATIRRNAF FHIALL N4>

#dnf install cronie cronie-anacron

BT R A0 E AR AT LR v IR S AR R AR A A, S 424 %
B

7.6.3. iB4T Crond fR%%

cron  anacron 1F:55#/2 HH crond RSk . AR UL E S 4%
1EFE S crond A%, CAEfAIAC B LR HIFALE B 3. 22T R 2 SR AR B
I f2 B IR 55 2 R AE R 48 V0 a5 BE AR 45 B A 5 vk, 12 L 5.1 {8 systemd
EHRGRS
7.6.3.1. Jaz) Cron JIR%%

T E RS R TS IEEEtT, AU a4

systemctl status crond.service

T YT 215 BT crond ARSS, i PA root F P EAT S ATHERTF R AL R

IS A
i 2 s

systemctl start crond.service
TICE MRS ITHLE ES), 5L root P #AT EA T ir %
systemctl enable crond.service

7.6.3.2. {51k Cron fik%s
BLE MR 215 15 IR crond RS, 1 PL root FH P EEAT S ATHRARAT RN LA T

Py
i

systemctl stop crond.service

TR RS FHLE J3 B, 5 LA root A AT LA T A
223



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

systemctl disable crond.service

7.6.3.3. & Cron IR%
BLE T crond k%, 1E LA root I P EAT AT HENSF FHIALL R dn 4

systemctl restart crond.service

27 A5 1B R 5% Ja R AR PR F R B IR 55
7.6.4. BLE Anacron f£%
R AT 55 1) 3 2EC B O /2 fete/anacrontab SCAF, B R BEIEIE root HI T #E4T
Vil AR A BN AR
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
#the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
#the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

W =47 7€ XHKECE anacron 11553817 B3 I AH AL &+

® SHELL——HISRIZ1T/E55 ¥ shell %58 CRfH /& Bash shell) ;

® PAT HIBRAZ

® MAILTO——i# i F T HB 420 anacron 4155 4 th (1 P 1 44 F5 s

WAREA E X MAILTO & & (MAILTO=) , WIANZ Rk

FET R BTN AR B FHRAZ ol 2 5 SUAE 55 1 18 FE IS (1] -

® RANDOM_DELAY——¥ 23N 3|y ME55 18 7€ i delay in minutes 48 &
iU s I NG

PROAEOL R, S/ NEIR BRI BN 6 701
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fi4n, 41 RANDOM_DELAY # X &E N 12, JBAIX/NMREE R anacrontab HY
1) — M55 1 delay in minutes {HERE#E N L 6 £ 12 43%. RANDOM_DELAY
AR LR E N 6 LAF, 46 0. HJiER 0 Wi, MG mEEHLALE .
BEALLEIR 2 E B AR A I, i, 42 G ILE—ANMEEZNTF ENLTR ZERR
# T A R B R I

® START HOURS_RANGE——iRIE55 A LUis A7 BT (A1 B, DA/ g B

JI—H TR RIEG, B, TR AE R, R R RIS A 2

/etc/anacrontab SCAF IR RATARIRIMESS, IF HIEM B Mg 3K
period in days delay in minutes job-identifier command

FERBOT AT S AT AR 5

ZJE A ] LA 8 O — DB EE — AN (@daily. @weekly B
@monthly) , @daily FI#H 1 FREIZR—AME, @weekly FIEEH 7 —F¢, 1
@monthly WFRRAESS—NH Rt —k, AERXMAKREEZ D,
HEHATAESS T, anacron 5545 )7 5044
ZJEMHAE T DA 5 SOR— B A% E BN 0, NIZRRBEA IR,
F T B &S0 SGHR— MR E AR 55 B ME— 24 8K
W AT I i 2

X By A BERT BLAE— /N8 1s /proc >>/tmp/proc K4, AT PLE — 3
17 B € XA % o

DS ) KM AAT R R, A iab s,
7.6.4.1. Anacron {55741

PLR 72 — M) B /ete/anacrontab SCAH B 7151 -

® period in days

® delay in minutes

® job-identifier

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/usr/bin
MAILTO=root

#the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=30
#the jobs will be started during the following hours only
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START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIX > anacrontab SCAFHUE LT A RS, HRHBENLHILER 6 3 30 734,
It HAGTE 16:00 3 20:00 Z [A] 4117

5 ME TS B AE R 16:26 3 16:50 (B # i)k (RANDOM_DELAY
FEALE 6 2| 30 73 8P 2 [A]; delay in minutes J&MHAE A 20 7381 o AR FTEE K dr
K446 run-parts 1A (run-parts JAIA %2 — > H AN 2ATSH, HF0FF
PAT B FEFH I —NER) P47 ete/cron.daily/ H % FHIFTEREF . 2L run-parts
P PO 1 #5824 5% run-parts JIA K5 B .

B AMESS B E AT — IR Jete/ B 3% T 1) weeklyjob.bash JHIA .

BEAMER BT S, 1A /proc A S 2/tmp/proc A H,
AN H— s /proc >> /tmp/proc) o

7.6.5. ECE Cron {15
Cron 1155 I IC B S A2 /ete/crontab A, & R il root 7 AT V5 )
XS LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/ust/bin
MAILTO=root
HOME=/

#For details see man 4 crontabs

#Example of job definition:

Hommmmmmm e minute (0 - 59)
I hour (0 - 23)
#o| - day of month (1 - 31)
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#o| | - month (1 - 12) OR jan,feb,mar,apr ...

# | | | .-—--dayofweek (0 -6)(Sunday=0 or 7) OR
sun,mon,tue,wed, thu, fri,sat

I

#r ok ok ok kyger-name command to be executed

B =475 1 A anacrontab S ffF—FEH A8 & 5E L : SHELL.PATH 1 MAILTO.
BIMMEZHRXIINEENER, EZS 0 7.6.4 BiLE Anacron 1155 .

AL, iZSCEIE R PLE X HOME 28 8. HOME A8 & & L — A Ha, Z%H%
FEAT 25 AT 1 & BURIAS I B AR A R B %

Jetc/crontab SCAF IR ATARER T RIMESS, FHBE M LA R A%

minute  hour day month day of week username

command

LR % T5E ST AR 5545 BB AT IR I )

® minute MO B 59 AT = REE
® hour MO 3] 23 AT =R

® day——M 1 2 31 BAEEEE (WRiEE 7 H o, WX B H BB a0
X FiZHAEREI A

® month——M 1 F| 12 P 8% (8 HmiERE A, Hlin jan 50E
feb) ;

® day of week:

MO 27 KRS, 0807 RREWH (B4
J& % R TR A AR, B0 sun BiE mon)
PUR % T5E T ARSI e w Pk

® username B EHATAESS I
® command B EHATII 2

X B A BERT PLAE— N8 1s /proc >>/tmp/proc K2, AT PLE — 3
17 B € A i %

XU RSB HEE, 2S5 (%) FTLLHRE R KA RE. i, i
A month MMEE SUNE S, WHZAE SR AL H A 25 R 200 B4 H #3AT

B MPETS O RR T MG i, 1-4 ZoRBE 1. 2. 3.

25 ) oBaMESIRIEE T 81K, Fl, 3,4,6,8 BLifSHHRI 17Xy
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AR

RHT (D ATLAHRIEE B KA $87E T P KAE M IOR 8K P s S B Hek
K, BN, minute TUHIME E A 0-59/2, WIRIREERG— %P, K AE ] LUAD
B —RMAH. Flan, R month TUHFMERE N3, MHES KR = AT
— Ik CEREAND .

D5 () JERITEATH TR, A b .

3k root A7 A LU# F crontab T KECE cron 11:55. F /7 & X IF] crontabs #
RAFAE var/spool/cron/ H3xk T, IF HUABI@ EATTHIH P RHUAT .

FPL—NEEE A P OR B crontab, 1 LLZA T B, FFHBAGS
crontab - Kf#F VISUAL =k EDITOR PR35 & T 5 1 4 45 45 6F FH P 1)
crontab BEAT9w4E . 1% CHH H Fll/etc/crontab SE AR R AT . 2 H X crontab
B R RAFIN,  crontab 4% 8 FH - 44 KR 1F, F£5 N/var/spool/cron/username 3L
e EHH 477 P crontab SCHFEINEE, {#H crontab -1 74> .

fete/cron.d/ H 5 N L& (3L Al /ete/crontab SCAF HAA MHFITEE . RAE root
P VAR 1% H s T R s ot

@ cron SF I HERE 4 AR Bl 7 fetc/anacrontab SC4 . Jetc/crontab S A
letc/cron.d/ H s Al /var/spool/cron/ H 3k (A2 4K, FEHERDIN 2 R AZ S5Om 2 2 N A7
PRI, 24— anacrontab B crontab SCEFHEME S, FRANRR 2 EH F SFP R

7.6.6. #MHlXF Cron K7 ]

BLR &)X Cron AU ), #& 0T LA F fetc/cron.allow Al/etc/cron.deny SCHF. iX
BE 7 e 4 SO AR R A& 20, B —AT — DN 4. idE, I STEERAS
RVFEH T .

WRAALE cronallow XA, WAL Z A H I P A gefdH cron, FfH.
cron.deny SCEEHE i 205 o

R cronallow SCEEANTEAE, W cron.deny SCAEH A A 2 B 4 25 1A
Cron.

WER T M S B T, AL EE Cron sEEFE (crond) o &R P
BRI EMIBE—AN cron AL45T,  ER A2 U [l 42 1) S 14

ANE U7 SIS P 4 A4, root H P #RGR 24 REAE A cron.

f T DLE R N A ER R (Pluggable Authentication Modules,PAM) 45
FIV5 1) o AH . 15 B AFE Jetc/security/access.conf SCAF R . 40, 78 SCAE RN

MrN—1T2)G, B RA root T HEMAIZE crontabs:
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-:ALL EXCEPT root :cron

WA RTS8 R I SRAEE I I H S, B3, U8 crontab -e Aré
B, RBERFRERHE, ETHEZER, HZ2% access.conf.5 P FM i

7.6.7. CronfEHHEHZH

155 1) 28 1 44 BRI OR 8 SR 45 I 0 AN FR B AT « M 4E—> Cron Bk
B (flln, fetc/cron.daily/) ¥ FH run-parts A X AR A . a5 PR A H st
THIREFEIIN T B4 5, run-parts A A SHATIXEFEE

TLOEE— N B AR, W LE run-parts AR ZE AT 1) H sk A E#— 4> jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 20 — AN E FIRR R, T 2
letc/cron.daily/jobs.deny SCAF . FEXANSCAEHT, $85E 7 LEAETAT IN B 2B (1R 7 (1)
2R (RAMNTE—NEHF THREFREEIMASIR « R —IES AT — A
%, %4 Mletc/cron.daily/ H sk AT FE 7, 140 run-parts /ect/cron.daily, M
jobs.deny SCARHE SLEIFR T A 2 EIAT -

BUE L — AN AR, iEIE jobs.allow SCf.

jobs.deny F jobs.allow [¥Ifd FHALINIAT 8.7.6 £ HiX) Cron R in] H iR )
cron.deny A1 cron.allow 1458 FH R — ¥

7.6.8. At Al Batch
Cron # FIR M B E VAR, At TR HRAE — N8 € WIS B  FE — b
%55, Batch T H A F R BEKEAE R G0 2 A AR T 0.8 IR AT Y — IR PEAE S5
7.6.8.1. 223 At Ml Batch
BN ARF LETCELSE T att, HPATU T4
rpm -q at

mRELZE T, iRk at WHEERELARR, &K E R AT
.
BB AL, LA root F P8R TH] A% HORAE R dnf 74

dnf install package
Blhn, FEFER 23 At 1 Batch, A MEAT- AT IRAT NI LL T i

#dnf install at
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7.6.8.2. iz1T At lR%5

At Tl Batch AT 55 #2 H atd MRS RAZHI . AN ST B3] 5 1B E
J& atd IR5s, DARWHATBC B ik HIFHLE B 3.

B35 At RS

T E RSS2 S IR AT, WEMHU T a4

systemctl status atd.service

B AT 1R IE 4T atd RSS, 1 PA root F P EEar S ATHREF FHINLL N A

4
systemctl start atd.service
TR E RS HHLEFZ, 1 LA root P #UAT LA R 4
systemctl enable atd.service
@ WK atd RS AL RGE TR ENIHLE G S
{1k At R %
TAE T 21T IE atd iR%%, 15 LA root F P AE AT AT IR AT NPT i

systemctl stop atd.service
AR ERSFHLE B S, 15 LA root A P AT LA R i

systemctl disable atd.service

At IR
BLEH S atd ]jR5, 5P root FH P AEAT AT IRARTF PRI L N an 4

systemctl restart atd.service

2 A5 1B R 55 Ja AR B Hb P VA B R 55
7.6.8.3. MLE At{T%
BEH At THIRE KA SR I RIAT, 16 1% DA D B E:
1. fEar TR N fir4 at TIME, X B[ TIME 3R 4 $47 iR 1] .
TIME Z47] LU# H DL AR & —Fikg e
® HH:MM: fR&ERIUIR/NSFI4-88, #ilan, 04:00 & B 4 5
® midnight: 5ENT 12 £is

230



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

® noon: fHENTT 12 Ki;

® teatime: FHENTT 4 &

® MONTHDAYYEAR #%3%: #1401, January 15 2020 %7~ 2020 4 1 H 15
H, S0 a2 Tk ;

® MMDDYY.MM/DD/YY ## MM.DD.YY #%=X: 141, 011520 &R 2020
£ 1 H 15 H;

® now +TIME: X 2 ] TIME H— %M minutes. hours. days 5(# weeks
JUANZRBUME R E Lo B, now+5days Ko 24 £ WILAE AL 11K 5 1) [R]— s [A]
WHAT

WA Sede e I IE), S AT AR 8 WAk ) H . BT B 22 5% T I LA 20
{5 8., 1527 /usr/share/doc/at-<version>/timespec LA 14,

WERARE RN A C2end 1, JUAE 5544 AE B R I (5] — IR [R) R AT

2. HERIRHE at>fg SATHRRTT N, € UES L

A IS NAZPAT IS, JF4% Tl e 4. ki, 7] DLE S P IR,

R’ w2,
B. fEMTATIRAT M > shell BIA, HAEBIARIEE—1T 2 )54 T B %
B

{E25-F A8 F FH P 1) SHELL FRE5AR 5 it B 119 shell. 7 (995 3% shell, B0
/bin/sh (TLIRSEHINI—4) .
3. —HEINL W, AFE—ANTATHIZT CaltD A4, B H 21T IR
IR IX — R 5 iy & B AR B AR bR i 2R (5 5 T ok & L7
R A ) T ORI 25 F P
WREE/BPATIUES SR, EEH atq 2. ES W 7.6.8.5 BEEHHAT
TS TRE 2R
T mT AR at B H .. Z TREZEL, 1520 7.6.8.7 #HHIXF At Al
Batch HJ 5 1]
7.6.8.4. fic & Batch 1155
Batch 2 /775 R 40 T 14 51 sk B 2] 0.8 LA R IIHESAT 258 X — IR 55 o
€ X Batch 1155, 1% DL D IREATH1E
1 fE A AT 4N batch #7 4
2. (£ RN HI am SATIRARAT T, & XS4
A INESROZPIAT R4, 4% FRIZER. ik, LIRS
B, Rt Arams.
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B. FEMAATIRRTT NN — shell I, FHFEMARSE T2 5H# T
[ ZE 4
R 55448 P ) SHELL M85 78 2 i B 1Y shell FH P & 3K shell,
B /bin/sh (RIRFEIRBIE—) .
3. — HEINE W, AFE— D47 %N Cul+D 41 &4, 1B H g 2175 17
AKX — 25 i A B A R AR AR R R (B S, U ks 2 DA
A PRI T ORE 25 F P o
WA FSAFPATIMESFIE, E 1 atq . iH5S W 7.6.8.5 BELRHAT
AES TR 2B R
et aT LLFR 1) batch iy & H . 2 THEE ZEE, ES N 7.6.8.7 #ZHIX] At
F1 Batch Fr17 1]
7.6.8.5. HEERPATIES
BEFEFLPATH) At M Batch 155, A PAAT atq A5 atq a2 om—
ANERFPAT TS B, AT B R N — 1T « AT N5 G0 5
HIH A58 P 48R P REEEFEMATE 0TS . R root F P 4T
atq %, W Bospra -l ITE 5%
7.6.8.6. AN 4T 1L
at Al batch iy & BB AT LI T Fr s :

% 7-5at Al batch #rd4TER

IR iiipa
M AN S A 4 B shell JIAS, T AN @A A

f
ATIRTFT NN 2 BUHIA .

-m AT 55 SE R ) R FL B

v B NAT S AT I ]

7.6.8.7. &%+ At A1 Batch fii ]

f& 0T DL H fete/at.allow Fl/etc/at.deny SCHRER fi1l Xt at F1 batch 4 HI15 ] .
XLy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
A SR VAT 245

WERAFAE atallow U, RALEZSCAF TR H A - 4 RefE H at 53 batch,
I H. at.deny SR 20 o

WK atallow SCEEANTELE, M) at.deny SCAA %1 H A P o 2% 4 at B%
# batch.
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IR RSB T, AN ES at sFEERE (atd) o BRI A
AT at 5K batch Ay i, AR [R5 ST
ANEVF IR SO N A2 A4, root FH P ERIAZRe i AT at A1 batch fir
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BN\E RARE

8.1. ZEFEMRE

8.1.1. Ph.kKHE

B kiR RS FE R 22 TR, AR AR 2 247 firewalld SCHF
W 28 /577 K 355 [X 35 (zone) & X8 42 . 2 N Z 2E R SAPT KEEH T A,
'BCHF IPv4,IPV6 5 kv B LR ORI, IF HAA IE 1T I e B AR AR B
R T o B AR SRR AU VR IR S B B AR P BN BT K B 4 1 L AT DABh s
PREIT K
8.1.1.1. TLEIne

1) SEIBNAE T, S6F TN ) 5 AN TR R O AN K

2) $EAt firewall-cmd iy 217 Ft AT & B C B TAE;

3) sk firewall-config EIIEALECE T K

4)  SEILRG AR S P R R 7 K S A

5) X#ESHF.
8.1.12. FAd4

SRR AT

dnf install firewalld

JR BT

systemctl enable firewalld.service

systemctl start firewalld.service
KPR .

systemctl stop firewalld

systemctl disable firewalld
BERSHSWT:

systemctl status firewalld

8.1.1.3. [XigEH
LR R 28 Kl o0 A RV X 8 CGEF AR DL R AR zones) » fill5E HY AN X 42
N FR) 75 I 2 SRS SR 42 ) HL (R A28 B B o 91 2 ELDER IR AN TS AR O X 3, 1T
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P 8 10X 2% 2 1 R A A 1 X 33, DA B 22 4 SRS TP A% LR i — SR8 (S . JURE AR IX
LS LI R (— AN A (B AR B DX AT — A N B R 28 (— AN s E AR R X ) . Fe 2%
H 572 R At 52 35 18 10 M AE AN [R] 7K P IS AT DX 1 22 2 UK 1 3a AT A% T8 PE AR
B2 (AR B e DR U . ol A3 WIFT WL B NAZAMEAT, TR EEH £
IR 28 T F2 B0 A% SE B AT o 2 22 AR ] DUAE 22355 . WA B AN B IR G S I 4%
EEREI IR BT IEAY, . AR T AT BEA P2 BT K AT ), € X
THEZ AT . 1B ete/firewalld/ [ X 3K A8 A& — R A1 AT LB PRI AT 21
R TE « A LA R EE A 35

drop (7

PR ) X 2 B L 5 7, A AR R . AN REA RIE H 250 N 25 1%
o

block (PRI

ATART RS B R 45 S 5 B TPv4 1Y icmp-host-prohibited 15 S 1 IPv6 Y icmp6-
adm-prohibited 15 & BT 4

public (A3L)

FEAFEDXIRNAEH, AREAEE P2 N I AR T AL, A seii e i B i
Fo

external (M)

Rl e ik A T v ThRE AN o SEANREAS AR K B 2% 1 oA T H 5
ML, HEeReisat 5 mds:.

dmz (FEZEHX)

T ERAEE R XN HR, XN AT ATFU5 ], AT R PR3 5 A
L%, AU e I e R )

work (TAE)

R TAEX o S8R DL ASAHAS 9 28 P 10 HCAth i AS 23 9 35 6K R m i o AN A0 32
Wzt il e R 1)

home (ZKJE)

T FBEM %% o S8TT DLEAS AR N 28 A 1 Ho At T LA 2 78 S5 18 - AL
A I & i IR R T

internal ( %K)

T 2% . ST DR AR FAG AT 2 A 1 e Ath o S WLAS 2 U 8 B T E L
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PN R 2k i P )iz .
trusted (f54T)
AR A I 25 4%
Ui : firewalld 154 X382 public.
R SRR X 3881 3%

firewall-cmd --get-zones

BE NS BE X Ik

firewall-cmd --set-default-zone=home

AR = H Y Xk

firewall-cmd --get-active-zones

BCE AT X R O

firewall-cmd --get-zone-of-interface=enp03s

BRFTA AFX IR (public)

firewall-cmd --zone=public --list-all

IR B 28 4 10 enp0s3 AP EBIX 38 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

K AMESIN S FE T enp0s3 AN EBIX I (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.14. R%EH
amanda. ftp. samba A tftp 55 H LRSS O firewalld FRALAH N RS,
LML EE:

firewall-cmd --get-services

WoR TR S

firewall-cmd --list-services

AN http IR 552N ERIX I CGinternal)
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firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload

B — ARSI R 72 [X
FHAL— MRS IR 3 X, Blan e vE SMTP #E A TAEIX

firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

M IXFERARS, L M TAEIXFE R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. it 1 H
FT T iy 11
FTHF 443/tep i I AE A FBIX 4k (internal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

ity 1 %% K

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

A A B R, BB I3 (masquerade) , SRS RSN X 45
(external) ] 22 ¥t 156 K % 3777,

8.1.1.6. E#%HE

firewalld 4 — /MG FR N “direct interface” (B 4%E#Z11) , ‘© 0 DL H#iE L
iptables. ip6tables I ebtables FIFLINI . EIEH TN AT, MAZHHF . firewalld
PRI PTG NIt B WiE %, BT CUEOERE U firewalld MR 3L b A FH B2 v 11452
SRR 73 B o L FE s 1 E 3 n-~direct 3T A o B R DR 0E T iRk
R, LAMBEAEIS AT I 18] A 38 D0 i B4 1977 K e R 0] o 3 8 ) AN 2 7 AP 1)
BN s 1 tep 9000 3

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j ACCEPT

firewall-cmd --reload

8.1.1.7. &M (Rich Language)

Bt “rich language™ ik, AT UAA b B R 0105 N &) BRI 7 VA L A
Bl KIEE o e AMEBEK A DR B W B IXPE S AT U RACE 77 X, AR S HF
PUATHIBCE 73R BT a2 A8 root F 7 B AEAT o BN —T00 KU F) iy & 4%
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FABIR FRIAT LS = R S R B E RS0 (EBGRR) V10 RS AT M

AR

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
o B — TR «

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

o — T2 A7 AE

firewall-cmd [--zone=zone] --query-rich-rule="rule'

— BB, RIFE—AS TP Hhtik (192.168.0.0) [ ARSS AL B By KHS A
YFUn F AR 5% http,https,vnc-server,PostgreSQL .

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent
firewall-cmd --reload

8.1.1.8. BlEfR%

BT EE RS 2 RTMP (RTMP 2 Real Time Messaging Protocol ( 5k

B R AR O ME FREES . Z P E T TCP) i H 5 1935, 7E
fete/firewalld/services/ H 5/, FI LA AL B SO U0 nfs.xml AE AR o

cd /etc/firewalld/services/

Yo 1% H AR R E M 28 iR 55 M 24, R T2, ANk
B XA s A€ T — B 28 i 55 o E1% H i iRCa € LI 28 k
55, WAL FIEIIARSS xml 5E S, A SRIEE P Ay AT LAE RGN .
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cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

YL M SR 7 ZAE T AR S5 00 xml SCAFPE XA A e, ik
i 1A AR A AT DS SO A B

#cd /etc/firewalld/services/
THEBH nfsxml A rtmp.xml

#mv nfs.xml rtmp.xml

N vi g AR AZ 2 rtmp.xml ST N

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

BRGNS A R 28 F 48 0E /7 2 A8
FHEISC S FURIREER 4% o SRR SRR 55 N B K S U o o

systemctl restart firewalld.service
firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config S RFF KBS I BT A RePE . & HE G m] DL ek R s H 7
Filg . @i firewall-config A 7] LARC B B K8 o Vidad RS o 1. D,
sty ¥ F ICMP i JiE 23 AN 3 zone (X3 W B 25 ThiE AR 7 K B 15 & 50
IE B e,
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BisoBEE Ex
XHHF) EW(O) ZE(V) WBIH)
v EmiE BH: Ef78 -~
i3 X BE IPSets
ens3 (ens3)
BlE: public FirewallD EM{ZE X T HENME SR, BOLURRMUANFEEE, KHEES. KO, BHiK. PH
0 . BO/MER. CMPEELEEANSNES, EEoLsE Ok Ei4t,
*i block
. ol . B& @O B EEO0 0% EORE >
drop BILEXEEXEHPPERSE0EN, ERENEIX TR ENE
external #. BOMESFETNORER  TUER0TEES
home
internal B S5
public amanda-client
trusted amanda-k5-client
work amgp
amgps
apcupsd
audit
bacula
bacula-client
bgp
bitcoin
bitcoin-rpc
bitcoin-testnet

BERIIE firewald 0518
BHAEE: public LogDenied:off GREE: =/F BHEEERF: system (off) Lockdown: =/

& 8-1 By kIR E

firewall-config TAE S 73 e =AM 53 B2 33858, a2 R E R TR .
X kS ICMP . H4 PSR EIETR.

YL AR/ T T ik FHRCER TR, REirdEE firewall-config T H &%
B2 H X5 51T firewalld. 7 &, ICMP 254! HHACE (Direct Configuration)
MEE FH 45 (Lockdown Whitlist) #3%% R AEMEFE T hise S ip % 2 J5 4 fe
I

1) firewall-config X3 #H

firewall-config F- SCPAFE YA LI : O, &D, &F, #Eh. HAkmr
SKHE R EER, BRI

R KK AT K EER o a0 BT A IS AT I OB a0 SR TR K
ABLEH#AE, BARGEB G LR,

T OB X e B o 2 T 4 P BR A [X 3

PR BRIA DX I3k B o X % e 42 1) i X R 42 11

RS MR R 5T R .

BUE . BUE AT DO B KRG E AT e, R v a4 s BRI R AT L
Bl o BERFIEN firewalld BGI0 1 8E AHb N FH 85038 il 45 B B ) il SR i B 7 2. B
FT MR E IR N R AR P S

2) EE®MF
firewall-config FC B G I-RELFE: BT FIKA .
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EoBN HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

IBATI: BATIEC OV A R ECE RN . BT R EIFARRAE R, £
FUHOINENT A PA IR, T ARG ECE RSS E R L F RN, X EIETUR & R K.

IR TR HE B R 22 G Bl e 5% B R AR (6« K A B A7 AE L B
SCAFR, BRRMLAS BR B IS R ORI R B AR .

3) X#Em+F

DI I 2 — > F2 B S

[ 2% B 7 KRG IX 8 T IERRI WA RESE o firewalld $R 4t 1 JLARFIUE L
DXf. X MK RSS . i P, fh%e. ICMP i8S H AR R X
A DAGRSE B4 ORI o R 5513 T 5 SCURES IX S8k i) Al 55 2 TS 1 o I A I
M55 T AR 2 X AR R IERE . #EH AjEshit;

I RSSIETRR

BsRE E3
XH(F) EMRO) THE(V) MWBHH)
v EEHHE EE: E78 v
PE3 1 Xi§ MBS IPSets
ens3 (ens3)
RUAR: public FirewallD XHIE X T HENMBER, BOURRGMNCIERE, KNERES. WO, DI PR
;{8 £, BO/MBXEL. ICMPHELREANMNES, KMo UHEREOUR SN,
=R oy « ES M0 WY BEO  KE  mO%R
drop AEREEXEATPLRSRTEN, TERTWEIX NS
exiomal #. BOMBHHFHEINORER ~ TUHETERS
home
internal B
public condor-collector
trusted ctdb
work dhep
dhcpvé
 dhcpvb-client
distce
dns
docker-registry
docker-swarm
dropbox-lansync
elasticsearch
eted-client

BRI E firewalld 1%

BHARE#E: public LogDenied: off f@iix: =F BHHEMIEHF: system (off) Lockdown: 22

& 8-2 IR SFIB I~
i, i H kIR
S 12 TR IR B SOV BN LB W 45 17 1) ) 3 1
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B R R = IR S5 SR E R (EFRRD V10 RS EH R F

XF#HF) &) EH(V) MWEIH)
v ETEEE EH: B~

g Xi [@% IPSets
ens3 (ens3)
BLE: public FirewallD B X T #HENMSEER. BOURFOLNEEE KHRES. WO, Hil. PH
#0 £, BOAREA. ICMPEEURERANNAS, Ko UEREOUR B,
e flock « ES =0 WY BED 6% EONE
drop akda ik .
extern
home
interny & EO AL
p
tustel  EO/ROTE: | |
work
B e -
2RGH(C) AiE(C
-
R + FED0(A) VRIE(E Bi2(R

BRI F firewalld %,
Bi\Eid: public LogDenied:off f&ifx: =/H BEm#EIEEF: system (off) Lockdown: 2

& 8-3 ¥ O FET &
BV BRI BT KB BIAFEAN I 11, W JE 3 firewall-config Fi% £ AR B
P B PR 4% X 3o 3 1 B b I 0 T A3 I s Ind%4H,  Port and Protocol Xt
7T .
i N\ 1 B0 B o 115 L, SRAS VR AT o AN RS B A I tep B udp.
P F iR IR
Py 28735 T T SR RA A 99 2 b bk T DA I 555 380 A I ) TP ik

BAERE o IE2

XHHF) EWO) WHE(V) HWHIH)

v EamE BE: | EfE

EE Rif MBS IPSets

ens3 (ens3)

BUE: public FirewallD X8 X THEMNMEERE. BOURRMEMEEE, EHRES. WO, B PH

0 £, BOARXMA. ICMPEELRSAMMES, K LUgeEEOuRSnsT,

L S < BS 0 B BS0 0% sORR >
drop NECERE—ARCHENAESEDERANINAERHSE, HE
:‘;:"‘ SREAN. EHFRREETAN, QEENSLE—RaRtHn

EERFS, HRGERT Pvi,

internal
public MER
1‘:}“’" NBCRMOE, BLNEE P MESE P 5,

EBRILE firewalld %1,
BHAE: public LogDenied:off @iR: =H HEEMEAF: system (off) Lockdown: =
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&l 8-4 Py TR IR
EORE IPva4 HUIEAE By — A L — g Ahaital, U S 3) firewall-config T H.Jf:
PR B AL (2% X 3% Dy R hn R AN I HE DL AT TPv4 HtLhE 5 46 ot
AN L.
iv. i e R T IR
S I 3 R m] ARG 28] 53— 11 DL K/ e oAt AL

PR [ x |
XH(F) EW(O) HE(V) WMBIH)
v ERNOE KEN: EIi
b3 Xi§ BS IPSets
ens3 (ens3)
BHAE: public FirewallD X#{EX T HENMEER. BOMURRBHEN ¥, KBRS, ®WO. i P
g0 £. BO/MXEL. ICMPHELLERMNES, KoLl OBt
*i block
: bl « B5 WO WY EEnD % mows o
drop FMRERFEERD, TURMERREN—THROYS— RO, ©T]
o MEMBHEASIS— 1, BAIS— T REDER0SHENHE
ome P
B, MOELOERT IPv
S HH. #O¥RLEFT IPv4
public ®O i BMEO Bkt
trusted
work
AN0(A)
SR E firewalld 89518
A public LogDenied: off RHRX: =F BHWMEF: system (of) Lockdown: 25

] 8-5 ¥y 3% K FETH-F

N —ANERE S uity 13 R N i T 465 90 B2 B “packets™ ) — /> P B b ik B B AR i
M, HeluE e 1P thll, SRS IR DV KRS . (R M5 B
TR PSR S B o G . 58 R B T B E e 248 Y

LR R R A DA — R Y B L, TR K H kM,
Ho N L2 ) e ) A b i 1 G g BV PRl o 9 i 2 31 FL At 1Y) TPv4 ik,
PR AL R B 55— CURGEAE, SN B B3 TP Mk R O 838 o a0
S A B 2 SR VBRI A2 B[R] — Ao o e B 58 B AT B 2

v. ICMP 828 TR

ICMP I JE#E AT BLIL % Internet 2 HIRSCHM IR X B4 SCAT L2 &

T SRR A2 05 B SR BIUEE 172 2% 1 B 2 1 i ¥ 5
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K HUAT BB IR S5 AR R G (EBTRRD V10 RGE BT

BAERE cEx

XfHF) EHO) ZHE(V) FEBIH)

v ETHENE iKH: EfIi~

pL3i Xif MBS IPSets

ens3 (ens3)

HLE: public FirewallD K#{E X T#HENMEER. ROMLRRGANCIEEE. KERES. KO, HIXL PH

#0 £, BO/MBXER. ICMPEELREAMNES, Xiga]USEBROURESY,

= - MO B B0 BB BORE  cMwPiEE
drop ERMESEXNN (ICMP) TEATFERMMHENEGLZHES
external 8, BHEELEMping BRUREESES
internal ICMP 25 EHRPHFICHZRIELS ICMP
public address-unreachable ~| XB, MEREICMP XBWR
trusted bad-header FEBAE, ARBERRER
work beyond-scope &,

communication-prohibited

] TR 'Al ":ag (I 1
destination-unreachable NRBATRAIE nver

Filter) , fET#RICBYICMP RE#

echo-r - S

bual REWES, MABEEUERE
echo-request =

= 2 HwEBirDROP X E,

failed-policy SNemEE
fragmentation-needed eflswzs
host-precedence-violation RETESE
host-prohibited
host-redirect

BRI E firewalld 891518
BiARiE: public LogDenied: off mR#RX: =H BRWRHIFF: system (off) Lockdown: 2

& 8-6ICMP it JE 2% TFiE T £

B E ZEH — A ICMP i€, )5 3] firewall-config [ B IF ik B E L
HAZ B HIM L IX 38, 1+ ICMP Filter bR LR BRI 75 £ JEH ICMP 5 5
FHPIEHE . JERREIEMECIZER L8 . XPhe A5 m i, BIARiraedt.

vi. HENEEDR

HEREEDRORE =Tk 5 A, BB DL R XA Mg IR
FEH T RS B B R B INRE € IR KSR o X Se R AR R A 2%, IF
HAEW A firewalld i3 D-Bus £33 B HEE TG FHEEHMH.
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BARER -
X#(F) EWO) THE(V) WBHH)
v EDNHE EN: XA ~
i R B PSets mgmE
ens3 (ens3)
BHAR: public HEREATARHANACEAT. XEERAREAF THREEN pables B2, HNX. B, &9,
70 2HHEYR. EEEENZUETHEM frewalld ESR O BRNEEFH.
5 STRIEN PV 835 7 ipvd = ipv6 I eb, ipv4 BT iptables, ipvé FF ipbtables, eb BF U ARNE
(ebtables]
# an
SANLETERMNE
ipv & &
+FM(A)

BRI E frewalld 09518
HilEi#: public LogDenied:off F@#fizt: =H HAWHIBF: system (off) Lockdown: 25

& 8-7 E¥RACEE TR
4y MR KSR E

N L AR AT B K B L, AR S A AT AL P TR IS AT I Bl IR B
HLHEFE KA (Permanent) , S N VXS 31 2 G sl B KO ST IR IR BT (¥ 1
5E o

FEIZATI (Runtime) #230F B o007 KBS I BE R, — B IS 3h el G bR iE
IR 3810 S HE, PR BIAE 2. 7 Permanent BE2K T 58 ey kB v g, AUAY
1 B AR B K A 0k RS e 2 S AR R T DA ST S T O E S Ak B
B T IR TS R, IR B E N K
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BABER - o Ea
X#HF) EWO) TEB(NV) ® mi5m
v EROHE RE: kA
g R B IPSets mERE
ens3 (ens3)
BUR: public HEEEESTHRAPMHAEAR. ERARERF TREEY iptables B, HNR. 8. 9.
#0 SRNEH. EREENENETSHM frewald DESF T BNNBEFA.
¥ STRIEN PV SR ipvd 2 ipvé Heb, ipvd AT iptables, ipve AT ipbtables, eb BT LI AMHE
(ebtables)
# AN oE
S5:AMREEROMNE
ipv & 8
-+ FM(A) MEHE(E M (R

BRI E firewalld 89518,
$HAR i public LogDenied: off f@iist: =5 HHWHIBF: system (off) Lockdown: 2253

& 8-8 BB KBS B

5) EBERIAS X

B RO 105 KA A BME, EE) firewall-config,
MR TR, th R R RS R I, W% Hh 92 i 1
FEF AR NN, B L T

XFHF) EW(O) THE(V) WMBHH)
v ERRIE EN: BN

i R ES IPSets
ens3 (ens3)
BHAR: public O fEF IPSet (AR RURE R, LUERTF IP ik, WOS WE MAC 3t

#®0 BRE
bS]

A pTERERIE K ey e gEuRESE
fl Higd pset mEFMNEE,
{ Dok :

dmz
drop
external
home
internal
public
trusted
work

OHA(C)

[QEEXAEENE D RAME IPSet

BRI E frewalld B,
BHARIE: public LogDenied:off RIEX: ZH EHWHEF: system (of) Lockdown: 22/

&l 8-9 BRI D X
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8.1.2. HTIHMEH (audit)
8.1.2.1. fajsr

audit T H o] DU S ve s BN HE S HE I R G UR A AI S5 ]
B DS AR e H &, e R AR Z AR (2 RN & 522K, B
B RGSC R .
8.1.2.2. ZeH IR B AT

audit.relus

Y
v e il e )
a !
A Task el Exelude
Y |- »
;;ﬁtﬁ | auditlog
) ausearch aureport
Linux P&
auditd.conf
& 8-10 R EE

Ui LR, MARNRERHAM 2 R R. ORA W
R NP R LR R SR Cusertask,exitexclude) , A5 fllJ& — & 51 5 &
J¥ (auditd. audispd. auditctl. autrace. ausearch A1 aureport £5) . Linux A%
1 TLFR 2R G818 FH A2

User:id s P 28 (Al = AL () s B B97E R IRV B, Wiz ks it
Ja B AT R A E

Task: EREFRSIFHFEFHFHERE (fork) 5 M—AMESHOIER, Wit
T3 fork A ve [ G 2 1 R D A% A

Exit: 24— RGN HIW & Sid sz izl

Exclude: MIBRAS &34 Exclude »& HSRIEEHE B, WHUEANEE 2K
VH B AT DAFE X B R AT 1 D

audit & NZ P — M, WIS AT S LR 2 7E audit Hhadsk, IXAMER
I RE I A B 2 PRI B . A% audit BIEE S Z 1 — AN AR T
auditd KAz . audit 77 A IR #2415 3 auditd ., 2R )5 auditd #E4T 3
‘B#EME. auditd.conf J2 auditd [WECE SCAF. audit.rules & audit BRI SCAF, B E
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audit 1 H &I F LR e — AN audit HEATEE RN AT auditet]
HEATHEAE . root FI P AT L ELBE1E A auditetl HEATHEAE . auditd U B EHE G &6
AN A BRI B 2 K H & R AF £E auditlog 3CAF A, BRI BX 42
Ivar/log/audit/audit.log. *73—/Ni@id audispd ¥ H EHEAT 40K .

BATHZEHIF RG] R NS R: Haei e, R ERE
PR FEFHaS, I EN, 858 A audit sF iR AT B &l
S, fJrlad AR R THR R AN 2 H K A AT o B O -

FH 748 8] 8 1 2 48 B auditd . audispd. auditctl. autrace. ausearch 11 aureport
SN AR P . R TR VR 5 A -

auditctl: BB 45 1) B v sp 4 AR AT 9 T, A m B &

auditd: audit sF AR ST R R AR PG B E AN BIRERL b, X E(E B M
PR R G iE shfib k7= A4« P 2 1 R 40 auditd 5 & 3EFE R A%
RGLIERNFHIHME L, K5 B 5 A\ Fl/var/log/audit/audit.log

aureport: 2 A1 AL B THR I T A .

ausearch: 24K & v FA44 1) T &

auditspd: % & A EN 25 AR FHART , A Z B AR v HE .

autrace: — /M FH T EREFIERE () dr & o BT strace, BREFIE—DiEfE, FRREER
B R ENHESCR 2
8.1.2.3. #INILHE

1) f#F dof TH 2R 5444

dnf install audit -y

2) audit fic F 01

audit 223 J5 o4 il 2 ANBC B S Jetc/audit/auditd.conf Fl/etc/audit/audit.rules .
letc/audit/auditd.conf &~y H 27 FIBRANEC E SO . fetc/audit/audit.rules /& ic 5% H
TR SO . B 22 %% audit 5, B U SCRE R A .

letc/audit/auditd.conf 747 F2 7 (1) BR AL B SC AR A2 O E S A

T8I 157 B 15 B — M etc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#i B H &

log_file = /var/log/audit/audit.log

#i B HE RIS E, B~ 0~99 ZME. Rk E NN 2, MA
SEHHE. RBRARE num_logs 18, EMERINN 0, EIREMRKATELH
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B

num_logs =5
#is B H SR S N R
name_format = NONE
#ic B H AR, DR RRAKR KA SRR SRR AR
B, 24T max log file action #5 5E sh1E
max_log file=6
#i B H S RIE B KA G HIBN1E, X HEE#E ROTATE (%)
max_log file action = ROTATE

8.1.2.4. auditctl iy 2 &/
auditctl Ay 4% U R

auditctl [ 1] filter,action -S syscall -F condition -k label
% 8-1 auditct] AF-4 &I
=] &S i
filter TEAH 1A MBS P AZ AN U VT FC I 8 2%
filter user,exit,task,exclude | N HEF . o JE4S task. exit. user P
J exclude
) AR HZEY (always Ronse)  (never
action always,never -~
TR
N Ft 5 B & 4 W H & 7 Bl fE
syscall all,2,open & ‘ .
fust/include/asm/unistd_64.h SCAFFHEF
TEYH U B AR R T, 13— DB SO Uk
condition | euid=0,arch=b64 R0 41D, HERR ID A1 Ay 2%
A S AR DT R
label TR T Frid s % E IR R H A&

-S FRRGIHM T EA T
-F RO

-k RN WA H TN L g

8.1.2.5. audit & 1 HL]
audit B 4 L= A5
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1) IO IXEEA T L T R AR S E MR E .
2 81 ) 7] DAFE fetc/audit/audit.rules ik B . AT
-DHIN R BT =4 A A8 B A% ) #
-b 8192#7F N % Hh 1 € B K HUE ) CAFAE B B A% Z2 v [X 9 8Mb#
-e 2 #BE HH AL B #
2) RGN X E R XS], FRATTAT DL
BRI R & A B H S AR R AL U 1]
A LLEI auditetl Ar@ W E . WIS RGATHN REEXE. HRIIBURE
PERAR A
F A 2
W AR
-P PR 5
-k K
Hop-p BURMIBHES J9IU M-
r— BRBOCHECE H %
w— HAFEE H K
X — BT ECE B3R
a— BURAEATEE B e k.
1 Gn 2 1 ¥58 fetc/passwd SCAF BB SAT N, W DME XA 2

auditctl -w /etc/passwd -p wa

WA LLE CF Eik A I B S ete/audit/rules.d/audit.rules H1RI AT SEE0T
AL
N AZ NS TR I 18 Bu/ete/hosts ST 2R

auditctl -w /etc/hosts -p wa -k hosts_change

3) ARGUHAMIN: X EERI A T A e A AT R BORS R T BEAT 1 R 4t
R
W% R G0 HI P RE 2 51w g 0 H B35 3l , X ik IR 2 B R 974
JIT AR E A B R R G i P 7 S auditrules Hro dn S O H SRS,
HBEN 1% H A S e st AT # it an AR T Mg sy, FE——Fh.
AGU A A
-a N2k G0 A PR
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-S BN B RS0 AR

ST 73 R0 U R ) AR D <

-D MHIBRFBTE R

-d IR — %R U -a X

W B ARG H 5%

W — 2% R AT -w Yo 5

-1 B A R

) 5 SCIE S A RSO R, R AP (UID A 10001) v il FIARZE i H 4%
EROEIVIUR

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile 2 H 7 H W EN— N Z 7, ML ER#EKETE T, ]
PUAE AR TS 1o S 4hiE auditet! a2 A8 I FLNIAS 2 R A 808 A T LEARATT
TEE WA S5 A R, AT LLR H A n 2154 fete/audit/rules.d/audit.rules Hr .
8.1.2.6. ~FH4PEEEE

JEE):
systemctl start auditd
SEN)EEIE
systemctl enable auditd
AT
service auditd stop
H:
service auditd restart
7t Ivar/log/audit/ B 3% ek H &S0
service auditd rotate

HEIR A% F 0 0 B )5 ST IR, GIINEAEBCA 2 W B4 73 [X 25 ALK AR A
B % H SIS L

service auditd resume
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BRIBATIRES

service auditd status

7

P il

H BT 3 Bl R R AL 25 -

auditctl -I

e & auditd Y H E S0 AR F L.

B audit I 5528 4 Fx A2 kylind,ip il 192.168.0.1;audit % /7 5 44 1 2 kylin2,
ip #ihl 192.168.0.2.

16 240 55 4 i P B S
vi /etc/audit/auditd.conf
#LE I T o 14 60
tcp_listen_port =60

HJF R 55

#service auditd restart

7 Ui 2 e AH SR A B I HLIC B A
#dnf -y install audispd-plugins
16 S5Ol SO

#vi /etc/audit/plugins.d/au-remote.conf
#HUH R 0 SRS R H SRS

active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

#15% B W T i A 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

XA HJE AR 55

#service auditd restart

8.1.2.7. aureport
B R TN BRI R, AIfE ] aureport i 4. WIERIHAT aureport I 1E
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FAEATIET, W2 Bon il ek, T2 LAl
Az il BRI 18] A AR 75

aureport -ts 8:00 -te 17:30 -f -1

AT P R I 1) S A

aureport -u --failed --summary -i

AR G F AR A

aureport -s -i --summary

8.1.2.8. ausearch
i/ ausearch, #XAJ LAk EANH R FAF IR, BIL T LLE I HE B
FEINEMPME (RS HEHE 44D KRR LA root F P 44T ausearch iy
Ly IR RN, RO 4 FBEH R —ATIRIT, BEMCR AT SR
[ AR
75 : ausearch -f /etc/passwd

[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 = tc/passwd” inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined r:unconfined_t:50-50:c0.c1023 key="passwd_c{

1470) - Archec000003e
B 8-11 #ith & R
A RNH:
time: & 1 [A]
name: § 11X 4 5

CVVdZ%ﬁﬁTf%§%é;
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syscall: IS R GE i H s
auid: & v+ FH 7 ID;
uid AT gid: V7 18] SCAF A 1D AT 4L 1D
comm: FH 7 Ia) SCEF () i 2 5
exe: b [y & I AT PAT SRR AR
R
TR R GG SR 2

ausearch --message USER_LOGIN --success no —interpret

WRIHRK, BEH, MORE, HH N2

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER CHAUTHTOK -m DEL _GROUP -m CHGRP_ID -m ROLE ASSIGN -
m ROLE REMOVE -i

R E I T8 BRI R g A, A BUR ar

ausearch --start yesterday --end now -m SYSCALL -sv no -i

BT (key) R HFHMFILFE.

auditd ZE I H ESCHFN A R Z , InRBA R E T, EARERE T
O oo Y (key) AT DUIRERCE.

TSl A auditetl Ay & S — AR

auditctl -w /etc/passwd -p rwa -k passwd_changes

 THT IR AN R DU ) = B SR ) BAE 2 fete/passwd FH K O FEE O AT AR
ke — HA MBS T HHEE S, nTRMER ook T (key) I ERF 1F A4
3%

T (key) HZRH IR

ausearch -k passwd_changes | less

TR A R 1 B i /ete/passwd SR HEE R, HARE B 2R
8.2. ZAeWIRAH

EME RGN, ERWEREAMRGE BN MRER, B, KRZ%
KB Qn R 25 N AR AT S R, AP X R, AR OEAE s AT it
RERUASE 125555 o AR U W A (e {5 Y LA ] SRR P SR S ) AR T REDADA A 55 45 R AR
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RGP R RERAE L
8.2.1. KYSEC Z&HlH]

BRI S IR S5 SR R E R G V10 456 B PP AE RGURE ORI [ A A
ERG 2], & T EETFRc AT RIRLE], S RGN R
FRIC VR AIRAT 2050, DR N FH AR ) P S PR N P A B () e B . AT 1AL
BB SCAF AT - BEEINE AL AL, N RG S B=T MR,
T R SV EA SRS S RAT , ARATRIER T3 #5 DSE SRR 9 25 1 B3
175
8.2.11 wANEHE

KYSEC A PMARE; EHIBIZN (normal) « #BIx (softmode) . 5l
R ABPATARERN IR P, BNZE LR P AT 3 B br i B N AR e, T st
T, RARIERAREN R FFRIPATAT N, AZEIER P 8AF. REUERA KYSEC
LARERIPIRES, HPATIER] SCHRI . WRERIRESHR AL TR FPIRES,
=BG LR

B/AE kysec “ARIRE:

#getstatus

KySec status: Normal
exec control: on

file protect: on

kmod protect: on

three admin : off

WHE kysec IR NI
#sudo setstatus softmode

BCE kysec % ARy o A 2

#sudo setstatus normal
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8.2.1.2. $ATIEH
BRI RO i IR S5 SR R E R G VA0 TR0 T SO AT« BEEIn AR AN 3L = 2
IR, ARG BT MARER, Htr Rt B &b e St
AT, ATRATIZE T8 $8 NSRS R BAT I EE B AT o AR AT AT 1 AT 047 S0
EMER. Bk, #IL B3, Ear S RiEn, ST,
(1) AIPRAT ST AT 420
W IE LR tmp/ls WHAT 2RI
#cp /bin/ls tmp
#itmpl/ls

EHEMHRIEE/tmp/1s ) kysec Rt f5, WA $4T/tmp/1s T2 ¥

#sudo kysec_set -n exectl -v original /tmp/Is

#itmpl/ls
B/ tmp/1s F ARG, ZEFAREHIMT:

#echo “ > >> [tmpl/ls

#tmpl/ls
(2) AIPAT RRIAS R AT 42 A
B JHIA ST ftmpltest.sh FERIIHAT AR, WA Q1 F

#!/bin/bash
echo “test”

#chmod +x /tmp/test.sh
ERPEHM TS, #IEEHTRER:

#/tmp/test.sh

#bash /tmp/test.sh

LG PR B OUR kysee BRid SR, FRT LA IEH AT .
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#sudo kysec_set -n exectl -v original /tmp/test.sh
(3) ARZAEH A AT 12 1)
FH ¥ TN Az S ST 1 281 32 H 5%, FRsalm s DUy I Rz, Ry

KYSEC Tjfg, ko< .

#cp /lib/modules/"uname -r’/kernel/net/netfilter/nf_conntrack_ftp.ko ~

#sudo insmod ~/nf_conntrack_ftp.ko
B oPs DL A Rz bR, AT LI #8T) o

#sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko

#sudo insmod ~/nf_conntrack_ftp.ko

8.2.1.3. AR T
AR T REIT RIS, RIS A BB . v . MM ER . IXAERE
TR 2R Gt B B IC B S AR R R IB 2
25 AW E SR IR IE -
#sudo kysec_set -n protect -v readonly /tmp/testfile
25 A RS BRSO IR BI AR L -

#sudo kysec_set -xn protect /tmp/testfile

25 At tmpltestfile ¥ E AR BIPRIC JG, W ZE 1R824, B A 44, M B
/tmp/testfile LA 0 R AE M 2 &7 R WL

#echo “test]” >> /tmp/testfile
#mv /tmp/testfile /tmp/abc

#rm -f /tmp/testfile

8.2.2. HyERRE Ry HLAH
SRV AR i R S5 s VR R 48 V10 SEIL A P FA A Hdls AL 2 1 Rl 128 A 1 5
FEHEF RIS, B 7SO RI AR DIRE B ORI SR R 3P A AR
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HREES, BRI EVE A P 3RA9 4 B OB PR AR TGV SR U Al F P I FA A Bt 1)
I 0, i (1 S A R AP A 11 B e = L
o [mEskas, M AAEIICTHE CBLEMRGH AL, SEAE
RIS B0 o ol 5
o HRILE, WA AN A OB L ER S, TR E R T
TR SRR, SEBHUE L.
8.2.2.1. [ Es ks
KA R B A4 AL B R4 H 3% J9/box . FH 748 ] boxadm 81 — AN BLBE ST
PRy e, Fh st H s ShAS RE R 0 U7 )
test F 7 B — A ST RYHH testbox,  FFHI# — N30

#boxadm -c testbox

#touch /box/test/testbox/testfile

test F ) 5 & /box/test 1) H 3¢ S SCAH -

#ls -1 /box/test
testbox
#l1s -1 /box/test/testbox

testfile

{H root H 7 & & /box FHIF HZ, Wl
(1) 1s -1 /box/test fiy 2 i th H1% H /box/test/testbox, #E7x “SMHE 07 ;
(2) s -1d /box/test/testbox fiF 2 $&7~"No such file or directory”;

(3) Is -1 /box/test/testbox/testfile i 2 &7~ ” No such file or directory”

#ls -1 /box/test
#1s -1d /box/test/testbox

#1s -1 /box/test/testbox/testfile

8.2.2.2. ¥Et=
F P48 boxadm ¥ B SR FE A A B S AEEABR, R L EAUR
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BEE I EAR, AR A H P R EE U R IX AN H % .
test HI /7 % B root X /box/test/testbox H g Rt ZAR 5, root A4
BE 17 0] /box/test/testbox H 3% :

#boxadm -s -u root -p rx testbox

root I P HAT I F a4, WA PLE 2 /box/test H & FAF1E testbox H 3.
/box/test/testbox H k& NAFALE testfile A

#ls -1 /box/test/

#ls -1 /box/test/testbox

8.2.2.3. boxadm [ f# FH J7 1%
test FH AN — N RRBE SCE R4 testbox, 24 i H % /box/test/testbox:

#boxadm -c testbox

B E root Xf/box/test/testbox H i) Rz ZAIR 5, root H ' 74 BE VT 1)
/box/test/testbox H % :

#boxadm -s -u root -p rx testbox

W H root Xf/box/test/testbox H FM L5 HZR IR, root A RS
/box/test/testbox H 3% :

#boxadm -s -u root -p rwx testbox
71 % /box/test/testbox H F M Box {5 5.

#boxadm -1 testbox

Access:user:root:rwx

F£ 1% root FH J %) /box/test/testbox H T (14t AR :

#boxadm -s -u root -X testbox

11 4 /box/test/testbox H 3% :
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#boxadm -r testbox

8.2.3. RIS HFEH

TEVH AL 2 AU — P R ERVE R G LA MU7 3%, H A R 3= ik
L U e SO0 B H AR BT IE R ERAE I RE T o TESEER T, AR R — R
oRZRRE, MR ATRER M. Hat. TCP/UDP i, JEENFE. /0 #&%. &
R 5% 3 B — 2w BRI m xS R, B RSN
A% SR AT AU —— A 25 22 4 @ M I R g R 18 EAT Uy 7] o AR A AR AT AR
FAR BT A EHO AR — AR (AR AT IR, e e SR
¥

TR EARTRIR VTN #FH (— A —ANERR), RAIR IR AT ] ) 5
P ARIE DRI AURT, E RGBS S g AR AR, 0 dirs files

process %5,

T4 LN febR IR ERTE FY LY R @Y, 4% SELinux . M.
BB, WRMH MLS(Z 474, DL AN RIS AR 24

HRUFIIE: 2 ELgh —ANX IR PE W RT LAY X ANKE G, St R RE, 2
RO R AR 52

Id e JERE DAGE 58 M HERE R BLSAT M RE JIM ORI e, TR 2 = Atk
e —ANFERRHT AR AT X — AT AT ST SR L entrypoint U7 A ALRR , 272
T CBREATTD SRR N H RO R B execute Ty [AALRR,  BEFR ¥ 24 1T
I SRS B IR AT transition U5 A AR .

Frfh: A— BBl GG, pRoE kLR LA

AN RIARAE linux P 0P, MR A RT DLUIEN
8.2.3.1. SELinux FEAiti S ms

UL = RSB ERE RS V10 ARIE RG AT R, EHl T RARTEE
KIIREHRG . AU T RE NS . B THIR S S . PUTIR I DI RE SRS . (14 0T
BESRENS . kvm/Ixc S5 RGTHRERNS . RAME BT EIH H THEG . K553
i E Shisid AT Re. WRABAFRR S, Efl 7 ukmls. ukmes 1 target =%
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SE JLAili S .
8.2.3.2. LA FMERLA Y]

RGHEIEH RS Ea# N T v, favrBRR N 7 B RATIR S A E
BRAEFR AT 22 4 M B RVFIZRE I ERAEA AT ATAAT , (x4 B T R st
2 FOEE A R RE U Al Fe o AT 22 4 IR 55 28 R Ge e A T
A5 FH gt A Ao VA SRS, A BRUASE T DU s FH i e R ) S s oA o 2 A7 1l
A o

(1) 471 22 4 H g A A )
FRATHR AL T — L8 TRy & 0 LLE ) 4 1 1) 2 4 S A5 2, Wi/usr/sbin/getenforce Al
/ust/sbin/sestatus. A 7 # AT LI I X Lo a4 B3R 47 A
getenforce 7 2% tH 47 4 Permissive IR 47 4b T SV, %4 Enforcing N
TN AL T b R

sestatus 74 [ H 7T A2 LA T 2

#sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

BN 1 2 i 2242 SR RO, RIS AT DAAS 21 H At 22 4 SRR 45 B -
LRI RRES L LRI ST RS E . BB SR BRI 24
SRS AN 122 2 SR H S A4 K o
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(2) ZaRmEHA BN

N T ZaF B UL RG — R BE A B 5RE, (H2 BG4t 7 Al B
2 A RIS AR N A2

setenforce 1 ¥ & A5 il B

setenforce 0 ¥ & A FLVFRLE.

ARG =" EHAPRAZEEH A LMEM setenforce 1 #EA R,
R 2z B 6] DAE A setenforce 0 3 21 7o ¥FAR 2

(3) M % 4 5w

£ Z G BRI, JAT Tt T DA SE 48 F 3RATT 10 22 2 S ik N 3 28 4 i Uik AT
BE. EATEINT:

a) R4 sITHEN grub SEHL,
b) Hi N grub FHMEL NI R IS4, #S3L selinux=1 enforcing=1 125N

selinux=1 enforcing=0 -

(4 HhR%.

XFE ARG BN BIAEY RN, root X RGEHEATIER
8.2.3.3. WML E v

N T ITER R 2 S 3T EC B, BATHARAE 1 LT dir &0k 24 i 22 42 S
BT A -
8.2.33.1. BFEIFILH 2

Agirh L H -2 IR SR AL 1B SO B R 2 4 R SCI I RE
W: 1s-Zid-Z M ps-Z, XEArA 0T -Z UG & oz SO s fE r 22 4 1
N3G fils -Z A3, Ha PO N

-rw-1--1--. 00t root sysadm_u:object r:admin_home t:sO

Hrp sysadm_u #RRNZ MR T sysadm u A RIEH P, object r KR
SR T BRI, admin_home t RN ZICEFIIZEAY,  FRATTH SHEmE 2
HRAE X LRI A A 2 R BEAT 5 il 228 1

8.2.3.3.2. BRI S
LA AT LB — ey 5T RGP T U R 224 R SCITERE, e
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chcon. setfiles 1 restorecon 74> .

/bin/ls A4 bin_t KA, 224 51 0] LU cheon -t sbin_t /bin/ls #f bin_t
BN sbin_t 287,

cheon T4 1-u ZEAT B OZ U2 4 B R SCHR I A SRIE L P, o+ 24
A MBS E A, -1 SEOTUMESUE 2 A0, HAb R A R A E Y
BT

setfiles iy 4 ] DARRAE B AT 22 4 SRME (AR i ST R Ge R BT SO EAT A
e s

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon 7y 4 1] LUK &A% U ER N 224 _F R 3L, Wl : restorecon -1 filename.

TEXE SCPF ) 22 4 bR SORRIC AT 3R AR I 7 S 24 20X MR ic iR IR T, 48
JEHEBATEAE, R LLEE - T
8.2.3.3.3. Hi/7. MK R

B SFFEFFUN (login, sshd) £ 5T ML Linux FH P £ 22 45k 0E FH P, 76 85
U SR 2 A L P R AR IS T AT — A Linux B P FRIRAF 58 2 M R, DUHECH) 2 4%
W FH P AR IR FE SO WIAE shell BEFE 224 1R SCHIFH AR IRFF . 22 A H Ll v fif
Fil semanage it 2 5¢ ML, #0: semanage login -a -s charlie u charlie, 7~ Linux
F P charlie 1E 42 4 5RBE FH P charlie_u B3k &%t

ff ] semanage login -1 if 27 LLAE, 41T K-

#semanage login -1

e SELinux H/* MLS/MCS {afl s
__default user_u $0-s0:¢0.c1023 &
auditadm auditadm_u s0-s0:c0.c1023 e
root root $0-s0:c0.c1023 &
secadm secadm_u $0-s0:¢0.c1023 <
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— AR RO N A, EAE R I A

REFE NI — A, wILL

W I NS B T H semanage % A\ semanage user -a -R mgr r -R charlie_r -P user

charlie_u KB — A UAE A L mgr r A1 charlie r 1% 4= SR Mg H 7

charlie u.

Ali@ T semanage user -1 HEATEF,

#semanage user -1

pric MLS/
SELinux HI/7 A4 MCS 4
auditadm_u audadm sO
guest_u user sO
root sysadm sO
secadm_u secadm sO

-
MLS/

MCS i SELinux ff 4
$0-s0:c0.c1023  auditadm r
sO guest r
$0-s0:c0.c1023  sysadm r

$0-s0:c0.c1023 secadm _r

AENOUE —EEERRR S, TSR @R, BARK T IR 32 5] 6 2
A R R SRR 2 A PR SRR A 1) S AR U R BEAT 41 o

8.2.3.3.4. i &

AKGrh T b L R R AT 1R, e AT DL

semanage port -a -t vnc_port_t -p udp 222

KA —ARC 7 2R % 1

Al semanage port -1 BT A A,

#semanage port -1
SELinux ¥ 127!

afs3 callback port_t
afs3 callback port_t
afs bos port t

afs fs port t

LURNEE
il Uiy 5
tep 7001
udp 7001
udp 7007
tcp 2040
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afs fs port t udp 7000, 7005

afs ka port t udp 7004

8.2.4. =MU4r L

RGP SR GAE L A R GARHE B SR R, R b REEh, K
RIS 7RG m] RG] .

FEB R, BEGE X DBREIG root FIRRERIATRIZY, 43518
root(uid=0)-secadm(uid=600)F1 auditadm(uid=700)43 HI1E ML 7 KI5 4 A7 1E
EATTN IR selinux =AU LA AR R— AN AT, NMRFEEGERGH T &40
SR RGN, BB =AU L B .

ZHUIF LRGN linux YA F P G UGENLEIY &, 80035 Thie 32 22
TR AL BEYGIER LTI SR =R ST P S0 B % 5. =R Gl AL 4t
linux F 7" & g3 S BRI FRIAIE SR G2 Ab m] DL A0SR FHOBUER] 73630 7 kAT & 1
o, RERGRLTTIEHITR, HFFEA T2 RAE RGUH AR
8.2.4.1. DhfE

R G I RE LG 5

ISP A —A UID 2y 0 a4 F 7 AT Az HE B = AN 2 520 P 1) S A A E
Thie, IEAMIIE RGUE L RFEHE B3k RGN P S VIS5 i il & & 1 i
BRUDR O, RIS AR = AUR Goxt Hofh A 2 53 P 238 W 1

2 SEIRAE R R D) R 2 B BT, T D4 AN [ B D3 FR R AN R 1) SELinux
BB

FHPEA DRSS BL AT 2, A =R GBI B R G0 5 5 0 %5 R
Gixt AR HL G P BT A ERE, BRI =R G e =AM E G H P AR,
ST AR FoA P 2 B 1
8.2.4.2. 7l

HERGEFRAA “HXEHEIRE” . izl RGH HA KRG H A AT
St RGBT X E . MR RGN % ARE N strict R REUEH G
AIEETERE R, s N R -> T B> . R H R AT LU T I 5 X 4
BRAY. WAL WU R ISR B 4 X G 2R 0 AR R
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8.2.4.3. =Rk
R82=EBAPWRE
AP [ #1E
reboot RAERWL
init EHRFIBATH
ifconfig ) 2% 2 11 A 2
rpm BAFOE R (EABEMIERIA TR SIS LD
useradd ANINA P 4n: useradd abe
passwd & ot @ H P S . W: passwd abe
userdel IBR A P o s userdel -r abe
insmod A
rmmod TR AR R
iptables b7 KB AH o
ARG e & R G Ta] (& P 2 18] H 2 ntpd
system-config-date
B % W BAE RV HEAT) o
2 system-config-keyboard RN E .
system-config-language HERE.
system-config-network [ 2% P L i 2> o
system-config-network-cmd
system-config-network-tui
system-config-printer FTEIHLACE
system-config-printer-applet
BARECE (A Rk 55 B0 & 7R 2 D)2
e RV T ©
mount oy X
baobab WAL A TR
e setenforce FF A FI5E A selinux [ 55 il 152 5K
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. setenforce 1 JF /3 BRI
CHAE 2 AR 3AT)
setenforce 0 5 A1 5 il #52 2
(R LZE2EH A A REHAT) -

checkpolicy

W T 152 5 W ST A 2 R AR i 1) 2R B ST
i, 3z ST A P AR ST R di N
policy src_t 284,

un :  checkpolicy -M policy.conf -o

policy.24

load policy

Ul: load policy -bq(Hl55#%) 5 #e A% H1 1
GATRNG, PREFE A 4ET1 Boolean 1A

chcon

BRSO Je 1 2 4 BT S, T

chcon -t bin_t filename

chcat

A B SC A AN ST A e I BBURK S . W chcat
s0:¢0.c255 filename

fixfiles

WEBE 74 F RN, W fixfiles -F

restore filename

setfiles

WIIEA SRS, R B bRiC AR
u: setfiles
/etc/selinux/targeted/contexts/files/file_conte

xts /

restorecon

KR BRSO 224 1R 3

Ul restorecon -r filename

semanage

SELinux & ¥ T Ha4
Ul: semanage user -1
semanage login -1

semanage user -m -R secadm r
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secadm_u

semodule

P SELinux SRMEALR,
4. semodule -1

semodule -1 modulename

setsebool

&4 SELinux H [ bool fH KAB KRB

: setsebool xdm_sysadm login=1

audit2allow

SRV A B 48 Jm s I ) SR VR .
audit2allow -a

audit2allow -i /var/log/dmesg

audit2why

AR V7 Ir) 9k 75 48 1) 5 1 HE B R s a4 1)
JR A
Ui audit2why < /var/log/audit/audit.log

1t aureport

AR o T B S & % B 0, ave, pid,
file, event, config ZFARZ1(5 B -
Wl aureport -au

aureport -a

aureport -p

ausearch

PRSP HE R
Ui: ausearch -gi 0

auditd

JA RS
4: auditd -s enable

auditctl

BRIRGIRES, B TR AR R .

t: auditctl -s

audispd

CRRl iR
: audispd

8.2.4.4. A 5% M

KT 5 R =B 3L e ) Re
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1) $AT N a4 IF 8 =B L A T e
security-switch --set strict

2) HE RS, {EHEAER
3) ilid security-switch --get iy @ A FH 2 B UG K s 2 AR T« =0
RYARYS) =D S R

security-switch --get

R HT % e PE R

R 22 A2 strict

TR | HRPRE | BUARES
SELinux Jit F(Enforcing) Jit FH (Enforcing)
=HUrAL Ja H Ja H
PAT J& F(Normal) J& F (Normal)

K D FoAth 22 b 2] LG P =L 3L % 4 D g
security-switch --set default

8.2.5. ZHIMZETIRERILE
8.2.5.1. HF* UID ME—

BAERGH P AR P FRR CRFR UID) RAFERNIK R, — R IiE
Hitd st UID W A -, JEE ST UID £ P eIER < 30, tH
A DAZE B P i F o B R g FH ) UID, % UID 0] LA S g A P 4 i 3
1o TARTIRESRALXT FH P UID M — WA, MR RE RS AN
F 7 UID 2N H R BeAfH — X .

HRGCAAAE kylin_1 HI7, HiZzH P SR UID (Al# dr4-: id - kylin_1
B F kylin_ 1 F P uid) A kylin_1-UID, #4740 N4

1.root MR/ kylin_1
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#userdel kylin 1
2.root Gl kylin 2 A/ H#& %€ uid 24 kylin_1-UID
#adduser kylin 2 —u kylin_1-UID
A P UID ME— PRk A, VSN kylin_ 2 FH PR AT ARG s 1D Rg il
G IR 2 R R, $27R: “adduser: TERUWA P ID” FHE R
8.25.2. AT H
security-switch & R4t MM —MH T Z2REN TR, @iz TE#HAT
R 3 Fh eI

® default Bi3: J5H R4 kysec LML
® strict #30: A kysec. selinux. =A%z, H. selinux 4 ukmes R0 ;
® custom FETH] 7 HE AR

8.2.5.2.1. default =,
% B default AR,
Lkylin &R R%, AT:

$sudo security-switch --set default

2EF RS
RS
LA | HEPRES | ERIARES
PATFE I H (Normal) J& F (Normal)

8.2.5.2.2. strict #={
B HE strict R
Lkylin X &%, 47!
#sudo security-switch --set strict
(R 5 o0 ¥ B root,secadm,auditadm =M B 51 FH 7 ) 2561
2EHFARS
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AR | HECRS | BRIRES
SELinux Ja F(Enforcing) )& F(Enforcing)
=AU SL JE A H
PAT J& Fl(Normal) J& Fi(Normal)
8.2.5.2.3. HE iz
BB HE SRR

Lkylin #3548, W HE XL, U5 M selinux 24l -
#sudo security-switch --set custom —list selinux
2.HB RS
RARE

ZAEBRBR | HEPRE | BOOIRE

SELinux Ji H(Enforcing) J& F(Enforcing)
8.2.5.3. it RGEHIREH

BT A 2 U RG RS, BUBHRAE RGNS =B L EK, SEIE A
SR, BT R SO VE T R R T AR 55 BB SR AN B T A OB
I RG 2B ER, SN RS B ELH], 2 H T IRSS A, s iR
SHEBNER, FORE MRS IEHIEAT; BB SU I8 T2 B 5 AR, IRE| &
g EIT SU ar T auditetl S8 THE I T R [Ny, 700 1 AN RIS )
BN B A S B B F =0 SR X B 0 W25 Th B

B RGAUR TR BAE 2R N strict BRI AP IhEEA ST, HAME
IR R SR F RS AT FFEIRZS (systemct]l statsu auditd)
8.2.5.3.1. BRI

B BRI, TR ST, WaEs i HEPEEEmit. HikHE
BFEFLRA, WA HP L FHERISE. S0 ERERMIESE, .
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Authentication Report

#date time acct host term exe success event

2020 4 02 A 09 H 13:21:21 test localhost localdomain /dev/ttyl

/usr/libexec/gdm-session-worker yes 309
8.2.5.3.2. 17 it
AP s RIS, RS R G T
Al Canxs uid 2y 600 A INAT R TERD
L THE B AN e TN, X uid=600 9 7 AT A EEAT H i
#auditctl -a exit,always -S all -F uid=600
2. ZAE I AT IRAE:
#cat /etc/uid_list
3G L uid THIMEEEE
#ausearch -ui 600 | grep uid_list
SE TR F T A AP B SR RP R 2 B IHE R .
8.25.3.3. K S B I}
B P K-S 38 . MIBR (useradd. passwd. userdel) ZEAT NER S R4t
Bt
AU, EEHH P N iEd Saureport -m B PLEE B H PR P ERVE R
H&.
1.root Al —NHH 7
#useradd testuser
2.root 1B H 7 # A :
#passwd testuser
3.root fHIFR A

#userdel testuser
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8.25.3.4. XCfF. Hxleiit
WIS B AR S, AR SofE . H SRR E A i Rt
ZNLUNE
171E kylin B P G2 ) /tmp/filel A4 J /tmp/test.dir H 3%
LETHEBRER RS, W TN
$auditctl -w /tmp/filel -k file
$auditctl —w /tmp/test.dir —k test_dir
2 kylin FJ' cat £ % /tmp/filel 31
3.kylin F P A rm JBR/tmp/filel ST
4 kylin F 7 Xt /tmp/test.dir AT #4E
5 kylin i F* X} /tmp/test.dir #E47 5 #4E
6. HITEH R ER RS, MBERDER 1 e
$auditctl -W /tmp/filel -k file
$auditctl -W /tmp/test.dir —k test_dir
SR LIS, P 2. 3. 4. 5 SN T OO K H R E S A
HEA AR A5R 6 MERFLIN J5 AP0 s SR v v H &
8.2.5.3.5. MK E
A IMAEBR RN 5 T LLHERR 8 € I THE B
8.2.5.3.6. H it H &Ry
RAEHITEHRAATUAERHIHE.
8.2.5.3.7. il H EH Ak
LT H S B E R AN, 28 i T R R Tk . ER
B T B D3OG C B SO /ete/audit/auditd.conf BEAT T2 4w
ENE
1.8 11 & # 51 9 4 /etc/audit/auditd.conf CAF, {# max log file=1,
num_logs =3 B HE /KN IMB, & XHE0A 3
2.9 T 0L L R RS
#systemctl restart auditd

273



EoBN O U = RS AR E RS (HPIRRD V10 REUE ATt

3T HE A I E TR,
$auditctl -a exit,always -S all -Fsys
4.7 E P R PATAEATIRAE, DMEP A REHE
$find /
5.9 HE A AR HIHHE XU RN NE H
$ls -1h /var/log/audit
2R 5 BFE, Ra#HiFHESR: auditlog. auditlog.1. auditlog2, HH
audit.log.1+ audit.log.2 XA R/NERN IM 45 .
8.2.5.3.8. i1t H & B {H Eh
T PR ER DRGSR O BIA R RIS, A H THE SR . O T A (A
RBRAE R Be5E i 225 T HI 7 F- 3 1 % /ete/audit/auditd.confs
L, AR R G H S5 XK/ 50G, ¥ 30G W E R RS 1A E, B
4 HB G 20G UL ER A & T H &
1.8 71 PR 51 4§ /etc/audit/auditd.conf SC2F, f# space 1eft=30000, E[H
R 250 BE N 30G; space left action=SYSLOG, Blijn] HEHE N—
FARE 35 CHARRE AL 7 1) (B AR 4 0 2R Gt SE B H S WA 72 1R) 7 D
2.9 T L O B S RS
#systemctl restart auditd
B2 Ja, MR HETEFREENT 30G, Wit HEPE 7 EHITHE

==
o

8.2.5.4. ¥ AL T H B!
H AT IR 55 2R3 R G AR 2 2 HLHI DS AR SERL N & 1 H G
RH,
N kysec ZRAJH T H SRR
type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied { execute }
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for pid=15325 comm='bash' name='/secadm/Is' ssid=0x01 osid=0x00

loginuid=0 session=4294967295 kysec_status=4 id=1502886638.943:132300
8.3. MZAeEHTAR-Z&PL

2 A bt — B T BB 22 2 HESE KYSEC HA 3 T A, $24t R4 2 4l |
MK ORAPIC B R A BATHS AN S B4 S T RE, DRRE R s AT A5
(22 A FIaE .

AR AN L AR SR LR R R AR A T e T — A, AT
ORI RGBT 224

ANME: RERERS . WS RENK. REW4. REH T &
GUWE . TBTESER . SCHRR . KSR BEAR T . BADRRE . K BE . R
Gieh. RGYE . TR TS 2 MRS — N, KR IR R 4
R,

WP ORGP SRABE ARG i o R A A ALK P BIE AL, SR RS
Gi—E1E, WILRGK P ZEPitRe S, 1 R0 LA S

P2 ORAT: SRALS I BC AR I ThRE, SRS B b AR RN I 2847, BT E3)
N S FL e S I L TR B, v I 4 ) 22 A

R SRR R P AT RO RS, B AR R B AR P I A
17, BERADRELGE, (R RFIEITRERN %A EE.

BB SRR RS AR B B SO D B T Re, R R G
SO REE, BHIE R G B IR 5 S e

VEAH N Z1E S5 CHUIUBE 2 4 p O L P 1)
8.4. MBECHRYFE

BESC 47 8 R 6 T P RO RSB LR 0P TR, SR P S
SRR RIS, SR MBI, SO — L AR
AR

FATI TR A

S T A s SR P IR DT AR IE B R, (RS %
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LAEINE: SR S ERIE I LR, B AT 2
R, BRI 2 B M SRR AL L 7 A TR R

FwE s SO AR UE E PR S L [ A SRR A A G S, RES i 2
AN A 22 4 5 G N 8 N 37 5%

AR SCHF ORI AR RRCAS SRR LA, T T Sed Bl e R, ORAIE A
Wl 2 At RAER

o M RN E RS, LG S, BRIER R 5T LT

TR FIT 225 (IR SCOF ORI FE P T

FEHNE FAQ
9.1. WREEWHE

TR N “nkvers” - RIAT &, HihE B EUONRAERE, W
w~ GE: BRAREE3E Descbrfa i v, SCh OS5 .

#nkvers
Hitt K ylin Linux Version #HHHHHHHtHH
Release:

Kylin Linux Advanced Server release V10

Kernel:

4.19.90-49.0.v2207 .ky10.aarch64

Build:

Kylin Linux Advanced Server release V10-GFB-arm64-050/20230731

e e
9.2. FHREHIE

TELZRETFARZ W e T AW RGirh DL 2RI 7k, T MEH] fe-list 474
BEATEW, MR RGHEA Z LT B .

yum install -y fontconfig mkfontscale

AT fe-list A B O 2R FAK, SRR I SRR A0, 7T LK
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CEZ B AR Citfy otf Z5) RN /ust/share/fonts/ H 3% K, ARG N a4
AL FARR 5B BT PR 22 3 .

cd /usr/share/fonts/
mkfontscale
mkfontdir

fc-cache

TR GE R RN fe-list R LR FREE, B THRRE RN,
93. HARBREER
] rppm -pqi 44, WTLAE RO HEMER .

[root@localhost 5[l J#rpm -pqi tigervne-1.10.1-3.p02.ky10.x86 64.rpm

Name : tigervnc
Version : 1.10.1
Release : 3.p02.ky10

Architecture: x86 64
Install Date: (not installed)

Group : Unspecified

Size : 882530

License : GPLv2+

Signature  : RSA/SHALI, 2020 4 12 A 06 H 2 H 07 i 23 4 33 7,
Key ID 41{8aebe7a486d9f

Source RPM  : tigervnc-1.10.1-3.p02.ky10.src.rpm
Build Date :2020 £ 11 H 13 H &1 15 I 40 43 20 b
Build Host : localhost.localdomain

Packager : Kylin Linux

Vendor : KylinSoft

URL : http://www.tigervnc.com
Summary : A TigerVNC remote display system
Description :

This package provides client for Virtual Network Computing (VNC), with
which

you can access any other desktops running a VNC server.
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24. RIBEBRBHENR
i rpm -Kv+42 7] A& AL 2 S ek, Wi NE8N “OK”

[root@localhost 5 [f] J#rpm -Kv tigervnc-1.10.1-3.p02.ky10.x86 64.rpm
tigervne-1.10.1-3.p02.ky10.x86 64.rpm:

3k V3 RSA/SHA1 Signature, %4 ID 7a486d9f: OK

3k SHA256 digest: OK

3k SHA1 digest: OK

Payload SHA256 digest: OK

V3 RSA/SHALI Signature, %% ID 7a486d9f: OK

MD)5 digest: OK
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