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JRREN:nE

NV NMRIEEE M BRTTIE . BUFTE L IAHSGESK

3.5 B K0 F Rt A4t

AN FBFALE D NGB EH =07, HU NGRS

D RBEMEAFE: 2EFERE, BINTRSE =TT 2 ENINE

iy

2) SEBUAMEALER T H K, AR R 5 Rk A m] BCHAR SR =7 S AR Ak AR
CH=TT MRS . AR AR MRS 22BN NANER, kb
AT BEFATIRI Ui B S BRSO A B AR S 0 P A0 22 e F ok O AT T Ak 2 B id
B8, I T RGBS, eI e A 8 A BN NAB B8 70 P
BH . MIATE ERREEA TS =0 2 ERNELE, AR RAmE. &
LA BT BRI 115 B % 4

3) WAIA XS R IR HTICERBADNE R, WA EER, &A1
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[ 555 R IR A TF R 0 H S 38R A5 B ISR R al e L I BURE 2., IFIERS
BRI
4) FEEBADLST RS R, BATE R REEAT & IF. Bl B ik ass
Gy AR FIARRAG I, 2 RIE AR B AT TS 75 B i 223K A9 AR e 4k 22 {3
S it E S VSl AR N EFS
5) BATR] HEHE IR EEOR B DR B 1T A hIE R PGER M A5 2
WPAME ISR NAZ L, T SRR P FR ) H ) MR B a2
SRR AIVE L, BAT TR AL A8 A RS A NS ST, BRI A8 5 R R AEAS S A B R )
ARYEAH RIE R LA S Zhm e, A2 LA R R 0L R BA TR RE YL A
MMNEE, MEEREAUR R GISME DL
D SE A FER %45 E 5O s B RN
2) H5p3ud. R DAE AARITEEE A ION i B KN
3) HARARATAE . EYR. #AIRARGAT S EEAR S
4) T YRR E A N A A W07 4 R AR et (B AR MERS 2 A
UNEib=3:oF
5) PRI NG BB BAT A2 A AR AT
6) METEAITHEE NS S PR DN NE L, WEERNHEHRIE. BUFE
SYAPIRE SR
7) MRIEIEE R AT MEAT A R P 75 1 5
8) FIF4Ed pri iy dh B S M L 2R E B AT T (0. Wk B
77 it B 55 (14 e 5
9) MTFAIAmIT G BEAART LR, HIEXS SR 2 AR 7T Bl
REERIS, SRS AN BT s IR AL B Y 5
100 VEHHEIAE 1 H AR .
= BATOATFRER RS BRI NE R
IREPSEERAINE U
PAT AL WIRAE N E » R AL B ISR A= 2E A NG B AT AT
o
2.5 B AF R IR
R, AL H A 75 R A O B N AE B e RAEH &
5 B e AR IR ORAE S E S R o
IAT 7 R 55 R AR RIS E I RS, BATR LB RN 2~ S il
KOG, AEA PEAUIR N RS BN B B AT I A ALK B, IR SLEI 5 R ISR A
8
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NG BB -

3. AT PR AP IR LAE

WAVES J1I R P 0SB pe e fils, DB HE R ER A UM K&
PR 0] B4 %

TRA VK AE G BR (1) 22 7K N A 5 B 22 A R 3 H it LA OR A5 B 22 4 il

AT AT I EEH A (Flin, SSL/TLS) « B AL B SE T BOR R E A NS
5

FATEIL L TR BRI . AR LLREE (S B2 4. filin, AT
BREJTT RS S RN RV, R Sy R 55, JFEATH TS

445 KAEDNE Bl g e Fitt, BNk RshNams, Hibge®
PER, JFUSEERIEA. A5 E G S LRI FOF A e IR
Wi LA S BATTRE R BRI AN R Bt AR 35 IR R AT I B T 2R, Bl
MNME Bz aHE AL E L

=, A ERERNAER

R SR A PR AR RBUBE SR/ AR 507 W R B0 NG R itk 2, S TR A
Lolb 55 7 225 JE 5 B ANME HI A NS B BRI RE, 407 il 1E S ALF AT
PRI MG RGEEHTH S AR

FEAE FHARTAI LR E R Gt AL S0 =5 A, iHEE D AR RS

. RFE=TTHRARIRA A

TEAE 1 AR LR ER AT R Gt b 2 A A P 55 =D PRI S 28 =T A I B
AORA AR DT H 26 =5 A B AT Tt .

AL AR TR LR IR A AR G0 b2 2 B 58 = I 33 J A 4 D) 5 AT
B A0 N PR AL 7R I B2 TR R NBS AL IR

T RTFRBENERH 5

BT BHEE R GRS i DBURE N, R ERRREN, W72 E
P S A7 N TR T A P A7 i 5 (R TR SRR 55 2 o SRR 37 A AR R U =4 )
TR 5t DR AP R RN, B W B R AR BB R AR R 917 S A A

75~ AP AT E

FATT DR B S I BB A P W R, A W R A AR B, AT i a7 ot %
FORE B A Mo S FER A B R A B, R RS R E )R, BA1A4 &%
SRR (A R . . AR B R

B IR R TRA]

UNIE XS AP IAEAEAR AT BE ), SR TR RIS F L, 1S I AR 2
9



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

JIRF L 400-089-1870. ‘B J5 3t (www.kylinos.cn) DA Kz BRI 45 12 34 47 151 Bl
. EA] DL A IE BB 2 market@kylinos.cn 520 S AR R .
BRI ESE, AT 2R, —RIEHT, RARKAE 154
TEHNATER.
A EE R 2 HERE.
BOTFEH HIE: 20194 12 H 18 H
JERLIBR A A FR 2 W]

Mk T T X R RS S 22 AL 3 5% (300450)
e il sE XALPU AP % 9 SHRAKJE 20 2 (100190)
Ky i AR X FE 2 % — Bt 303 5 CFC ‘& Mtk F &l T3 #: 39
2 (410028)
HLiG: K (022) 58955650 dbE (010) 51659955 Kb (0731) 88280170
fEE: KA (022) 58955651 Jb5t (010) 62800607 Kb (0731) 88280166
Iy E] M3k : www.kylinos.cn

L HB1F:  support@kylinos.cn
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Re AR v A

BB = IR ST e AR R G CEIBERROD VIO FPRSCH Wi, e, HE.
I e, WIS E E CPU T 6. AT I 2 A R 408 B R ARG EARA
A AT R BEVEAI IR 2 Ab, A 7 EE BUR BB A TR A ) SR IR ER T

Gy

AP REDESERONUMSE, L PAT A5 HE B AR
CPU " 5 BN AF R G B R T Rl Re B D VP27 AT D EI LR
Wo Wity 2257 2 Ak, V5 DARIBLUEE & 2 55 2 A R gt (EBIRRD V10 72 R4
CPU 1 & L SehntfedF sl 45 SO

11



fr

B B OB IR S5 SRR R G (EBRO V10 RGUE LR T

F—E EXRGRE

R 1A N RGUE BALSS, EEARCE . HIYAR A E . H A
AR DL AL B

1.1. ARG X FE R B

FRGHLIX B B R 48 R G R SS A P SR S S PTG & - R AT R B B2 1R
SCAFE ) G AR H S R AT R . X L B R DL s I ek
Jetc/locale.conf it & SCAF B A# A localectl iy . M4k, #8w] LIZEF 7 B Sim ok
PATAES, FHEEESH LT
111 EERZGHKX

ARG IX L & ST A /ete/locale.conf, TEZR St )5 810 5] S systemd SFH I
XANEC B S AT DA R — AN IR S5 B P gk K, B RS BlE P AT S e B
SCfE. BNt uPEE, X 9 [ ) /ete/locale STIFRIBCE A AT -

LANG=de DE.UTF-8
LC_MESSAGES=C

LC_MESSAGES &I 12 Wil B 0As it e A o FAthdk 101 15 B
BEEER 1-1 FEFTR.

2% 1-1 fE/etc/locale.conf A AT BE B TR

EC BT ik
LANG AL RGN X ERIME
LC_COLLATE E SCZIA I HHE 7 A EC )
LC_CTYPE T 7/ M/ b3, 36T E 7/ A EE 7 =K,

BT R, TR TSR T, WAIT AR,
FE Ay LB B AR

LC_NUMERIC eIl T - Y
LC_TIME f TE) R0 H 3 2

LC_MESSAGES FONMEENES

1111, BoRMAThcE
Localectl #74 7]  THC &5 & A SR . BRYaiicE, i EHm

12




oy

s HURT BB = IR S5 AR R G (EBTRRD V10 RGUE BT

#localectl status

1.1.1.2. /-] X 5%
7] FH X F R AT R A T A4

#localectl list-locales | grep en

1.1.1.3. BLEHIX
LB RGEBAMIX, FFELL root H P H43i217:

#localectl set-locale LANG=locale

FH P AT DARC B A ) X bR £ AR E locale, AT localectl list-locales
R IE A X .
1.1.2. RERBMHR

FEAAT RO B TR AR ] 5 AT P S A R R
1.1.2.1. BoRHATACE

Localectl 7% 7] H TACE TE 5 MR AN W YuiicE, AW~

ANy
FIIJ/Q’\:

#localectl status

1.1.2.2. Worn] HEERAR R
TR Al AT RYR A ERH T a4

#localectl list-keymaps

1.1.2.3. Bl &5 a
& RGN EREAT R, T2 LL root P S0 1817 :

#localectl set-keymap {map}

F P AT DATC B 1 & B B AT R A s £ AR E {map}, 40 “cz” , AT localect]
list-keymaps f 2 & & FIEE AR . 1Zar 20T THCE X115 1 B A Jy ik
5, ABA¥ FH--no—convert Z U IENIA R FIFER AT H LT dr & AL E X11
T AT R

#localectl set-x11-keymap cz
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AR SR A B XA B DA A AT 2w (R BB AT R AN —FF, TRV a0 A

#localectl --no-convert set-x11-keymap cz

1.1.3. HAnEE
HoAth B e B R G X B LA R I N 0] A% w3 Tl . B IEr] 5%
1.6 FREURF AL ZE T A15.1 F5 .

1.2. M& iR R E

1.2.1. FhEMNEEE
T %, PLM T ethO A

#nmcli conn add connection.id ethO-dhcp type ether ifname eth0

ipv4.method auto

Forp “ethO-dhep” SR T, W LURYE B O 75 2y 44 7 (1012 A3
47 “ifname eth0” NELE MR 1, ARYE E CHB &L TR,
1.2.2. BESWEEE

FI 230, PARIIT ethO A4

#nmcli conn add connection.id ethO-static type ether ifname eth0
ipv4.method manual ipv4.address 192.168.1.10/24 ipv4.gateway
192.168.1.254 ipv4.dns 192.168.1.254

Horf “ethO-static” AIEREM AT, AT LURYE A O B 44 07 (i i2 g
TEM% 7 “ifname eth0” NECE MO, AR$EE &L %, P, TME
Fh P SRS S B Y 2% 4 TR T B
1.2.3. A& DNS

TP %0, 4w%E/etc/resolv.conf, 1% B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. H M A E

BAE R G X I UR RIS X -
14
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> SEWPEFE] (RTC) , @WEAEAMERN £, &0 DAL T R Y HRIRE T
If, AR ENLAUE L WA .
> RGUNAE], & EE TSR A] ) AR E RGN AR AE RN R . SRR R
BB NI RGN A5, ZRGER A AT T S I [R] E AT THI
RG] A E F LR R — B R g — 1A (UTC) , H TR R A R X,
A HB IS TA]RIE A2 FH P AR I DX B SR N ]
BAE RRIRME T = Fh iy SATH A4 H T A, timedatectl. date 1 hwclock. LA
NN A A TR
1.3.1. timedatectl T_Ef# Ff 1% 8
1.3.1.1. o =i H AN [E)
fir 2> timedatectl F] LAYE 7 24 i 5 G0 (8] AL 0 B 18] S L PR4E4E B .
Nl A A B NTP B 80 [ 25 5 R Gi b [A] «

#timedatectl

AF T chrony 8% ntpd IR F5IRE A2 T B I timedatectl T B, 40 R AHE S
RS EGE S, HPATUL Fir 4

#systemctl restart systemd-timedated.service

1.3.1.2. AZ 5 24 Hi7H} ]
PL root FH iz 4T AT fin A ] DB M BT ES (8] -

#timedatectl set-time HH: MM: SS

Horp HH AGER /D), MM AR 73 8f, SS AR EL, BIFmMNI KRR XA dr
A [RIFE R DL SE B R G () A et 18], RORFEALT date --set A hwelock --systohe
A

7

it

%éﬁ%ﬁi)\ﬁﬁ [BFC & T UTC, aniRARIE T A [ R AL B R G R, 752
A root FH 11247 BA R 1B 24

#timedatectl set-local-rtc boolean

WRIET AR 8], 752 boolean FLE N yes (BiH y, true, tEHE 1) .
W AEH UTC BFE], T2 boolean Fil B N no (B n, false, fE{E 0) . &R
BRI\ boolean SN no.
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1.3.1.3. 2F 5 27 H 3
P root F P i24T PA N an4m] DM mr H #:

#timedatectl set-time YYYY-MM-DD

Hob YYYY (R, % 4 (8ER: MM ARE A%, #FfEER; DD
REH, TR R. WG T LA BR8], 7T LAk 78 BRI 240, Rl F .
#timedatectl set-time '2020-02-17 23:26:00"
1.3.1.4. B2 X
AT AT A2 W] PR R T X
#timedatectl show
A root I IEAT LA T fir & AT LMBECH AT X, gl “ Bilg”
#timedatectl set-timezone Asia/Shanghai
BN PTA I X AR .

#timedatectl list-timezones

1.3.1.5. AP R4t 5 I FE R 55 4% [A)
LA root FH 3247 LLTI 4RI LS /4% FH s8] [R] 20 Al 55 -

#timedatectl set-ntp boolean

Ja I 525 H 75 200 & boolean {H N yes B3 no. #lUn7 % Hah 6D — AN ts
B AR 55 2%, AT PARAT L R4

#timedatectl set-ntp yes

1.3.2. date T.EA$ 80
1.3.2.1. o~ 2487 H HHAH 8]
fir %> date —,fU\ﬂ/j“él BT RGEHTE. B IX . HISEE . JFr] DLdE S 8--ute

R A ETE X A i formatbr 157 Ky R 2 R4S . H FH Y format 33 BH 40
e
£ 12 28 NA
2 ET3 %)
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%H DL HH #% 204 H =4 A /N
%M PA MM #5250 >4 11 7
%S A SS #% U 4 mi b 4
%d PA DD #% 2t =4 5 H 3
%m PL MM & = th =410 H £
%Y PLYYYY #2002 w0
%Z BRI X, il C EST
%F PLYYYY-MM-DD # R 4aiE HH, Eh T2
H%Y-%m-%d
%T LA HH:MM:SS #% 4 H M mr iy 18], 2540 F2450%H:%M: %S
ZNCILUNE

#date
Mon Feb 17 17:30:24 CEST 2020
#date --utc
Mon Feb 17 15:30:34 UTC 2020
#date+" % Y-%m-%d%H%M"
2020-02-17 17:30
1.3.2.2. ZF 5 2 Hij st [E]
P root A Iz 4T PA R A2 ] DS 28 Hi R (] -
#date --set HH: MM: SS
Horb HH AN, MM (R, SSARERNL, WmPis. X
A [E)FER] DLRE B RGeS (A AN BT 1], R SR hwelock —systohe 74 o
ARG ERNIT (8] B 2 AR ], an SRAESE T UTC B[] R EC & R 48T,
T E DA root F 14T BA R in 1Z 24
#date --set HH: MM: SS --utc
1.3.2.3. A8 245 H
P root A iz 4T LA N a2 m] PME e Hr H #A:

#date --set YYYY-MM-DD
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Heb YYYY (RRED, & 4 RN MMAGRA G, HMAER7R; DD
RERH, TWARR. WRICTH ERCE M), ATRb7s L EZH, =T

#date --set 2020-02-20 23:26:00
1.3.3. hwclock T..E.f# F i BH
1.3.3.1. w2407 H BAATES [E

14 hwelock 7] LB R Y /T R4t 8] . BT IX . HSEE R . Rl US55
--utc BY--localtime ‘7~ 24 HT UTC I X I [a) FUASHB IS [R] o 7545 2 R
#hwclock
Thur 13 Feb 2020 04:23:46 PM CEST -0.329272 seconds
1.3.3.2. A5 58 i H BAFN A]
A root I FIE AT LA R w2 0T LME DY AT B 1H) :
#hwclock --set --date "dd mmm yyyy HH:MM"

Hrb dd A3 H 81 HH /AR /N, MM ARE 258, SS AR E, WHEMAE
~o Mmm AR Ay, LM I A FRERI B RR, yyyy REFED, PAUALEL
FRIN. XN AT S H--ute Bi—localtime [X 23t B 24 /7 UTC I X B [E] fl A<
Hi s ]

FT UTC B[R ECE RGRE], 720 root F g7 UL g 2ME0k, =~
Wr.

#hwclock --set --date "20 Feb 2020 21:17" --utc
1.3.3.3. [A20 R G5 AR IR 55 2% i 1]
A root A F 1247 LA T fiy & R DI 2 B[]«
#hwclock --systohc
1.3.3.4. M2 A iR 55 25 B R AGBC B

AR “atES B DU RS T CRTEYRECE” DhRg, thIhREnl ik

FH A B AL 5 1 K e B P 4 i) 8] AR 2% 2% -

18
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M SRR ERS iR E

ME: | (UTc+os00) . Bk, BAHRITEE, 58AF 1 U

B ® 12\l O 24/E%]
Betii):

BH:

1
=]
=

19

B 1-1 B ) YR AC B #:4

F P e i ¥ 0. SR sl MIBR 45 1 R B X 45 I 1) R 45 8 ik, PC &
i 1-1 Frs.

EEREHEAESSE o EX

¥ ) | B2 ()

ntp.ntsc.ac.on

ntpl.alivun.com

B 12 MEE4EPIRS B E
1.4. AP E

F P BC T DK P AT B A R, i AR -> 48 T AR -> F P K->
B—AFWKF AT, A AR E LA RS ERH R,
BN 4 DL, e A B AT A .
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Bl [ x |
® RERR
tREAP e LERASENL, B
FRERERFNESZBRERPE
O BER
EERERS LA UMEAREY
&%, EETEMARRLT,

oA
B 1-3 AR

R B JE R DA I 0 LR SRR AT BB S 2, el S e
Pk “ Rk BIRTBERs, iy “MIBRA ™ RIVALRE - M ER o

AR - B2
©  pY@ERER
v AR
root
Mt
B P

TS BER(UHAR)

BT HigmP

EiEfes user

P E RERP EYER BHAE BsRR

FER(ERAF)

v BpEE

wE

B

B

RafE

8%

EEEE

+  pE—rEEP
& 1-4 FH PKF
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1.5. Kdump #L#]

Kdump &% T kexec [ NHZ B3 i LT, 76 RS T FEBLERIEALIS oKk
PR NAFIBAT SN — A LRSS, FRAH R A% 3 5t B A A2 1) crash
dump. Kdump 2245 A 1L AT FER NZE AN, S RIL RAE T i 4
PE AT NN S B AL I B SCHREREL, i AN A B & B iR R BT S

Kdump 75 E AR B RINZL, Er= N RNAZ . A= N R
NIEZIRSS B IR RG— B E, A EFRNZEAEINETAE T, £1X
AR B Kdump 74— AN TS AT AT E BN, NS SR
ramdisk BN AR H NS R EOR)) — A — MU s, it
ISF T A A7 P B BT A B AT RS AR 5 B8 2 — > dump core SCFHT, —HNAF

B REWEET, Aol HNER.

Kdump HLH| T ZEHEHAHAF: kdump 1 kexeco

kdump 1§ FH kexec J3Zh EIHiFR N, LUR/INNAF S S sRFE R BiR . 47
WNIZIREE T NAE B — B 2513k A% 5 3 o T kdump FH kexec JH B3k A
%, geid 17 BIOS, FrLlsE— AN WL NAEAF LAORBE o IR 2 N AZ I R fift B AR I o

kexec & — MR E 5 kernel L], EiBAT AR — IEAEIZAT K kernel H,
Ja Bl —NH1 kernel T H A H &0t BIOS gl LsEsUE 3. K8 —fk BIOS
B2 AE PR KN 8], JCH AR AR R A BRI &7 2 M % 1 Server 3R
BiF, BIOS 2463 5 £ [ ] .

kexec F5 2 NMHRH 77 — RN AT RS H kexec load, FTIEAE
72N AZ A SR R N AZ N a2 $8 e bk . — R P S 1A 0 LA kexec-tools,
WA R A AZ IR kAL 1 25 A5 77 N A%, ANTITAE 2 G0 17 ot RIS R A0 2 2103 3R N A% 1
ik IFis 7.

1.5.1. Kdump f41TECE
1.5.2.1.%2%% Kdump 2506
£ 1-6 Kdump B % KB 4E
LR S AL Ui B
kdump kdump#f4-,
kexec-tools kexec AL, kdumpHH 211 & Fh T H#7E LA
kernel-debuginfo | F K43 #rvmcore T4

kernel-debuginfo-c )
kernel-debuginfof i

ommon
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ff HHKdumpfi 55, o ZeBixs T HA, Z3EmAuT:

dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2.10 & grub

Kdump (#1875 20 & kdump kernel 19 A7 X 38, Kdump ZERERIE RS IE
AT R, ASBEfEH kdump kernel AT 5 TN AE, FC BIX AN 7F 2B
/boot/grub/grub.conf 3LAF, B H 2 5] 284>, M crashkernel. Crashkernel
oA 2

crashkernel=nn[KMG|@ss[KMG]

HA nn FRIREHN crashkernel THEH 2 /0 N AF, ss 7~ A crashkernel 7l FE N A7
P SYEE A=

BRGERFHEF G, b LL# cat /proc/cmdline 27 kernel J& s)AC & 1L T,
HA AN T crashkernel Ji.
1.52.3. 88 f#&F Kdump 5

BE Kdump RSS2 W

#systemctl status kdump.service
R Kdump ARG AIFE, AW T 4K 58 kdump ARk %5

#systemctl start kdump.service

1.6. FREVREAL

RG-S Eﬁ*ﬂﬁﬁﬁfﬂﬁ’]ﬁﬁﬁ FELLIE L 8 T A  EPATE B A
FRUR A BEHAT I 4, LR AT PLE L su 803 sudo #2315 5 B B R F5 A
1.6.1. sufy& TR

P AR su 20, FF 2% root P %65, Sk i 5 Al ELEREL root Y
JARIAEE . — Bl su s 28N, XA P A EESA root ﬁﬁF‘i&M’E
T su AT ELSREL root ¥R RR,  FF BRIEREOLAR A P IBLR, PTREAFAE—
AR PR RT D I 2 03 ZH B wheel SRAEAT BRI . LA root FH P AT BA R A 4

#usermod -G wheel username
2% M wheel A5, o PLRR i R A X ANMHBER H 7 ] UE R su
A5 . BLE su 1Y PAM 1] DA% /ete/pam.d/su SCAF, S8 A8 DA B4 7 257 SR i A

AN B AR L A o
22
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#auth required pam_wheel.so use uid

IR WA R R E R AR wheel W P AT LUETS su 5 HARF -
1.6.2. sudo fi& T E

sudo fiF & FRVF RGUE BE G 1EE 8 F P AT — L2 8 2 ER ) root A S . W]
EH A HAT sudo ar i), FFERMEAATE CHIH P %N, 85 L root BPRIAT

2 A
2.

%ZIKEI/‘J sudo ﬁ?/ﬁ\ﬁﬂ—F:
#sudo command

sudo & A IR KM 5ME, R 7 /etc/sudoers SCAFFR B UV A H 7 o] BABHAT
FEABATTE C B shell #EEHHHAT sudo A4, TANE root [ shell 5. X EWRFE
1E 7 Z 5 root 1) shell PRI &4 2% 1E V5 ] 19

B sudo WAZiiE It g /ete/sudoers SO, T H R A E B 5L H P A AT DUE L
B, WAEH visudo dwiE. Z FTLAMER visudo AWANER, —&ERe P kM
MHPFERESR S A E M T iRk A . B root £ 4 F visudo T
THECE S, BIALLT NA:

#juan ALL=(ALL) ALL

X A5 BB EAE juan B 7 0] DLDAEAT ENLER I sudo BATAE a2
X 25E S B users AT LA I 3= AL AT L3 AT /sbin/shutdown -h now iy

%users localhost=/sbin/shutdown -h now
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BR EAIFFRIAE

2.1. Qt-5.12.8

Qt 2 — N EHEM . AN AT RHES . R FHE %
R AT A 1 S5 T B N TS AR 7 ol 22 3h e b o AR R B B D Re FIPE R
Qt5 72 Qt WIEFTRA, JF& N G Res LA E I B 7= St ot 2 4~ B AR & N
TP . i Qt5 Hhltdt iy JavaScript A1 QML 3CHF, & N G AT LUBE i sy &0 R
W, FINATS SR CHA Qt Widget. Qt5 5 Q4w BEAf 7, IFAF IR Hetl i ALY
JEEFN Qt Platform Abstraction, 3455 | A AT FEAEVE .

AT B R ARA 5.12.8, 2 HRFEIE T4 https://doc.qt.io/archives/qt-5.12
2.2. GCC-7.3

GCC 7t GNU JFR AR 5 9 B4, SCRFZAIE 5 4 B, f140 C, C+,
Objective-C, Java 5§, [FIN A& X B8 F B9 FE . GCC 2 —FIFEI T & T
H, X2k RN, 5 T3 RAN.

F B

7 FF GNU ik

J a2k T GPL nifEs

B AAWEF B T, AR

TEYH VB A 8RS & 7] https://gec.gnu.org/
2.3. GDB-9.2

GDB /& GNU U 8%, RVFAEEET NPT, SERFERER
HIFHORAS . GDB IThAE £ BT

o PAT —LEREAL RN IS AT 45 RN ERAE

o TEFRE MM E LR

o TEREFIFILIZATIG, WA BT NIEAE TH 4

o BUUER, CAAEREFT bug XIARFFIIECIE, [RII AR RIRE o V2 HoA
I ZE, a0 s & B 5%

GDB SCHFEL M R = -

e Ada

e Assembly

e C

o C++

e D
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RN R RS AHRAE R G (HBIRD V10 REGE AT
e Fortran
e Go
e Objective-C
e OpenCL
e Modula-2
e Pascal
¢ Rust

A B A a2 gdb”, RIRHTJT GDB il T H..

Foundat10n Inc.
GNU GPL version 2 or later <http:// nses
L5 free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
show copying" and "s 1 rrantv" for details.
)B was configured as "x
show configuration®

bug report1ng 1n~truct1on~
[/ softwa

help, type "help".
"apropos word" to search for commands related to "word".

& 2-1 BRTH

T B RCAS 9.2, TEGH VA B Al BTRHE & 7] http:/gnu.org/software/gdb/ .
2.4. Python3-3.7.9

Python & — i W M0 5 K (R THI )0 RWFEIE S, 15 Perl. Ruby. Scheme
&Y, Java FHIE .

Python [ —%& i3 35 R

o AN, B S T,

o TEFFIBATHRIH, XA Python BUNTVE 2 gt 55 OB AR FE, A SOA
AT e

o M AN KIUFRUERE, SCRRVFZ W WHIRMAEATSS, WER M2 IR S5 45
NSRS v L 2" NN e 115

o Python HJAZ AR AL A M1 oy 46 () A QAT BORAF AR 5, python I ¥
1 IDLE.

o JEITENINLAGRIFEIE T (W C B CHH)SEELHT LR, A DU Hb B T B .

o WETLURA SN AR op AR AT g A2 1 1

o TEALA[HLTTIZAT, HLFE Mac OS X, Windows, Linux Al Unix, FEF J7iK
A7 F T Android 1 i0S.

25


https://www.python.org/downloads/mac-osx/
https://docs.python.org/3/using/unix.html
https://docs.python.org/3/using/unix.html

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

o Python /&R AF. T EE{EM Python, IR &0 &AL HIN A
FEFP AT BATAT 9%, Python AT LAY F H A& S5ORH 558 R A

Python ) — L& 4mFEiE 5 RriE L4

e H £ M H A % #E JE M 0 A :number(floating point,complex F
unlimited-length long integers). strings(‘£.4& ASCII F1 Unicode). lists 1 dictionaries.

o Python SCRFH A AN 22 B 4K 7K ) TH] [F) % R AR

o ARIGA] LAy s R AN

o ZUEF SCRF I R R, AT SE I SE TR I A R AL B

o B¥nRALE arRIAMIZ AR . WE BRI, B —4
AR AN PG R, T E PR R DR .

o Python & =R ImAEFFE, W generators 1 list comprehensions.

o Python ] H 3 A A7 8 BT S AN T30 73 B AR TEU S H 1 N A7

AT B 3.7.9, TE4ETTEHE A https:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk 1E74 GPL VF AT Java “F & HFIEAL LI, B Sun AF)FA, #RHEET
— java FIE1T 88, SCHF Solaris,Linux,Mac OS X 8% Windows % f#/E R4,

RS TR BT R 1 - A

o Lambda &1 Stream API;

o I5f1a] 5 H ] API;

o MGG H;

o LT EEM IR FH AT IS AT 1 B2 B AR

o WD TIRE RS

AT HT R R 1.8.0, TE4HTERIE A % http://openjdk.java.net.

2.6. Eclipse-4.11

Eclipse 4.11 & — M IIRgE KRNI KM 5 (IDE) , &M T Java &K N iR
MAGEK LA B2l IBM A s R —NHEIH , 2T Java ORI,
R e B Java W S AR AL BIINESF- 61, AR 5 T4 5] . X ff
1% Java TR N A A] DAFEAN [F] (0484 R G e B EAT T R AR, T/ R
> RLAN ] B A A 5

Eclipse 4.11 AV ZH HKDIgeAE L, DA BIT RN AR s |
MAAAT U Java A . DR & —2¢ Eclipse 4.11 {32 2L T Rg:
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IRRS g% . 51K Java AUfSg0MEES, SCRFEZIEK. HEREAITE
EIRE.

VRS A EIAS, SCRFR A, AR I AR IR R S A D e .
SR AT RIS RS, ORI DL A TR 7K
RERIE: AT E ] 0 RUIAG R I, ARSI N B B AN/ SR AT A4
BE.
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B=8 FHERHIA

3. ZFTHR
HeR LRI A ERENZIR T E, SHEFiE->ERF>24% L E->t4#&

ZIFE, nTULAIE SR, $dE CD/DVD. #i4i DVD/SVCD LL & 48544 1 %1 5%

A

Brasero n
ME(P) WF(E TAM) HEEH)
SlE—1 A RifiiE:

~ ESTE(0)
flE—EHSRANE

— BB (A)
fii2—~#3E co/ovD

— A (V)
fiE—#3i DvD 5 sveD

@\ BRI
& 4z co/ovp 8 11 Bk

o ZIRER()
< IR A cO/OVD FRFHE

B 3-1 2% THE

3.2. BiAL

3.2.1. Eﬁﬁ%ﬂa
3.2.1.1. WEELE T EANH

ﬁﬁﬁfiiﬂa AR A JE M AL X DL B AR S o X I T A,
A DAR S AT B ANAG A 70 X L BN E B35 2 DA S S A R IR R R A
3.2.1.2. WhEEH T A RN

s M- UFGRY , S i i, IRIRE AR -> W 4->1
#.
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E 3-2 BN HER
Wi S, NSRS H AT BRI SCRER R B 3, AME Rk g
FIVELNE S Lo BEAE TR 50 B 15 s 45 AN AT A1 i s 45 DR B 2%

‘ » 16 GB [#f%

Dlﬁ GB £ #12 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

e . 16 GB (16,106,127,360 F75)
(@ CD/DVD JREhER

% QEMU QEMU CD-ROM X GUID HX&
§ 13 GB Rig& =E|E  drive-scsin-0-0-0
Jdev/klas/root
( ,1‘6 GB Rig& B(v)
Jdev/klas/swap
4tz 2] TR =
K1 EFI HE2 R R ana e
zlﬂ MB FAT 1.1 GB XFS 19 GE VM2 Py
* [> * >

210 MB — 204 MB B]H (B 3.0%)
= /dev/sdal
D D676-26B3
XEA EFI Rk
AE FAT (16{IiR%) — BHE#HE /boot/efi

&l 3-3 A EE A
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3.2.2. HERTEE T AMNHA
3.2.2.1. XA

EFERIRAE, fd [+ BbssHaE s X o, Hshslig el g s X
RN, midi T2, WAL SE (RIE)Y , G ms B
TH] 7 SR A3 X

‘ Py 16 GB

= o
jdev/sda
Dls GB E& A5 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= /v 16 GB (16,106,127,360 F15)
CD/DVD HhaE
QEMU QEMU CD-ROM X GUID FEFE
13 GB 1Rig8& 752 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB 1igs #v)

Jdev/klas/swap

RERE IR =
HE3
#E1; EF - HE2 ~
210 MBFAT | 1.1 GBXFS 1 eeLmzY
* [ * >
O &

v 210 MB — 204 MB B[ (2 3.0%)
44 /dev/sdal
JUID D676-26B3
SXZEL EF B
MZ FAT (16{ikgA) — BHEH B /boot/efi

& 3-4 Q&5 X

‘ » 16 GB B

= O
dev/sda

Dls GB & %12 QEMU QEMU HARDDISK (2.5+)

'QEMU QEMU HARDDISK

s I GR (16106 127 360 )

@\ CD/DVD B5

QEMU QEMU? BGHE(C) BRuE

13 GB g4

/dev/klas/root

1.6 GB 1Rig{ sE&N) |

/dev/klas/swap

RER(E) *A

xE @ QBT Lnux REMASBEER (Exte)()
ER®IPE (LUKS)(E)
5 windows £ (NTFS)
FiE REEMNIAEHA (FAT)(S)
Hita(o)

& 3-5 AN E
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3.2.2.2. rXg itk

PR EAG AR B X, b e i i B N R, R
A X, fANGA, EFERRE, b N0, sl U , W aass
2k, wE AR B AT IR AR A

» . - o x|
ﬂlﬁ GB & 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
- 16 GB (16,106,127,360 £75
(@ CD/DVD BEhE e, i)
QEMU QEMU CD-ROM AE GuID HEE
13 GB g 5|5 drive-scsio-0-0-0
ideviklas/root
Q1o s &)
Jdeviklas/swap
£RE i
Pamers| 110w 8 ez
L2 HwARIE Shift+Ctri+F
]
RESE
A gEmseRe
] SR
JuID DY
gy gy A
4 A BEXHRE -
EREX Rt
REREHRE -
itk 3ot 3 B
MR EBRBEE
HERAENE-

& 3-6 K=tk
3.2.2.3. X 9w
ERFERENIX, SE T DB e Fhsgs, md [y
XY, TESFH P4 43 X 1 o Bt R 282, o o 5 R

» 16 GB @ = - 8 X ‘
16 GB BE %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

= = I\ 16 GB (16,106,127,360 F1i)
@\ CD/DVD BE)2E

QEMU QEMU CD-ROM GUID TE®
13 GB Rig#& T5S drive-scsi0-0-0-0
/devjkias/root
1.6 GB HRik#& &)
Idev/klas/swap
HRHE [ x |
£EIT) | EFI &Y% (c12a7328-81f11d2-badb-00a0c93ec9d3b) -
Z1F(N) | EFI System Partition [
RESE(S)
MEFRREE)
fedt Blos itBHEISIT(B)
[l e [(e]

& 3-7 4iiE X
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3.22.4. gmiE XM RS
RBEFREBRATRN X, Sl DEE]Y %48, v hsen, S [t
THERA]Y , SO RGN E L, BINHI X AR, R AT,

= 16 GB &
tev/sda

= a
uls GB Bf %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 F11)
(@ co/ovD B &
QEMU QEMU CD-ROM GUID HEX
13 GB HRig# 5|5 drive-scsio-0-0-0
/devjilas/root
1.6 GB BigE &(v)
idev/klas/swap
L x4 5
HEL EAS
210 M FAT BEXARASE
* >

i X R T E oAl BEh B,

2ad &0 ||
z /de
D6’
1 EFI RE
Z FAT (16{1RR%) — BEHE /booy/efi

@)EH(C) ElH)

& 3-8 B RG
3.2.2.5. I IXCR/NA#E
PR BB X, s DREY #48, il MR, Sl D
KT, B R/NG ), HBhdk R/ N T A KD, s s /N
A,

» 16 GB [ = =
'dev/sda -

uls GB B2 i QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

= X/ 16 GB (16,106,127,360 F15)

(@ cD/DVD Fihds

QEMU QEMU CD-ROM GUID 5T K&
g 13 GB BRig & —

Jdeviklas/root @M BEXN

1.6 GB Hig#

Jdeviklasfswap
BEXGREXINTRESHMERR. BEHENNE NRERS
HERESBD, BEANWRESTERERNNGE. 8AMIELHNR
EXiItE. REGMIXFRAFIAZEUREFTERIE,

SAEANS) | 210 MB -
EEXFELEE | 0 MB
#3100 MB

A 3-9 ZRiE AR K/
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3.2.2.6. 7 X EIE AN

PR EH BN X, mdl TR (O] BT E

‘ »
16 GB B2
QEMU QEMU HARDDISK

(@ co/ovD Wih R
= QEMU QEMU CD-ROM

u 13 GB Hig#&

Jdev/klas/root

'01606%&‘&

fdev/Klas/swap

16 GB B2
/S QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F15)
X GUID HEXR
%515 drive-scsio-0-0-0

#(v)

e
HE 1 EAS-
210 M8 FAT

*0
==

210 MB — 204 MB F]F (B 3.0%)

*[>

/dev/sdal
) D676-2683
I EFI R4

JZ FAT (16{iR5%) — BEHE /boot/efi

A 3-10 43 X EIER

B TESE, WHEERAARER, O EE o 1

s
m 16 GB B2

QEMU QEMU HARDDISK
(@ cD/ovD Bihis

QEMU QEMU CD-ROM

Q 13 GB Rig#&

/deviklas/root

) 1.6 GB Hig#E
Jdeviklasfswap

s (> 1 #EATHR,

16 GB [
'dev/sda

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 $75)
GUID KR

5|5 drive-scsio-0-0-0

#(\V)

210 MB (209,715,200 1)
/dev/sdal

D D676-2683

EFI R

FAT (16118 %) — KiEH

E 3-11 4 X HESE R
HHEA)E, WA RNCHESRINNE .
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‘ » 16 GB B 5 ‘
dev/sda

16 GB @& B QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

= » 16 GB (16,106,127,360 F i)
(@ CD/DVD WihE

QEMU QEMU CO-ROM GuID FEE

™) 13 GB HRif#& +5|S drive-scsi0-0-0-0
Jdeviklasiroot

=) 1.6 GB RigE 8

Jdeviklasswap

PR HERE
HEL EAS HE2 15Ga G Py
20MBET | 1168w maren

* > * >

210 MB — 204 MB [ (EH 3.0%)
Idev/sdal
D D676-2683
XEL EF R

E FAT (16{IRg %)

A 3-12 4 XER
3.2.2.7. 4y X MR

WREEMIER A X, midy [-1 38 IER > X3, s DIMERT RIA

‘ ) 16 GB B = -
fdevisda
ulﬁ GB BE /5 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= _ 16 GB (16,106,127,360 F73)
(@ cD/DVD Wifss
O My QEMU CD-ROM GUID HE®
) 13 GB Rif& 255 drive-scsi0-0-0-0
Idev/klasfroot
=} 1.6 GB Aig&E £(v) .
/devikiasiswap | x §
srEe + RREEHRILESED? =
SEL: EAS
210 MB FAT 11 ﬁlgt?]ﬁﬁﬁﬁigﬂ‘@éi b
*P> REMBRE
= g B 9K 1/16-dev/sdal) [
iy 210 N
% /devh
) D676
¥ EF H
& FATQ EuH() ()

B 3-13 43 X &
3.3. ZEEE
3.3.1. VNC &EE®

TigerVNC Viewer »& —# 7 B R & Ew, SEFB->EERF->8
BXM->TigerVNC ZE 2%, A VNC 585 S driEs, niEs:.
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VNC ER®: 24D = n
VNC B%53: | |
| #m.. || @A || sgn. |
| oy || mE
& 3-14 VNC BE 2R
sl ORI $EL, ATRAKTIESE . A BN BERE DL A 2L AR R AT A e
=
VNC BFE: SEa5 Ex
¢ BA| BR 27
O B N ERES:
vl 42 JPEG [E45:
| mw || we )

& 3-15 VNC EEBEE
3.3.2. WREEFREF SSH
ssh THATLIEH A &ExE]—6&
Xt rlogin. rsh 1 telnet #2711 —
(o0 2 = B et [ o

$ssh hostname

4,
TR FHIALL 4

5

35

WRENLES b, FRAE LA BT
N4, I telnet Ay AHAL, A8 H PA T 4n

>
nnvo st
o

i
A

K 3|— 5 4N penguin.example.com HZEFEENL, 7] LATE shell Ay
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$ssh penguin.example.com

i 22 DU P BT FH A HALER I P 28 5% iR P e e — 14
ANFEFA P %, EEHL w4

$ssh username@hostname
fltn, LA USER & 3% #| penguin.example.com, &% A LTy

$ssh USER@penguin.example.com
P 56— IRGEFERS, R BT WA AHIEIE S

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is
SHA256:1xy64icRYc/h7XSOvUVywS7t7ThtmOsPT1s07wDD5P8.

Are you sure you want to continue connecting (yes/no/[fingerprint])?

FE 1B TEAE o ) 0] L2 BT, P R IR 2k B FR B 5 1B . F P AT BAD
7] JIik 55 i )/ B8 A DARRA B B IR o IXREZ DA — P2 421 a2 117
AT o AR AT DU AR S5 3 (0 AL A, wT DM B ssh-keygen fir &K
R TREN

#ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub

256

SHA256:b0gGbl+Xk/1+Ve76j3mqpY StyOn3gR9Qilsd+80V3GIno comment
(ECDSA)

BN yes HAZEPIFAINES . H R &E B RIRST in D s in 21
SR ENSIR P IR S, AL DM E SR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of
known hosts.

USER@penguin.example.com's password:

BB AN SSH MR i) EHLE PIEAR 1, B ke s 0
ANREdRSE,  BRAERE R 55 b 1) 32 B $H A~/ ssh/known_hosts ST IR . SR,
FEREAT BLIRAE 2 AT, TR SSH M 55 im i R GUE B 01, SR IE AR 55 I 3041 52 2
o
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LM~/ ssh/known_hosts SCAF I BR—AN %8, Al DS AW N4

#ssh-keygen -R penguin.example.com #Host penguin.example.com found:
line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERINEZ J5, PR3t NI fE FALH shell ar AT HRAF T o AIEHE,
ssh F2 /77 1] ARIRAE AR ENL EAT — 2% An %, 1A B E shell f7 S ATHER 1T
I

ssh [username(@ ]hostname command

1 40, Jetc/kylin-release 3L 2 i C 5 /E R G R A 115
penguin.example.com FiZ I NZS, i

Eii

- HAEF

$ssh USER @penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10 (Lance)

ER PN ERR NG, B BrafE ENMRERSRAEE, AR5
FH KR B B A HL T shell fy 24T HRTF T o
3.4. Cockpit EEEH

3.4.1. Cockpit

Cockpit & — Web il &, BA 5 T AT Web 7, {H&E7 LA
FERRSS 7 EPATE BAF S5

Cockpit Web il G 7] DAPAT Z ME FAES, B ERRS, EHH
ks, EEAMBARSIRS, MEMSGEOMP kS, S8RaHE, 8B
WML, Gk Y, WENZEMECE, BE SELinux, FEHEM, EHARSR
PANIIE

Cockpit Web il & 18 H 5 i AH R ) R4t APL, I HAE 20 H AT AT 55
S R RAE Web #5 GH. tkAk, IR0 DLELFEAE Web 51 & o Blid i Ao
B IXE

3.4.2. BEHFEF Cockpit k5%

T 54 A A& E cockpit 55

#systemctl enable --now cockpit.socket

37



fr

Ky B OB IR S5 SRR R G (EBRO V10 RGUE LR T

[rootelocalhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket

[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ageo
Docs: man; cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

318 20 15:07:57 lecalhost.localdomain systemd[1]: Starting Cockpit Web Service Socket
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket

WIRIEIEAE RS FisAT firewalld, W75 B8 FH 40 R a2 T B KRG )
Cockpit ¥fii 1 9090,

#firewall-cmd --add-service=cockpit --permanent

#firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCess

[ rootglocalhost ~]# firewall-cmd --reload

SUccess

3.4.3. Cockpit Web #Z#| &

Cockpit 1 FH 9090 ¥ 1, FFH A SSL %], @ w8 g%, TEMZ%
MR, JEId PR URL #TJF Cockpit 284541 &

AHb: https://localhost:9090

WEFE: AH R4 10 A4 50 1P ik, 52

https://192.168.17.205:9090

RS TR e 7 N e oP B s ) I 1
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Insecure Connection - Mozilla Firefox

(® localhost localdomain X (®) localhost.localdomain % | A Insecure Connection x [

-;'_(—i‘_'ue c @ | ® https:(/192.168.17.205:5090 v o @ n o
A ) hitps:iit ..& ? 1

ﬁ Your connection IS not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more..

Reporterrors like this to help Mozilla identify and block malicious sites

Advanced

A 3-16 ¥ AR ERIRR

Add Security Exception

‘You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: I hitps://192.168.17.205:9090] I Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

(¥ Permanently store this exception

Confirm Security Exception

& 3-17 Finsh
3.43.1. &g
1E Web #2516 B RH, ARG H T L AELHITESR, WEFR.
WA ik BA sudo FFBL, AT DAHATE BT S5, BIUNTE Web #2516 22 %é
BAE, B ARAEAE SELinux &,
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localhost.localdomain - Mozilla Firefox x

=) localhost.localdomain X (=) localhost.localdomain %X | (@ localhost.localdomain =~ x | +

< c o e 192.16&.1?.205 )90 v - @ 1 @

COCKPIT

localhost.localdomain

& 3-18 BFAH

System - localhost.localdomain - Mozilla Firefox x

x) System - localhost.locall X | +

&« [ @ & htt 19'5,153.1?.205- 0/syst - 2 1Y n @

COCKPIT

localhost.locald...
E @ Authorized users only. ALl activities may be monitored and reported x

System
i PC (I440FX + PIIX, 199¢
60c1 ecf3fed24d00adecfB0dB554Tdc

kylin 10 ()

Restart

& 3-19 BFERm
3432, iBEEE
A DAKHE 5 3T U0, B ETR
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System - localhost.localdomain - Mozilla Firefox *

(*) System - localhostlocal, x | +

<« c @ @ & https://192.168.17.205:9090/syste ! S R+ i 0

Display Language
G) Authorized users only. ALl activities may be monitored and reported. About Cockplt
Account Settings
Authentication
ware QEMU Standard PC (I440FK + PIIX, 1396) Log Ot
Ine [0 60ct ec83fed24d90adecfBOdES547dc
kylin100)

nTime 2 03-20 20:26
B 3-20 IEE VI
Display Language k

Choase the language to be used In the application

Polski
Portuguesas
Turkge
YipaiHcbka

R
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R IR - localhost.localdomain - Mozilla Firefox %
(%) B4 - localhost.localdor X | 4
« c @ @ & https:/192.168.17.205:9090/sy I v o @Y m o =
A I
@ Authorized users only. A1l activities may be monitored and reported X

QEMU Standard PC {

$H= 60clecBifed24d90adecfB0dE5f547dc
RIERI lylin100)

< Checking for updates

A 32255 ikE
3.433. HE
Cockpit $ H EA5 512 i 18] A0 7™ 8144 SR AT AN [E] ) 9 25

| B - localhost.localdomain - Mozilla Firefox x

®) B - localhost.localdor X | +

<« c o D) . https://192.168.17.205:9090/system/iogs R 4 NGB =

\.
]

March 20, 2020 ~

Error and above ~ |

19:51 [pulseaudie) stdin-util.c: Unable to read or parse data from client pulseaudio

19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access... setroubleshoot

19:51 FEEE (BN R PrXfFrHER Tibwirtd

fusrlibexec/qemu-kvm: &

19:51 Unable to watch (/root/.ssh/") Mo such File or directory restorecond

A 20:31  Jusr/lib/systemd/system/minfod.service:3: Invalid URL, ignoring: n... systesd

A 20:21 PAM adding faulty module: /usr/1ib64/security/pam_console.so gim-password]
A 20:23 PAH unable to dlopen(/usr/lib64 /security/pam console.so): fusr/lib... gdm-password]
A 1952 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Mi... pulseaudic

A 19:52 Failed to start Crash recovery kernel arming systend

A 19:52 Process B219 (gsettings-helpe) of user 0 dumped core. Stack trace ...  systemd-coredusp
A 19:52 Failed to load medule "module-gsettings" (argument: : imitializ... pulseawdio

A 19:52 Unable to read or parse data from client. pulseaudio

A 19:52 PAM adding faulty module: /usr/11b64/security/pam_console.so gdm-password]
A 19:52 PAM unable to dlopen(/usr/1ib64/security/pam_console.s0): fusr/lib... gdm-password]
A 13:57  [pulseaudio] bluezS-util.c: GetManagedobjects() failed: org.freede... pulseaudio

A 19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace... systemd-coredusp
A 19:51 [pulseaudie] module.c: Failed to load module “module-gsettings® (a... pulseaudio

A

A

A

A

A

13:51 Failed to start irabalance daemon svstemd

& 3-23 HESAH
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3.4.3.4. W%

WX £ T [0 A DA B RS AT AL R 32E AR IAGH 2 1 B 3w DA 31 a] FH R
HIF, ACAXT RS TER e R E, MrEE, DLARCE VLAN. s -Ratn] PLtAT
LR (S

PR - localhost.localdomain - Mozilla Firefox el
() M4 - localhost localdon X +
<« ¢ 0 @ & hitps://192.168.17.205:0 080/ network v - 0% n@m =
COCKPIT a
wups EIXA bps EHTR
G W o W —
2034 2033 2034

4 Active Rules

#0 FMAE | FHE | FORE | F0VLAN
-1 1P 3t &k e

ens3 102.168.17.205/24 Obps 6.51 Kbps

virbrd 192.168.122.1/24 i

FEERMED

E-1 1P Hiht R il

B 3-24 M4 FHE
3.43.5. IR%

MRS T 5 R Bbn. RGURSS . BT TH M.

HBE3 - localhost.localdomain - Mozilla Firefox ®
= BR%E - localhost.localdor X | +
€ cC @ @ £ hitps://192.168.17.205:5090, " E——— ~ - @ n @ =
a
Bi RHES | EET M8 BE |
=]
5.3 D *&
Accounts Service accounts-daemon.service BE (ETP)
Deferred execution scheduler atd.service
Security Auditing Service audicd service
autovt@® service 8K autovt@ service
Avahi mDNS/DNS-5D Stack avahi-daemon.service E (BT

Bluetooth service

NTP client/server chronyd.service

Command Scheduler crond.service

firewalld - dynamic firewall daemon firewalld service

GNOME Display Manager gdm. BE (ETE

getty®@ service iR

43



fx

KYLIN

B B OB IR S5 SRR R G (EBRO V10 RGUE LR T

& 3-25 iR 5 H
3.4.3.6. i
Cockpit FHIHE At S i AT 55, 7 LAARYE 75 3R 7E Web Fi TR 283t 2 [H]
H Y4, A APRBATAES, R 7.

£2{ - localhost.localdomain - Mozilla Firefox x

(%) 21K - localhost localdor x|+

&
&« c @ @ £ hittps://192.168.17.205:9020 f = @9 n @

B 3-26 &5 AHE
3.4.3.7. I FEH

A DA IACGR B AT 2 EHLIE T, e A A+ AN 5 2 42 1) E ML

{118 - localhost.localdomain - Mozilla Firefox x

©) {4FH{ - localhost locald x | 4

<« c @ D & hitps://192.168.17.205:9090/d 0 v o O W I @
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Xt ARTAT I = R S A A R G (HEBFARD V10 RGEH R T
A 3-27 (R B R
3.5. VokoscreenNG F 5 T B

vokoscreenNG A& — K B IR Br e s itl TR, &SRl e bt REX
AL T IR A, IR AT BUR D9 2 Bl 2R e AR A 2, 940
WebM. M4, Mkv. Mov %,

vokoscreenNG Ft [ {413 25 FH, #RAET7E, SCREPoC, wLLE & SR BFIEH,
SCREFE B ], AT DA 2 R LA g A A 20 AT M S

351 HO®RE

R B E T, AR R ERGEEE (5. & HAIEEXED , Ak
DR B e B E S R IN 5

vokoscreenNG 3.0.9

DJ X&a.@f\

ESTS SN

s I [a): - 00:00:20

® HH @ af FfEfE7Em): - 3531 MB

=1 [X 1 ® PR A/ 65 KB
FE mkv
FHLATAR B VP8
o B e vorbis

E ok @ @ | % >

New Version available: 3.7.0
il o—5) ®

3.5.2. BHRE
IHb P T T DA i L A P 5 B 5 A B

Fh E Xk ©
A 328 HARE
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(2}

XHk

o

©)

&

vokoscreenNG 3.0.9
| - > &?‘ S =%
v| Monitor of {5
-
o
ARG | vorbis -
i L
A 3-29 FHEE

3.53. HAiRE

U Sty DAV B L A% PR AD AT A, AT

SR

-

vokoscreenNG 3.0.9

T8 B

/u.@ Q

7 = Q o)
¥t [laiee = =
(@) | s v "] it —(0) 2 @
@ AN AT ®
| | | mm O]
& 3-30 VAR E
354. THEE
I ST AT DA A S A ) R A B A B 1 B e ) — e
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vokoscreenNG 3.0.9 - 0O n
; > is oo AV 4 e - A
mE d e s ©
‘ o
PRS2 | /root/ R .|| ®
R ) LR MB ®
=] v| ARG [0)
U4 S T SR Mk ®
FF i e/ ®
E R 23 E0 1 A 12 ®
ARG —) ®
@ by 3 ®
Frih Ak SCfFske ®
& 3-31 THiE

R TR B G, AIfEATE S FERTITME . EiE . 2 b ST
SEHRAE, SPT SE UG PT AT R O A AR TS IR e R AR AT, Bl o SR R
S IR S A o
3.6. B RAEHE

LRSS A T8 58 AN BN sun FE A L, TS
>HEREF>R2G LRA>ENRGEHEBTHANZTA,
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3

XfHF) REE) EEV)
E & aF
&

« QEMUKVM
| 0309
wdl
BT

o 2
ETP
2204-back

— BxA
2212-back

i. BxF

=g kylin10.0

»

-t BT
kylin10.0-2

— ExA

——a| Kylin10.0-desktop

-

- E{TP

Radar-RC1

i BXiE

ENRGEES - o K

#Eh(H)
I v

v CPUERZE FH CPU [ERE

B 3-32 BRI ARG EHE

6.1, ZEERL

JEHO

M e SO AU LT 4R G5 R AL

ERRRERS
XF(F) fREB(E) BA(V) B|BIH)
-+ RIERA)... |l v
MEEDIHN) ~ CPUERE
< XH(C)
O BH(Q)

Ctrl+W
Ctrl+Q

& 3-33 FrEE AL

FH CPU fERE

AT E D, R 2R E R g0, a1 DA g i (IS0 MR sk

(L) 1, @&F)5, sidr (AT .
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R X

m 4 R R

#E##(0): QEMU/KVM

EENARERERR
® HiRENTFH(ISO BREGRE AT (L)
RIERE(HTTP, HTTPS, or FTP)(l)
M3 S (PXE)(B)
SANBHZREK(E)

¥ SRHET

QmiE(C) Epia

&l 3-34 EFEEFET
FERE Lh, R A B, PR e R D kR SR, JETT L
A A I SO N B R LB R AT %, kR, sl AT o

RN Ex

> i (F)

o

m E TR B

#%#%F 1ISO & CDROM REHMN:
SENERES v | FEW)..

ERREERENRERE:

¥ ERARENN RERRE
om#© | | <mae) | >mzm
B 3-34 FEZEEN
s I, WENAS CPUREL, m8E, s [aTi#] .
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m Rl EE AL

ERERFEHICPUIRE:

M7E(M) 4096 ||
FHPE2F 522121 MiB oA

CPU: |4 —_ | =+
=25 12808

OBUHE(C) < [5iE(B) = Bl (F)

& 3-35 W7F5 CPU IRt E
R E O, BT OCIE, g A, midr CATEE] .
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FREIN E3

m 4 R E AL

™ A E S BTFEE)

® HEHNBIREREER)
20.0 — + GiB
39.6 GiB FZE AL E ] A
1RO B2 B E X TF(E(S)

M)..

Jifdl

QBH(C) < [3E(B) > Hii#(F)

& 3-36 WF5 CPU &R E
FEFTE O, A aT B E IR e BB LG R R, A [5e ) R Bl %
5%, WEIBERGHEGE ARG FEBENINZE, K SCH TN A,
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SREMH | x |

! g zﬁmﬁ@mm

EEFHRE
FFR(N) | kylin10|
#4:  Kylin Linux Advanced Server V10

%
TE: AKHIR/ERE
i7F: 1024 MiB

CPU: 2
77#: 20.0 GiB ~varliblibvirimages/kylin10.gcow2

EREREEXEE(\)

b EFERILE(E)

EUHE(C) < ziE(B) [ 5ER%(F)

A 3-37 SE R E
3.6.2. fHFH BRI

MEMNL 2R e R, AR LRMAIR P AT, Wdrsm g it (97
JFY RIRTEN R AONLIZER] &, JTAaE L.
2204 - QEMU/KVM = n

X&) BENMM BEV) REREK
- @ -

L]

»* .
¥ ’
"NO11:24:01 5 % 4
. - 4 “» “KYLIN
2023/07‘{31 BH— E;ﬁ[mﬁ

&l 3-38 BHLIES| &
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3.7. R4 HE

U RLIE V10 #E RS T — AN T B A P RN H S TR
HESER, MHZTERENTREAS TMMHER T ENEE. #R.
AT H .

HESHEREA LU TR

BREACISE RN Sl FRP R R RGN HERG S, R H BT 15
KER. FR, BAESEMESIEE, WESHEERITE G BN,

L eSS RIERGHE. B HE. ExHE. NAHE L 24
HE B2 AE SRR, 8 BARE SR, WRAEA. wE.
HUEVEAE R

B e RAEYUL . AR A wt, B2 H B AR Re 8 DB
WY R, SERFEZRAHEML4ey, BERIESDH . w4 R .

HHMNEEZSH R EEH SEEHH P FID) .
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BT ZRME TR

dnf 2 — RIS, &/ HITE Fedora 18 IX N EATHH . TITE
Fedora 22 1, ‘BEHUL T yum, 1EZ A T Fedora 22 [ELE FESS

dnf AR TR T yum G — SRS, 27 T AR AR N7
R W A AE AT AE 2 T A 2 . dof i rpm. libsolv #1 hawkey
PEEAT A BRERAE, PTLAR] yum [N A

4.1. RBERNA LK MHE

4.1.1. RHEEAZKE
%?%5%%%551Eﬂ%ﬁiti%ﬁﬁi&##f]%?@Bib_Tkl}fQQ_TQifﬂffkiw:nn<z, L X86

[ro dnf check-updat

ot @ ssh]# chec ate
=/ &7 Hg TRFH "" 2:09:08 B, MITT 20228 07H 200 EE= 09835453 49

3.19-31.pl12.kyl0
33.19-31.pl12.kyl0
33.19-31.pl2.kylo0

715 i B«

> PackageKit—— - EL A4 FK;

> x86_64——Z B ASCHF ) CPU 4844
PRRLRRAS s
AT TR A B A A

> ksl0-adv-os

4.1.2. FAEHEE
dﬁiﬁ-&ﬂ%ﬁwm%ﬁ#@,#Ewﬂ%@%ﬁ&%%%@o
. TR A

#dnf update {package name)

T kernel FAFEL iy 2 A :
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IR U AT

a) Package: FH 752 T 8T AT QAN E o

b) Architecture: ZHAFCLETE 2244

¢) Version: 3KMELFZ 5 IRRAS

d) Repository: A FZARHELETE B F

e) Size: WK/

f) dnf BUAZ BRI R AR EARE R, RGNz, Hm L
EfEH dnf iy 2B IINS 5y, AR FR T H I Is this ok [y/N]:B A

yeso
g) R PR M IR SRR R AR, AT LU dof history iy
BHETEAIRIA

IR TR — A, 7T RARL root F AT i 4
#dnf groupupdate group name

2. fLETIPA R LA
IR T ETRAG AR, T LT a2

#dnf update

4.13. FRRGARE dof BETHH RS
dnf 7] 5 yum {3 FHAH R BC & SCPF, BPACE dof Y5 AT B B0 ete/yum.repos.d/
F1f#).repo KA ATt . 4 RGAE T B AR BCE T0VE Uy R B 7 EHTIRR, ]
CAI Y BE BT ) RGO B A M IEIFHEAT T 4. AP IRINR
1. Gl RGO ERH 3, P root H 74T
#mkdir {mount_dir}

2. BRGZEZOCHEREIZHR, D root H /7 #4T
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#mount -o loop {iso_name} {mount dir}

3. B RGE ) media.repo ST AR H k45 V1 2 /ete/yum.repos.d/ H 5%
¥,

#cp mount_dir/media.repo /etc/yum.repos.d/new.repo
4. Yl /etc/yum.repos.d/new.repo HCE X AF LLEISIN R G4 -
#baseurl=file://mount_dir
5. BEHT dof BIF#EAT IS DA root I HHAT
#dnf update
6. JHEURIN)GE, EERRGOCEHEH
#umount mount_dir 87 rmdir mount_dir
U SRS AT XA dnf YEBEAT 28 F 02, T BLRL root B P N Ba SO A

#rm /etc/yum.repos.d/new.repo

4.2. EHEREL
dnf #2447 52 B E RSB F U EHINRE, AFER. AEER. MM

4.2.1. WRHEAE
AT dnf search A& A AT ZREAFAL, B 404G 28 B35 “mesh™ 7 B R4,
LL X86 VG Billn T

#dnf search mesh

NS dnf KA 45 % %, ATLUETE shell 255 () grep B 1E M 2k sk 4T
L.

422. BERAIIR

R OV B AAT 22 25 A B R AT DABAT DL R i 4

#dnf list all
TN B S L R ) O B AT e B A AR AT AT B R i 4
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#dnf list glob_expression...

7R abrt AHSRBAF IR 650 T
#dnf list abrt-addon\* abrt-plugin\*

R R L T AT R AT EA R W] LHAT EA R fir 2
#dnf list installed glob_expression...

BN keb BT O R AR B F
#dnf list installed "krb?-*"

TR B R AT I A 2 B B R A R AT LASRAT BN i 2
#dnf list available glob_expression...

SN FTA AT R Y gstreamer plug-ins B8 3K -

#dnf list available gstreamer\*plugin\*

BE R E
IEM G, IR dnf SR AR .
BE AT H A T DA DL 4

#dnf repolist
R AR R 245 B LN b-v i& 1, 803 H dnf repoinfo iy & S S .

#dnf repolist -v

#dnf repoinfo
I R SRR B ] AN AT G 2, TR T LR A

#dnf repolist all

4.2.3. ERHEAER
BIR—ANERZ AN AL AT DU PL R 4

#dnf info package name...

BN, abrt FEAIME B A%

o7



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

#dnf info abrt
BN yom FEANE B4
#dnf info yum

4.2.4. ZEZHL
Fi P 0] BLEA root FH P FH DL fir & 22 35 B4,

#dnf install package name
%% sqlite [¥] 1686 224 A 7= 151
#dnf install sqlite.i686

T 2B, 1B ] DL 3 BRI k) SO,
root A P HAT % 2%

#dnf install /ust/sbin/named
L4 T
#dnf install httpd
IR AR AT, T BT
#dnf localinstall path

42.5. TEHHHE
FEPAT ZHRAE T, BoR LB -

Total size: 1.2 M

Is this ok [y/N]:

BNy, ATDASAT AR N
4.2.6. MEREAFE
T B P ) ABAAT RA R i

dnf remove package name...
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B totem HHE L0

dnf remove totem

4.3. EEHRMFEA

AT T AR — RYFE DIRe L, Eean RG T HANRARER A 41
LA A 2H AT DL — i 2 2 AR

4.3.1. BHERATIR

Summary 261 A] DA 7s BP0 AT FH 4H 2

dnf groups summary

LR vt -

#dnf groups summary

AT FHAH: 8
BIRFEAN AT H R 485 BT BN

#dnf groups info glob_expression...

DL A Server 2H % H 7~ 431 -

#dnf groups info Server
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4.3.2. ZEHZHGEAH
AR A 4 ID, EE R4 id 77 LVE LU R 64

#dnf group list ids
IR PAT AT R B 7= 11

#dnf groups list ids deve\*

AP R e ] LS At o H A PR e, sl id 23k,

#dnf group install "group name"

#dnf group install groupid
AT FIE I PR A 4 223

#dnf install @group
#dnf install @ group

R 4 BRI R TR 7 R
#dnf group install "Development Tools"
#dnf group install development
#dnf install @"Development Tools"
#dnf install @development
4.3.3. MEREAEA
A DLd e B G 2 4 B A A id BB L. L root BUBRHAAT -

#dnf group remove group name

#dnf group remove groupid

IR AF > A @br%s, WATHIBLR ar 2 MIER. PL root B4 4hAT -
#dnf remove @group
#dnf remove @ group

M KDE S 473 41 -
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#dnf group remove "Development Tools"
#dnf group remove development
#dnf remove @'"Development Tools"

#dnf remove @development

4.4. FHEBECRER

dnf 7] U dnf history iy 23178 FRERAE .
4.4.1. BEBIE
TN PAAE 20 4% dof #4EiC 3%, A DMERI L 474 . LA root AUPR AT

#dnf history list 1..20

IR R RHE—HB 0 dnf #4ECk, ATRMEH LT a4 A root BURIAAT
#dnf history list start_id. . end id
SRl % 5 % dnf (5 EoR BT

#dnf history list 1..5

PA b dnf history list %t 27~ A S BT

PR RE 1L SR AR 5L
] L IR AR AR
22k H YA Ta] 5

61
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o R RO e R 2% B RME R G (PR V10 RS R & T
Action(s)——HfiIRHR/ER A
Altered 1O EAE R ) 2% B 2
N2 Action BIASIE] VLT
22 4-1Action PiHH
Action wg iR
Downgrade D NECGEHTR
Erase E e CE )
Install 1 AR
Obsoleting O AT AR IR ST
Reinstall R B E A
Update U TR A,

4.4.2. FHEPME
T R EE A E IO R B ERE R, AT L R ar s

#dnf history {id}

Hrpid 2 EER id.
MR T EE R ELABEICEEAE R, TR 4

#dnf history info {id}

IR E R R P B P I R HEE S, PTRMEH BUR 2
#dnf history info start_id. . end id

ZN/LUNE

#dnf history info 4 . . 5
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443. MEE5BEE#BE
W RAE EREE FAS dnf #24E, AT LLLL root AUBRHAT BA T #4E

#dnf history undo {id}
IR TFEEZHA dof #:4E, FTELLL root AUPRHKAT LT R 1F

#dnf history redo {id}

BhE EMRS

ZETNHAUWMEE RFEMS . J5 6 daemon PL A FE V5 i) Kylin Linux
Advanced Server V10 &%t

5.1. i F systemd B RS RS

5.1.1. Systemd /4

systemd #& Linux F—~5 SysV #l LSB #J UG 0 IHIAS 3 25 1 R 4 Al Al 25 21
#xo systemd 1] socket A1 D-Bus KITJEIRSS, FRHEIE T P H R RIZ T R 305K
W&, PREH T Linux cgroups [MEFFRIEERDIAE, CHFFIRIBA RGUIRSIKE, 4E4r
BN E B A, LI T SRS 1A T s o8 R B — AN SE RS i i %, G
T D FFRATHERE. systemd TG 75 &I AE 0 7] PAEEAR sysvinit.

systemd FF 5 FE BN RS & 2T unit (UM . unit & H— NS5 ECE S
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Kot N PR 44 7 A2 AH SR (191 4 .- avahi.service unit A —/ B AH R 42 1 TC B
&SRR Avahi F— N 2EHIT). unit A LLR LA AL

F 5-1unit KR8 /44
Unit K87 X ER ik

Service unit .service PR R A B0 Ak E S A E ER R
s

Target unit target K unit YA unit FEATE 44

Automount unit | .automount 2R unit B2 RZEEMZIRFEI— N HE

Device unit .device 12K unit 3 2% —MFAE T Linux BB 1Y
W

Mount unit .mount 62K unit 2 KRG ZE R — R

Path unit path I unit ARG — SR EE H
XK

Scope unit .scope IS unit N AMEA) AT

Slice unit slice K unit H—HEH RFHFET 77 )Z unit

Snapshot unit .snapshot 55 target unit AL, PRIECA S A4, M
— I H s 51 FHHAR unit

Socket unit .socket B2 unit 353E R 00 BB A — A
socket

Swap unit .swap 2K unit 3 swap % & #E swap X

Timer unit .timer 16K unit 322 R G [A]

Systemd unit [} 304 H Ut B R

# 5-2 Systemd unit /|48

Hx

ik

/ust/lib/systemd/system/

RPM %2 25 15} /X A7 [] Systemd units

/run/systemd/system/ ZATH B ) Systemd units, 1% H SRAT 55278 15 43
i H 7 ) Systemd units
Jetc/systemd/system/ AZG 02 5E A Systemd units, ZHFATLSSE S

64




s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

iZ4THf Systemd units

5.1.01.1. F B

systemd $& i DL 4p

> BT socket FIFFATIERE: A T INEBA R4S 8 sh 47 )3 2h B8 2 1R,
systemd 7 52 R 5 5 57 3 FE 2 BT AU socket, SRJE %38 socket 45 5P HERE . 7
RGVIIENIT, B AITE SF P RO socket, SRG FE R BFTA s b .
R — R S5 RUA 75 E 53 — MR S5 IR SR A 5842 8 81, THX AN 3R] §EIEAE
TRMEAR S5 BIBAB R HERN, T8 TX A% P i i AR AR I T SR TRt Ak T PR ZERAS . A
o R IX— A2 iR 2 B 2E, 1 BAGRAE X —IRIE R P ZE « iS5 1A]
[R5 2R AN P e 223 0 e R SE I L IR 1 9747 J3 sh(BE 8 — 00T 8 T B 1)
socket, WIR—MRS T EHLAMIARS, © SRR DLEREEAH B socket).

> D-Bus BUEHEEE A 2RSS I (50 S A0 SR, R S5 PT DAE NI
B R FEN, SZBOE RIS RS0 DU RUN K FESEI D-Bus Ij %5 1)
RtE 5HERENEDZITEIER. (RNIFEZ MRS, R A SRS
s o HAth il 55 DU AE D-Bus HHHFBAILIE R, B 2IHARE B#E B SRS E R
Hik).

> Peptsrd R L T S B A

> {RE 7{HH Linux cgroups 2B ERDIRE: B—NHUT T HIEERS &
H O —A cgroup, BCLE sysytemd f§ H ] LIAFINAE cgroup H E & &id S L E
IR S AEH B . Canfd A libegroups utilities)

> SCRPRIEAI RGUIRS RS PRI T] LR RARAF/ K B R ST AR A i 1Y
MR 55 A0 unit RS . EE IR EERAE RGN VPR P NN DM
"Emergency Shell"FIAFFRIRES, Kb MATHIIRSS: AL 0] 2 5 B iR 2 ) fa] 22
Jiid, EHE SRR 2 RS .

> YEB ORI R A systemd WAL RGOS B SO, AT DUH
RAE R BE AR A Jete/fstab 1 AT DLE I S84 m (1 — N i b E ). i
i F comment=fstab & T & H 22 1] LAFR1C /ete/fstab 2% B AT AN H systemd 4% il
) E

> LTS RS TR TS R — MG GE 1B B systemd SCRFIRSS
(E% unit) (8] () 2 FRAK S OC R o 7E unit BCE SO {8 After/Before. Requires £l
Wants 2750 7] DA & 52 unit 305 T « Requires A1 Wants 2678 — AN 1E [m] (5 il 2 ]
)7 SR AK I OC FR,  Conflicts Frn— M M) 7R SRAKHBIOC HR . HARIE DL

MSRE G0 unit F 2R ECH,  systemd AT E S BGOSR A0 2
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[ AT B, SRS AN AT B 6 R 2 15— E(EUIT A unit 158 )5 T 2 15
EEIEN). WREZRZEME, systemd 2B R e, MBRTT LIEBRIGHA I
FTAE.
5.1.1.2. et

> 5 SysV WIIHALIIA He s . W nIgE, ‘©2FIH LSB A chkeonfig [1)k{5
SNE, &, s AEAeTHE R, 0. fete/red. XEERTUEALIAANAE R
— NI RIEC E R, LA sysytemd R 55 [ I ER AR EH -

> Jete/fstab BLE SCAF: XA Z S —NMEEEH. @M comment=fstab i
Tjikric/etc/fstab 25 H, f# systemd 7] CAFE ] B FE2 5

> SCREAE AR/ SEFI AL . i R —AME R getty@.service T
1 TIAS R RSAS getty FIAE R — PNECESCIE. 2 1550 70 T 2 7] UK B 24k K,
ot & W, W L O B i A avahi-autoipd@ethO.service & 45 Bt B
dhcped@ethO.service, 157475 eth0 H{E 7] DL B H@E @ B AT VLIS 2

> £ — & E LA /dev/initetl o IX A FEFEMESL R B2 N T AT
FIFO-activated lt5%. (2 & 5 o4 i 2 i i SR 3 ¥ i 9 D-Bus W 3R) 5L |,
X E R [HIY Upstart A1 sysvinit H ) shutdown. poweroff A1 HAth AL Ay 2 AT LA
7t systemd HEREAEH

> 5 utmp Il wtmp 4.

> CER LRSI HE R AR MR

> ARHLPC B S8 5 desktop SCHFARIE IEVE : 1R 2 AR5 TR AR A X
AR ER I AT 2% . B AT DS O I E BRI IR S FiiR TR, 3552
FEALRS, A B2 2T B B

51.2. BERGRS

systemctl & i E B T H ., ‘EflA service 1 chkconfig FIThEET k. &n]
DA FH e 7K A R 2 i it b e AR IR S5 -

F 5-3service 5 systemctl F] [X 7]

service systemctl iR
service name start systemctl start name.service FK 8 38— %5 (GFAS
S R IA )
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service name stop

systemctl stop name.service

FIRAZ AN AR S5 OFAS
SHERILA )

service name restart

systemctl restart name.service

RIKAE IEIF R 3 — AR

%

service name

condrestart

systemctl try-restart

name.service

HR AN IEEBT R
%

service name reload

systemctl reload name.service

SR, HOFT I E
SCAF A R TS AR

service name status systemctl status name.service | A ARSIRES
systemctl is-enabled
name.service

service --status-all systemctl list-units WRFTE IREIRES

--type=service --all

# 5-4 chkconfig 5 systemctl [ [X 7]

FE R IR BN B A2
b AN B B RS
NJFH

chkconfig name on

systemctl enable name.service

TE R IR JA Bl B 2
b fich S 25 A I 3 A 5%

chkconfig name off

systemctl disable name.service

R & — RSS2
GRS A =)=t

chkconfig --list name

systemctl status name.service
systemctl is-enabled

name.service

BB BTN R
IR 55 1 J5 I ANEE G L

chkconfig --list

systemctl list-unit-files --type

service

7R unit 57 & J3 SRS

chkconfig --list

--after

systemctl list-dependencies

BIR unit )53 E 3RS

chkconfig --list

systemctl list-dependencies

--before
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5.1.2.1. WoRiRSS

B T R T
#systemctl

DL i 25524
#systemctl list-units

I 4 AR R S5 T, AT L R a4
#systemctl list-units --type service

fan oI EIR S BB IT, HATEAT a2
#systemctl list-units --type service --all

B A AR 55 RO BT, BT B R A
#systemctl list-unit-files --type service

AN o8 s S 80 P A s R 55 1) i 42

#systemctl list-units --type service

EoRETA D MRS oAU

#systemctl list-unit-files --type service

5.1.2.2. BRSNS
WRREIRE L

#systemctl status name.service

R 5-5 RFHELERBIIR

XA Haik
Loaded k55 72 15 in#k
Active ke 5% 72 15 0
Main PID T R GRS Y PID
Status HHT R GRS BB IS S
Process FHIRHERE P I 8
CGroup FH=< CGroup FIME 2
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R firewalld.service IRSIRES B«

#systemctl status firewalld.service

7w firewalld.service AR 55 )3 31 5T B KAk 55 7~ 151 -

#systemctl list-dependencies --after firewalld.service

ost ~[# systemct ist-dependencles ——after e .service
firewalld.service
-dbus.service
—dbus.socket
—polkit.service
-system.slice
—basic.target
| —.mount
’ }—5ystemdfaskfpasswordfplymouth.path
| tmp.mount
| |paths.target
|| |—5y5temd ask-password—-console.path
| | L-systemd-ask-password-wall.path

7R firewalld.service R 55 )8 2 5 5 R 55 7 51«

#systemctl list-dependencies --before firewalld.service

[root@localhost ~]# systemctl list-dependencies ——before firewalld.service
firewalld.service
|-docker.service
-multi-user.target
\ }—systemd update-utmp-runlevel.service
l—graphlcal target
| [—5y5temd update-utmp-runlevel.service
| shutdown.target
L shutdown.target

!
l
|
)—network pre.target

5.1.2.3. RS
JA SRS 4

#systemctl start name.service
Ja 3 httpd AR 55 7~ 11 :
#systemctl start httpd.service

5.1.2.4. 1E1ERRSS
=1L R S 4
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#systemctl stop name.service
{51k httpd AR S5 7~ :
#systemctl stop httpd.service

5.1.2.5. EJERS
PRS2

#systemctl restart name.service
# J3 httpd AR5~ -
#systemctl restart httpd.service
N H 5 IEFEIBAT B IR S5 2
#systemctl try-restart name.service
HHR S
#systemctl reload name.service
¥ httpd IR 557~ -
#systemctl reload httpd.service

5.1.2.6. Jai RS
JA PR 55 i 4>«
#systemctl enable name.service
HH A RSS2
#systemctl reenable name.service
Ja i httpd IR 55 7~ -

#systemctl enable httpd.service
Created symlink
/etc/systemd/system/multi-user.target.wants/httpd.service —

/ust/lib/systemd/system/httpd.service.

5.1.2.7. ZEH RS
2% IR 45 i 4
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#systemctl disable name.service
25 H bluetooth i 55 7~ 1) :

#systemctl disable bluetooth.service
Removed /etc/systemd/system/dbus-org.bluez.service.

Removed /etc/systemd/system/bluetooth.target.wants/bluetooth. service.

5.1.3. EHEHEMR

JAENZA] (runlevel) & —MNHEPIMES . BUE, systemd 5| N T — RS 812K
ol Dy BE AR ABL SCAN [ () Ak 2 Hir (target) . NMEEFERWESNEAN, HA
HAREA 2 7 MR Thae, JF HReFE R H 2 A — 2 B ARGk A=Al H AR 1 ik
%, FHREBIHIRSS . systemd $2fft 1 — LB sysvinit f5 ZE K H AR, A EL
fEFHIHE telinit 3 3285 dr & V)4

JRENGN 0. 1. 3. 5. 6 HRMIR TR ik, IF HA R —4 systemd ) H
bro BESZUUH P EE ORS00 Diae, 7T LLLLEH BB 340 vk, gl —4
B W B kR Jete/systemd/system/< FHr O H Fx > C ® L & %
/ust/lib/systemd/system/graphical.target) , ] %/etc/systemd/system/<HT H #5>.wants
H, mHAMANGIMNES R (5817 /ust/lib/systemd/system/H 1) BTG S0 o

K 5-6 SysV a5 475 systemd HARxTE

BATH 5 H¥r87T iR

0 runlevelO.target,pow | H T R4 (halt)
eroff.target

1 runlevell.target,resc | H#.H] AR
ue.target

2 runlevel2.target P EE BB o, 8w R %R

7l 3

3 runlevel3.target,mult | ZH 7, TR H. H)P A LSS
i-user.target 24 Uity B X 245 5 SR

4 runleveld.target,mult | F P HE SR 3NE0], #HERBINH
i-user.target a3

5 runlevel5.target,grap | ZH 7, EEF M. 6K 3 AR
hical.target %, FEREIE T RS
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6 runlevel6.target,rebo | HJ3
ot.target
emergency emergency.target AR (Emergency shell)

* 5-7SysV HliEH S5 systemetl X} EL

IH A< Friw i3
runlevel systemctl list-units --type target TR Y HT H bR
telinit runlevel systemctl isolate name.target AR 48T H A

5.1.3.1. AAEBIAHR
BERINERES:

#systemctl get-default
LA A BOA B AR ST s 6 -

#systemctl get-default
graphical.target

5.1.3.2. &F 487 Hr
A 2407 H b2

#systemctl list-units --type target
BN HARRI T, PAT BN

#systemctl list-units --type target --all
PATR N SR 40 B A s H bs sl

#systemctl list-units --type target

5.1.3.3. ZZEEERIA Hin
AR BRI H bR 2

#systemctl set-default name.target
PAR A EE 22 FH 7 H ARzl

#systemctl set-default multi-user.target

Remove /etc/systemd/system/default.target
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Created symlink

/ete/systemd/system/default.target — /usr/lib/systemd/system/multi-user.targ

et.

5.1.3.4. A5 FE 401 H bR
AR B T H bR 4

#systemctl isolate name.target
D A VAl =k N ] F
#systemctl isolate multi-user.target

5.1.3.5. VJ#RzEE

systemd.unit=rescue.target & — M B A RGAREEL shell 477k target unit
(51T 1 F1L);

HEARBER A A2

#systemctl rescue

IR S N RER A H &, LN A
#systemctl --no-wall rescue

DR R AR 2 1
#systemctlrescue

5.1.3.6. PR 2

systemd.unit=emergency.target 5 1& 1% {# B 2 5] init=/bin/sh 25 R Gt RGN
R A B AL

HANE S S

#systemctl emergency
A ZEE N R B H A H A&, fibh R g2

#systemctl --no-wall emergency
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5.1.4. TEImFENLEE EAEA systemd
ERE LA systemd iy 240 R

#systemctl --host user name@host name command
R PR 25451«
#systemctl -H root@server-01.example.com status httpd.service

5.1.5. BIEAMBIK systemd 50304
5.1.5.1. HITXHNA
BT SO I R AL HE = AN
[Unit)] : @AHAET, BEFZ unit HEAER.
[ Unit type] : Unit 2884, R[EZEAYE XA LS systemd {7/ 2
[Install] : BFEFT R 2206, 8 HFIZEH RS N4

# 5-8 [Unit] ZBREEHULH

Eo BT ik
Description —UEgR, BoRGH P RER, W LR R R
— M T R S5 B U B

Documentation | $§7EZ% XHIHIFIFE, LA URL B,
http:// https:// file:,info:,man, XEFFH, HITELGH
BXAMRSH H R4, RE e R E R, AR
J& R E A, AR AT PLZ AR E , M 2 AT IS T
WERAEE T —ANTW, WASHEE D, Z A7 EAH
EEH .

After/Before | FCE RS AIMJE ST, Lin—A foo.service B 7 1 —47
Before=bar.service, IS4 A 15 F] 530, bar.service
SEERF foo.service JABNSE G A A B . ERIXANEEAM
Requires=/&AH AL,  [FIRE& After=A1 Requires=1
S L o eI IR LLAE E — IR A b, S I o 2 4 08
Ja50.

Requires i 7€ MRS WO ) B RSy, WERAR RS i, R4
Requires J& [ RS S B0E, &2, WH Requires
Ja TR B IR 55 A 1B BV SR B, AR RS & 1k, XA
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EIRT LLAE E 24K, B 223K i 46 72 IR 55 &R 15 ik

o T B E R AR X AR AN 52 JE B Bl 1R Y, B
B8 BA) i) After=F1 Before=RACE . a0, i
foo.service #i#i bar.serivce, 1HJf& HACE | Requires=1i%
£ After=8% Before=, 54 foo.service J& Bl < [F] B i iE
foo.service 1 bar.service. 18 7 ff | Wants=fX# Requires=
S IR, RN 2R 40 23 B8 A I A B R 55 2R I A A 400

Wants

X 554617 Requires=, X B4 H RS =4 E 3, Hn
RIS E TR I B F 55 0 B, FFA T A i 55150
— AR R B o XS HERE AN IR S5 ORI ) U7 2. X R
WA P CARC B SCA4b, 8 wants/ B Sk s in, HARm] Bo
A LU

Conflicts

BoE— MO oe, wREE 7 Rem, Ba, 44—
M55 5 Bhit, BidF (b AL I H IR SS, ook, tnSixX
FIHII RS B8, B ARG BiatT 1k, REENNA
ER . vER, I EM After=F1 Before=7& B FHMH L.

WS A M B 5, HAE B AShBHE RN F3), Ak
LEATRER B BRI (PR L /7 ) BB LB R E
(MEZ—BNEEARDHFRD , 5 MG, A
i LA B, B 1R

% 5-9 [Service] FEREE T

R

ik

Type

BCE IR R AR, DA R AIME L

simple,forking,oneshot,dbus,notify,idle

> IEE N "simple" (W B T ExecStart={H R X &
BusName=H] FIERINE), H4 KR ExecStart=Pr 5 7€ 133
P A2 2R 55 1) A

> R R T O AR IR A IR S5, B4 LA 1%
AR B B W e L R RE (B T, DG
Ak FLIT I JE B

> "dbus"(% & | ExecStart="5 BusName=H]JERIAH)S
"simple" ML, AN[FZ ATE T FE 7 £ AE D-Bus _F3Rk1E
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—IHH BusName=75 i€ {1 % FR - systemd ¥ 23 7£ J5 3] J5 4k
JCZ R, B IRZIERE T IR T 48 %€ 1) D-Bus
AR WE VIR M TR & K T dbus.socket H
TG

> "oneshot"(K K B ExecStart=H FIERAME) 5 "simple" 2
L, AEZ AAE T ZIEFE L AUAE systemd Jo 3l J5 4k BT 2
AR H o SRR IE % 75 2 B RemainAfterExit=1E i .
> IR N forking", I8A KR ExecStart=11 15 5E [ 2EFE
WoTE A Sd FE A forkO RS A . X &£ UNIX
SRR 2 S . R P A EE IRIE A O
W BRI G, R R, AR AR
HNZHRSS B B R BT . X T UL Fh i RE, IR
& PIDFile=i&1ji, PA#EB systemd RS E A7 12% ARk 55 1O 3 8
T, gEmnd s 4k oo i sl .

> "notify" 5 "simple" KL, AR Z AT ZH RS
JE BN FE R Tl sd_notify(3)Z A% 1 A% — AN E K1
HE. systemd ¥ 1EE BN AR BICZ R, B e IR %I
RO MIHIARE TIXME R . R E NN, B4
NotifyAccess=Ff R e % B A "all"8E "main"(FN). &,
H A Type=notify i /NfE7E PrivateNetwork=yes FJ &5, T 1
W TAE

> "idle"5"simple" AL, AFZALTE T iZ I R e
IR B FrA RS 78 B S5 B IAT o« IXFE T DL g i &
FRPRES(E B S shell A B HIRARAE—#E .

ExecStart

)3 B2 IR 55 I 7 AT a2 AT (Fr 2+ 240

INFEBEE T Type=oneshot FfEHL T, 7 A Lk BAEE 4L
ITERFEED), HlnaH R E .

2 AT RE AT PAYE [R]— > ExecStart=rF 5 B, 7] DL 13
B 2 ExecStart=>kKik 2| R 2R

WER BN — DT FR R, A SRiTBCE W A 24T #OR B
ED . WIRASE B AT ExecStart=154, A LTHREE T

RemainAfterExit=yes 54
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i AT W A LA — N a0 BR AR R s AT AT SO T, JF HL S
(IR L RO AR A A "argv[ 1] argv[2] .58 45 w047 3t
o

WURAEZ 0 BRAZ TN EPTE " @ BT 4K, B 5 RS2
B IRAE N argv[0] argv[1] argv[2] ..."fE 1B 25 B HAT I HERE -
WURAE L0 BRAZ TN BRI -" g, A B R DL2R
WCRAS (] 422 135 el {8 B I )R Y, s A ok
Thi . ATRAR A -" 5" "@ /4, HIFATE.
WIRWE T 2147, B AX L 47K DLLAE B0 3
EE UL AR B AR R AAT

ANRFEA T -" AT S B iy AT PAT R, B2 R i i AT 4
ASHAAT, [ 18I0 38 9 R W (failed TR A .

AR BE Type=forking I, iX HLUE 1) 6w 24T BT 3 sh I HE R R
WL IZ IS5 () ~F 4P kA

ExecStop

X —/NAE TR S, T3 B %R 55 B 2SR5 1R BT AT
I 21T . TEVEIUN Y ExecStart=5¢ 4 AH[H]

PAT TR B I AT 25, RS T A FIR AR 2
Y5 KillMode= ¥ B A R AE(S W, systemd kill(5) F-Ht).
WRAGE IR, A RS 45 i, Z RS T
BEFEARRG 2R HE KillMode=F1 15 B 4 37 B 435 R L.

5 ExecReload=—#f, HH — MR 5L ESMAINPID 7]
PLFH T3R8 EHEFEM PID.

— kUL, AR E AR RS a4, TSR TR,
N

RN AL BB R A ST S G, IR IR 2
SIGKILL 15 5 ZRIRFE, XAl fess FEUEdE E k.

R, X BB B & R AP EAE, TIARER D iAE.

ExecReload

K —NAE RS, T BE 2RSS R HOFT AR
BN AT 24T . AN ExecStart=57¢ 2 4H A .
FA, A PR AR ESMAINPID A DLH T30 £
SRR PID, 4 4nm] LLIXFEAE H -
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/bin/kill -HUP $MAINPID

EE, & EBRRE, WAy R OR B ST, s
HUH A B, IR AR AN IR

PO N3, BT DAANIE - R B Ry 52 I 22
HrnE e & SRR S5

A5 ZU VO ExecReload=15 B Jy— 1> BE S 1 DR 258 Nk
P B SO BB AR [R5 SE i s AT

Restart

YMRSHARIEE IR . R BORE. BN IR, 2
4 HH ) 3z k55 .

"Mk S5 REFE" 2 TR
ExecStart=ExecStartPre=,ExecStartPost=,ExecStop=,ExecStopP
ost=,ExecReload=H" ¥ & 2

YRR T systemd (IR HERE(FI U0 systemetlstoplrestart)
MAF IR, RS A E T E 3.

"EEES R DU 1A B "keep-alive ping"i#@ ), AT PLE
systemctl start|reload|stop ¥ /EHERT .

PR AU A2 —
no,on-success,on-failure,on-abnormal,on-watchdog,on-abort,alwa
ys

"no"(BRME) R R AW ES . "always" RKn = IC kA HE
=R

"on-success" KN AE RS IR IEH B H I E G, A IER iR
FENPEEIR

IBHIEA"0", B R
SIGHUP,SIGINT,SIGTERM,SIGPIPE {5 5 I HiB AL &
SuccessExitStatus=H] % & o

"on-failure" K/~ AE AR 55 BERE S B IR NP B /S, il e iR
e -

B ASAN"0", BE R R i R FE(ELFE "core dump" LA f2 U
3| SIGHUP,SIGINT,SIGTERM,SIGPIPE Z #M{H Al {5 5),
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BE R T B [ T systemd R ER AR IS T4 R 5T -

RemainAfter | 1% 4"yes" 8" no"(BRIME), T 9% M5 FTE 2 2 H6R

Exit W25, BRI AR S5 A0 NI s (active IR 25
% 5-10 [install] Bt B 17
[ =R ET3%)
Alias TE 22348 F SOz F RAAb 27 (RIIN%) o« 25l

MRS A GG FFEREE (RIFEFERZRAD o XA &
ALMREZ IR, A A FHEIEN, AT systemetl
enable A&, S EENLAHMN () HERE .

RequiredBy 1E .wants/BY, requires/ ¥~ H 3¢ " Ak 55 2 SLAH N 1 BEHz - 1X
WantedBy FEM RO B R P IR S B 8, ARSI,
Also 2 IR 55 22 B N [ I 75 22 2 ) B I IR 55 . R
RZIEFI ARSI E T I, N systemctl enable 72> $
1T 2> A BN 2R AT R € B IR SS -
DefaultInstance | 78 unit Jii FH BRI I 5241

N A& postfix.service HLIG AR B :

[Unit]

Description=Postfix Mail Transport Agent
After=syslog.target network.target
Conflicts=sendmail.service exim.service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master.pid
EnvironmentFile=/etc/sysconfig/network
ExecStartPre=/usr/libexec/postfix/aliasesdb
ExecStartPre=/usr/libexec/postfix/chroot-update
ExecStart=/usr/sbin/postfix start
ExecReload=/ust/sbin/postfix reload
ExecStop=/ust/sbin/postfix stop

[Install]

WantedBy=multi-user.target
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EA B, [Unit] FBERB RS A SR 8. [Service]l H4%
ARG E . EnvironmentFile IR FE %R 5L &, PIDFile &
NARSSAEE SR PID. &, [nstall] 7B R s K #Z IR 55 10 N 25
5.1.5.2. Qg A LR IT AT

B B € X Iu P R

1) % HE RS AT S

AIHAT ST AT LA A, AT AR BRI AR, IR TRE, N HEE X

55 1) FEFEFEAE & — A PID 3CAF, —fRIE PID fR¥FAZE . J M A AT RE 7R 21T
BEUE R BRI, #RA AR /AT B EAF ELH
2) fE/ete/systemd/system/ H s A oo A, F HARER 'ﬁ%?‘EZ root 7 44 :

#touch /etc/systemd/system/{name}.service

#chmod 664 /etc/systemd/system/{name}.service

A TE EZHATHR
3) T {name}.service A, INIIIRSSECE, PR & arnfay iic & A0 B s i i)
ARSI 8, T T A — AN 9] 285 Al 25 1) e 2 481«

[Unit]

Description=service description
After=network.target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]
WantedBy=default.target

4) %N systemd A NH RS AN

#systemctl daemon-reload

#systemctl start name.service

f1)%E emacs.service LA HIHI T
1) Bty FH R IERARE
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#touch /etc/systemd/system/emacs.service

#chmod 664 /etc/systemd/system/emacs.service
2) WA R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _ SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) #% systemd FH ) AR SS

#systemctl daemon-reload

#systemctl start emas.service

817 sshd-second Al %5 11411
1) # D1 sshd config 344 sshd-second.config

#cp /etc/ssh/sshd{,-second} config
2) YmiH sshd-second config A, #shn 22220 H% 1, A1 PID SCAF::

Port 22220
PidFile /var/run/sshd-second.pid

IR R BB SO S AL, 1 BB .
3) ¥ IE T

#cp /ust/lib/systemd/system/sshd {,-second} .service
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4) 2 T A /us/lib/systemd/system/sshd-second.service
1B AU IR 7 B

Description=OpenSSH server daemon
¥ TN sshd.service IR357E After 872 )
After=syslog.target network.target auditd.service sshd.service
F£ % sshdkey 1) 7 :

ExecStartPre=/ust/sbin/sshd-keygen

TEPATIA R, WINZE —A sshd AR %% BIRC & SCF:
ExecStart=/usr/sbin/sshd -D -f /etc/ssh/sshd-second config SOPTIONS

& XU B sshd-second.service SCAH U0 «
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) A A SELinux, ¥SH0 tep %I, 4157 sshd-second AR 55 I iy I 5l 2 4%
TEALLRE -

#semanage port -a -t ssh_port _t -p tcp 22220
6) WEIHLA I

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

TR 77 3 o 11 T
5.1.5.3. B C ALK B IT T

systemd 9. IGHC & SCAFERINPRAF1E /usr/lib/systemd/system/ H 5%, RAE R
ANEWEBEBESOXA B TR, B € RS /ete/systemd/system/ H 5%
WERAY ERIFK, TRV 77 %:

B1% —™ H F/etc/systemd/system/unit.d/, XA RIEFEN—FT A, 7TLS
FHILAWE T, I BB B SRS R BRI B &, X BRI S 7o S 1 T
Rt AN TR -

M/usr/lib/systemd/system/+% UL — 73 JR A6 0 B SC A 2 /ete/systemd/system/, S8 f5
Brk. BHRRASE G RIGIE, XF7 NG B, HTAE
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I INThRERI 5
SR B B BN PIBC B, R R EE N R /ete/systemd/system/ T (T &
S AT LT, ANTREEEALES, A0 fi 4 B SO g A
#systemctl restart name.service
PRI S u e B
NI RN ICE, 2561 ete/systemd/system/ | Gl i — 4~ H
K, root AT LA 1T A iy 2
#mkdir /etc/systemd/system/name.service.d

FENIA QI B H 2 N R RC B S, A AEL.conf STIFE5
BN g —A> H € SCRREICrE, AR

[Unit]
Requires=new_dependency

After=new_dependency

FAN—A T, T UABCE EE IR, A BB S 30 MEE)S,
RO

[Unit]
Requires=new_dependency

After=new_dependency
HER BRI A P A — AN, A S R R ARS8 — AN DhRe, IXRERC & S
TR Ty e A% B i e 42 21 Fo At il 95 O B H s
N TR RIA BEEG A root $RAT LR #4F:

systemctl daemon-reload

systemctl restart name.service

#-F: ¥ F& httpd.service IR 55 &
N 1A% httpd k55 J5 3h B fe AT P B E CRIIIAS, 7 EA2 2 httpd F 5
TOHC & S, $AT BUR TP RAE, H 56008 — A B g SO H 5% & E g SO
#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf
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B % 8 E X 7 B 7 fust/local/bin/custom.sh , Ff iX {5 & ¥ 0 3|
custom_script.conf H & X A A

[Service]

ExecStartPost=/usr/local/bin/custom.sh
I FH B A

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) &AM % F dig- I 55 i 28 4, AH45 P> R 4 [A] 1)
ZARIEIFE S R EReg b FIn i E R B Sm EVLR G . FHE
W40 FTP 80# Telnet I FEIEAE PPUAR], SSH IN® 7 & w1, BUEANEZE
M DL 3G I T R A I 25 () B

ssh BT TH T B i 4 telnet B rsh, IXEELUELIAM . A A S
R EFEfE EN RGN LN R T . 5HAAHRE—A sep R, HT
B4t rep IXFE FHRAE EWLZ BRI GBS 2R T o BUONIXEEE H I B R T
AN INEEAE R vt AR 55 iy 2 [BIAE B R 258, By DA 2R AT R b i O FH e A1
2 RSB RS, el RN PR 7 i R G A FE EHLR G A .

R RS v IR S5 AR R RGBT A OpenSSH %235 44
PL J OpenSSH il 55 iy % 35 A1 openssh-server 1 OpenSSH & F ity %2 %% £
openssh-clients. V¥ 7 , OpenSSH % 3 A4 #i-T OpenSSL )% %54, openssl-libs,
EAR T U EEM I, £15 OpenSSH BEHE i hn 2 @15

5.2.1. SSH #¥
52.1.1. Nt SSH?

BERNRE AV Z AT MR T, et ib A ATy, 2 A0 =T % )
g, MR ESRBOS — N RGEM VTR BBR . — Mk, IXLL i a] LAy g A
TILE:

1) PEMA RGN

et 5 A] Re AL T 3845 U7 FITAE X 4 h ) R A, S HIAEA 1 TR 36 I AR ART A R
flr] e EEOFREEE S, B BSUE BEHH IR G TR I .

T A i A e P AR L RS SR AT 1Y), B B RER A — AR
L2 T, AT DAF SR SR M i R s A, IR 25
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2) H7kEE EHL

Wi & 1 R G Bk B A TR« i SR B & SR %) 1
H P RGBS RIS SRR — MR I LTS

XAy a] D g Fh 44 O “DNS AR R E R ROR, sl g 1)
“IP RS . AR — PR, NREAEH— &G B DNS k5% 2% Kok
KRG SR EE R EHL B FoREld, AR Ry ) 2 B s
£, RN IO ERFEEMN— G EER TR .

XL H R AR RS FA A T BB A TE I BUBME S, 1 AL an X S R A T
BHIEE, T2 R 2 REVER . W58 A SSH SR A7 iz F2 8 SR S = ),
A2 h REME AR R /D ax e 22 A i . 3X AR A SSH %% 7 ity R AR 45 i 3 FH 450
REARIGUE S o WAL, 257w AR 55 o 22 48 2 (6] () P A S AR R &5 11 . AN
SR IEAS W — 7 AT B 0 B B R 2 AT AN I, PR — AN B AR 2 A H —
AN UE A RGN FE R G A R (BRI 1 .

52.1.2. EERHE

SSH #his$e it 1 BL R LRy i it -

1) Joid P e THOHA ) R 55 it

TENIEERE 2 5, 7 i B % SIE € 2 B B e 2 1 IR 45 i (R i 2 B 2 R BT
Fe i 1 5] — S R 5 v

2) TERPONIERE R

% P v s FH O 128 A7 N3 SRR B A UEAS B AR i3 25 IR 25 i o

3) kR aEE G

FE— A2l o A RO AN B s 2 A 128 Ahn s Bk a1, {645
PR (1 i oA 5 TR AR ] 15 A R IR A £

UbAh, SSH PhBULFRAE T LR LT

1) et 7 EM L BT ERAL R R 02 4 F B

I A X1 B IHOR, % P e MR S5 ok R X11 (X & H &
g0 B

2) AT — BRI e A 2 A K

SSH ¥ WU & B3 AN B — DI EAT N2 o adias fd FH 44 e V6 R IR
SSH R %5 % 1] AR — /MR E A 2 Wil (Bl POP) BIF4, M hn
AR RGN 1) 2 A

3) A LAA RO 2 4l

OpenSSH Ik 45 By FH 2% 7 Sy 0 DA IC B >R 9 il 55 i R0 25 7 S AL 85 2 ] P ) 26
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T, BV — LT BT FH N 4% 1 R

4) CFF Kerberos \IE

OpenSSH. Ak 55 iy A1 2% 7 viig 7] DA e B A 1 Kerberos 9 2% A IE B 13 1
GSSAPI Gl FH ¢ 4 IR 25 B FR P gmAE 4z 11D SEHLREA T IAIE .
5.2.1.3. hURA

SSH H RIAZEAIRA : ARAS 1 FNEEHT IIRRAS 20 BT AL BBt v 0 55 B 451
ARG OpenSSH B SSH IRAS 2, ZMRA R A MR HHALHME L, A
Gy B 1 AR BT . SR, A T HAEMERIERK, OpenSSH & 1F[F
FEHSCRRRRAS 1 1S .

B

N T RS B R i e A, BUE N BT RE RS A X 3% SSHRRAS 2
{10 i 55 i R % i

5.2.2. SSHEEMEMHFS]

DA — RV H 0] RS P WL 18] ¥ SSH RS 1) e %4

1) #ATIERET, UMER ) b 808 0 0E & 1E 78 BB 1A 1Y IR 25 o idE A T 845

2) SR FHNEAR N SIS 75 7 i AT FE 3 L2 R R 42 AR B 2 A T

3) 2/l iR SS AT E FRAAIE;

4) 7% i 0 e E B A AR AT RS
52.2.1. fEH)Z

Pt J2 1) 32 B A R AR AR T A EHLZ B RIS 2 2 AT 51, SRS INER
A% DA R A5 B i 038 A 3R TR o a2 38 5 o B 3R A7 s R A 2 kb 3, ARG T
PRAM X AU B SR RS IT (1 58 BE AR, SR SEDIX — H A o A% 2= AR I R 45 |
IS BRI T RE .

SSH % P uiti 5k 28 R 25 St 6, W 3047 2 AHAS 30, (E 3P RS0 (A1 RE0S IE R Hb
PR . B A P R T

1) ZZHaEH,

2) M AN

3) e X BRI B

4) HEHE BVIERE;

5) W re A B

TEFARC AR, MRS — A — [ BN % ik B S S0
U SR 7 vty LA IR AR T I IR 55 e A5 0ok, AR 25 o ) R AL B % 2% 7 oy
UL RENN, A SERE . OpenSSH 8 i 3% 52 IR 45 3t 1) E L2595k 30
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WEX AN A . B AR, I B ENUE S @i fsiE 2 fa, w8 fasid
Mo FEZJEIERT, 2 7 bnes F CORAR I RRAS KA ik 55 i 1) AL ZE4H, DA
PR2E P i By S AE AN TR ) AR 55 im il A5 o A SRAERE R BB R A 124, FH P
WA AT 3% 2 N B 25 P i L 8 TR AT R RRAR

B

B & vl Re = AE e W) R R B BL O e e SSH R 55 i, PRI A Hb 22 48 FF A i
T FR) Al 55 i A1 0 5 L IR AR 55 i (B A+ X o O T BT 1B IR AR RS
A, TR OB ECE VLR AN ILECER,, 1B SRR SS v B 01 LUSSIE SSH ik
55 Ui F) 58 e A

SSH # BTt L A LURIAT ] S Y 11 20 BH B0 B G i v 2l 2 o 72 S BT 1Y
AT AN T — AT A S A E A — N R EE S, A RS 46
THEOHT B PRI S, DUORYPIGAE IR BRI BV E A s

e TR e EHME AR — ' GEMIEIGRT SSH LB EE
ZJa, Mo REN—IREHZ, £l —ERAEN AL =% E. RIfE
Bt # e i e e A E A L =, X —F B AEIEE G IR — B TE N A H
5.2.2.2. \IE

— BARR E R @ — DN B BREAE A RS AL IEAE B, k55 om & R s P
Uiy G I SCHF IR AS R OAIE 7325, s — DM RAEHm S IR 25 44, B N — 1%
5o SR 5 %25 7 S 55 A FH B SRR ) G o — A 7 32 1) i 55 B 1R AT DA

SSH 5% s A1 %5 7 Sy 7] LABC B A58 AN [F] 2R AL A IE 7 20, 1% 07 # R et
I E o AR S5 v AT DAk B T 22 Y, & m] DASCHRMIRES &5 7% %% P i
IR NGNS pri il shvik= =37 Wi N a1 ] 1V
5.22.3. j#iE

7E SSH &% 2 58 e — IR NIEZ J5, Wil iFroN“ 2 AR (£
P EHEREHZME THM, XEE 5 — AR AN BT RKIE .
X SSH K, AN [F] I8 #RAE — DML [F I 22 i K ILD W —FHERAT I 2
HIEE . & 250E 7 AR BEANE B 2 i 2 T AR R X1 21 o

ANV 72 75 1 i 20 2 Il 55 i 1S AT LA B ) 3 o A — 4 T K A S ) P i
BT — N T o % i AT — N R IE R, 25 bt i KA IE 5 5
—EKIRH . XA BRSSO, B TR T R R I . ikt
—K, AFEEMPSIEASHEEW, FHY—MEERSIESER G, RAE
(1) TE A 2> T 32 22 SSH iz .

TEE R PT PLSCRR A, AT DAk i@ DL — Mo Rk 507 2k A S e -
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LLXRP 520, R 55 P im iR B8 TE 2T FHE S, S 4 2@l @ iE kix.

7 S AT 55 S 9 50 D G A A A TE RVRFALE » DR T P B SR R 55 2R R A
LI ERE RN 2% (177 3o AR AT LA SR DR BE R B 5 DL R, kd
BEAS R A R R JE R AR AR K 0 R

5.2.3. K& OpenSSH
5.2.3.1. BLESCF

Be B A E AR R, — RPIH T 5 P e 5 (91 sshy sep # sftp),
HH—RIIVH TS5 (sshd SFHPHERED .

RS VEE R SSH L B A5 BARAEAE /ete/ssh/ H R, VENLE 5-11 RS TE KT
B K H A SSH LB (S BIRFEE~ ssh/ HR T (% B RAERE AR
HEHD) , PRI 5-12 FE F P fIie B .

R 5-11 RS R E XX

SCAF ik

f15 T Diffie-Hellman 254752 # 75 BAf
F1¥) Diffie-Hellman 2H, Diffie-Hellman
AN TR 2 A AL Y B 2 S
/etc/ssh/moduli 1o A — SSH = 1E Ao B
WA I, — N R B,
Z AR TCE AR AT A R — 7 BT €
XA TAEBE JE 15 R AR

BRAM SSH % /i ic B SCfF . VER,

/etc/ssh/ssh_config ~/.ssh/config FELE RIS, U HIBCE
¥~/ .ssh/config 7 5 -
/etc/ssh/sshd_config sshd ~F 3P A% () 1E B ST A
/etc/ssh/ssh_host_ecdsa key sshd <73 BE LT FH 1) ECDSA FL%H .
/etc/ssh/ssh_host_ecdsa_key.pub sshd <73 BERE T FH 1) ECDSA A%H.
SSH ¥ AS 1 1) sshd <737 32 B
/etc/ssh/ssh_host ed25518 key
i1 RSA FAH.

SSH HhSU A 1 1 sshd 747 2 A% e 45

/etc/ssh/ssh_host ed25518 key.pub
i1 RSA A%
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P

ik

/etc/ssh/ssh_host rsa_key

SSH WA 2 f¥) sshd 7333 R s FH
'] RSA %1

/etc/ssh/ssh_host rsa_key.pub

SSH P A 2 f) sshd ~1 47335 R B 4 FH
'] RSA %1,

/etc/pam.d/sshd sshd ~F4EF2 1) PAM BC & SO
/etc/sysconfig/sshd sshd JIi 55 B BC & S0
R 5-12 fE H P B E SCfF
XAF iR

~/.ssh/authorized keys

IR SS S R B — R AR . 2% ) i 2
BURR S5 v, AR 55 v AR B DR AFAE 2SR e

2548 A IRV IR S T ¥t o
~/.ssh/id_ecdsa .5 FH P Y ECDSA FA8H .
~/.ssh/id_ecdsa.pub F P ¥ ECDSA ~%H.

~/.ssh/id_rsa

SSH WX i AS 2 1) ssh AT fd FH i) RSA FA%H .

~/.ssh/id_rsa.pub

SSH LA 2 1) ssh BTfdi FH Y RSA A4H.

~/.ssh/identity

SSH Wi AS 1 1) ssh AT fd FH ) RSA FA%H .

~/.ssh/identity.pub

SSH A 1 1) ssh BTfdi FH Y RSA A4H.

~/.ssh/known_hosts

A8 P U5 1) ) SSHAR 55 i 1 SR ML 8 o 1% S04 %)
THaR SSH 25 7 vt 1F 7E 282 IE A ) SSH IR 55 3 A2
CECIR

SREUCA ¢ SSH T & SO BT A FH I 25 M8 2 115 5, 1527 ssh_config(5)

Al sshd_config(5) T/t 7 i .

5.2.3.2. JAZ) OpenSSH IR 55 i
b 2522 % openssh-server 1.2 J5 74 #1847 OpenSSH Al 55 ¥iii -
FLE T 2% PR3 sshd SFHERE, LA root I FUEE shell fir 4T HERAF T

iﬁJ)\Uﬂ: SlN] ?

#systemctl start sshd.service

AT P EIRIEeT

RN LU 2

sshd PP 3HFE, 5 LA root F 7 LE shell Ay 24T HE7
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#systemctl stop sshd.service

UL AR RGS BN 0SSN SFSHERR, DA root FiLFIE shell 44T 42
TR AL F

#systemctl enable sshd.service
Created symlink
/etc/systemd/system/multi-user.target.wants/sshd.service —

/ust/lib/systemd/system/sshd.service.

5.2.3.3. {fH SSH #hATm R+

7k SSH BHIERIEAEH, NizZE A L2 REEDI. 50, HF
(B R AT REAE — D ih A FH SSH N OR4P 43R B, B JNFEZ 5 1 H Telnet
ERN AR T o TFEEEH MRS B telnety rsh. rlogin A vsftpd.
5.2.3.4. AEHETEHYIRINIE

RTHE#E-PRRERA LA, WTLLARK SSH 25X, SR 5 a8 2 T
FHRIAIE, AR UIE. ZXPEM, 5/ vi Bi# nano 55 UG4S TP T
F/etc/ssh/sshd_config Mt & 1, FH-H#F PasswordAuthentication EIUE AW NN

e

e
PasswordAuthentication no

IR EARAE— D F BN 2R RGP AT 8RR, 16 & B Ui ORI
H ¥ & PubkeyAuthentication no eI, WIHRZILAEIERE FIY, 1A 2 {58 H 45|
BB AT ), SRR 2R F B R D IE 2 JT e DR T 55 ) 8 s AR 2 5 vl A
J& FHIC & PubkeyAuthentication A no-

N TR sshy sep BUE sftp M —AN% P o ML A 1E L B R 55 0w, TE 1L IR
5.2.3.5 A BRI ERON BT AR B — MR AN . R, IR B A X R P

GBI
SRR LB 5 TR 5 B4R R G0 V10 BRUMSE A 2 1) SSH HUURT RSA 24«
HEYL:

USRI LA root 145 T AW, T4 BT root P e 5 PR s .

i

R E RS ARG, SRR L AR B GIRS, WE Gh/ssh/F .
T, WU E 5 B R — R B RS LT PT, 6

5 root FH /s
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5.2.3.5. AERCE YT
B R SSH VSRR 2 1) RSA XS, 15 4% LA 0 44 -
1) 7E shell 7 AT 5 AT M LLN o 2E B RSA B 4%
$ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) HZ IR UGE VR R PI BN AR, R~/ ssh/id_rsa.

3) AN HEL, I HAERREIAR R XA ZH 4. N T2 e i,
T AN A A8 2 o S 0 T P A [ 3 0

4) BRUIEIL T, R~ ssh/ H S BIBUR B E N rwx------ 83 LU\ BEHIFRE LR
[ 7000 XFEN T AR R AR MM USER Rl &F HNE. MARA
WEE, Al DRI BLE A REFEAT A A -
$1s -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) ALK S, KA B —Gm el L
ssh-copy-id user@hostname
IR AR RN, %@ 2 B Hl L — R U~/ ssh/id*.pub 24
AR, AT PR AP SR 44
ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname
Z f7 & & K ~/ssh/id rsapub ) N & B ] B & A E 3K HL A 0

~/.ssh/authorized keys /4. 4R authorized keys X/ C&fF(E T, K<
BINRENZ AR E

AR SSH PRSI 2 19 ECDSA S5 47%F, 1#54% DL N b 11 .
1) 7E shell A 2ATHRFF NI LL T Ay 242 ECDSA 281X :

$ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):
2) %A AR B BN S4B~/ ssh/id_ecdsa.
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3) WA—NE%, HHAARREANRBEHE AN Z 2. 8724,
T AN R RN 60 36 S J 000 I P A (] R 1

4) BRTEIL T, B~ ssh/ H IR B E 9 rwx------ 803 LU\ B FRE R
[f] 700 X2 T HTR AAXI R USER e &AM A, WA
W, AT DU LR fir & R BEAT A -
$1s -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) LMK, HARER B — Gyl L.
ssh-copy-id user@hostname

IR AP AR ARG, 1% = ML — KB U~/ ssh/id*.pub 248
AR, SR PR E ARSI

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

% A 2 ¥ ~/ssh/id_ecdsa.pub 1 N A K& i B A E B 1AL AR B
~/.ssh/authorized keys SCAFH . W authorized keys XA CEAFE T, EHES
18I0 BNZ A AR R -

B

RSN N, A ER LR, X— IR HEEM.
5.2.3.6. OpenSSH 7% J™ it

{52022 2% openssh-clients £ J5, A HE 2 7 i ML &% 7% 4% 2] — 1> OpenSSH
MRS (FHZ 0424 LR 1 AR 72 T OB = 2 Ik 55 24/ E R G
TR o
5.2.3.7. {fH] ssh T.H

ssh THATPLEEE R3] — GBS B, HAE BT 54 &2 X rlogin.
rsh I telnet T8 /7 1 — /%4> g‘?ﬁ%

A telnet A& AHALL, {3 DA R i & B ok 2 — G m A LA L

ssh hostname

il hn, 25 5E|— 5 %N penguin.example.com [FEFEFHL, B LAFE shell
TR FHIALL N a2

#ssh penguin.example.com
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2 4442 DU TEFE A A LB 7 4 B W A s — R
W4, ERHILAIN i
ssh username@hostname
%0, LA USER % %% penguin.example.com, &HHIALL N4
$ssh USER@penguin.example.com
TR —UOENS, K2 F BT NAARLIE R

The authenticity of host 'penguin.example.com' can't be established.

ECDSA key fingerprint is
SHA256:1xy64icRY c/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?

FE [ T HE A B 1 U BT, P N AZ AR AR AR D& 75 I . 7 AT B
17) IR 55 S 4 BE GA ARV B IR0 o X BZ DA —Fh 22 ) e i1 T7
AT o AR AT DU AR S5 3 (0 AL A, wT DM B ssh-keygen fir &K
K AR
#ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa key.pub

256 SHA256:b0gGbI+Xk/1+Ve76j3mgpY StyOn3gR9Qilsd+80V3GI no
comment (ECDSA)

BN yes 2B HIFANIERE . R SF DM RIS I Cagis s 2
M ENSIR P RES, DS DM E D 3R
Warning: Permanently added 'penguin.example.com' (ECDSA) to the list

of known hosts.

USER@ penguin.example.com's password:

HE Y
AR SSH AR5 i i ENVE P 1, %07 s 2 38 50 P i A RE4R 2L,
K A4 A 55 v 1) 35 ML %5 4H M~/ .ssh/known_hosts SCAFAF I BR . AT, 7EIEAT L
TEZHT, KR SSH M55 im I RGUE P L, B iE AR 55 3 {5 A 52 B M .

LM~/ ssh/known_hosts LA I BR — A28, AT LA W0 R4
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#ssh-keygen -R penguin.example.com
N JG, g NIZFE LA shell - 2ATIRRFT T o
A, ssh %7 AT AR SRAEIGAE 0L EPAT — 25 %, A &5k 3 shell
AT IR
ssh [username(@ ]hostname command
40, Jetc/kylin-release L2t RIEERARANE L. EEF
penguin.example.com _iZ AR ZE, Hi:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10 (Lance)

AN IS 2 )G, B Bonim R EALERIE R GRAE R, REE
W3R B B AHE 1) shell iy AT HRAF T o

5.2.3.8. i scp TH

scp A AR RAE MLz [l it — AN 2 N8 fidE B ok et b, &
F rep AEH AL

BRI — N AR R G, ATUE IR a4

scp localfile username@hostname:remotefile

Bl an, an S R4 taglist.vim f£% £ 4 4 penguin.example.com [ FE FH1H
PR EF L, AILLTE shell AT HRTF FHIA UL N a2

#scp taglist.vim USER @penguin.example.com:~

— K A] LLFE 8 2 AN SO . AR vim/plugin/ H 3 R SR F1 H S B T2 6L
penguin.example.com FIAHE HF T, AT LL T 4

$scp -r .vim/plugin/* USER@penguin.example.com:.vim/plugin/
LR — NI S R B A R 4 b, AT DA DU i
scp username@hostname:remotefile localfile

B, FEMGZAE T E T vimee BEE SO, AT RN
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$scp USER@penguin.example.com:.vimre .vimrc

5.2.3.9. fi [ sftp TH

sftp TEATPARRFTH —AN 2222 ZZ B AP FTP 21« 7R B, B2
T fip, DFEZAAET stip M T — LA Ed.

BEENEE RS T, LM a4

sftp username@hostname

fltn, R USER 7 & 5% 2448 penguin.example.com [FJFE EHL L,
CIRVR PN

$sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
MBI NI EIL 2 J5, BSE R —A sfp B AT RR . sftp TA
A PUd H— RFIA fip K& 4 (L 513) .
R 5-13 HEHH sftp &

CisSq Hid
FIH — M FE H RN A o R BT SR AT H 5%
AARK, BRI Z AT AR A =%

Is [directory]

cd directory Dl fe TAEE X2 EMEE T .
mkdir directory B — M H 3%
rmdir path JHIBR — AN B 3%

put localfile [remotefile] | K AH AL H 2@ FE ML L
get remotefile [localfile] K iR L BRSO TS L E.
FRHCA] FHAn & W52 BA K, 1655 sttp(V)FHF F ML .
524. ARR—NEAEH Shell
—/l\z”iél?l’] i 47 S R A /2 SSH %\ﬁﬁiﬁﬁﬁiﬁﬁ‘]ﬁﬁﬁ”ﬁ 4T EIE R
, ATLUHETE SSHIEIERET X11 SRR A . B, 8L TCP/IP ¥k, R4t
L/LFJIJ FRUAS 22 4 11 R W LA 2145 5€ 1) SSH iEIE L.
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52.4.1. X11 #%
Bl SSH IERFTIT X11 216, wf LME L R 14

ssh -Y username@hostname

ltn, EAFR USER H &k 344 4 penguin.example.com HiZFE FEHL L,
CIRYEEPN

$ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

N4 shell A SATHRFT NIgAT > X B, SSH 28 7 i AR 55 Ui 2%
B — MBI e A, X FE P B 11X AN 8 52 A R 0% B P i dL A

R, TERAE X1 R 2T, UWATEITFE RS 223505 X & H RS L root
FH PN BA T i 2 0] Lh2e e X11 846,55 4.

#dnf group install "X Window System"

LR TRMAUTHNEZEE, §5 4.2 R,
X1 ERAFFA M. Bilin, X1 FRmTBUROy [ITH R E ] TAAIE
G LA BOXFE, e ssh LB om, SRJE A

$system-config-printer &

CFITEDRE ] THEM S BRHK, i@EfE vl e 4L e A e &
FTER,
5.2.4.2. WK

SSH W] DL e i 117 A 2 4 10 [ oA AN 22 42 ) TCP/IP $pidlo FEAF X —4%
AREF, SSH AR5t A T SSH 2 7 ity () — AN s G4 .

Ui 11 3% R V) A Do 38 oK 250 7 i PR — A A i 11 RS 281 A 55 i 1) — Sz A
Uiy 11 F o SSH AT DA MR 55 i 44 A 255 iy 11 AR S 28100 P o PR A g 1 b o X — 4R IE
AN By 115 EAH DAL o

H YL

%&E%D%EM%mmuT%%D,%Emmﬁ%MWMH@

P — AT localhost _F [RZER2 Y TCP/IP i I #% K diE, wLMER LI
A i 2

ssh -L local-port:remote-hostname:remote-port username@hostname
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Blhn, ZAEH POP3 il — NN ERAS & 44 9 mail.example.com [k 55 %%
E B, ATEAME A BN A4

$ssh -L 1100:mail.example.com:110 mail.example.com

— HL% PV L 8 A RS R 55 2% 22 T8) )i 11 &% A B TE vk & w48 I, wlt vl LAE
— POP3 1125 7 S /£ localhost A 1100 3 FRAS A HTMELE 1o ALfIFER
i 24 B RAE 1100 i G K, #4442 413 7] mail.example.com JR55 45 -

W5 mail.example.com & H 1217 SSH x5, (HA R — M2 7 — & HL
#1817 1 SSH M55, 4 SSH ATSRAT LA RN R FAT e bl . 458, fif
FH A & =08 A A A

$ssh -L 1100:mail.example.com:110 other.example.com

FEIX— R, B P IRHLAR I 1100 36 11 K POP3 i 3K, Kl 22
11 f¥) SSH #2454 & 3] SSH Ak 45 ¥ifi other.example.com. #A )i » other.example.com
4% 2] mail.example.com F1¥ 110 S FRAT EHTHEAE o VE &, X —HARR,
WA % 5 A other.example.com IR 55 ¥ < [A] F 422 2 22 42 1)

Uiy 1 3% AT DA SRl 3k 10 2% 97 K 3 22 A M SRS I8 o SR 7 K S E BN 7o
VFIATA8 FbR w1 CRI 22 3 1) /) SSH £, (H2FHZE 10 H & o 115
o], ASAALEEAE N & M 18] 45 F 4t P 28 o 1 8 SO BT R R T e, REDK e
AT [R]85 8 — SR 70 Y SSH IE AT H 7€ [m] B A o

HEUL

PLIXFf 77 2R A FH B 11 R ARG R AT 3 I, W SOVR P o R 40 IR AT:
Al F P #Re R BIAH LIRSS b a2 P i R NAR, Bk & W R R RE 8 U
7] 3 2 RS o

g ¥ R ARG E B 0L, AT LLLE R 55 Ui 4 /etc/ssh/sshd_config SCAFH
AllowTCPForwarding 1% B N No, JFH 5 sshd k5%, KAEH I 1 K ThRE

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —MEEAEHILE R4,
A Pk AR g ) e v L
TigerVNC K FH R ZS oiti- 2 P i 2240 . AR &5 ot e % (vneserver) , &
Py (vneviewer) &2 2% 7 i o
HEWH:
AH bt CAAE SR VAT B BB = S e 55 2R A E R 40, R IBE = IR S5 B ERE R V10
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H ) TigerVNC {# FH] systemd 2R E B R AATHE . I E SO
Jetc/sysconfig/vneserver & ¥k T /etc/systemd/system/vncserver@.service .

5.3.1. VNC %%

vneserver L H K JH 81—~ VNC (Virtual Network Computing) 5. &4
fd & Ak 2 4T Xvne, JFAE VNC I+ B3 — A& HE RS . vneserver
RVFHFE— L EIFAT S AT 2 N MSL 20, 251X B 1h AT DL AT S 4k
)% P i AT A BT 1]
5.3.1.1. %% VNC fR%5 i

B4 TigerVNC IR 4554, 115 P root FI AT L R4

#dnf install tigervnc-server

5.3.1.2. TLE VNC fR% i
VNC Ik 55 3m o] DARIEC & 7o — PN EE D (i XS 7 K7 AR T &R
gt b B — MR, PRI E S ISR E . Wbk g 1, DL Z e E
EHIESH
(1) M ¥ H P &l vncserver@.service 3 4 % /etc/systemd/system H 3% (LA
smbuser F ' 1)

#cp /ust/lib/systemd/system/vncserver(@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) B service ST <USER> # Jil S BRI FH
#vim /etc/systemd/system/vncserver-smbuser@.service

#The vncserver service unit file

#

#Quick HowTo:

#1. Copy this file to /etc/systemd/system/vncserver@.service

#2. Replace <USER> with the actual user name and edit vncserver
#  parameters appropriately

#3. Run ‘systemctl daemon-reload’

#4. Run ‘systemctl enable vnecserver@:<display>.service"

#

#DO NOT RUN THIS SERVICE if your local area network is
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#untrusted! For a secure way of using VNC, you should

#limit connections to the local host and then tunnel from

#the machine you want to view VNC on (host A) to the machine

#whose VNC output you want to view (host B)

#

#[user@hostA ~J#ssh -v -C -L 590N:localhost:590M hostB

#

#this will open a connection on port S90N of your hostA to hostB's port 590M
#(in fact, it ssh-connects to hostB and then connects to localhost (on hostB).
#See the ssh man page for details on port forwarding)

#

#You can then point a VNC client on hostA at vncdisplay N of localhost and with
#the help of ssh, you end up seeing what hostB makes available on port 590M
#

#Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

#Use "-localhost" to prevent remote VNC clients connecting except when
#doing so through a secure tunnel. See the "-via" option in the

#'man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking
WorkingDirectory=/home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

99



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

ExecStartPre=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %1

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) 4T systemctl daemon-reload
5.3.1.3. JA3)) VNC k%5 i

LRHEEIHLE SN VNC k5, HEMLITHIEE BRdT. 7£5.3.1.2
Fe & VNC IR55 5 T Bz <y s— P E VNC S H s R & OB AT
ERAR A, SCFF %1 K4 systemd B ongn 5 B ¥, HH—ANERNE
NG5 RPAAT LR A2

#systemctl start vncserver-USER _1(@:display number.service

W DIAEIRSERAZ BN HE B8 . 25, &N, vncserver &
ZHMBEN T - Lhroot I HATUL N4

#systemctl enable vncserver-USER 1@:display number.service

IXEHE, HABH P T UAEH— A VNC BB R, PAE U B R dw 5 A
FALRERLS] VNC k55 . A a2 e 7 —MRIBAETE, ¥ RRizE
T — 2] o 3X AN SEBITRT B AR BLAS B IEAE 5o B SEA 2 A HE E ) o

AN F P AN AS [F] ) R BB VNC R 55 i

T MA B &R E ) VNC ik 55 din voeserver-USER_1@.service Al
vneserver-USER_2@.service, %A LLE AR B S . Hlan, UTmdfas
fff USER 1 ) VNC AR &5 7E &ongm's 3 53, 1 USER 2 1 VNC AR %5 it
R s 5 LR

#systemctl start vneserver-USER 1@:3.service
#systemctl start vncserver-USER_2(@:5.service
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53.1.4. #1E VNC 21
AT 2 T vnoserver I FFHL E 20, 165 2T LABTI 20 % O FF L E e 2

#systemctl disable vncserver-USER _1(@:display number.service

5, BEH RS EAEIZATI, 7T PLLA root HI 7 $0AT LA R i &K 45 1k VNC
55

#systemctl stop vncserver-USER 1@:display number.service

53.2. IHENEFENEE

RN LT, — N EERIH P A — Al X RS it £ERm 5 0
WIS, PRI A TigerVNC AR 55 5 9 xOvneserver K3 ZARA T 5L 1H

£ LE-NXEH

LA xOvneserver FL = — DO EFH RIS, T 1Z LN DB RAE:

1) A root A HATLA T A%

#dnf install tigervnc-server
2) A RE VNC 5.

#vncpasswd
Password:

Verify:
3) e BRI PIAT LT 54
#x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

AP KIS C AT E 1 OVFER: 5900 i, JEfE a7 ss I mt vl LLUERE S|
Borgws 0 b, FFEEHCERMIRRE 1. 55 15.3.3.2 )3 VNC FLE R kb

533. VNC &E#

vneviewer x&— PR ER B F P S FFm #2455 vaeserver FIFEFT o

N T HRAE vieviewer, H NS VEZ 5 H R SRE, @ X% H AT DL
PATHE VI 2) ) H P, BRI AFRREZFERIE. ATk, EHrTLs
T8I & R EAE vneviewer. fEAT 21T H i vneviewer -h 1] PA%I| H vneviewer [
ZH.
533.1. %4 VNC HFE

B % Tiger VNC % P i vieviewer, 1 LA root FI P AT BA R4
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#dnf install tigervne

HERF] VNC RS

—HRECE LT VNC RS b, SEHEAT LMAT ] VNC &5 33 52 21)1% Ik 55 Ui
I
5.3.3.2. S VNC [t &l -k 1%

A AR DN B &L, firewalld AT A2 PHLIEERE . O 11k firewalld fVF VNC
AL E, AT LATFRGE 2 1 TCP B i o 248 F -via S0, $0d i
ik SSH i 7 E 2 n), 1M SSH [t 7E firewalld H BRI TF AL o
o

VNC AR 55 i R ity 1102 5900, ZE75 B8 A2 5 PR 007 I 193 15, AT A
RN 5 50 B A R BoRgm 5. wlan, T8 ANEREE: 2+ 5900 =
5902,
5.3.3.3. fliff] SSH % #: %] VNC fiR 55 %t

VNC &2 — MBI R SCARMZ L, 7RIS AR5 A R 1) 22 AL R RN
AIREM M. N TS 24, S8 AT DL 8 FH -via 326 TR IN 25 18 11 A 55 - 5
PR . X B AE VNC RS i A% 7 o 2 [A) 1) — > SSH P& .

I VNC R 55 di- 75 1 i dZe 42 1) i 24 =l R

vnecviewer -via user@host:display number
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BANE RFH

6.1. Web fR5-2%

Web 45 8% G618 N F P SR 41— Fh I T web M S5 IR %5, 8% LM TR
LS FH P BT e R 2845 B o JETHmAEHLE, B AT DA Y 5 22 1) - Fh SR 1.
N web R 5% 2848 F 2 SCARME S (HTTP) , JT LAEFR web AR %5254 HTTP
i

6.1.1. Apache HTTP %38

R LA o 5 25 2% 4R A ARG HR LA T web MR 5523 2% Apache HTTP i
%#% (httpd) , httpd FIFRAN 2.4, "EJEH Apache 33 42 & B — MR
web k%45 .
6.1.1.1. BEEAH

httpd R 55 4 il

BE & L IR 3 1 SysV WIUGAL A, R4 B 4 N iZ A% F apachect] #1
systemctl iy & KRG FLAR ST, A {E T service 4 T . FIHIZAH T &% httpd iR
25 ¥«

AP
Al

service httpd graceful
PR 7
apachectl graceful
FEXT httpd 1) systemd H oA RPIGALIIA, B WS Fros fASFE A
> HEFTNEARST, BRANE A2 graceful #5753
> YEIERSSES, RIS 2 graceful 45 1k 75 3K

AN
Tifee

service httpd configtest

BB T

apachectl configtest
A tmp
N T Pm R G 7 e, systemd HLOGSCAFIEAT httpd SF AP AR, BT B /tmp
AR, MRS /tmp £ 73 ITH] .

P & AT =)
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HETRS Y, AT B E S AR T /ete/httpd/conf.modules.d/

H3X T o 4 httpd $2 41— L] InA b hrss s iy e B SOt AFTBCT Ik, 40 php.
fete/httpd/conf/httpd.conf 3 A H ) I L H Ui Include t 2 H >k £ &
/etc/httpd/conf.modules.d/ H 3% K ) include SCAFH . IX 5t B BRE TE httpd.conf [ 32
RZ AT, JoZE AL conf.modules.d T B4 HFEC B M. 7E/ete/httpd/conf.d HK T
I, 752 H IncludeOptional FE7x51, 7 httpd.conf U & Ja I AHE IR, B
B2, IXEESCF2=1E hitpd.conf FARZ JE#iAb 3,

H httpd B AR TR AR — 28 3L il B S0

> /etc/httpd/conf.d/autoindex.conf --- Hit & mod_autoindex HKZ 7l

» /etc/httpd/conf.d/userdir.conf --- Ft & °] V5 il Al P H %, ] W .
http://example.com/~username/ ; A T ZafE I, MiZZEHIXMENIIA

> /etc/httpd/conf.d/welcome.conf --- 7E4 B F HIRACES, 24 http://localhost/
BAEHNAERTET, SR8 E R 7 WG oL .

NN

BN DL T, $RHEH httpd.conf S i /ML E . VF2H WINECE T, 4.
PLETERAEC & H ) Timeout 5% KeepAlive A8 A BRI E 15 W gmid ik & 4
BART o BFXFFA B B 1R 7~ I 2 65 v B AR T b oA VRgR U0 o

ANHEAE B LA T

NS 7 2 I 1 httpd 2.2 BCEITF2 3 httpd 2.4, NIAAAER KEFT G A
A httpd B BiEVE T EB N HE2H KL Apache L, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib PR AR AY

FE R LIS 2y S I 55 2 R AR RGN A, AN ) 22 Ab B AR (MPMD
P T ANFE ) httpd —HEHI SO . fne FE TP R FE AR T B] DL “prefork” AR
/usr/sbin/httpd; 3 TR FERE I 0] L “worker” {3 /usr/sbin/httpd.worker

FEARTAT LI = B R S5 a e R g, AU 7 % —1 httpd. 3 > MPM 1k
A NERAR IS EH R H . worker, profork (default) 1 event, 4752 n#E—1>
MPM A&}, 0] DLIE IS 9% %5 /ete/httpd/conf.modules.d/00-mpm.conf it & £,
FHIR MPM R H i (R R # 2o 3, A0 AT LASEI MPM BSEE ik 1 .

£ () A B

FH A7 14 6L mod Idap SEILELER Y] LDAP S 30 uE AL H1 8T 1) 7L
mod_session $EHEFEER mod session 1 helper. Hi#HT )€ mod proxy html ${}t

P mod proxy html 1 mod xml2enc. IXE&4K {4/ #R W] LA AT IEATE H 3545 .
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TR AR Gt Rl

AN FAd H /var/cache/mod_proxy/ H 3%, HUMARZ )72 /var/cache/httpd/ H 3% &
] proxy fl ssl FHZ -

httpd A AT T B A 2 24 M /var/www 3EF 21 T /ust/share/httpd/

» /ust/share/httpd/icons/ - 7% T —HH T HEZR I MER. FHRALE
/var/www/icons/ H3x F, BI{EEF£E T /ust/share/httpd/icons H& T o TEBRIANE I
N, http://localhost/icons//&H %] {E/etc/httpd/conf.d/autoindex.conf LA, W
ARG & B bR B4 B AT F M

> /usr/share/httpd/manual/ --- /var/www/manual/ H 3 & & & # 3| [
/ust/share/httpd/manual/ H 5% . XN H 3B 5 1K H T httpd-manual FAFELI N2
% 7 httpd 1) HTML JRTFFe Wi 2236 17X AN, U http://localhost/manual
[7e B R . fE/etc/httpd/conf.d/manual.conf ST+, ] PARC B T )47 & A0 e H
P

> /usr/share/httpd/error/ --- /var/www/error/ H x* © & i& # 3| 1
fust/share/httpd/error/ H 3% . fEBVABLE S, Mk 7 H @ X2 EES HTTP 44
RAE S E RN E . 7E /usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf
SO, BRI TG E SRR

S Bk,  FACHITT 1) 45 i)

F 36 Sy St . AN s a3 H A48 2 O R AE T RS, 7
A E SO B Order. Deny 1 Allow $8 4 Ni&E F T3 1Y Require 15722
H X Apache X ¥ W ¥ £ ¥ @M 5 B , & & A
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTIRERGW 724, BT %3 suexee “HEH] T, BUMARZ B2 3044
RGRe N5, RVFHE IR IEE . 456K 5%, suexec A FH{HH
/var/log/httpd/suexec.log HEM T . Mk, HEEBARIES] T syslog; BRIAE L
T, ¥ A/ var/log/secure H E L AFH

Bz

1T httpd 25038 1 REHE 7€ S, BRI, £ T httpd 2.2 MIEEIEE 3 T7 AT
httpd 2.4 SEANFEE M) IXFE, 7 ZARYE httpd 2.4 BEHEE 1152 3, XFRERLEAR
s BB, &5, FHEM. A% httpd2.4 API AF S 4G BAIR, ES
E

http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .
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F T MU #4222 B 1) apxs ] $AT SC A & 48 M Just/sbin/apxs 1T % 2 |
/usr/bin/apxs .
A B AR B
FEAR TR BIBE = R 55 4 E R Ggirh, CABMIBRIN httpd BEERZIR A1
mod _auth mysql, mod auth pgsql
7t mod_authn_dbd H*, httpd 2.4 &4 7 A &R SQL #ids FE AEA L o
mod_perl
7t httpd 2.4 1, A IEASCRF mod_perl T .
mod_authz_ldap
£ httpd 2.4 {1434 mod Idap 1, i mod authz Idap &4t 7 5% LDAP )%
o
6.1.1.2. SHACE
AT B Hr Apache HTTP Server version 2.2 Fit & 30, #5258 bL R B
1 TR ARRA TR AR 1, B, SR R A R 15 1R
T B0 A AT 7 AR AR MR, 75 ZEG B0 1 1 1 5% LoadModule

He T
2. fETEMBE O A, T BRI, Ol Bk T
(R R AL

3. QR EAEH mod_userdir BEHR, WITE UserDir f877 i, 7 Z 424 H %
# Pk (IEH 4 public_htmD ;
4. IREAGH] Apache HTTP 24 RS54 0I5, WAHKEHZ B8R TR
(SSL) MMM E L EEEFR, H2E6.1.1.8 J5 ] mod_ssl Bk,
FTLAH AT dr 4, ka2 e B SR mT g AR AR
#apachectl configtest
Syntax OK
A RUNFTH Apache HTTP 55 45 FIBC B M 2.2 A TH 2.4 A, S H
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. 1217 httpd k%%
AR UM JE S, (521EFE B Apache HTTP, LM W46 7 Apache HTTP
HIFRZS - O 1 BEAEA httpd ARk 5%, RISEHIBLR fr @A 2 5 B4 %% T httpd.
#dnf install httpd
N, AEARIT R = IR S AR E R G, Aok LB H AR AT AT i B AR

GRS EZER, ESES. 1 systemd EH ARG RS-
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Ja s k5%
H root F A #AT LA N4, JE3) httpd 55

#systemctl start httpd.service
PAT LU N dn &, T LA A R 505 I, B3R 3 httpd AR5

#systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

FiE:
R B L2 4 k%5 #5877 3 3l Apache HTTP IR %535, WHEAE RGiR 3G,
SR TN SSL AN (B 5 .

{5 1B R 5%
Hi root Fl ' $AT LU R A4, 5 11 httpd 255

#systemctl stop httpd.service
PATLA R a4, W LU httpd ARk 55 BE AT R G H R 3h:

#systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

A RS
HLLUR 3 #77%, TLAEJE httpd RS-
H root I P #UTLA N4, e84 8 IRSS

#systemctl restart httpd.service

XH, HREEIEXANEITER httpd AS, AFEHERTE , [EZ2%%
BB — NS IEEE S (an: PHP) B, SHX A2
H root I P HATLA T4, AT DAEBrinEic & -

#systemctl reload httpd.service
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R 2 BUE1TE 1 httpd AR 552 BB INECE I EC B SCIF . AT ALY
AT SR AR 224 b, % 7 o a8 B2 BA R E B AR B A 76 %
N Y BT IR B M0 DA MR S AT AT BRI BAH root AP AT A

T g

#apachectl graceful

X2 FEESATE M httpd MRS EEHINFEWECE S, AT EAE AT
ARARTVE SRAHE 223 FH TH TG B 4k 2 b B

AR BB = R S5 S R E R G, AR EHE ARG RSN ELZER, iF
Z7E5.1 {1 systemd B H RS RSS

ek e 55 RS

£ shell J27-FF T, PATULU R Ar4, LM EIZATHE 1 httpd Ak 55 HPRZES::

#systemctl is-active httpd.service

active

6.1.1.4. JmiE M & 1
BRINIEIL R, 24 )8 30 httpd B, 2 3EHUER 6-1 httpd Il 55 i & 44 %71 H 9 httpd
Jik 45 Tic B S

£ 6-1 httpd iR B E S

B & W R
/etc/httpd/conf/httpd.conf FERE
/etc/httpd/conf.d/ A5 A5 32 B SO e T B
HIFTAE H 3%

SR, BUABCEREE & T RGO, SR, B g HEE W
M BT R AR L B JERE: N T E B R AR, e iR L AU E
J& web g5 as. AT AT S httpd IRSFHIEZEE, WZF 6.1.1.3 1247 http
¥R 55 H )

H AR SS

ATBLHBL R 4, f B G B SOl REH B R IR -

#apachectl configtest
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Syntax OK

SRR R B0 T R V2 AR K I B S IR BB AT RS
6.1.1.5. i FIAEH

TERNBE A I S H , httpd IR 55 28 KA 5 A RE RS AL ZEX R
(DSOs) , MR T ZEAN W] LAFEBAT A sh S A e 4. 7EER I Lt = 2k
ZABER G, XL A7 ULE /ust/lib64/httpd/modules/ H 3% T o

JIIES AT EER

N T N#EEE E ) DSO A, 7 2 F] LoadModule f57- 5. JE&E: LAMAL
AR AL IR, 38, 7 /ete/httpd/conf.d/ B 3% FE8E & H L IIELE .
S BB
LoadModule ssl module modules/mod_ssl.so

FERUE, T E A web RS d RN H . H R U E S httpd k55 HIEE 2
55, WH3F 6.1.1.3 1217 http MRS H1H

HR RS .

TR

IS QBT DSO Kb, %398 httpd-devel BLFEL. HATLLF Ard
#dnf install httpd-devel

XA AL A M SRR R BT F5 1 include SCAF, header SO 2 13 2 1% T
H Apache eXtenSion(apxs). 2T o

— B 5L, wia] H AT fr & R g ik 1.
#apxs -1 -a -c module name.c
PR AE R, AT LA IN#R Apache HTTP i 55 2% e ARbR i 5 1R N # e
6.1.1.6. BB LT

A LM# ] Apache HTTP ik 554 80N B REI EHURRIE, SEBLAE T A[F 1P, 3+
WA A 15 R4 B AN [R] WY 2% 45 2 IR 55 o

NoT ow B OB T E N & R M N, " BN
/ust/share/doc/httpd/httpd-vhosts.conf FiC & L4 El/ete/httpd/conf.d/ H 3% F, H &
“@@Port@@” M “@@ServerRoot@@ " FAHI RS b 1A web AR H %o R
it 22 H WAL, a0 s B S pTR .
. B EHRE L

<VirtualHost *:80>
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ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/penguin.example.com-error log"

CustomLog "/var/log/httpd/penguin.example.com-access_log" common

</VirtualHost>

VER ServerName A& A 2] DNS % . <VirtualHost>% 25 [ 7] H & AR
U, AR TS ST RZHEERTUNECE .. SasTH a1 User Al Group 7
WAH T, BUMARZ )72 SuexecUserGroup.
Rk

U SR ) RO, AL T o AN B, TR E R SRR R, 21K
1 Jetc/httpd/conf/httpd.conf A [ 4= [R5 75 Tl Listen.

N TBEEHICE R BN, FTEHEE web RS54, A XRUITEE httpd Ik
ZHIEZ(EE, ESF 6.1.1.3 1817 http MRS H 1)

HIF MRS

6.1.1.7. fil% SSL A %5#%

CRBETE (SSL) & —PhBe R85 & A% 7 o AT 22 4 5073 vy n s
. fEHIE %24 (TLS) PhiUat 2 SSL K4 JR A Bk i A, REM B 1 Fea AL A1 8
a2 A 5E #VE . Apache HTTP IR 4525 A1 mod_ssl AR 456, (H45fEH T
OpenSSL T H AL, BEUSHRAENT SSL/TLS MS2HF, @ H FRE A SSL RS %8.
ST R R 55 R AF R GG SRR T TLS SEILMY Mozilla NSS. mod._nss f5
BRAE T XF Mozilla NSS B3 £

AME HTTP %8z, AT REGSFH R & 0 AR LS AME e . BT HTTPS
B fE HTTP EXGIN 1% SSL/TLS BISCRE, & REORI &5 N 25 A4 67 I FE 2.
A #E FEAA/E Apache HTTP R4S S5 B E b, Wl j3 A LSRR () — se LA Ty
% F8 S AT A AL AN ZE B AR .

R AIE 50 22 4>

FHF BT R AeE IR EEGEEFRINE AT, H5% 10w kE AMF K
HEHRARRD L BB R . SR, EAILBEARR I H AR, H 2 MEHILE
—ANRERE MR H— AR IEER, AR A AR R
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BEF X L R ARL B R AR s P RABH it 1 50 1 B FE G I 1A A BH DR A

N7 T SSL SEHL A H, SSL R 55 28 0 ZEAE A B UEF AU LI (CAD
AW TR RS A RS AR S ENE (Bl RESHEFNL; A
%y HWEA B, BES AT CA MRV . XA 44 1] AR AR 2 1IE
TN O 4 TUET, I EARMET T B Me.

AT web BB SSL RN, SAE A web R SS BRI ALIIE TS
WMFIE PR A WS CA VU4, B IE i E LA FE _FR I FEHL A AT
B, web RS SHRAE @, @ E PSRN IR G R .

BRSO, RZEN s 4L B A — A 2 NSRS LIRS . 1IER
Nk, WE AR AR, SR DUEFE A EER CA R, X, &AM
AT LSRR T, A, SUREIAHR R E R, XK, REN N —
AME . T CLZEIE AR, (H02, S ERYeha T DRiEiEs, F
I, SRR TR OIS CA. MRMEZEE, WSER 62 AN KA
R A ) CAL

R 62 HFEWRF/TEETHEK CA

web J}E43 B OB
Mozilla Firefox Mozilla root CA %1)3
Opera Opera 7] F FIRRIE 1S
Internet Explorer Microsoft Windows 7] A AR IIE F5
Chromium Chromium project AJ H AR IIEF5

FEGESL SSL S5 ait, 5 AR — MIEBIFRM— Y], WB)a, KIEIET
TR, 2\ B B UE AT SO BREPAUA LA . — H CA Bk 1 R AL F SR

SOPUEN], B ROE AT S A R R4 . 4k, AT
AN EELIIES, EARER CA METR4, I, XAUEH T LA
HANHKSE .

6.1.1.8. J&H mod_ssl A5tk
WARAEFE T mod_ssl #5EH, EZ—A> SSL 8k HTTPS [l 55 &+ 101, MIAfE
FHb AR g (. mod_nss) A8 HIAH [R5 H o i 1 443 2 BRIN HTTPS
Ui 1 o
T mod_ssl R OpenSSL LA, #572—A SSL ks, W%
%% mod_ssl Fl openssl B . Hi root 1 $14T LA R A & 5l AT PSS il 22 28«
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#dnf install mod_ssl openssl

BEEF, 265 mod ssl [RAC & 14 /ete/httpd/conf.d/ssl.conf, ERINIEHL T, B
7t Apache HTTP 55 &5 ERCE AT v 1 in#fs, FHZE S httpd k5%
WZFE 6.1.1.3 1817 http IR H ) “HEBE RS -
HEUL
1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566) 41 Firftfiik (), Kylin A5
HEF7 8 ssl, EEAE ] TLSvI.1 B¢ TLSv1.2. {# ] TLSv1.1 ] LLSEH[A] 5 3
. BARVFZ = %2 O3 FH#H SSLv2 8% SSLv3 ¥l 1, FFERIAEH 7 EAT,
Ha, AL RAE &R e,
£ mod_ssl Hj5 FFIZEH SSL #1 TLS
N TR FANZE F 4 € A 1 SSL AT TLS W08, BE AT DAZE G & SCF b, it 78
“ ##SSL Global Context” 548 /M B SSLProtocol 48 7~ Wik 4= J& Ja /25 A SSL,
W A] PLEE AN “VirtualHost” i “#SSL Protocol support” H 54t 2 45 BR A TR SZH
WA MR EHEB 18 E T, MR RN E. 73—
ANIRAS, P 51 BE AT LAY AE“ SSL Global Context” #43K$8 % SSLProtocol,
WA LR B EVLA R 8, HER N B2 all.

6.1.1.9. il FIAFAE ) & PRI AS
ATV A B HAE PR ECE SSL k%545, 1ML OIEH . Hi, W2
PG 2 AR LA
1 IEAEEHUIP B A
UE R R e 1Y 1P AR A AR ) . BRI, REHH 2 — kA 7481, iF
Ht Rk
2. IETESE U VeriSign Mk 1 UE 51 HR 55 28 A4
VeriSign #&— N HEEBMURH, B8R R E AR, 1P Huhk s 4
WURUES o — BT 3, IRt L.
Tt FIRTRME DU A, BT BT A IR . A REZ KRG R, 1555E6.1.1.9
A BGHT B B ANIE S o
N SEEE H O B HANIE T, D53 5 #8 AH OGS 2l /ete/pki/tls/private/
I Jete/pki/tls/certs/ H & T o B LAFAT PA T iy 2 S2 8 :

#mv key _file.key /etc/pki/tls/private/hostname.key

#mv certificate.crt /etc/pki/tls/certs/hostname.crt
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SRJ5, 1E/ete/httpd/conf.d/ssl.conf Fit & SCAFH, ESINFH4T

SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

NTHEFRNBE D B, E3F 6.1.1.3 1847 http FIARSS A0 E B RS .
Blan. fFEHRE Kylin %4 web RS 25 S AAFNE T, W F AR

#mv /etc/httpd/cont/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

#mv /etc/httpd/cont/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. 2 BEHT 2 B ANIE 15
TR HANE T, 15 RS H 22142 OpenSSL L. HH root A
T)J(Lﬁ DL Ay 54 = Usjuﬁkﬁfé

#dnf install openssl

XA ASRAE T — 4 AR s BE SSL E BRI 4 K T H & genkey N FHFEF,
ERETE B T A R A

HEY

WRAH—NHNE RS HE A REROET, B AT E—DMAFRPTFIS.
XFE, AT AR OR 2 v 0 VS A RN TS BT 1, AU R DU A . v T EE
XS EHET, 752 root H 7 H LL R4 A hostname.key = #14= iliIE
.

#openssl req -x509 -new -set_serial number -key hostname.key -out hostname.crt

HiE:
ERGH, WA XRHE ENLL W H AR, ZH root P AT
PLR 4, AR5 A S0

#rm /etc/pki/tls/private/hostname.key

6.1.1.11. 2y HTTP A1 HTTPS W & B -k 1t

BB OL T, ER T R B o= 2R 25 2 B A %é}i%ﬁ)ﬁ'ﬂ% HTTP #1 HTTPS ¥,
ERFBCE K web IRS )5, FIH firewalld Jz%%, @IiL 5 k%, #ar LS
Fi HTTP 1 HTTPS 7 .
H root A 7 #UAT A a4, ®]LLJS A HTTP:

#firewall-cmd --add-service http

SUcCcCeEss

113



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

Hi root ' $AT LU A4, W LLJS A HTTPS:

#tirewall-cmd --add-service https

SUcCCEsSsS

FERAGHNE, XEBHEIRNT .. N T XS BEuk AL, HFEEr
PAT iRy A, N L --permanent &

K25 HTTP A1 HTTPS [/ 4% in) 14 0]

H root HI AT LA A4, T LUK 2 38 Ik 7 K 35k o VR0 1] ) AR Se e

#firewall-cmd --list-all

K= T, BRI KIEEA T, (H2, HTTP # HTTPS ARt
VP B KR4 U 1 11

— Havr@ By ki ar LAys ) HTTP A1 HTTPS 1, IPA$AT Fiddr 4,
2% services T LB UW N EE:

services: dhcpv6-client http https ssh

6.2. HRXRE %

6.2.1. OpenLDAP

LDAP (& Hx Ui i) 2&— A, MRV e g7
g (M5 B BT X500 H gLt (Hi2 5/ R R R B s 46 8, Fiv b,
LDAP #RAE X.500 brifi SEAth_E 772 1 — MR RRAS .

4 X.500 —#f, LDAP R H HxH L5 277 2. X8 H 5z v AEG & FE
a7y, bk, AEESH, FEDURSEIT M (E BRSNS KL,
PRATAT NAEATATHLES 383 LDAP SR ¥R 2580 mT LUG ) A AT R0 K -

LDAP @ % H TP EEA 7, H SR RARE. EHaEERN
—ANERLAE 3, SRV U7 R AR P RS R kb, ERTBASI A
13| HoAl LDAP k&5 a5, AT — Ml 2 3k(E BAA6EE. A, &
se i W N A T B HLNA, IR BURER I TR AN A F] .

6.2.1.1. LDAP /%
ffH client-server & RZ5#, LDAP g — ANk 26 nl ¥ i) i) .05 B H
Ko % i B O A H s S B, IRSSasiin o g iE H P g A B ek
PIBLER, R WA TSRS U INEE AN Lo A T B R0 A2 %4 [, Transport
Layer Security (TLS)% % 7 g SR By 138 i B3R A ok Bk
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LDAP k554 X2 MBARE RS, EH AT UREAFGT R, AEZHG
. BINCEHE LTI gmIEE 1T, R A LDAP Jr 5548 3T 845 N H AR T
Hi%Z, FFHAZENRE BHAERE N,
6.2.1.2. LDAP Rif

A AR A Bl ] LDAP-specific Ri5:

entry

LDAP HxWB—HM. F— entry @i BT 70 #E44 K E X (DN)

attribute

&g B entry SRR 4140, a1 —NMHZE RN —> LDAP 1] entry,
MZHZIKERIY attributes BLFF ML, B EN TS KUK, PARRI—
entry, BFEN NG S EHRFE bk .

—™ attribute FJ AR —PNER—{E, BiER —HLFRMETIE. BRFLE
P A IR ) (E AR A TR AT . AR attributes D514 ] objectClass K€ X, FF
H.7£ /etc/openldap/slapd.d/cn=config/cn=schema/ H 3¢ ] schema S 4+ # K. 21

1% attribute 175 B F1'E FI{E 8 #% N Relative Distinguished Name (RDN), AN [A]
F DN, RDN XtF— entry Kbl &5 —T K.

LDIF

LDAP ¥4z #:4% X (LDIF) , J& LDAP entry [R4SCARIIT X, T
VAN

[id] dn: distinguished name
attribute type: attribute value...

attribute type: attribute value...

id PR — AR E T, TR entry. &1 entry T BLE S 24
attribute_type 1 attribute_value 21, RAGENIFEAHRBI S E L T 1E entry
&, WE AT,
6.2.1.3. OpenLDAP #5%

OpenLDAP #2118 2 B Z I HFE:

> 3R LDAPV3——FE LDAP WA 2 24, Z i iF 2800k it 2 ok

fRIE LDAP N 4. Heodt, %3 #F Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS) Al Secure Sockets
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Layer (SSL) Z510%;

LDAP f#i | IPC——§ ] inter-process communication (IPC), JH5# | %4
PEIE T BRI 2 AT IR R R R .

IPv6 [ 37 F-——OpenLDAP 7 #F IPv6 PIZ% riiL ;

LDIFv1 [ 3% ——OpenLDAP 3 #F LDIF i A 1;

FOHE I C 0 —MArH C #3658 7R R fE A LDAP H
SR 55 25 B 7

Inag 7 AL LDAP k55 28— 3E 1 S 7 8007 sl R4, L,
B TS,

6.2.1.4. OpenLDAP Ik 5% 28 22
£ Kylin 24t |43 LDAP R %5 24540 F .

1)
2)
3)
4)
5)

%% OpenLDAP 414, £ 1.6.2.2 %4E OpenLDAP A 1%;
BLE 2 0L6.2.3 B E OpenLDAP [l 55 #%;

Ja %) slapd fR%, 2 1.6.2.5 i54T OpenLDAP IR %% ;

1§ ] 1dapadd IhHEFAS N entries 45 LDAP H 3% ;

¥ F§ LDAPsearch ZIREffR slapd k5 & IE#ISRIS(E B

6.2.2. %% OpenLDAP 414
OpenLDAP 1 p% £ 2 A T B | DU R it

% 6-3 OpenLDAP &3)F%

= Eiipy

2 EIZAT OpenLDAP fif 55 % 1% i . FH BT 4 23 1)

openldap

openldap-clients | iZELE A T AT LAVF M AMEEL LDAP AR 55 28 ) AT FEF -

openldap-servers

ZEAT 71817 LDAP IR& & RS LA LB ER T, B
& 1 Bl LDAP Daemon, slapd.

openldap-devel TFR AL,

migrationtools

J# 1 migrationtools SZE OpenLDAP F ' K F P 24 i
n, FARGK

AN, PLUR AL AT LDAP RS 288 H
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x 6-4 HHKIN LDAP 3%

=) iR
nss-pam-ldapd ZAAE nsled, —/NAHE LDAP Z xRS, SoVFH
AT A Hh 2]
mod_ldap % B 1 & mod authnz Idap 1 mod LDAP #iHt, H

mod_authnz_ldap #&H/& y Apache HTTP Server [1] LDAP 5%
TERLYE . AZAEAEET X LDAP H SR 5AIE A 7 IESS, A
Refgnmifi| Uy =gl A T H 4, B2 DN, dXxR, —1
f£ = attribute, B FH & — PR BEHLEFEFH. XA
mod_LDAP AL S AE R — M, fft— AR E 3=
N AF cache, AT G EEN HTTP 5K, 3CFF SSL/TLS.

8 H dnf 223 DU T A
dnf install package...
i, 224 LDAP IR%5 %%
#dnf install openldap openldap-clients openldap-servers

EEELIRABEH PR, H root P #TERFiziTmS. WR
MEFNEE Z 23R RE R, E23%94.2.4 238507,
6.2.2.1. OpenLDAP IR %% 2 #2 7

HNTPATEFRESS, X openldap-servers %% T PL N 244 A0 slapd AR 55 -

& 6-5 OpenLDAP fIf5% ¥ TRFIR

e i P

slapacl RV ER AV g S .

slapadd FCFEIN N entries M\ LDIF SC£FEE] LDAP H 3%

slapauth RVFERZATEFBLR 1D 715K .

slapcat ARVFEIMN LDAP H3xH DL LDIF % :UfR 47 entries.

slapdn RVFERIZ DN F15%

FVFIEAR I 41 N 25 B HT 9wk slapd H 3. €)% OpenLDAP

slapindex e
Hx®I, KEdlsEg.
FFEC AN R P %S, N 1dapmodify 444, B0
slappasswd

FATE slapd FC & S
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slapschema | F0 VI 4838 3 AH B AR A 4 00408 e 2 15 195 I
slaptest YR T LDAP RS 250 & .

6.2.2.2. OpenLDAP [ F* i 25
openldap-clients 2508 & LURALE, ThREEIEE LDAP H NN, B2k

FOH RS entries:

# 6-6 OpenLDAP & i T EFI|FR

e ik
ldspadd VY LADP H 7 entries, AJ LUEN — 0 fFaliE 2
FRAEFIN, 1Za 22 ldapmodify —a ) —/MEEHE
ldapcompare | FLHFREE N5 E /Y attribute A1 LDAP H 3% entry 347 ELE
ldapdelete RVFEMIEE—~ LDAP H 3% entry.
ldapexop VBT LDAP ¥ B #1E .
ldapmodify | LVF#&1E L LDAP H 3 entry, il id SCAFERFRHERIA -
ldapmodrdn | FEVFIEMEBUEM LDAP entry ) RDN {H.
ldappasswd | RVFEE LDAP H P %G
ldapsearch RV & LDAP entry.
ldapurl FOVFIREAE B3 i LADP URLS.
ldapwhoami | FUVFHSLE LDAP A %5 #% E AT RIS ERRAE

k% 1 ldapsearch

Ak, eSS T B, mARE

P A AT B T L@ man @& B E SO
6.2.2.3. LDAP % F' ¥ . /41
EIRHVFZ LDAP 2 /7 i i) LG AME Uk 55 # i H 5%, AH 2 4R TR RO =y
PS5 2 E R WA B EAR A H A —Fh. & LA RES DU ST A R 55 2%

FRHIN A, A4

Mozilla, Thunderbird , Evolution, =¥ Ekiga.

6.2.3. BLE OpenLDAP fR%%%
FRINF), OpenLDAP HC & - fR1717E /etc/openldap HF . FIIMERAE T
i BB — LSRR E %
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# 6-7 OpenLDAP B B H FHCHF|FR

B Ei:5%)

{1 OpenLDAP J iR 51 [1) 7% 7 wifg b FH 1 TC B S
4, %5 1dapadd, ldapsearch, Evolution 545
/etc/openldap/slapd.d/ | Slapd HIFC & L1

OpenLDAP A~ i /etc/openldap/slapd.conf Bt & A4, & 4F I —ANC & £ s
JZE 1t /etc/openldap/slapd.d/ H 3 . RUIIE 2 FI %254 H T slapd.conf X, &
A DUSE I DA i 2 34T 5 4k

/etc/openldap/ldap.conf

#slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slap.d/

slapd it & 0.5 LDIF entries, 7£—N70 20 HFKHR g, v LU TH M
245 -
6.23.1. B ERACE

LDAP 5553 If) 4= Js e & SR A7 75 /etc/openldap/slapd.d/cn=config.1dif {4
. AL TS

olcAllows

olcAllows iy 2 IE 1T 1 Fi5 & MR LEr P2 v LA A Y, A A DA A% X

olcAllows: feature
AT ERRE, SR 6-8 ATHM olcAllows JETT. ERINIIETHE bind v2.
% 6-8 F]H K olcAllows &I}

BT i)
Bind v2 LDAP A 452 ) bind 173K
Bind anon_cred 4 DN 2 7% [ I iz 42 52 B 44 1) bind
Bind anon_dn 4 DN 2 3E 7 I 542 52 2 44 bind
Update_anon Pz e 4 T R
Proxy authz anon | #2352 & {CH % i)

Bln: fFH olcAllows 54
olcAllows: bind v2 update anon
olcConnMaxPending
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olcConnMaxPending iy & FUVHETE E B % =il i KiERERHE, mWT:
olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth iy 2 & $5 /& 3ok 1S 1218 e KGR SR, oW

olcConnMaxPendingAuth : number

ZRINE Z 1000,

a0 f#H olcConnMaxPendingAuth i 4>

olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows fy4 U1 6 @ WP LeqF AT . dn 2 1
olcDisallows: feature...

2RISR SR 6-8 AT olcAllows 1T ¥ BRINAN R HI 1)
Rk

F 6-9 I H olcDisallows 3£ T

IR iR
bind_anon | AV 4 bind 5K
bind_simple | AN FCVF{E H-H) bind K EHL ]
tls 2 anon | AFSRVFIG IR 44 21 i # STARTTLS fin 4
tls_authc M EAIE 5 A oY STARTTLS @4

fltn: {#H olcDisallows AT &>

olcDisallows: bind anon

olcldleTimeout
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LLZE

olcIdleTimeout 7y & R E TS B AE L —A idle SEBERIHE, A] LA}
AU

olcldleTimeout: number

ZIETEMERAAEH (EEREBEN 0

a0 i A olcldleTimeout Ay 4
olcldleTimeout: 180

olcLogFile
olcLogFile g 248 — M dkHEFE R, w2 WF:

olcLogFile: file name

EPRNERSE NN I L R ARG TN S

#ltn: f#H olcLogFile #i74

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral &I L VFIE4E E — DRSS 25 10 URL SRACFEE R, &R
olcReferral: URL

BRIAAEE
n. f# A olcReferral fig4>

olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout &1 70 VF 1 Fi8 18 725 P — AN A 5 i i 5 1 SR #2 I, 7]
Rt a) . #% R

olcWriteTimeout

AT R CGEEZAERN 0)

. f#H olcWriteTimeout iy 2>
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olcWriteTimeout: 180

6.2.3.2. BURFE BdE L B
BRI, OpenLDAP filk 45 #5181 H] Berkeley DB(BDB)f 9 o i B4 P . 1%%4K
P& JE e B A7 7 /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif S 1f.

N OIBC B A A
olcReadOnly

olcReadOnly iy 4 Fo VAT R e XA A 22, AR

olcReadOnly: boolean

Bk Z¥: TRUE (Hi#i) 8% FALSE (A[{&#ki=) , BRiAN FALSE

#ltn: {#H olcReadOnly iy 4>
olcReadOnly: TRUE

olcRootDN
olcRootDN 174 R LAy LDAP H 48 & . T

olcRootDN: distinguished name

2 DN. ERIAE N cn= Manager,dn=my-domain,dc=com.

i n. 1% A olcRootDN 4>

olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW i & VI N A I B %6, T
olcRootPW: password
A ARSI SR 7/ 8, B A, 1E shell %3, AT
i L RS A E
#slappaswd
New password:
Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD
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Bln: {FH olcRootPW iy 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix 4 VB TR EHEAUE B, AW T

olcSuffix: domain_name

0% FQDN, ERiA/& de=my-domain, dc=com.

#ltn: f#H olcSuffix Ay 4
olcSuffix: dc=example, dc=com

6.2.3.3. ZEHY R

El M. OpenLDAP2.3 LL3K, /etc/openldap/slapd.d/ H 5 8 & T Z #i 47 I{E
/etc/openldap/schema/ H 3¢ K ff)—48 LDAP & X .OpenLDAP ffi HiX LLn] Ly J& 75
%, PN attribute S-SRI REAE B B2 SCAF . R T-XAN T T BE 211

55, A PAZ3 http://www.openldap.org/doc/admin/schema.html.
6.2.3.4. B RS

OpenLDAP % ' v A1 iz 55 % %ifi /87 B Transport Layer Security (TLS)HE 22 K £
UEZ2 4. TLS IR LM 250 (5 2 2 & . BTS20y, AR TR = 2 ik
% 2245 /E 245 OpenLDAP 181 Fl Mozilla NSS 7E 4 TLS 2235 23,

i TLS #2372 4 %4, B4 @81 Mozilla NSS 1 A TLS/SSL, 4 #%
http://www.openldap.org/fag/data/cache/1514. html. K, 5B ALK b AR 55 4%
U AT ORI E . /0, RSS2 5 B . CA UE A e A & 1R 55 43 Uk B AR,
o 2 P e LB A SR CA Ut

R, MRSSasin i 248 € — A CAUET, &/ i 2R3 — > a1k
55 2, DRI R A L B OO E BL i 4 e PR AR CA.

MR #RECHE :

ZEHIH T /E OpenLDAP k5545 £ TLS, 7 EXT slapd fiv @ #4742/
fic &, fF/etc/openldap/slapd.d/cn=config.1dif it & 4+ A & .

2 WA TP C B 450 FH B ) BC B S, 387 & /ust/local/ete/openldap/slapd.conf,
B A slapd & i dds FEORAFICE . ORAF H 5%/ust/local/ete/openldap/slapd.d/.

PAR i 2% TS0 SSL R Ui 2 A 241, Br 1 TLS &4, BHELEMRS
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Rz SSL¥TH— N I, — MR Ui A& 636 iy [ o g /etc/sysconfig/slapd LA,
SO0 1daps:/// 74585, $85%E SLAPD_URLS 174 URLs.
olcTLSCACertificateFile
olcTLSCACertificateFile iy % 45 %€ J Privacy-Enhanced Mail (PEM) % i [ 3
-, BERE CAUE . EHWF

olcTLSCACertificateFile: path

path AEE CAERR UM, B335 i FAEH Mozilla NSS B, ] LLEIE+
R

olcTLSCACertificatePath

olcTLSCACertificatePath iy 245 € LEAN [F] U Hh AL 2 Bl CA IR H A2 78U B
Ko 1% HFAH OpenSSL ¢ rehash HEATE B, A2 plHR 7] SE Bk 5 SO B2
— RIS, %14 olcTLSCACertificateFile /£ A #4X.

R U1 Mozilla NSS #f# H , olcTLSCACertificatePath %% Mozilla NSS ¥
A R MBI o« ERXFMESL T, c_rehash R AT E K.

IS

olcTLSCACertificatePath: path

tn: {#H olcTLSCACertificatePath Mozilla NSS.,
JE 1 Mozilla NSS, olcTLSCACertificatePath $& 5 H 3% 845, 1% H 3544 NSS
UE 5 AN S

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil 74 HIoK45 NSS Hd B SCAFA N CA AE -

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

DL BRI a3 T —/~ CAUE1S, UL PEM-formatted # :U0R 17, % F N
certificate.pem. -d G5 &€ 2 PE H 3%, 1% H 5 NSS ik EE =S,
-n BT EIE-B AR, -t CT, B ERIE B2 SRR, 1E TLS 25 )7 i Al IR 55 25 b
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. -A WINCAFAERRIE B 2AUE B e, -a RVEEH ASCI A% AE A
B, -1 certificate.pem i AL IBLA 2 o

olcTLSCertificateFile
olcTLSCertificateFile iy 4 15 /& & slapd IR &5 #3iE 1S4

olcTLSCertificateFile: path

path ﬂyﬁ & slapd [ 55 GAUES B0 S0, W SRAE ] Mozilla NSS, BONIEF 44K

#ltn: J#id Mozilla NSS 1 /] olcTLSCertificateFile

=4/ Mozilla NSS AIIE -3 S8 o4t J2 SCF A olc TLSCACertificatePath 5 4 »
olcTLSCACertificatePath KRG EUE IR, TG, FiIH NSS Hdfs s m]
FBIESS

certutil -d sql:/home/nssdb/sharednssdb -L

WERFE—ET, BeErAALE#Z% olcTLSCertificateFile

olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile iy 25 & X AF, %O EFH, FHMAARAE
olcTLSCertificateFile FJUES 2 VLECAY o 4 HT A SCRENEE BIFAEH, PRItz s 4% 4
WA B ORA

olcTLSCertificateKeyFile: path

fd FH PEM IETRS, path & # N FAEH SCAF SR . 2418 B Mozilla NSS B,
path & # 8 — NS AR, 1% SCAFE S olcTLSCertificateFile iy 28 & iE 15 1)
Fh (2% FF# ] olcTLSCertificateKeyFile Al Mozilla NSS)

#ltn: A olcTLSCertificateKeyFile A1 Mozilla NSS
4 Hl Mozilla NSS i, Z & 48 & — DX A, =S
olcTLSCertificateFile $i5 %€ FIUE T3 1) key [0S o
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olcTLSCertificateKeyFile: slapd cert key

modutil #iy< BE U8 FI R P AR B RY7 Bk 28 NSS Hodfes e S35

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

% e B

fic E SC A /etc/openldap/Idap.conf £ R G H &4 w1, WA B H P /E
~/.1daprc BL B AT B S E .

AH [E] 8 40T LA — /> SSL #E#2. 7£ OpenLDAP iy 4 Lt 41 1dapsearch,
Idaps:/“FAF B AU AX 1dap:/ o 1% 27 2% H ik 55 25 v ER A () SSL % 1 636

TLS_CACERT

TLS_CACERT & f87E — 3, &% imilnl A KE+ . xDh6e
26 &) F IR 45 2% 1) olcTLSCACertificateFile fir 2. TLS CACERT M i% {E 3
/etc/openldap/ldap.conf 1 TLS CACERTDIR 1% 1 §ij #% 15 i€

TLS CACERT path

path: CA IEF 3 /2842

TLS_CACERTDIR

TLS_CACERTDIR i 448 & fEA R SCAF AL 2 5l CA E A7 800 H 5. B
olcTLSCACertificatePath iy 225l 1% H 3420 OpenSSL ¢ rehash #E1T4 #H,
$25% Mozilla NSS £ ¥s A B8 42, FEXFMEIL R, ¢ rehash & AT M.

TLS CACERTDIR directory

directory: & CA UETM H X M4E. 1#H Mozilla NSS f, Ak Bt
Kl PE A R AT

TLS_CERT

TLS_CERT #85E 3CfF, &% P uniEti. %4 R A EH -~/ 1dapre S+
We48E - 7E MozillaNSS &, Zn 245 € KU 45, H TLS_CACERTDIR

i THE -
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TLS CERT path

path: & P il 5S04, B A2 NSS HUl R 1 1) 24 FR

TLS KEY

TLS _KEY #8728 & AHM S, FAHZ VLECAZAE TLS_CERT 58 € MiE 15 .
ZINREFI RS % olcTLSCertificateFile 28U, IN%E 1 SCAF A SRR, AT LLIZ T
PEREER NGRS, IR TR BEAEFH 7 1~/ 1dapre ST JE -

2§ ] Mozilla NSS B, TLS_KEY #85E — /N30, BEFHAMEN, HK
{9 TLS_CERT F55EMIETS . ThAEF olcTLSCertificateKeyFile Z5{L, 0] DLff
F modutil fiy& & ¥ 20,

TLS KEY {fH U~

TLS KEY path

path: 2/ S5 SCPFERAR, B & NSS Bl o Hh i) 3 65 SO 4 Bk

6.2.3.5. WE &M

i — N IE S R, MW — LDAP lR%-#% (provider) £— P EZ
A H B B RSS2 8L S i (consumer) « — 7)™ provider #-47 H 3% B #1 2 consumers,
FEUSC B BE BT RE B consumer A% 48 2 E IR S5 283, Kl — > consumers 7]
DI 24— provider. —™ consumers 7] LA Z—/~ LDAP k55 2%, © A LA
A — A2 3 o ££ OpenLDAP, A Z & X, # WIH mirror F sync.

N7 A kR & BN, @ OEAE provider Ml consumers Y
/etc/openldap/slapd.d/iE 5 LA T Hop— gt =

olcMirrorMode

olcMirrorMode 15 A mirror £ 155

olcMirrorMode on

olcSyncrepl
olcSyncrepl 1 FH sync £ 135 =

olcSyncrepl on
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6.2.3.6. INEEHR G Uiy

& DUAdE F 3 25 n# i B FH R 48 5 slapd IR 45 . 7ERC & slapd BB, =] LA
{§ FH--enable-modules % K AL & AL ] LS Fr A . BB ORAF7E 1a 25 B S
e,

module name.la

Je S A7 AN B R R N LDAP 53K o o i S B 2 19 22 slapd B AR
FEMSCRE, ENTRS SN, X T)a%E, N AmALE

back backend name.la

N T INERAEERAN f5 5, E/etc/openldap/slapd.d/i% £ .
olcModuleLoad
olcModuleLoad & & A N & 1Bk

olcModuleLoad: module

module: — /N B RBLERL S b, R B N A .

6.2.4. f#F LDAP MF K SELinux K%

SELinux J& —/ME linux A% 0 SEI I — A i ) U7 i) S AL ] . BRIA Y,
SELinux 2> #Z4 F Vi in] OpenLDAP 5545 . A 1 i M H @S LDAP Kk,
SELinux [ allow_ypbind @4 Z0 #% & ;v o] H 1) . JE £ [ A # 77 %
authlogin_nsswitch use ldap &% FLVFf. LA 2BUE 4

#setsebool -P allow_ypbind=1

#setsebool -P authlogin nsswitch_use Idap=1

P kIR KBRS E S — B L.
6.2.5. iZ4T OpenLDAP k%
Fii

5.
BEAIA VERES). F1E. BRI A 2T LDAP 55 HPIRES

%
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6.2.5.1. AR5
1§ FH root BLIR, FFJ5 slapd ARSS, frd iR

#systemctl start slapd.service

{FH root KPR, W EIFHLIE BN slapd Mk%s, w2 WIH:

#systemctl enable slapd.service

Created symlink /etc/systemd/system/openldap.service —

/usr/lib/systemd/system/slapd.service.

Created symlink /etc/systemd/system/multi-user.target.wants/slapd.service —

/usr/lib/systemd/system/slapd.service.

6.2.5.2. fF1ERS
bR S, U

#systemctl stop slapd.service

BEIHA RIS, T
#systemctl disable slapd.service

Removed /etc/systemd/system/multi-user.target.wants/slapd.service.

Removed /etc/systemd/system/openldap.service.

6.2.5.3. BEJEIRS
HERS, AW

#systemctl restart slapd.service

TS AEIE RS, B EEEFRS . A Za 2 E NS E .
6.2.5.4. Fu I TR
K7 slapd fRSSIEITIRES, WA WR:
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#systemctl is-active slapd.service

active

6.2.6. BB RZ#H OpenLDAP {EARAE

NTHE RS HH OpenLDAP 1ENIGIE, #{RATA %% E7E LDAP Ik%
WAE Puilas E S wd, BArIiESHFE6.2.2 %3 OpenLDAP A FA!
6.2.3 Bt & OpenLDAP k5545 . fE% P b, FAM2 T

#dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. I IHKEIFE B2 LDAP #% 2\,
TR T HARM £ shell il perl A, =] PAFEBLER IH LGRS .
LDAP #%30. Z3ixsety, AR

#dnf install migrationtools

7% Ja ., M A fF it B 3 : /usr/share/migrationtools/ . Yw 5
/ust/share/migrationtools/migrate_common.ph {4, A& 24 LA 47 N 25 F SR L5 24 /i
1

#Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
#Default base

$DEFAULT BASE = "dc=example,dc=com";

B, M AITIR e E. FlW, IZ1T migrate all online.sh A,
fE BN REHE, % E de=example,dc=com

# DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate all online.sh

HUE IR A IZ AT E RS P i, 25K 6-10 A LDAP iE#%
A
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& 6-10 F K LDAP TR M4
BEFERMRS | LDAP RGBT L) AES
/etc flat files yes migrate_all online.sh
/etc flat files no migrate all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate all netinfo offline.sh
NIS (YP) yes migrate_all nis online.sh
NIS (YP) no migrate all nis offline.sh

Baffi HIX A, 2% README 1 migration-tools.txt 34, 17 {E
/ustr/share/doc/migrationtools-47/H 5 T .

6.3. SUAFRIFT BT AR %548

EAFEAT FES 4] Samba ) ZEEFMECE, — Server Message Block (SMB)
F1 common Internet file system (CIFS) P IR SEIR, vsttpd, 4R 7n] B Bl =7 2% i
KR E RGN FTP k558 . MAh, N A T EAMEHITERS & TR ERLE
FTERHL.

6.3.1. Samba

Samba & #E linux FFJ5 windows E4-TIH . ‘&528, 7 SMB A1 CIFS #0%.
B RV FE ) R G Microsoft Windows®,Linux, UNIX 4%, 1517 3£ T windows
FSCAF AT ELAL 2 . Samba ) SMB 1 138 18L windows k55 %% 5 windows % J
Ui —F

samba % 3%

#dnf install samba

6.3.1.1. Samba /-4

Samba & — MR EE M, 1EATEELER Linux k5528 F1%E 7 2 Active
Directory(AD)# 8. B A] LME N — Mgl d, B 2% s .

Samba RER A4

> R H WA Linux, Unix fl windows 25 /7 uii FR T ERAL;

> PRI

> Windows 047 & 473 B iIE 5 5% 5

> $24t Windows Internet Name Service (WINS) 44 i iR & il vk 5 & 5
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S HTBUB S SR E R (HBIRD V10 RSV AT
» Windows NT®-style Primary Domain Controller (PDC);
» Backup Domain Controller (BDC) for a Samba-based PDC;
> ARG AR R
> A Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A FEfH 4 :

> {FJ9 BDC %4 windows PDC;

> AR RS A A
6.3.1.2. Samba P S AH RS

Samba #& HH =P ALK (smbd, nmbd Al winbindd) « =/M%5 (smb,
nmb H winbind) 5 FHHFER G 3, (F IR EMHERRSDIRE. XLk
YERNASEIR init A . DR VFE4E B8 — A s bR

smbd

JI 55 2% i smbd 4P EFRE LS windows & P i fR AL SO L AT BN AR SS - T 4,
BRATTH P S e, SHESUE, HURIL=ET SMB L. BUAR, MRS
% SMB &3 114 TCP % [1 139 #1445, smbd 573322 Bl smb 55 5

nmbd

nmbd PP FEFERS T NetBIOS 44 F7 Mk 55 115 3k (SMB/CIFS in Windows-based
systems ) it 4T B fE A B o iX 28 R G FE Windows 95/98/ME,Windows
NT,Windows 2000, Windows XP,fl LanManager & ' Ui BRIAIR S5 %% 1618 NMB 1%
st 112 UDP ¥ 11 137,

winbindd

winbind [ 55 fif ik 1 H P AIALAS 2 NIZAT £ Windows NT,2000,2003,Windows
Server 2008,or Windows Server 2012 A 55 #% b 20 )@, X f#44 windows F /7
A AE B e UNIX F & iRl . iX 72 # Microsoft RPC calls, Pluggable
Authentication Modules (PAM) Al the Name Service Switch (NSS) AT SEHl . X 7t ¥
Windows NT 3 F1 Active Directory A /7 # 24 UNIX FH P it 4744 - RS 1 Samba
BEAT THRZE, {H7E winbind AR 5552 A smb 73T HEAT 42 1 o

%A% Samba L

AT LU A Nautilus 50y 217287 F 1) Samba £

Hadt g
A, FHEXS Samba I FATHERIRAE, FFEMH root HPE%, Wwd
.
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mount -t cifs //servername/sharename /mnt/point/ -o

username=username,password=password

%42 ¥ sharename 3% 2 A H/mnt/point/ H 3¢

6.3.1.3. L Samba A %5#%

BRI\ ) BT B SCAF Jete/samba/smb.conf 50V FH P U5 8 'E AT () home H skAEN
samba L= . ‘B A UL AT E 4 14T EIHLE N samba L ZFTEINL. &80T LAAE
ARG — AT ENHLH: HE T windows HLASFT EN AR 7

KL E
Bic & Samba ff FHEE#E: O, 7] LLZ% http://www.samba.org/samba/GU/
T AT OB

Samba 1§ FH/etc/samba/smb.conf {F ML & 4. BROXMECE G, FTE
i J5 Samba A UL K

#systemctl restart smb.service

&€ windows LAEZH AN Samba Al 55 25 4 G [ H#IR,  9w%E/etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

7 linux A4 )% Samba JL = H %, 7E/etc/samba/smb.conf SCAF AN LA
ENZET
%n: Samba R 55 2% I &

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes
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create mask = 0765

Z A F oY tfox Al carole JE it Samba %% F i X Samba It 5% 2%
/home/share/ H 34T 5L 5 5#4F

iR

InEs B2 vy LA R, R i s o B8 22 4 . A — M R 25 2%
MR, A

smbpasswd -a username

6.3.1.4. JA B Samba
JAm AR

#systemctl start smb.service

KA

#systemctl stop smb.service

H A

#systemctl restart smb.service

condrestart (FFESMF FHE)E) 78407 EEBITHBN F A4 25 3) smb. X
AN LT AR B A P, S5t iR s g s T e, BASHEE).

#systemctl try-restart smb.service

HH H %N\ /etc/samba/smb.conf fC & X4, ANFEEHATRSWER, W T

#systemctl reload smb.service

JHLE RS, T
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#systemctl enable smb.service

6.3.1.5. Samba %4

Samba A P Fl ‘% 411, share-level Fl user-level. share-level D&M FH T,
User-level A] DLAT =M [R] R SEIR 7 2K, 3R 2877 sUepR A 22 a2

User-Level %42

User-level security #& Samba BRIAHEFZ AL E . B security = user & A 7E
Jetc/samba/smb.conf BB LA FIH, ERRFESBEAEH . MRS ST % 7 b
(R S AR, 28 7 i £ 4 AL S IS BE % AN 75 2448 € %19 . Samba tHHE
g RIS B2 T P A4 AN RS AT oK o 257 e Al A — > B ) UID 4E 4 e
IERPRAS .

/etc/samba/smb.conf LA, security = user B¢ & user-level security .

[GLOBAL]

security = user

Samba Guest L5

e 4 20id, share-level security B LT . B AR B Samba guest
=, AMHH security = share &1, S5l P

sz]. B E Samba Guest FEE
1) Gl ScH:, % in/etc/samba/smbusers, ¥SI1EL A7

nobody = guest

2) 1&f/etc/samba/smb.conf, AEAF A valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers
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3) f&f/etc/samba/smb.conf, ANEAfH] valid users

[SHARE]

guest ok = yes

NP2 4HELE user-level security SEFL 7 .

Domain Security Mode (User-Level Security)

FEXFTTT . Samba RS 8A —MHLERIK S (domain security {5 1T 1K

T, FTE SRR KA T EIE I A ] 45 . Samba AR 55 A EAE N R, TR
it B /etc/samba/smb.conf.

[GLOBAL]

security = domain

workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

fRUNEH —> Active Directory P58, MIAIAE — D AHL % 51 72 7] BE -
R 22 4= SR R 1) 458 ] NT-compatible 56 iE B0, Samba AR 55 %% 7] DLIE {3 FH

Kerberos Il X ADS. Samba 7t Active Directory member 55, A LL$25Z Kerberos
tickets.

& M4 /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM
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password server = kerberos.example.com

Share-Level %4

AT, RS as NE - am IR — AN A WA A 2 A B . IRSs =
WS —MNEEA LS A L=, AMOBAH P 4. F2idE e, Microsoft
Windows % ' i 2% share-level security IR 55 %% . 1ZA 0 2447 Samba J15F. AL
H I security = share A 20 # T} 2% i%. user-level security . U1 RAEfEH, 5S%
User-Level 41 FECE Samba Guest FL=.

6.3.1.6. Samba [ £

W 2% 3] Y5 {8 43 Windows A1 Samba Ak 45 #5 H Bl /£ Windows Network
Neighborhood H', 7E Network Neighborhood H[f, Ak%#:H H S Ebx, FTIE
br, RS54 AT FH B SL AT ENHLA] AR 21

[ 28 331 U5 75 B NetBIOS ik TCP/IP. NetBIOS-based 4418 Hf UDP & 1% 4

BSER AR E . ¥ NetBIOS A1 WINS £ TCP/IP L4 FRff R 7 Z2 3k

KB, HERBIWES XA (etc/hosts) B DNS & Wb 2024 H 11

— N 3 D0 B R 55 2 MU I e R A = 0 W R 55 S W SR AZ R BT A T
PSR, DRI A ZH A0 ) ) mT DA B30

s B

BN, —> Windows k55 %% PDC {05 —/M, th & 238 10 W 55 2=«
Samba fil 55 &5 AN BAZMAE 9 — > T W IR ST 4=

FEVFZ TR F, A5 Windows k554 PDC, K, Samba 555 AT LAfE
AN S AR 55 8% . i B Jete/samba/smb.conf ST Sy — AN A 3 30 IR 5%
ar (BAMERD , BCESEMARERM (Z2146.3.1.3 BLE Samba 5545, )

WINS (Windows Internet Name Server)

Samba 1 Windows NT Iz 55 #% 7] LA /E A —4 WINS k%545 24 WINS 5%
#5H1 NetBIOS — i ffi FIIS, UDP 1% 7% A& 5 Bl 54 K AE N 45 vh fu Vi F 44 FR G 4t
B WINS 552505, UDP &85 R e e 4 a7 MAL A e g 4% Rk B e 7 M,
AR . N2 WINS &0 DhRe, AZE Samba 1F R WINS JIR5%54,
A4 Samba A SCEF WINS #5473

1 —> NT/2000/2003/2008 IR 55 #5411 Samba JE-& I, #4713 B Microsoft
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WINS. 7£—MHF Samba 55+, HEFZ{H A Samba {4 WINS.
N A& —M# ) Samba 1A WINS AR 45 28 K451 1

Bilhn: BB WINS RS2

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net iy 2>

net <protocol> <function> <misc_options> <target options>

net 72 {8 F AI7E Windows A1 MS-DOS &4 H 34 i — NS H3s Em 2
{8 FH i . protocol LI A] A& ads, rap 8% rpc. Active Directory {# F ads,
Win9x/NT3 1 Fi] rap, Windows NT4/2000/2003/2008 14 F rpc. {1 protocol i% 3
WABE, net 2 HBZEIAHE E .

T T RN T ENLA N wakko HIRTFHHIFE=

#net -1 share -S wakko

Password:

N T 58 T wakko AR H T Samba FH 813K

#net -1 user -S wakko

root password:

nmblookup 74> :

nmblookup <options> <netbios name>

nmblookup F] LA NetBIOS 44 FRi%Ek )y 1P bk, ZIUH £ M rh <) #%
AW ERA B ELER

AT G T i s NetBIOS 44K trek (1 TP Hudilk
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#nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit #y4

pdbedit <options>

pdbedit T H & # SAM $ds A K P BT A 1Y i AL 35 52 B smbpasswd,
LDAP A tdb ¥ .

N TR0, BHERANS
#pdbedit -a kristin
new password:
retype new password:
#pdbedit -x joe
#pdbedit -L
andriusb:505: lisa:504: kristin:506:

rpcclient 74>

rpcclient <server> <options>

rpeclient Tl H [n) 71 & i iy 418 ] Microsoft RPCs, XN 7& %5 11 Microsoft
RPCs & 2% H AL 1

smbcacls iy 2 :

smbcacls <//server/share> <filename> <options>

smbcacls Tl H &4 Windows ACLs A4 F1 Samba 2 1 H 8% &2 Windows
5575
I

smbclient iy 2 :
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smbclient <//server/share> <password> <options>

smbclient & UNIX R4l HIE P i, IhEeA fip 254,

smbcontrol fiy2>:

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Tl H K iZ % H7H B KiZ1T smbd, nmbd Y winbindd 77 i FE .
smbcontrol —i 2 H.RXiz1T, HAHITSITEE @ HHA .

smbpasswd iy 4>

smbpasswd <options> <username> <password>

smbpasswd I H & BN %05 . 1200 H Ge8 s 9 FAZ LU A 1 H P S
A P B E TR Samba Z R

smbspool 7742 :
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H /& Samba —> CUPS AT ENE: 1. BEIRM % E N CUPS
FTEINL, smbspool A LLFIE CUPS FTERHL— &M H .

smbstatus iy 2 :

smbstatus <options>

smbstatus T H 27~ 25 Samba EHARES

smbtar 72 :

smbtar <options>

smbtar F£/7 PATIET Windows T AR H RIS AV E . B tar Ay
A FL, IE AL

testparm 12> :
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testparm <options> <filename> <hostname IP_address>

testparm F£ ¥ 45 £ /etc/samba/smb.conf A4 ETE, R U1 R smb.conf 77
TEERIMLE  (Jetc/samba/smb.conf) , NIATEEIEE. F8€ FEHLZ M IP Huhk2,
testparm F£/7 K ¥ hosts.allow F1 host.deny (A2 AL E IEHf - testparm F2/7 A LA
7R smb.conf SCAF MR SS a8 AN AE N B o A2 I I (% AT L2G 8 250 1)
HARMEHMER. filan.

#Htestparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions

<enter>

#Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_ NODELAY SO RCVBUF=8192
SO SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no
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[printers]

comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo f72:

wbinfo <options>

N

wbinfo F£ 5 £ 7~ winbindd SF3 RS B . winbindd R AR IZITH]

6.3.1.8. HALEIH

e B
/ustr/share/doc/samba-<version-number>/
A A E man T3}

» smb.conf(5)

» samba(7)

» smbd(8)

» nmbd(8)

» winbindd(8)
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A I A

»  http://www.samba.org/

» https://wiki.samba.org/index.php/User Documentation
» http://samba.org/samba/archives.html

6.3.2. FTP

ZET SN FTP B LA M vsftpd (Linux £4t FTP 55 %% )

FTP A FH % 7 iy - i 55 S B ARG A8 R AR Fai SO A, S FH TCP 28 P [A 9 FTP
MR A SRS P A AT RIE . 2T XA, FTP &
BN A Z BRI, BRIERIRIG LT ARV . KN FTP 7E M %% F 2
EHERATH, BLEHHRS =X Fikk, (F—NMEBR, TEMEERM
REREE o

XA ETHIR T B AR E vsfipd RE L Z 2 EREEIT TLS ME 4@
SELinux 3K finaf FTP 1241 . FTP [ — AN 5 47 [ EUR S &2 sfip, 42 B OpenSSH
A T BRI ZAESREUH 2 OpenSSH Pt & P SSH P4, 2 7%5.20penSSH .

AFEFIHEHIN, FTP fZ 2 DA REIEH TAF. = FTP & i 37—
B FTP k5528 im FERE, 24T 1 21 7EIRSS 28 m—Fa il 1 o 31X Ui
I3 FH R ik i 2 2B MR 55 4 o FITA IR 55 4 i 280 25 P i PR 380408 1 oK 2 HR B TR 3k
vy A A o B e e 1, LSO R ) G A HORS T 28 7 i 1 SR 2k 7 =X
active Y, passive P,

active mode

Active mode #& FTP P AL $ Zo4 W WA FH 2 ) s R aa B . 24— A
active-mode F#EL 44 FTP % P um #4614k, MRS58 i 2x 1 JF—A> 20 o H 45 1P
Hodik, F—AFEHLUCRR I T CRTF 1024) o AR LHEERE &K imlas
W2 SOV SZATATT R I 1024 Wi FHERE . A A2 Mg, HREBTK
B RARY 2 P AL % BLAE 1) o PR DI B2 P i 977 K B S 15 78 M B
& NIERE, FTLL passive mode #% ¥t Hi K

passive mode

& active mode —#¥, Passive mode & FTP 2 /7 s I 28I MRk 55 4=
15 R B HE FTP & P i B B 48 7E Passive mode R 5 M E#E, AR AR S %5 -
SR AN TP MR —ANEENL . JCRPAUR S TR T 1024). SR 5 25 7 S 4% 3
i RS 4% B EOERME L.

IR Passive mode Fff SEAF U 5 7 v 7 K 3 - P ESCHR 1452 n) R, e T DA

143



B OB IR S5 SRR R G (EBRO V10 RGUE LR T

T 55 25 i 77 2K 3 o S8R DAAE — AN ik 55 2% b 3 PR 1] (49 906 61 TG 4 AL ) 3y 11 £ FTP
k5525 b sl I A . IR R4 T RS A TC L 7T S R i A
6.3.2.1. vsftpd IR%5 %%

vsfipd Wi AP FE M2 4. vsfipd /& 4R LS = IR 55 2 5 /E R g i
FTP k55%r. RN HLRES Ab 3K & RO 22 1k

vsftpd Fr it H 22 B RH = AN F 271 :

>

5 K PR AR AR AR AR A 0 B i R — i 37 () R A AN [B] A 55, B — A
HERRIEAT BAE 55 R 75 E /MR 5

7 EHR TR AT 55 7] LU FH e /PR BE AT Ab BE——F ] libeap J 7%
PERIREE, 752 root R BUBLPR AT 55 7T LA AR /INREAU ) 3E R 0T 5
RZHHFRIBATAE chroot T——HE W g, #EFEF] LR RE P AT I 2
MR EH FAE RN YI L ER HF . XA HFHIANE chroot H3. 1
an, fBan/va/fp/ H 2L H 3%, vsftpd 18 58 /val/ftp/ NHT ) root H 3k,
YERl . X2l A BBt

il X £ 22 A it 23 0] vsfipd A0AR] AL BRI K A0, R

>

SRR AT AN 75 e D MR I ——SCHERE RE 6 Bh 28 1 TH 5 B IV 55 2%
R RS B o T BEREAC TR B 455 % ) i 2 ELARS m] e A I AL PRAB AT

BT ) 5 B A B BR A 1 — A /N A ERE AL PE——3)t1% Apache HTTP Server
— 8, vsftpd 73 K TR T HERE R AL BRAE N B . IX SRR SCHERE R

]

RE/NALBEAT S
> A MARREBCT BERE R IRE SR 2 SCHERE PR

R R AT %1
S socket, FEFIREI THEFR (LIS Sk

K50 FTP % P13 A2 TR chroot 5 F—— [R5 TR 4R
BERU, BRI B T AT AR, R ACVFI g1 13t
EH.

Ja BN 1B vsftpd
LA root F B %

JE B2

.
=]

1%

#systemctl start vsftpd.service

RIS
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#systemctl stop vsftpd.service

EVERiace

#systemctl restart vsftpd.service

AHFMERE, HECLEBTHINEE, 4B iIT:

#systemctl try-restart vsftpd.service

BEITHLE RS-

#systemctl enable vsftpd.service
Created symlink
/etc/systemd/system/multi-user.target.wants/vsftpd.service —

/ust/lib/systemd/system/vsftpd.service.

)5 vsfipd £ #5481

A WHE, — & TRV FRIE N Z 8 FTP 38 X FEOR 2 T8 . vsftpd
(12 3 e I LR 12 AT 2 AR UL, AR B S i & S

B, BFTA ML % & BLaf TP,

X, FTP (451 DNS AR 55 &5 2006 N AE BRI AS o

2 vsftpd M B ANE] TP [RITE R, FEFER 288 AU Is1TH . AT K
vsftpd HEFE I 2 B8 521, — DNRFERIIIRSS systemd service unit (vsftpd@.service) &
# vsfipd BLER LAY .

R TAERZIRSS . — AN vsfipd BB U N &AS FTP RS 28 5240 2 7
PR, ARAFAE fete/vstipd/ H 55 o 1X L0 B SO 6 Z30 A ML 1 & B
Jetc/vsftpd/vsftpd-site-2.conf) , Ff HIHH root IIEEEHLR

B—AECE S, EHWNSEAERNRNT IPy %%

listen address=N.N.N.N

N.N.NUN 4 FTP i s () 1P Hbhik o AR a5 FH i) /2 IPv6, Il F listen_address6.
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RWAC B S DA A7 A Jete/vstipd/ H 3%, B vsfipd it FE, ATCAHEAT

i & JA 50

#systemctl start vsftpd@configuration-file-name.service

L B dr 4, 1824 configuration-file-name A 75 B HC & SCAE 4 FR . U0
vsfipd-site-2, ¥ .conf J5 ZE A Fa Otk .
IR — RN BB 2 A vsftpd R, @400 F:

#systemctl start vsftpd.target

#systemctl enable vsftpd.target

Created symlink
/etc/systemd/system/multi-user.target.wants/vsftpd.target —

/usr/lib/systemd/system/vsftpd.target.

fd ) TLS I vsftpd

N T XPUFTP B AN 22k (WSO ) o vsftpd BEAE AT DUME ] TLS
KRR AT NG . FTP 2 /i Wb 43 FF TLS.

TERC B SO vsfipd.conf % & ssl enable 24 YES T TLS IS %

fltn. W& vsftpd {4 TLS

&4 vsftpd.conf Fit & LA

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

5 vsftpd service A%%;

#systemctl restart vsftpd.service

AL E vsftpd.conf(5)/) man /i 1 5E ZAHG(E R
vsftpd [¥] SELinux KM%

SELinux SKISE B vsftpd 747 HERE (VLS A fipd WitAE), <€ X 1 —>adil i
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KLy SRR B R 25 SR R 5 (EBIRD V10 REUEFHL T M
W4, AT W FTP SF9 R U5 M R 8 SO E B 3%, 75 B4t A A 13 24 1)
PR

BN, N7 REMSEE 4 L, public_content t ARSI ZI B 45 FL 1) SO
FHEM. &aLAMER cheon A4,

#chcon -R -t public_content t /path/to/directory

/path/to/dlrectory S AR AR 1 H SR AR, WS — A B
1) H &, 990 B — AN 8 I bR 25 public_content rw_t. B itk 2 4b,
allow_ftpd_anon_write JEIUA IR BN 1, #H setsebool T 215 & -

#setsebool -P allow ftpd anon_ write=1

A AR LA P B FTP Ui i) home H i, 78 8RIA LA = 2% R 55 2 #1
REFIXA A E, fip_home dir LA E A 1. R0 vsftpd FL¥LA
MR RIS AT, ERFEE &SRS HRIERGET ISR E N EE,
ftpd is_daemon L AlIXE AN 1.

6.3.3. NAFKIIERZE chrony
6.3.3.1. A—MRDEEZI RS E chrony
XM T 244 dial-on-demand 4% . 1E 5 FIBC B N E 72 o0 i

AL A W b 2242 . 1 5, B & A1 I Jete/chrony. BR A 15 B ic & 25U F LA R L
=¥

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

command key 1D #& £ %3 42 1, BT A commandkey {8, /ete/chrony keys .
N0 NTP fIR45 %%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline

server 2.pool.ntp.org offline

147



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

server 3.pool.ntp.org offline

6.3.3.2. A— /NI RSB E chrony

TE— A MRASFI SIS WX 28 EAT 42 ST I 28 v, BT DL — S 1 AL E
ML, e FEHAE R ENLRE - b

7t master FHL F, ZWiH/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 72 7] LA S04 B2 1 7 X b ik
2P umbLAs b, 2w /ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EALHKIHLE .

6.3.4. ITHIRE
FIENWE T H A RITENNLAIAC S, e+ ENHLAC & S/, $TENHEBA H 36 LA A

ITENILIE AT ENALE 2R
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Z L ERFT 8 A Unix BRI RSI(CUPS). WIEHRARTH 1) FR G0 S i A m]

WBURE = 2R 55 1A R GRS, A2 CUPS, {ETHERER & IRAFAT ENHLAE
K

LA}

JAshFTEIHLE E T R
MAT AT A ST ENNLAC & T E, %\ system-config-printer, ¥JEIHLACE T E
JBah. BFERFFEE->IEHIER->ITEPHL, FTEIPLACE TR B3~ K.

{TENSE -- localhost - O ﬂ
AEE2E(s) FTEDHL(P) ZEEH(V) #HEI(H)

+ Fm ~ | C

BB EETE.
w0

2% localhost

& 6-1 ITENRE

6.4. f¥ [ chrony E/4HCE NTP

FEIT AT, CRFFFEFAIIS A2 R H HE ), KAWL EE . Flan, ERL
by A ROR H AR TR ERS B IN TR BT . E linux RGEH, NTP PRl i st
IS ATAE P 28 (B S

F P 23 (8] () 57 40 3R SIS AT A2 AR B [ ) R GE I B o RGN BhREE i £
TR b 8 YR PR AR A () AERF . I 18 A Time Stamp Counter (TSC). TSC & —4
CPU FFfEas R VR EIHE . e AR, s P2, A it

WA T EFERIESE, ntpd A chrony, >KH ntpd Al chrony €. A5k
A1 chrony B IS FH ) 5 FA R 7 oK BB RGEIN B0 R S8, AN FF S AL G K A M 284K

6.4.1. chrony -4
Chrony s21a{T7EH 7 B E s AR s SATIET . RGUNREH H ML,
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SRR Z W) a3 ntpd BT R GE [E]

6.4.1.1. ntpd F1 chronyd )% 5
i 2 R R A TSI EAUR I B % . chronyd A% LE ntpd i 58

It .

> AR [A] R BEAS (R ERIE U5 1R B chronyd BB TAEBIIREF . ntpd 75 22
A FR S A ) IS () B v A Re 0% AR IR 4

> chronyd BE%TE P28 15 I IR iz T A B2

chronyd 8 AT LA [] 25 I i 55 PR 46 () I TR)RS 2

> chronyd R 7E I B 13 B IR SR A% A4 I T U N2 461 2, B T AR R 37 4 R
JE A4, ntpd 7] 68 75 ZEAR KN 18] 7 B P00 B T 2K 5

> EEAERCE T, £ RGAE )G R C4 [FH chronyd MAREERE, AT A
FTHELIARIZAT IR o ntpd t AT DLEC B AN B2 I [A], (H 8 26 25048 F AN [B] ) 7
OB o 1K 2o — LUk

> 1E linux #1E RS L, chronyd BEMELE—ME K HVE R R R (AR % . X OV
A MR EATRE LS B TR filan, £ LR b
chronyd BE% i — L ntpd ASBEM I FHAE

> chronyd SCRFARIZ /R 28 IS [B] A2 1 IR ME— 722 T-ahf N o il an, it & 8 5
)P, chronyd REMGAEA[F] A BB H i & AR (S B, PR RS 2 8%
w10l iRpEIpr e S

> chronyd F&H SCHF T AR IS 28 BICA 2R 1) 3 S N B e A8 2 o b 24 47 T SREL
7&K R o e AT DL X S 3 7 2R 4 8 B I A AR e I TR A R fS
) S I I AR IS TRT R A EL . S AR IS [ AT #E Linux
ntpd AJ LA chronyd A~ BT S o

> ntpd CFF NTP R4 4 (RFC5905) , (45 #, Z#k, manycast 2/ 3 f iz
A%, M) UE . BIESCHRIMR) S 30k 77 25 T A8 (RFC5906) .
chronyd i ] NTP iiiA< 3 (RFC1305) , FARA 4;

> ntpd BIEVFZ S H R BPFIIKRENM chronyd 4K T HAh 30T H 51 40 gpsd, 17 i) 44
P22 I

Y

6.4.1.2. NTP P43 FE 1k £5
> Chrony AJ A [EEIXEE R G pdi ], IX 8 R G0 4 20 87 {52 i a) a b Wy i 42
FEHEEML, HlnEsh RPN RS

> NTP SP#HEfE (ntpd) NiZ%EHALEREALK RS L. R 4 H]
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JTHRERZ 36 1P, BT S0 B UE PR B Autokey B, B2 75 & ntpd.
chrony 1AM SCREXTFR 8 & iy B0AiE, {4 MDS5 ¥4 2 & h B iFA i3 (MAC),
SHA1 B35 S 5R 1 WE Ay 5k 1 ntpd I3 HF Autokey IANEPML, ZBMCA] LA
FIH PKI #5t. Autokey £ RFC5906 H 15 ik .

6.4.2. Hf# CHRONY KHEE
6.4.2.1. % chronyd

chronyd /& chrony [F5F3FHERE, BATEH P A, WEBATENZI RGN
B BEIE RSN TEE, fEH NTP P 3SCRAT IR . H4h5] HIEARTH,
chronyd 4% FH f5 J5 4 H S AF A AE SO B2 -« e 38 W LA chronye T3l 4712
Mo
6.4.2.2. Fif# chronyc

chronyd /& chrony [F)5F 3 2EFE, AT LA# dr 24T 244 chronye i . XA T A
P T — A A PR FF N — Ay 2 0] DL chronyd #H4T 8 2. BRI AC B
chronyd fWA AU ALY chronye @74, chronye A ABCLE A chronyd AJ LAFZL A1
iz . chronye P LLZFRIEAT 52— AMEC & chronyd %5221 4% . 1P ik 7o
VFIEFE 2 chronyd W A% 45 o

FR# chrony BC & v 4

chronyd BR A FHC B SCA/ete/chrony.conf, -f ZEIH AT LAFE & — MG B SR 2%

/,
=

VEREHT N PA#. %Ek ! Fk.
allow

ALERERT, fRE— AN, FMEEE M ERE— G T UAE N NTP ik%528 1
WLgs . B RiriEs.
Bl

allow serverl.example.com

WAL ENA, FaE DT, BATER

allow 192.0.2.0/24

151



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

T8 — WL SV IERE

allow 2001:db8::/32

F8 € —> IPv6 ik

cmdallow

ZAr 2 A allow @72 AHBL, BR 1B RRVEREE 1T M a AL SRR (A
& NTP B i N) « (FFHl#EN, BE&Z chronye BEia T E EHL LI H
Rt @it A EALZERE R chronyd) A 1E L2 —FE . cmddeny all 4y & F
cmdallow all #7224,

dumpdir

PRAF chronyd JIk 45 53 B &= b 5k H Sk %A%

dumponexit

N Z a2 18471, ‘B3R B chronyd 24 20N BT A IR TR) 5 CRAF- DU &5 1 5 5

local

local KB 742 FLVF chronyd i 1d 7 7 s dm A BEATIN 18] [F)20, B e %A
[FDUR . ke I W 45 ORAE master EHL EAEH, £ NS MZE T, 2
THREALHEFL, master T ZE S T 340N PRI R I A] .

i

local stratum 10

log

log fiT &R B L5 B Eid s Haid. eI bR ki
measurements

BIETNE S I E DA RGNS, AR measurements.log 3.
statistics

ZIETLSR T R BAE S, A2 statistics.log 301
tracking

ZARTHC K T RS s B R AL T, A2 B tracking.log ST
rtc

RANETUL R T RS SER I {E
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refclocks
XA EBLL 7RG IESF N B, 4K refclocks.log.
tempcomp

XA TE I8 I B AN R G M, AR tempcomp.log SCA-
log H E1C & ST AAE logdir 8 € 1 H %

log measurements statistics tracking

logdir
FRE H B ST A =3¢

logdir /var/log/chrony

makestep

BH, chronyd AR HE 7 K IE S J 18 BN B, 43 RSB IR T A I
[ 22 o AEREEERFETGOL N, RGN Pl fe IR, SEOZ AR REAER
KA RIR A IR R Ge o 1248 2 5] chronyd 78 53R T3 1R B I 25 1 1
BRGNS B, (HRAFAER Y chronyd 5 i [k i € R ORI e R &R
PR, B T 2 W T R AR K

makestep 1000 10

maxchange
AR IRE RN I Mg R, HWEE KT E R RME, chronyd K27l
FIF HIRH, HIH B KIES syslog.

maxchange 1000 1 2

F MBS, chronyd KK R — A B m AL SR R, K2
2 ORT A B m A% E A2 I

maxupdateskew

chronyd HIAT: 552 — e EARXS T M 5 vH AL B 4T i) el i 1%
F . maxupdateskew ZHURHE it 2SS M BME, SEHBLT, BMER
1000ppm, A% 40T -
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maxupdateskew skew-in-ppm

noclientlog
XA RWASH, &P AL log H&.
reselectdist

4 chronyd & 45 [F] A2 U5 AT FH IR RUE, E0Rs B S W /N R P BEE . SR T, N T
T G A P BT B AT SRR AR D) P B B, — A E O BE B . BRIATE LT,
PE B 100 TR .

A

reselectdist dist-in-seconds

stratumweight

stratumweight 54 1% & 24 chronyd M AT FHIE A IEREFRPIRES, B2 RAZE
iz /b RIED R . BRUASH T, CentOS H1E A 0, il chronyd fEIEFEE
I 2SR I = 2

SNy

stratumweight dist-in-seconds

ERINIE DL T, dist-in-seconds A 1 72

rtcfile

rtcfile 82 7€ X T — /NI HK, 1Z3C4F, chronyd 7] PAARAFERER R G011
SR IR B R HE R PR (RTC) S50, B IS 30

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne $5 20 8 FH— DM, Eziit, RGN AEIEE 11 70dh a8 DL
PISLI I EF (RTC)

chronyc [P % 4=k

F1 Network Time Protocol (NTP)#H Et, PTP fx 3 ZE R0 A AR 23, &

¥V 2 1) network interface controllers (NIC)#I network switches. K FIHEE it
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(6] [ 25 v g

6.4.3. f#H chrony
6.4.3.1. %% chrony
f8 H root F 7 oK

#dnf install chrony

BRI\ chrony #2147 & /usr/sbin/chronyd . fiiy 2 17 204422 3£ 11 /usr/bin/chronyc .

6.4.3.2. £ 7 chronyd JIR#

#systemctl status chronyd

6.4.3.3. JA 3l chronyd

JR BT

#systemctl start chronyd

BEITHLE R 2

#systemctl enable chronyd

6.4.3.4. % chronyd
NI

#systemctl stop chronyd

WOHIFHLE & 2h i 2 -

#systemctl disable chronyd

6.4.3.5. K& & chrony & {560

N T K # chrony s2 5 [A) 25, i tracking, sources fll sourcestats iy 4> o
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¥i & chrony Tracking
i I

#chronyc tracking

TR

Reference ID

52 BT ntp RS 2810Z% ID (— 8 16 #EHIBUT) AR (5 ip #h
hED o R 127.127.1.1, FRoRzih ENLE B BRANRIEHEAT R 8, B IEAE
local A ERAF

Stratum

WaERZEHE

Ref time

e Ja— IR [FD Ja & ) UTC I E .

System time

ARG [E] .
Last offset
B Ja — IR Tl A A% &
RMS offset
VeSS IR O
Frequency

U2k chronyd A BEAT 214, RGN R HIEFHIE S, Gll: 1ppm B R
GRS Ia) 1 FP, R HESERRI )52 1.000001 #5.

Residual freq

IR AT TR R R AR

Skew

P AR ZE

Root delay

IX A2 R 2 2% A% 1R B B ¢ [F 2D T H BN 9 stratum-1 THEHLAYE AT, 75 L2
Weam GO, BB AT BUA A

Root dispersion

B A KT EAL, B 2 2 R AP Y stratum-1 TN R AR B IREL
N ARG T B SRS EE I 4ax) 5 (B stratum-1 PSRBT IS TA) 2 1
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1) : clock error <= |system time offset| + root_dispersion + (0.5 * root _delay).
Update interval
B3¢ S P X RS e BT ) I ] 1) B
Leap status

Al HEE N Normal. Insert second. Delete second. Not synchronized.

K2 chrony SRiF
AR

#chronyc sources

M

RN MRIR—ADMIRSS A, =Rom— > peer, #RIORNAMIELINSH
I

S

FOREIPIRES . *FRoRIEFERD, +RoRCiER:, -FoROudikR, ? RoRiE
o E k. xR — 8P chronyd A& falseticker(15 oK 22 55 H A St Y5 0 B[]
AT, R MIERIR AU R 2 AR AL .

Name/IP address

PRI 1Ptk A4 FR

Stratum

BHE, B 1 RWTHENN S A S En e, 52 1 F2RHENERE 2,
HE 2 P ENAAER 3, kS,

Poll

B RYEME polled IR, BIWE N 6 WK, #R NG 64s AT — IR F .

Reach

BoRiE — MBI . — AR LB 2 . R mhd By BoR
I3 NI JURERLAE . 10 4F BE R R A X AN

LastRx

B — MR R ] . — R AE LB 2 8], R mhd By BoR
SR AN JURER LA . 10 4 HE R R A WX MR .

Last sample

S A 3. 735 A LI b 5 5 T ) 0 0 U T ) (i
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Ki2x chrony KRG 1T
sourcestats fily 2 i 7~ =4 B #4452 YR BB AL i B A A2 = (S B . -v 2 8RE
riie e, BRERINKM. ERXMEN T, BT ERA— DN REES) .

#chronyc sourcestats

Name/IP address

NTP fik 55 % B E

NP

XREFEA S BHCE H T IR SS s DR B o 88 T30 3R R L O 2 Al T I X 4
BEAT S A A1

NR

X2 1817 residuals EAAH [ [ARF S 15 & .

Span

XA vt 2 B AT B R AR AR 2 1) B I T TR B o R s B iME, TR
ANFELE SRR o AEIX AT o TR B 2 46 3Bl

Frequency

fETHRRIR A, FERXMIELT, THENLRI BT 17107 #0X T IRk 55 48
Fit .

Freq Skew

fliTt BRZE SR .

Offset

Tt A A% & .

Std Dev

KRR AR HE

6.4.3.6. T-BHEE RGN B
Lisg U
#chronyc

chrony> password commandkey-password
200 OK

chrony> makestep
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200 OK

6.4.4. ffH chronyc
6.4.4.1. f M chronyc %l chronyd
#EN chronyc HIA2 H 5t

#chronyc -a

chronyc W7 PA root F 40T o -a i T2 f# F A H keys H 218 5% .
chronyc 24T S 1 :

chronyc>

&R LMEFH help RoRrFT A 4
WA DA YRR B A I HEAT R -

chronyc command

6.4.4.2. 1 chronyc #H4TiZFE 5 HE
BCE chrony EH: 22 chronyd, #xanF:

#chronyc -h hostname

F5 € o 1«

#chronyc -h hostname -p port

port J& FH kA% il Fl i 278 F% chronyd.

LI S NG LR

chronyc> password password
200 OK

WA RVH T
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U A E MD5 WAy, a7y % AL 254 authhash iy & £EHT

chronyc> authhash SHA 1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. Bt B NTP f# | NTPD

6.5.1. NTP /4

NTP & W 25 i [8] #13 (Network Time Protocol), ‘& & K [F]25 W 2% vh &A1t
SEATL RIS 1) E8) B0 L o

6.5.2. NTP 4732

NTP 73 JZU0R

Stratum 0:

JE B ANE 5 fkH G 1 GPS
> GPS (Global Positioning System)
Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60

(Japan), DCF77 (Germany), and MSF (United Kingdom)

XEEAE S A DAL I B, JFAE B RS-232 3E# 3 RGMEN— A
2 ety p VL TR A R ] R 55 45 o

Stratum 1:

R B0 7 o2kt Bl . GPS I el S5 14

Stratum 2:

M Stratum 1 20, AN EZ FIIRS 5

Stratum 3:

M Stratum 2 $S2HL, AR FE R )Z IR DS 25

Stratum n+1:

M Stratum n SH, AF Y RE B RSS 45

Stratum 15:

M Stratum 14 B2HG AR B R B IRST 4% o

Y
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6.5.3. EfE NTP

R OB = IR 55 A R E R G NTP fiiAs, 7 RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis A1 RFC 5905
Network Time Protocol Version 4: Protocol #1 Algorithms Specification A 4R .

6.5.4. Ef#E drift 3XHF

drift SCAFCRORAT R RGN AR 5 UTC I B0 ) A2 5 .

6.5.5. UTC,TIMEZONES HI DST

NTP 5€ 47t UTC(Universal Time, Coordinated)™', Timezones 1 DST(Daylight
Saving Time)#{ A RGN FH . /etc/localtime #&/usr/share/zoneinfo ¥4 U1 8 EE#z
RTC 0] fefE AR [A] 54 UTC H, 7E/etc/adjtime 55 =4T48E . XA SCHA] LASI
18 RTC B4tk E . H/ ] LR {8 System Clock Uses UTC 7 Date and
Time E|JEHAC B 72471 & R1E 2

6.5.6. NTP 54 B-ilF $E T

TEMRTMSS, Y vl DUEE &% NTP 3T Bt . a8 A LR NTP I
I, 97 KUK, fE/ete/ntp.conf SCAEHY, A 3 AR, R R/ — A
U5, ntpd Ko B IR o AR R B RS 75 22, W LA 30T 8 BN B B A Bk

BRI B AN H2 w5 E IR B o R A e e Ok M By Bk, W] RAAE
disable auth 7£ ntp.conf S £FH,

6.5.7. FERBINLHE ERH

REFUHLAS BE A FH EL 52 1) hardware clock F HERIWLES M G852 € . 7EAR TR
B RS AR E R G, kvm BRIAE A kvm-clock.

6.5.8. HEEEHD

FERD, St A DR RF Ut B s T A i 2, d [ bt R S — e AR
ERESES (AT REAEZEORD X bt A g hn lgst /b 1 AR EE . T HEkE
A A IS T (R R EE SRR , St AE (R
AT 2 ) AH 22 k0 #1£0.9 AP, sidt A arde 1 A (E, &Is—o0
By 59 M) A fEAR 1A QEERY, &Ja—80y 61 #0) o R —BINE A
G N WNIVAYER

6.5.9. Ef# ntpd HtE XM

SFAPEERE ntpd 7E R 45 3 8 S IS B S0 ete/ntp.conf,  fE AT DL R
T A A A i B O .
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#less /etc/ntp.conf

NS R B BC B
The driftfile entry
drift S # 4%

driftfile /var/lib/ntp/drift

The access control entries
DL AT B B ER A 7 i) 425 1| B 1

restrict default nomodify notrap nopeer noquery

nomodify ZEIT: BH IEAE o B SO

notrap #EJ: By 1 ntpde 32 1V B FE B

nopeer 1EIT: [ 1k peer BX & I s

noquery &EIi: [y 1k ntpq A1 ntpde 2 i), {H B B 18] &)

A I S P AR AT N F 75 2 127.0.0.0/8 HithbBE . BRIA restrict 17 IEFTA R
SV

#the administrative functions.
restrict 127.0.0.1

restrict ::1

U R T B — NN R, AT AR NS it
FHEA TN A RV, ONER A restrict. N T A TAEM, #Flan, 7o
T 192.0.2.0/24 WX 2% 3647 B} 18] 4 25 1 -

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

R ERFRE—&FN, $1u0192.0.2.250/32

restrict 192.0.2.250
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R B a5 mask, 255.255.255.255 ¥ idEE
The public servers entr

ERIAIK,  ntp.conf FC B SCAFELE DY A 22 3Rk 55 4% -

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
FRIAHD, ntp.conf W5 TR ZPERILAIE] 7, XLEAERAFEE 2 AR

o

6.5.10. Ef# ntpd [ sysconfig L4
XA SRR 2 AE ntpd J8 3RS WIEEAL A I e B . BRI NS T

#Command line options for ntpd

OPTIONS="-g"

-g I AT LUf#E ntpd ZBE 1000s A2 &R, 223 5 2D 0 8] B % = K
T 1000s, (HRAUTE RG)A S IAE . S TN IETU A%, ntpd 7E e &
KT 1000s B E BB H

6.5.11. Z51F chrony

WM

#systemctl stop chronyd

HU3H chrony HALJE 21 i :

#systemctl disable chronyd

BEIRE:
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#systemctl status chronyd

6.5.12. Y2 NTP P SRR T 2%

WA

#dnf install ntp

6.5.13. ntpd 223

#dnf install ntp

W HE ntpd HAHLE 3h:

#systemctl enable ntpd

6.5.14. I8 & ntp KPIRES
K2 ntpd & RIEAT:

#systemctl status ntpd

SRHL ntpd PRSI -

#ntpstat

6.5.15. FC & B k3% S 1F ntp BHEA

ntp {f] UDP 43, 311 123, AZUE AR S VEEL B k5

Tor 25 97 K 3 N fige S0 VT ntp A& %, 8 EJE S Firewall Configuration T.H..

Ja &l firewall-config, i Super #3t N, %A firewall 3 H 1% [0 58, [y
KHEERCE & AT I A %5 .

AT HEN

#tirewall-config

FHEE L N, XK firewall-config T B &R Z|H 25 8] 574
HFE firewalld.
164



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

6.5.15.1. 1814 firewall FL &

T RERSIEBCE AR, HR{R T 5 SE#. Configuration s % B 4 Runtime. B,
TS E SHAE T — IR E 842, 78 TR L £ Permanent.
6.5.15.2. 4T JF By Ktk iy I

1T firewall-config T H, WeFEMILE, @Hein AR%E, s Wi #%4. Port
and Protocol % 4T, FiAdm I 123, TR HIEFF udp.

6.5.16. BL & ntpdate iR%5 2%
ntpdate ik 554~ T W B I EILE RS S 3 1B

N—

fa ¥ ntpdate IR 55 & 131817
#systemctl status ntpdate
WEITHLE 3
#systemctl enable ntpdate

TE AR T L BB = 0 e 55 2R A R R, BN Jete/ntp/step-tickers A AL 5
0.rhel.pool.ntp.org. ¥ NNAN4S ntpdate AR 55 2%, YmiE/etc/ntp/step-tickers. k55 %
HHCR R AR E, 9 ntpdate F Al FIX AN SREC— RN 5 B . Ranfefs —
AR TR IR 55 2, 7R 28 — AT S AR RSS2 Bk o 7658 ZATH N & 1 IR 55
o

6.5.17. Bic & ntp

BESERNE ntp RS 2IACE, JmiH/ete/ntp.conf A ZCAF & F ntpd — i
6.5.17.1. L B NTP 55 v n) il

Ym%E ntp.conf, fi ] restrict A7 4>

#Hosts on local network are less restricted.

#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict f# FJ

restrict option
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option: AJ LA —AMFIZ A
BT A ) B K 4 208, B35 ntpq A1 ntpdc 2] ;
>  kod———Kiss-o'-death™ i, /1% PAIR /D AN 6 B 1 A7) 5

» ignore

> limited——U RO (35 5 7SRRI, A0SR 51E R . ntpq A1 ntpde 7
WANZ 5

> lowpriotrap AR A VLI =ML 2 1 B Bt

> nomodify IR W=

» noquery PHIE ntpq A1 ntpde i), ASELHRI [A] A if];

> nopeer FH1IE peer BXETE i

> noserve % 1 ntpq A1 ntpde ), FELPTEIIE;

> notrap B7 1E ntpde 2617 B AR

> notrust——B 443 A B B 3 B E A A

> ntpport—AEFH %, HULEL NTP UDP port123;

> version FE4 AL S HT NTP A £ s £ .

AT AMNATE AW, AEEZRRG, restrict 7] PAM# A limited £ &
U ntpd W25 B KoD H¥E £, restrict 24 201# A limited A1 kod 1.
ntpq Al ntpde 25l A] T ORI B, AZEFLER noquery I,

6.5.17.2. L B EHE NTP [ 5% %5 138 2 PR il

5 restrict JI_E limited 3ET0, 40 R A HEONRGE S5, AT DUE A
discard 7% .

fr kg R

discard [average value] [minimum value] [monitor value]

& 8 VR SN PR BE AL S, B B2 — AN S log2 B

BRNEAE 3 (2 =7, 4T 8)

& 5E AR VF I AR AL B B 7 log2 MM E B — NS HL. BRhAE

2 12 M—TJ7, 4T 27);

e B aNEFME, —BERdrRROSET R . Bk
B2 3000 F5. XAMEIHE H T k55 255D 3RAT 1000 5L 215K .

discard #2151

» average

> minimum

> monitor
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discard average 4

discard average 4 minimum 2

6.5.17.3. %) peer Hitik
£ ntp.conf Bt B LA AN peer A4

peer address

address &> ip Hidik B¢ DNS "B 4 FK . address W2 75 [Fl— 2 19 &
4. Peers WA /0 — AN AR I AU .

6.5.17.4. s AR 55 28 Ho kit
W — RS A, 2RSS 28 21847 NTP 4 HAME S & JZ . 7E ntp.conf
A, f# A server a4

server address

address A& A1 1P Hihkak DNS A1 H 4 FK.
6.5.17.5 U IN— AT 4k 2 1 I 55 s ik

I—AT 2 A& b, g ud, | NTP G2 1 k.
7E ntp.conf 3 A4FH, fifi ] broadcast.

T

broadcast address

6.5.17.6. Y5 IN—~ Manycast % 7 Hihil:
NI manycast & P u bk, 7E ntp.conf XA, ¥R 0 manycastclient 74> .
F R

manycastclient address

Zan LT E RGUEN 1 NTP %5 . AR G0 R] LLIRIN DA% 7 i AR 55 4 i o
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6.5.17.7. %% 0 Broadcast %% F7 i Hidil-

7NN broadcast 25 umithhil, 7E ntp.conf SCAFH, ¥ broadcastclient 4> o
NI

broadcastclient

Zan 2P E RGN NTP %/ . 40 AT LA IRIIN D% 7 i AR 55 45 B o

6.5.17.8. %5 I1—> Manycast i 55 25 bt

75N manycast Ak 55y iht, 7E ntp.conf S, NI manycastserver 74 o
-/ UE

manycastserver address

Zir ST R GEE A NTP 528 o 40T BRI % P R 55 B

6.5.17.9. % 0—/ Multicast Ik 55 #& Hihik

IS AN multicast Ak 5 a5 idik, 7E ntp.conf XA, NI multicastclient iy 4
A

o

multicastclient address

A OB RGO NTP IS 3 o 00T LRI o SRR 25 463

6.5.17.10. ¢ & Burst £

ANEFN NI NTP AR 55 2% — i FZ k0, 1Z&EDiEH T H g B
HFER

FE R 55 2% i 2 G5 R AN N iZ %6 T -

burst

6.5.17.11. [ iburst £
TEHRSS 28t 2 45 R N IZ ik Il :

1burst
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6.5.17.12. ffiHH key BCE Symmetric Authentication
TENRSS 25 81 peer 72 J5, AN IMIZIG T :

key number

number s& — 1 1 3] 65534 W), %% Wi a] DL 7E B dE 2 A 4 B message
authentication code (MAC). ZiETIF peer,server,broadcast, fll manycastclient iy 4>

i .
/etc/ntp.conf, A% A1F:

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B E Poll Interval
B CBRINE poll interval, TEARZS#3 B peer fr 2 5, INIIZIEDN:

minpoll value and maxpoll value

6.5.17.14. BCE MRS IH
e — NE RIS 2%, 1E server BX peer iy G N INZIE T :

prefer

6.5.17.15. N NTP #¥E @ & Time-to-Live
£ server B{ peer A% Ja Vs N IE T -

ttl value

6.5.17.16. BB NTP 1 A
£ server B{ peer A% Ja VS N IE T :

version value
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6.5.18. T B BB AR I B SE BT
AL B R Gt 8] BB 2RI B (RTC), 7E/etc/sysconfig/ntpdate ¥s Il A R i T :

SYNC HWCLOCK=yes

A fE AT

#hwclock --systohc

6.5.19. L B I 8h IR
FEZRGE5 AT T I B

#cd /sys/devices/system/clocksource/clocksource(/
#cat available clocksource

#cat current_clocksource

B = BB 2R, EWNZE GRUB BN clocksource, 41401

#grubby --args=clocksource=tsc --update-kernel=DEFAULT

FLE REMEMN

71. RGBET A

R E RG22, BERWERARN RGE B 7R E T, B, BN
FTE AN AR S N N AR B TR R S A, R X7 R, U IEAEIs AT i
FEAAE BEE 55 o AR U I Anrg 45 FH LA TaT B e > DTS ) AR BRI Il 55 s 450
RAPRRZEGER.

7.1.1. BERGHRE
7.1.1.1. A ps x4

Ps i & B RFAGITHENE L. ESER—MEHSIIR, JIRERTRE
& M IEIAT A I RGISAT BIBERR ) — AP o fn SRR AR KRR 2 B S AR S 3K
175 ZAEH top ar & M RGN
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ARSI AT R SR A ERE, T RALE shell BLAE A U0 R fiv 2

ps ax

FG AT AR, ps ax @4 & RRHELH PID, HEARIKI 25,
HERRIRA . R LI CPU NI, AT OIS, Blln:

[root@localhost /]# ps ax
PID TTY STAT TIME COMMAND
Ss 0:00 /usr/lib/systemd/systemd --switched-root
:00 [kthreadd]
:00 [rcu_gp]
:00 [rcu_par_gp]
:00 [kworker/0:0H-kblockd]
:00 [mm percpu wq]
:00 [ksoftirgd/0]
:00 [rcu sched]
:00 [rcu:bh]
:00 [migration/o0]
:00 [cpuhp/0]
:00 [kdevtmpfs]
:00 [netns]

V)

I<

OCCO0O0O0CO0O0CO0OO00O0O0O0O

?
?
Ui
?
?
?
?
?
?
?
?
7

IR BoRBERE T, AT a2

ps aux

BT ps ax i AR HEE B AN, ps aux I BN HEREIE H AT, 3R S H
CPU AN AT 7 b, B 1 Dy B S s R AU, N A R/ INATR A e ) B A A7 K
/Ny BERETTURIZAT (VIR 1] o

AT LAE ] ps a2 A0 grep i & AH G R EF KRR GEEIT. B, =
FIE Emacs & B EIEAT, N4

#ps ax | grep emacs

A RAHa SATIRIE 285K, BF ps(1) man Fift.
7.1.1.2. {8 top A2

Top 74 /R RGBT PRSI B3R . Eid 2 Bon NG B A RaE
], M CPU MNAFI 2R, 84T I FE S B X AT DO kR Al 5
BE—B R, 0] LA R HEF BCE R0 — AR

1847 top v, 1E shell BEIANII Ty 4

top

XFFAIHRIEERE, top i &2 SR 3ERE ) PID,BERE T H 447, ERE LG
2, HFENICE 5, RN EMALL, MRS HROEA L, B
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EHRIL = AL, BERERPIRES, HEREMEF AP AT CPU B o b, 3R 5 CPU
RIS B AT R AAT SO (1427 o
MR LA top — A Y 1 EL B i 4

£ 7-1 X H top ¥

LS iR
[Space] | SZRPAIHTZ 7R
[h] E‘zﬂ?ﬁ‘ﬁﬁﬁ%
RACFHERE . IR AR ID DU KRS E S
T
[n] MR E BRI R E . BSPIRRRASE
[u] A
[M] N E R .
[P] ¥z CPU fE H & HF 7.
[q] B H topo

(k]

7.1.1.3. ARG s T A
F el DAE R G4 T A ETE A i b E AR, SO de R i s 2%
LR ARBEHERE . FRIR->Fi A RRRF->R4G LR->RG MM L HTF, T E:

RigEAy
EWam) ®EE) A\

Rt 8F HEE XHFR®

H—9%. 5%, +ESBHTHAE: 021, 025, 035

BEE * R& % CPU Nice D mE EEHH Esex el
B0000:74:02.0 HED 0 20 1161 N/A rescuer_thread TRE
(©0000:74:02.0_di HED 0 20 1164 N/A rescuer_thread 45
©0000:74:02.0_ev BED 0 20 1163 N/A rescuer_thread E 3 1
B0000:74:04.0 BED 0 <20 1281 N/A rescuer_thread E27 1
0000:74:04.0_di BED ] 20 1284 FHE
0000:74:04.0_ev HBET 0 20 1283 E2 7
Qoooo:bs:02.0 HET 0 20 1320 FES
E0000:b4:02.0_di BEG 0 <20 1323 £ 51
[20000:54:02.0_ev R 0 20 1302 ¥nE
)0000:b4:04.0 HBR$ 0 20 1343 FER
20000:b4:04.0_di BED 0 <20 1346 ¥RE
(©0000:b4:04.0_ev BED 0 20 1345 2=
2 110000_DiscT L 123 0 0 1235 unf_disc_event_process iE%
B 110000_et BED 0 4 1% N/A unf_card_event_process ®
©110000 lkq BED 0 20 12313 N/A rescuer_thread £ 7
10110000_xchgwq BET 0 20 1234 N/A rescuer_thread TS
(2110001_DiscT ED 0 0 125 unf_disc_event_process ¥
110001 lkq B 0 20 1257 #2m
B110001_xchgwq L L2 0 20 1258 £ 1]
Elabrtd gD 0 0 2741 18.6 MiB do_sys_poll abrtd.service E%

& 7-1 #58

XTI R, RENETESTRERAA T, RE. 3R NICE {H.
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R WNAEA CPU B H 4rte. R PID. RS54 1) 0E 18 At RE = i 3L
EAT . I AR A R AT DO R R S BT T B T HES
ARG T H S BoR MR8 P R 3R, G BB G R R T W
ANFEI, AT DA
> G B AR
> BETH IR
> BE GHIE T P R
> BE R
FAh, BEATEE W R ER:
> IHTERESER
> kPR S R AEHERR
7.1.2. BEANFHEABRL
7.1.2.1. ] free i 4
i F free A1 2 Al IR RAET WAL HMINTE, 1E shell FHALT fr

A

free

Free i & 7] LR AUV BE A AE ASS e s TR S . e LB R WA B, ]
RINAE RN, 2R AR, SR NAERAN, buff (RN cache IR/ AL 2
Hal . BTk

#free

BRI free L7 o RV, A0 RAR LI Oy Bz ) DAAN-m 3R, 4R

#free -m

7.122. RGN iE T A
AW TR T A LB R RS 2 WA RN E &4 Y
KA, HEHRFERSETER RGN B
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frrery | x|

EMSM) \E(E) WEV)

Rt 48 =Z XBRR

cPu FiE

- -

i T T TN

1.0.0% (112 0.0
6.0.0% [127.0.0% [Jr28.0.0

A 7-2 BIR

TEWAFFIAE 0y X T, RGEMR % T 5 TR A7 FIAS 3 7 X 1) 7 st 4 IR
FUYDER PN AT AIAE 353 IX (2 R /N B B AR 26

7.1.3. &F CPU fH
7.13.1. HHRGEETAR

Ml RS TSR R4 CPU M HTEHL, 75 CPU &1, RGN TAE
v CPU [ [y s A I |2 1 CPU 4 i i I R i R B B/ U & FI S R G
7.1.3.2. {H 1sblk iy 4

Isblk iy 4 ] DL S R 48 0] LAE FH & . B0 LE blkid fr 252 L5 2 (115 &
A A% U . B udev EEEUE S, RIEIE root A &R AT LA . oRELE
B YR T EAE shell AU A4

Isblk

B Dt AP e &, Isblk R R B4, FIRE S, B&E5 A LU

bR, WA, WA R E R R, WM, WEREEERS. fl7ruT.

#1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

st0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

‘-vda2 252:2 0 19.5G 0 part
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|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
FRIN Isblk iy 4 LABR IR S5 b i HY DR &, i RABSRECEE 22 1) W& A5 B s -1

28, Bl

#lsblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 Ivm [SWAP]
A RA] A AT IR e B HIFKR, &F Isblk(8) man T/

7.1.3.3. {# ] blkid #y 4
blkid #5747 LLE R A R R R EE S . B FE root BUR, K IAE root
PR B8 H Isblk #74, LA root S 7E shell HA W T £ 4

blkid

AR PE, blkid 2 B e A &, 61 UUID, X 54026
M, B, Bl
#blkid
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="7IvY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root:
UUID="a07b967c-71a0-4925-ab02-aecbcad2ae824"

TYPE="ext4"

/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"

TYPE="swap"

FRIN blkid fiy &2 oA o] B B . WURAR RS — BB, 7 BAE
i 4 Ja TN 2 44 -
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blkid device name

#iltn, BRI/ devivdal FIEE, LA root FH P AUR i A i 4

#blkid /dev/vdal

/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
1E_L T A a2 H I -p Fl-o LI AT ASRHU R 2 4071515 2., v & [FIFE 75 22 root
PR o

blkid -po udev /dev/vdal

i
#blkid -po udev /dev/vdal
ID_FS UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID FS VERSION=1.0
ID FS TYPE=ext4
ID_FS USAGE=filesystem
AR Har AT e #51K, B blkid(8) man T},
7.1.3.4. ffiH] findmnt 17 %
findmnt 74 78 R S8 A AT A SCAFRSE, A shell AT 652

findmnt

BRSO RS, findmnt 67 BoRHEEE, JRBE, SUFRGRE
DIEEPSIUEE =3l

Bl .

~1% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xfs
rw, relatime, seclabel,attr2, inode64, nogquota
/proc proc proc
rw,nosuid, nodev, noexec, relatime
| |/proc/sys/fs/binfmt_misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “sproc/fs/nfsd sunrpc nfsd

rw, relatime
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b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime
| /sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DUR B S5 Ry ey tH SO R 48, an SRAESRBCE 2 1) 4515 B -1
24, Bl

#findmnt -1

TARGET SOURCE FSTYPE OPTIONS

/sys sysfs sysfs rw,nosuid, nodev, noexec,relatime
/proc proc proc rw,nosuid, nodev,noexec,relatime
/dev devtmpfs devtmpf rw,nosuid,size=997904k,nr_inodes=4

/sys/kernel/security securityfs securit rw,nosuid,nodev,noexec,relatime
/dev/shm tmpfs tmpfs rw,nosuid, nodev
/dev/pts devpts devpts rw,nosuid,noexec,relatime,gid=5,md

AT DLk FE i AR B (K Sk R, g -t IR T, S TS SO R,
(LU

findmnt -t {#ype}

Bln, SaRPra R xfs RS

[root@localhost /]# findmnt -t xfs
TARGET SOURCE FSTYPE OPTIONS

/ /dev/mapper/klas-root xfs rw,relatime,attr2, inode64,nogquota
—/boot /dev/sdal xfs rw,relatime,attr2,inodeé4,noquota

AR A AT I 5 AR, EF findmnt(8) man T} .

7.1.3.5. fii [ df ip &>
df iy 2% RE R R AR 2, 78 shell B0 F 4

df

B MIIHET RS, df R E S BRI RGN 4T, K (LK
TONEALD  BEAE A TR A Y DR/, Tl s T A KNSR R 1)
TR

#df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot
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RN df fr 2 BoR o XK/ (BLK FANRAD |, MRS AR, Wiht
Pl g Aa] B (LA K 73R 8AD o« LM FA5M G 777 SR 75 E A8 -h ik
T, ZasIn] LA LA 53 07 s R s A A TR RN

il

#df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
AR ATRII 58536, &F df(1) man T,
7.1.3.6. i du g%
du @4 A LB SR RN . du dn & A INZ AT LR R &A1 H s et
BN Hian
#du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./mozilla/plugins
12 ./.mozilla
15004 .
FRNIEOL N, du i DUT 2 1 O AL R BER AL PG Ol . W2 RAE L 5 i3
Ji30 (MB M GB) Sx K/, ATRAZRINZ4-h. ik,
#du -h
15M ./Downloads

4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins

12K ./.mozilla

15M..

FEFIFRAKRE du fir %23 s 250 H A ST RN, iR B H

H ST R DR/ IN BT BAVS 2 H-s, 151 2

#du -sh

I5M.

AR A AT I 7e 8K, BE du(l) man T
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7.1.3.7. EHAGHAE TR

FE A G A2 T RSO R Gehn a8 TURT LA R 1 05 sUE S SO RGBSR
2[R RAE A O

e [
EHREM ®EE) ABWV)

Eit #8 BE XARR

R as >~ BE Bmn o DL ] EA

I /devimap xfs 13178 12578 12578 64s.7 calf] 4%

I /dev/sdaz fboot xfs 1168 873.4 Ma 873.4 M8 179.3 v [ENENEGE 17%

[ /devisdal fbootrefi  viat  627.9MB 621.1MB 621.1MB 6.8 M8f 1%

Bl rdevitoop imnt iso96( 4.3 GB 0FH

& 7-3 X RS

IR R S, R TR S s, HbsESEm, X
RGN, il 2 1) A5 FH RN A K/

7.1.4. BEEHER
7.1.4.1. ffH Ispci 7%

Ispei iy AT LLEIR PCT B 4k EHII&(E R, WA I PCL & 1E shell B
LN T

#lspci

RRT DA -v e 0 H e A VRS S, A -vv e Tl B A SE VRN AR B

#lspci -v

AR A AT I 5 AR, BF spei(8) man T+

7.1.4.2. f#H Isusb T4
Isusb 72 7] LT IR usb X & 15 5. ZIRFTE 1 usb w4415 B AL shell A
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#lsusb

:fé_f\ﬂ uﬁibn-V %i&ﬁ%i&%%iﬁéém{%A%\ o

#lsusb -v

ARV A 2ATIR T 5452, &F lsusb(8) man T,

7.1.4.3. £ Iscpu 4
Iscpu 7 & R YHT RAN cpu E R, EEAH cpu H, %M, M5, X
R, M, cpu MR AFETE, {E shell AT 4

#lscpu

A RA HAr SATIEIN T e 8513, A 1scpu(l) man FHf.

7.1.5. KAEBEHFHEIR

HRTAT BB v IR S5 S R R G ST T R A AR S AL o X AL 22
DIMMs W4 N A7 £ R A AR R A A FD 2 S ALl A R A, O HATES BRI FH 7 28
[R5 o FH 7 23 [a) ) S 43t A2 rasdaemon 24 SRAN AL HRIX 26 iy Y RZ AL BRER A
A SEPETT PR AT e A R AT, FRIESREAT. XA DIEE LART H edac-utils 32
HE, ILAE H P32 rasdaemon 2.

%% rasdaemon 75 & root ALK

#dnf install rasdaemon

JR B SS frnR

#systemctl start rasdaemon

NN H Ry 2 B A A 1A Pk I

#rasdaemon --help

2 1E rasdaemon(8) man F-iit L A ik
ras-me-ctl TH A ft | — ﬁTuﬁ%HMC%@%ﬁ%,%AWvaTH
A 2 I
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#ras-mc-ctl --help

T A 1E ras-me-ctl(8) man FH LG fiiR

7.1.6. {#FH Net-SNMP W44 4k

R AL Bl 1 2 R 5 B R E R G0 G Net-SNMP 84 4F, Hoh ads—A Ri%
FOAT 4™ JR B4 T BA X £ AP BB (SNMIP) QR %4 K HL G IR i Sz FH AR /T LA
WHTIRKEMR RS SR AR S — RV TR, X T H AR SNMP )

ARFTIRMET KT HE Net-SNMP QB i /4 2% 22 4 Mo $R Atk e, 18
SNMP WhisUke Z B A9 fé SNMP R LRt [ 58 KM REFE DR .
7.1.6.1. %3 Net-SNMP

Net-SNMP {244 m] A g 00T RIS = 20 I 55 25 48E R4 V10 RAThR ) — 21
RPM #4412 7-2 T Net-SNMP # AR T 8N AM S AT N 2 .

%% 7-2 T F Net-SNMP 34

L RO

net-snmp | SNMP AUBESF 47 HERE AN SRS o oyt 28 e Hicdfe /5 2.

netsnmp AR HAE EE (MIBs) o i H PR BRI 75 22

net-snmp-libs | |
Iz/l\@l o

SNMP & F i 5 4 snmpget Al snmpwalk . 75 B AZ K AF AL LA
1 SNMP R4t i)V REEH -

net-snmp-utils

net-snmp-perl | mib2c F£ /5 F1 NetSNMP Perl #ib . Al 2 i n] L8 IE FE 4L

net-snmp-python | Python [f) SNMP % /7 it [« M2 il e i@ i $2 AL 1) .

ZIAEAT AN AL a0 T 7 UE A dnf 74

dnf install package...

Blan, ZEBELEAT I AR 4 Al 5 SNMP AR EE s 97 3ERE R SNMP &
Ui, LA root B AE shell B AUy 4:

#dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. i54T Net-SNMP <74 g2

net-snmp XA AL E SNMP ARHL SF 3Pt FE snmpd . AT HE LA S Wi )5
21, AFIEFIE TS 3 snmpd RS ME B . A RAEBRTBUBE = IR 55 150 E R &
V10 RGNS RS MG E1E 2 5.1 A systemd EH RF RS -

JRBNIRSS

1217 snmpd Al %5 LA root S 4375 shell BEA U T 74 :

#systemctl start snmpd.service

Fic Bk 55 (6 AR R G0 R 3l JE A ST iais AT - a0 a4

#systemctl enable snmpd.service

5 1R %5
% 1E snmpd it 45 LA root F 43 7E shell BN U1 T A4

#systemctl stop snmpd.service

Fic Bk 55 (6 AR R SR SR I AT Uais AT, AW~ a2

#systemctl disable snmpd.service

HJE RS
# J3 snmpd Ik 55 LA root B3 7E shell AU T4

#systemctl restart snmpd.service

i AR LIRSS FF R B R B EHNRRCE, TR w LIRS, 8
FELF A4

/

#systemctl reload snmpd.service

X 22I24T snmp AR S5 EEHINEMLE .
7.1.6.3. BCE Net-SNMP

ZUEL Net-SNMP QB4 it F2 UL &, 9w /ete/snmp/snmpd.conf Pt B A
R TR = R R 55 AR R AE R V10 BB I ERIA Y snmpd.conf SCEBE R BT,
AT DAE Dy — MR i AR T B SR e R

AT NP WES: B RGE I EINIE. AR HWEEE
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B2 IEAH(E S, 152 % snmpd.conf(5)FM L. It4h, 1E net-snmp A HA
— 449 snmpd.conf FISEHFET, AT LUR >R DASE B 7 A AR AL &

7 B W & net-snmp-util B4 AL 0 W% 22 2 A B A AR T BT i 1Y
snmpwalk SZHFE .

#systemctl reload snmpd.service

WHERGER
Net-SNMP J@id KRG AL T — SRR R4/ B . U, T A snmpwalk
FIar 4 wos B BOAREE R .

#snmpwalk -v2c¢ -c public localhost system

BRATEOLT, sysName X R4 B N ENL4 . sysLocation 1 sysContact %f 4
A] LLTE /ete/snmp/snmpd.conf XA 207 syslocation 1 syscontact B #EFC &
fian:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example com>
EBCE A, BRI E, IR EIXIZ1T snmpwalk Ay LR
Fic B 75 AR

#systemctl reload snmp.service

#snmpwalk -v2c -c public localhost system

B B AR

Net-SNMP REEF 4 FE )7 SCREFTA = MR SNMP #hi8l. BTN ARAS (1
A1 2¢) A 4 R S S 1 S S A SRR . 2 R ER R AR AN 2 7 i
SEARE P Z B IL WA . X TR AR LS E ISR, XM RA LA
SNMP WJ*L)( 3 RWRSCREE FH 2 AP 9 P UGIERTE B 0% . Net-SNMP AR HLI4
X HF SSH J#IE, fHH X.509 iE15[ TLS WAIEFT Kerberos A

BECE SNMP JiRA 2¢

FdE SNMP A 2¢ f4EIX, TE/etc/snmp/snmpd.conf it & 4 FH RO
FEX B RW #E X $54 . B4 HIME 2T

directive community [source [OID]]

Hr, community ZAF - X F4F R, source A& 1P #ibk8+#], OID X} SNMP
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RS gt flan, T B E % P im iR RS K R G T ], 1%
5 AT SR 4L X AT H “kylin o

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

i H] snmpwalk i & FF A I-v A-c ZHAT DL ARC & .

#snmpwalk -v2c¢ -c kylin localhost system

B E SNMP kA 3

PHL E SNMP fit A 3, f#H net-snmp-create-v3-user % . Iar & HInsk H
I /var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf CA4F, XA A4 AT LAY
B P BT . VR, net-snmp-create-v3-user iy 2 R AH 1T A4 fE
BAT. FHPREIEE T “admin”H 77, Z i “kylinsnmp”:

#systemctl stop snmpd.service

#net-snmp-create-v3-user

net-snmp-create-v3-user iy 21 rwuser 84 (BCY IR AL AT -ro Ay 24T LT

H rouser) #l/etc/snmp/snmpd.conf H A5 rwcommunity F1 rocommunity Fr#% =
EIGE

directive user [no authlauth|priv] [OID]

Horb, user 244, OID #& SNMP MRt ). BRAEDL T, Net-SNMP
RIEAL FVF EIEAZAUE R Cauth JET) o noauth I A] L fo VP R E RN 1E
3R, priv i T il {5 FH i 2% ,authpriv 126 5045 52 115 R 2 2008 o 352 A3URN (B &2 40N %

Bilhn, NH—ATRRR T “admin” 5 Ui A B

rwuser admin authpriv .1

NTMRERE, EEMHPHZX NE A snmp H3E, fEZEXTAIE
snmp.conf L f (~/.snmp/snmp.conf) , fFHUI T4 :
defVersion 3

defSecurityLevel authPriv

defSecurityName admin

defPassphrase kylinsnmp
snmpwalk 7y 275 2 W) AQH I 28 FH X L AL i B -
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#snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64

[output truncated]

7.1.6.4. frR AR fE

R LB 1R IR 55 2R R AR R GE 1Y) Net-SNMP AR HLE SNMP il 2t T £
FPERE S S . BEAt, WTRLE AR A R G 2% RPM WIS, RG4S
TR ARSI R RG2S B E

AR T KT OIDs /£ SNMP ERPEREMER . BB E R4 O %3
net-snmp-utils ZAFAL, I HH 7842 T U5R) SNMP #, 41 7.1.7.3 Bic B AR 4

TP &

£13E Net-SNMP [1'] Host Resources MIB $&ft " =ML 7 i B2 3 RS A2 RN A
FLE. & 7-3 \TH OIDs 45 1 4E MIB | Al USRI AN A ) OID.

x 7-3 W[ OIDs

oID ik

A& —RARGUE L, s T, o

HOST-RESOURCES-MIB::hrSystem N s "
MR, M TR rREH .

HOST-RESOURCES-MIB::hrStorage | & PN A7 A1 S 2 Ge i FH A 1 5080

A5 P BIALBRAS , 48 e ASCAE R

HOST-RESOURCES-MIB::hrDevices
FIHEK .

HOST-RESOURCES-MIB::hrfSWRun | 08 g IR 4T R R 71 2 .

WE AR T AAZM CPU it 5

HOST-RESOURCES-MIB::hrfSWRunPerf | 2., # & £ Kk H T
HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalled fLE RPM H R FEE I B3R

1F Host Resources MIB 1, i —Un0] T4 & 10 7] FHAE E 1 SNMP #.
T %) 7 HOST-RESOURCES-MIB::hrFSTable:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 18 "W HOST-RESOURCES-TYPES::hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 @-1-1,0:0:0.0

5 "/dev/shm" ke HOST-RESOURCES-TYPES: :hrFSOther
readWrite false a5 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

X T HOST-RESOURCES-MIB i # % 5 & , o U & &
/usr/share/snmp/mibs/HOST-RESOURCES-MIB.txt 314

CPU Ml N5 B

UCD-SNMP-MIB [k 2 50 R G0 fe 28 & nl FH . systemStats OID #244t
= LS R

#snmpwalk localhost UCD-SNMP -MIB::systemStats

¥ 9 /&, ssCpuRawUser,ssCpuRawSystem,ssCpuRawWait 1 ssCpuRawldle
OIDs A THEER LR E R GE e 5 BB 1 K A b P 35 I 8] #E PN A% 2 8] 5T
FrA[a)Ey /O i 4EH A . ssRawSwapln Fll ssRawSwapOut A 7 5 R4t N A7 & 15
ORI AEE A .

UCD-SNMP-MIB::memory OID R £ 7] ) W A715 B A free fiv 2 J5MLL:

#snmpwalk localhost UCD-SNMP-MIB::memory

UCD-SNMP-MIB ] 41 38 2517 /& 7] FH 1Y) . SNMP 1) UCD-SNMP-MIB::1aTable
2B 1 8, 5 080D 15 230 i 2 ) 1T .

~]% snmptable localhost UCD-SNMP-MIB::laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [c] 0.000000 noError

X RGAEEEE R
Host Resources MIB $2 it XA RA I K/NIERIE R .. BN XHERSAE (UL
H WA 78 HOST-RESOURCES-MIB::hrStorageTable & HH — A H:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB::hrStorageSize F/l
HOST-RESOURCESMIB::hrStorageUsed 1) ODI #{ F K1+ 5300 R G R)
REE.

/O (¥ 7E UCD-SNMP-MIB::systemStats A1 UCD-DISKIO-MIB::diskIOTable
KR, FEERME T EIEMNEE, E#F K OID A diskiONReadX Al
diskIONWrittenX HAR M THEes, HT1E RS0 8 ShiNd s s O 5 AR & 1)
WL

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LA1 LAS LA1S5 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 s 7 ? 216886272

139109376
26 sdal 2455552 5120 613 2 i ? 7 2455552
5120
27 sda2 1486848 0] 332 0] ? ® ? 1486848
]
28 sda3d 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
REIEPS,

Interfaces MIB 2L M 45 1% %15 E . IF-MIB::ifTable £/t 7 —4~> SNMP %,
R RO S L B AN SRR A B R X AN R B A — N5 H o T
TR ifTabel 51, EER T KRG LA YIEEN 2542 1

#snmptable -Cb localhost IF-MIB::ifTable

WX 2837 B S MR 3 IF-MIB::ifOutOctets 1 IF-MIB::ifInOctets &4t ., i SNMP
BRI ARG ERE— MR ORI MR E .
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#snmpwalk localhost IF-MIB::ifDescr

7 JE 1] Net-SNMP
Net-SNMP AREE AT LAY Jg 2R AERR IR A2 RS & N S & XA =M
KA B8 ir) /R ) PR RR . lan, AR ENIE B R SR 15 40 8hE 5 et
FEERIIEIRS A TN, 0 A H 2 5018 T RS AE DAL P 8000 M
B E 15 Pt st 2 /b . 2N HRE P 57 B B B AT A R ARy
RGN, X ARVFEAF E) 7B S 5L X RGurEgerT AL (i,
FE 0 10,000 2515 22 INF- 2 91382 5 100,000) o
AL FE ER VAT BB = IR S5 A R AE R 4L V10 1 — LB R 7 iE I SNMP ¥
Net-SNMP B DA N & . A LA 7ok y AR E R AR . AT
HiE I shell A AR & H Perl F4F kY A . (Bi% RS H net-snmp-utils Fl
net-snmp-perl f L% 4%, AN AR AL YT 7] SNMP A
S shell JIAY™ & Net-SNMP
7E Net-SNMP RILFE AL T — A9 J& MIB (NET-SNMP-EXTEND-MIB) , H]
DA H oK & ) AF = 1 shell A . 248 € 19 shell | A ki 47, W LLAE
fetc/snmp/snmpd.conf LA extend 54 — HiE X, RBIGIRALR H S
SNMP F i & AR o NI E] TR 7 XMLH], 2B E R R
httpd IHFEIE & .
HEE:
Net-SNMP ACEESE (it 7 — AW @ LHLE proc a2t A fER . B2 HE
ST PAEFE snmpd.conf(5)FM 7L .
N shell A 138 H A5 72 72 25 7€ I [R] fL) R 48 HI84T 1 httpd HEFEEL.
#!/bin/sh
NUMPIDS="pgrep httpd | wc -1’
exit SNUMPIDS
N AT IAAE SNMP _ERTH, KA S 3 R g ie ERENLE,
VB AT ATAL, FFES N extend $54 F/etc/snmp/snmp.cof XA ¥NI extend 54>
(R T

extend name prog args

name ;=PRI extend )RR, prog 2 ZIZITREST, args BFEANEFINS

o fltn, S b shell A E i 2l /usr/local/bin/check _apache.sh, NI H4E
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ERFOIBRE
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S22 TN INEIAE] SNMP 4 .

extend httpd_pids /bin/sh /ust/local/bin/check apache.sh

A AT PLZE NET-SNMP-EXTEND-MIB::nsExtendObjects 125 ] £,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: insExtendNumEntries.® = INTEGER:

NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:

/usr/local/bin/check_apache.sh

NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-

read(1)

NET-SNMP-EXTEND-

permanent (4)

NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd pids" = STRING:
::nsExtendCacheTime."httpd_pids" = INTEGER: 5
::nsExtendExecType."httpd_pids" exec(1)
rinsExtendRunType."httpd _pids" = INTEGER: run-on-
iinsExtendStorage. "httpd _pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER: active(1)

::nsExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd pids" = STRING:
::nsExtendOutNumLines."httpd_pids" = INTEGER: 1
rinsExtendResult. "httpd pids" = INTEGER:

rinsExtendOQutLine. "httpd_pids".1 = STRING:

THER, BHRENEY OREIFIRHEN 8 , HE M v 7 4F
KR RNTERBHNZEE S, extend FE 5L TARKIZSH. Hlln, T
FEVAS w] AR T g DL G A R 7 A7 B IR RS, JF HABKRH ) — A SOR 74 R K

TR HEREAL:

#!/bin/sh
PATTERN=$1

exit SNUMPIDS

NUMPIDS="pgrep $SPATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."

2 & B AR B #% UL 2 /usr/local/bin/check proc.sh T,

AT B I

fetc/snmp/snmpd.conf SCAFH HE 42 R H httpd F1 snmpd (I FEEL

extend httpd_pids /bin/sh /ust/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

T T2 snmpwalk 174 %] nsExtendObjects OID )% i -
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
/usr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
/usr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: ::nsExtendOutlLine."snmpd_pids".1 = STRING: There are 1
snmpd processes.

- 4-F
OB MAS PR L 0-255 BOVEH . X TR 256 AOME, BEAT A RIAS (1Y)
e (B AT D B AR AT %

7.2. AEMEEH E XM

HEXMRAE RGE BRI, B3N, ks LI s T iR R .«
ANEE HE S ARBE S, #lan, F—FEON RS HESF, —F R 2H
T#AERNHE, AT E S HE X

i B AR O 2 4 1) ) i, ik S RN N AZ SR B A B - R AR PR AN IR 5
Raint, HEXHZAFEAHR . AEHLER R IR R HE 30, i dE
HESH, PLERAEHEHEEMH 4.

— e H B — AN 40N rsyslogd ISPt REEE I o 1% rsyslogd <74 iEFE &
BAR sysklogd ()—Fhgsm AR, JRERME 79 AL IERS, WHEME LRy, KA
BC B 25 T, N i HH AR R, GBI TCP 8 UDP W isCHEAT A& 4 - 75 229 =12 rsyslogd
5 sysklogd /&A1

H B SCHE R LA journald Sy4P R AT B B, %59 3 FE A2 systemd FI2H
. journald sFH M FERR ARG HEHEE, WZHEWHE, YIiG RAM WiH A&
WA sV BN B haiEdm T B, DL A RS AR RS DR th, U B
HATER G, RS AR HE SO, B —MEi AR 5] Z ik 5T
i, ool TR, FRRAEE A ERAE, T H S WA R R BB P ID ok
#15 5. M journald A s H E LBV S OL N AR —BARER, HEXFR
TRAFAE W A7 B/ run/log/journal/ H 5% R M E P X . IR E R 2D TP THA
15, MEERBNEERRE, RFPCTRBEMGR. H2, WER D SE-1ES
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[4]7.5.5 e L F . A XMTITEAIE R, ESM7.5 HHE.

BUEO T, X Mex TEIFFEEN RS, Jounuﬂd‘Tipiﬁfnf%ﬁ@@Qﬁﬂ
B FET R, et 70 ZrH T a8 250t H 3530 B0 ok .
journald F B He a4 4% & 2l /run/systemd/journal/syslog B, 7] LLH rsyslogd
HE— DA FEPE . AR, rsyslogd ERIAIEL imjournal fp AR ER, M7 EEG T Bk
BT . BIET LEH omjournal B rsyslogd 2 journald 7£AH & 77 [A]_FA%
W% . 2 W.7.2.7 Syslogd M55 A1 H B IAS B BERAE T SOA I H B 308
— A 0T R ZES, DA OR AT BE 1 B FH AR e BOle B AR AT rsyslogd [RFRZS
Mo Fak, AT UL — B s N4E Y rsyslogd H&E . (22 17.3Syslogd H
AT AP

721, HEXHHALE

Y% i rsyslogd 4E47 1 H & SCHFETE /ete/rsyslog.conf it & XA i 3. KREH
(1) H &SR var/log/ H KR o« — S48 27491 U0 httpd F1 samba 7 /var/log/ H %
THACK BB

A Re kB B var/log H 3¢ M 24 H AU A 7 )5 KB ANF ()
1, cron-20100906) o XEEE ARG INFEE H ESCIF B A 8. H ESTIF4
B, TLLHEKR/INAS KK, Logrotate B35 T — AN G155, B LURIE
fete/logrotate.conf Bt & >k H Zh#0 B H E 3, 1% B S /ete/logrotate.d/ H 3K K o

7.2.2. Rsyslog FIZEAHEL &

Rsyslog ] 3= ZH0 & SC 72 fete/rsyslog.conf. 7EIX B, A LIEE S RTE4,
R A E 2 N AN SR H 53o BeAl, R R] DLLASCATE A PER s Infig e (LA
#5IK) .
7.2.2.1. i PESE

PN ISR —& 0, BB RS HEH BN —NT8E, DLAATHH—
51, 'E R R I B BT 4 . EAERE B /ete/rsyslog.conf [FEC B SO SCHL,
FE—A47 [FII 8 SO JESRMNBNE, FH— B A28 B R A7 70 o

RGP JE e, rsyslog IUAETRAE T AR T NI RGHEHE . THE
WU, AT N CEAE TR, TR, AT IR SRk A I Dk
Ao

WEB/ETRAR T IES

s i P AR AR BT JE R0 1 5 kIS 8 R g H B VE B A 2 Tk B2 T
Rt Eds, g syslog T BEET WA HASHRREENILESR. 2ol

IS, N EE
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FACILITY.PRIORITY

» FACILITY 487 — M ER T REGURAERH EH S i, with 245
PR SR R G H EW R . FACILITY AT LA DA R B2 — (3iH
B kKRR
kern(0),user(1),mail(2),daemon(3),auth(4),syslog(5),lpr(6),news(7),uucp(8),cron(9),a
uthpriv(10),ftp(11),1 local0 through local7 (16-23).

> PRIORITY #57& %4t H EH EHILSed. PRIORITY AJLAHI LR 4 7
Z— (B EE AL REIR:
debug(7),info(6),notice(5),warning(4),err(3),crit(2),alert(1), 1 emerg(0).

EREEARYE E NECE IR FERGHEHEE .. B BT (=) W
AR, T8 e MRS R4t 0 G B pkit b, Bird Fh ik 5e ek 4 2
W&o AR, RERBEFZHTA A (1), kR VIR A KRG HEH

=S|

b FRTRE ST, AT LME AR S O kg A WE BN ESR X
R TIEAE R RE R S, 52T fG) « WA S I & e dids
TEH BTN none. BB ALK R—RAX KNG,

PUOE N2 ANEEMMRES, FES G ) Bellatt. BE—THhE XA
L, Has G ) oWRENl. ER, EikEEdse 7 Baeis 8 & u i it o,
'BAT LR SR B A S SR IR

. WE/ETREHIIELIES

DL & A] 7E /ete/rsyslog.conf H$5 i€ 15 B /5& T S0 2 it S8 4% 110 JLA 187 B8]
o BIEFITANARRTANZRGEHEWE S, BI0F 0§ 57 2080 E S0

kern.*

R R RS H SR, ARSI crit BUE R, MM

mail.crit

BRI cron HETHEER 7 ILJE200 info A1 debug . {5 W1 ~4% 2K

cron.!info,!debug

ETREHENIES
FeT @M E s vkl AR A JE I R R g H B S, W timegenerated
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gy, syslogtag. &0 LUEEREANE e J8 PEAME b, IXUE A2 WK 7-4 T8
P LB HERE . B A LR E AR R X 7 KNS 1
EFREMEAEIESBUES G ) I, & 30zdiEds, HH M5k

:PROPERTY,[!]COMPARE OPERATION,"STRING"

> PROPERTY & X 75 ZLid 38 1) J& 14

> ARG (LD g R . ST R AR E RS B AT SR
HAbAT RIS LT

» COMPARE_OPERATION J& 4 7E X | HLEHRAE, 5K 7-4 BT BN
PR A 2 T 1 1) B A

> TFFEREMETRE RUE, H BRI ST TR R R 2B AH 5 S
fEe K. N THHFELERFRFRES (Fm—A515 ¢ D, HRRMTER
(\) &

R 7-4 T R R HOBHRIE
Compare-oper
description
ation
Contains A S A AT 5 e A AR AN T S B ) SCAS Je PR 74
FAHULEC . ZEHAT R/NEBURI LLEL, 8 contains_i.
isequal BRI 1 545 B ASCAR SR BE N SR R 745 £ o IX P AMELL 20
VLHC.
startswith o A AL T E AN SCAS ) B M A ER R R UL . AT A
X5 KR/ANE LS, A startswith_io
FLER B POSIX BRE (HEASIE NI ASCA Fr iz i
regex )
JE AT R
HEBSE A POSIX ERE (§ R IE MR A 30D AISCA Fr i i
T et
fsempty REZEER G NT . EHES. EEHE R EdEN,
Rt BT REMOH TS, XA ERAE R A

Thl: ETRERT IR
LR A& R {E Jete/rsyslog.conf $i € 2 T & P UL S A5 1O T LA 1o FEIH B SO
BLEGRFFEE error FATHRIHE, WHPR:
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:msg, contains, "error"

T BT ER A ENLA R host] S PREREH EH R

:hostname,isequal,"host1"

R H B B AES fatal A error CL2H 2 (8] SCA

:msg,!regex,"fatal .*error"

ETREAFIIES

ST RIS IR R E LHHEA, M/REFR R REEERGHEHE.
HFRE L IEREH rsyslog H CHIHATE 5 U A RainerScript A, 7] DL g
FIRHIL eSS .

BN AT RIA L IEAR M H T

if EXPRESSION then ACTION else ACTION

> EXPRESSION &R 2 FHRIE . fln: Nlif)RiEN

$msg startswith 'DEVNAME' or $syslogfacility-text == ' local0'#& 7] LLE L £
ARk, M and 50 or HAERF

> ACTION JE AR I R R 7R B FEHAT B F . X ] DL — AN
—EE, B EAERIES PR R R AEA;

> AEHATEOMG, BT ERIAFUS JE AR O T if FRoR . SSBEY then 79
JF EXPRESSION Al ACTION. =i, A LUHIKHE T else KR E LB 2 0
FFAAFA BN LR Z AT

ST RIEARIRL ISR, T DU H RS 5 s 2 ARt B - 2§30k 5
M yEds . ZBIATT DLk AR GR U A P B 2 T it g ds .
I, HET @RI IEss, AEIWAEX R, RainerScript 3L HFREE B4 re_match O
F re_extract () [JIENIFRIX L,

S ETRIARXHS I8

THPRIERCEHARESME. progl FEFRIE I H & SCHH 3t T
2P “test A R B A SO
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if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progitest.log")
else

action(type="omfile" file="/var/log/proglnotest.log")

}

BEMRTETRERWLIESR S AL RS . RainerScript A Z rsyslog
W B WAL, 152757.2.3 (AR E A% =
7.222. 1TH
17 FR E X A IR B4 o T2 e A] DL B e SR
{E:
7 syslog ¥H B2 H B304
F BT TR syslog ¥ B CRAFIRAS H B SCHF o 12 FH IR 58 SR RE A% 5 o

FILTER PATH

FILTER AR HE H Pk 800 B b SCE k4. fltn, N p i <& 8 ma
] corn syslog ¥H /298 J5 K HA7i% 2] /var/log/cron SCAFH

cron.* /var/log/cron

BROATEOL T, H AR A A 240 H AT BRI e F25 . (8 S
pric () AESCHBRAR I RT SRR 2 B s [ 2D .

FILTER -PATH

WER, Bk EEGE, WRARAIERAEES 2. HE, XMKE
GO e ﬁhwﬂmﬁn%@: EAT R 2 AR R VR H S B

TEAR 8 B SCAT R AR T DL S BBl A 1 o i SOfF B — B E SR g 4, 1F
BRI TR R R B o ShAS ST R AR BT S vE B R ANE . A S
B H— NS (7)) FISRERER:

FILTER ?DynamicFile

DynamicFile & —/N 4 FK. A2 T 1€ SCHIBR A TE S i i 4. 8]
P BT S AT 4 (- SREERFD, B n] ERH —ANE 5 0 Ba i 2 Bk
GO

M B2 X Window RS K, 40 SR F5 2 1) SCAF & A7 AE 1 24 b B

/dev/console W%, FR4H EIHE KR bR O R R &AL ) 5%
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fil& Cfl FRe PR )/ dev/console H-A0F)

BT I 4 K HEsyslogiH B

Rsyslog VFEERT LUl IS M 28 KIEFEZIR R G H EWH S . DR R —
A EHZ N BV RS HEHE . B syslog B B2 HAHL, 1514 H
DL B2

@[(zNUMBER)|HOST:[PORT]

> @ FFT RN syslog W B R B H UDP PR 41

> @@ T RN syslog H B R FIME A TCP X i FE AL

> A[IET ZNUMBER &% B X 24t H & S 1 zlib JK4F. 1% NUMBER J& %4
Fe e FIELE S0 ON 1-F AR 2] 9-Fc KD .« [E4et 25 H 3 rsyslogd B2, WA
FEAT R4 3G 2 W B2 R4, W BT 60 5 A 23 4 s

» HOST JE P& A EHLESE syslog W &

> PORT J& & LML 15

> HEHLE X IPV6 bk, R SHEmbE (D .

S5 WIS RIE syslog THE

PAR izl 2% GEvER, Bra BRIEERaT s A — Mk ieds, FOagse(r
AR EHEE) R AGHEE BNEEN—%F 7. Z@Eid UDP Pri,
Y 2 5 31 192.168.0.1.

** @192.168.0.1

{5 F 6514 ¥ A1 TCP W SCRH 2.4% & 2] example.com:

** @@example.com:6514

FHESEE S UL z1ib (9 KR4S , Fok L k& 25[2001:db8:: 1] 4L 4 {# ] UDP
IS

** @(z9)[2001:db8::1]

M EE

g R e L TR E H B SO AT DA B ) KR/ o 36 H 3 S
EEAEHN CEREAER, 27224 HERE) . fHi@EEA LR T
WHEBAENGEERNES . ¥t @ E H Soutchannel 45 42 X o ZE X
fete/rsyslog.conf i @&, 158 H DL T iEk:
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$outchannel NAME,FILE NAME,MAX SIZE,ACTION

» NAME BRI 1 i HdiE i 2 7K

» FILE_NAME J& {45 7€ [ th Scfh 44 . hidE A g 5 AN 230, %
HEIE, %y, sBHARSEAR

» MAX_SIZE J& 14858 7 3CH AT UK E R RN, DL R AT

> ACTION J& & 430 2 R R /INIAT s

> B CREE RN B — AT, Wk

FILTER:omfile:SNAME

S HHOETE H SR E
N R A R TE s T AR R H SR . f s e A

$outchannel 54 7€ X :

$outchannel log_rotation,/var/log/test log.log,104857600,
/home/joe/log_rotation script
A8 R Rk £ P AL e R T A syslog VB, SREGH B F AT 56 € 4

** :omfile:$log rotation

— BRI (FEAHI 100MB) #i5%], /home/joe/log_rotation_script 234 #,
1T o AT DAL B AR NS AR B B AR ST R N AE, SR HARI N ZS, B0
T B e

RI% syslog HEAR A

rsyslog 1L 48 7 F P %44 syslog JH B R IERIFR B P (iR = SZH): 5
EZATN) « e AP, HiES G ) 2REMHA 4. BiEERKIES Y
HPGsRBTA P, HAES ) .

PAT—NERP

rsyslog AJ LM% € B £ 40 H & BHATEE T, FEEH system O W HAE shell
FHATHIREF . EIRE —MEFRIUT, H () FRATSZa <. Kk, f&5E
— AR T B A 2, IR AR 35 B 48 E BT HAT S E N —IMT S

FILTER "EXECUTABLE; TEMPLATE
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X B e AR A 10 el B EXECUTABLE 45 7€ HIREFE#EAT A B . X AME
J7R] CLRATAT A R P AT SCfF o F RS SRR 1) 44 F1  #t TEMPLATE.

L PITEF

2R IAE -, PEBREA IR RG0SR, kel
template AR VCHC IFAE S 8fL# 45 test-program T /5

* * Mest-program;template

L.

MAEART WL B DA A shell BATERAE, AIRESZRdr S1EN. B
A LR a2 A B HR € AT N EHAT IR o N 1 8 AR AT AT RE 1R 22
R, 785775 B Y shell $UATAT A

T4 syslog Y5 B 238 &

T R E S EAE, $ABENRAHEHEETULEES NBIBIEER.
s PE 5 AT BB T

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEMPL
ATE]

» PLUGIN I HREE W diff, Xt vl LA B 8l e 50k (it
ommysql fHff) -

> DB_HOST J& 46 & £l e i £ 44
DB_NAME J& %45 & #4445
DB_USER J& 46 & s EF P
DB_PASSWORD J& ": 45 & 24 22 F 7 (1) 2 it
TEMPLATE J& PE#E € —ME K syslog 15 B IR .

ﬁg:

HAl, rsyslog H 3% MySQL Fl PostgreSQL %4 E . N T f# H MySQL F1
PostgreSQL (¥& 5 AN TjEE, % 24% rsyslog-mysql A rsyslog-pgsql . LAk, 15
PR IEAE 1 ) Jete/rsyslog.conf BT B SCAFINZAR B AR .
$ModLoad ommysql #Output module for MySQL support

YV V V VY

$ModLoad ompgsql #Output module for PostgreSQL support
2 KT rsyslog 5 2. 27%7.2.6 {1 Rsyslog fiHk.
F4h, B LUE A B omlibdb A e £ 4 A B Bl e R 0 (SO
Firebird/Interbase,MS SQL,Sybase,SQLLite,Ingres,Oracle, nSQL)
EF syslog H R
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M EFFIEFL BH BB (~) .

FILTER ~

FIAT N T B ORI BAT AR P AL B2 A, DARE VR S . 2R
T L ELENHE, XRFFEARWN, SUEEHBRETEH S, &
FEHRAF 45 RH T P e R BT B SO B3R € B BRI B, A9 BBy 25 R4
X AT NIRRT BN R BRI o EVER, — I S 55 5 R AC B S g
AT WA INERIERE

Blhn, R AR E FE T AR cron [ syslog ¥ 2.

cron.* ~
EXETRA
XA, R RV R ST . AR R S M,
AP NETER (T, A BT (&) T

FILTER ACTION

& ACTION

& ACTION
T Z R 1 Ay A R AR E RS, D e B0 75 A EE R VR A

7.2.23. &RifE4

A JRFE A RIE T rsyslogd P4 HEFR LB LT A0 A T8 248 1w e
SRR E, 1ZH S rsyslogd SFHREFERAT A EGEIE RN . BTG 2Rt 4
WAEITLRFS (9 « RA—NMaLEETEE. TR — NS0T,
HA8 52 R0 H EWH BB KK

$MainMsgQueueSize 50000

AR BRI 50000 NS, AT RME ST EH0E L.

& 0] LAAE fete/rsyslog.conf FE 8 A H B X2 AN RS — M B2 52 ) BT A i
BIRTAT N, BEIE— N0 50— 2] . 45484 7T LLHRECEAT
N~ IR FrA AT B B4R 2 N e B R AT LS AL . B, —
FhoEr C B A% N 0T & AT DL ARS ER Al K18 (7.2.3 S R L B AR 20 .
SR, B2 R dia 2SR A IH S e S FE
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7224 HERE
I THI A& — AN 5 [ /ete/logrotate.conf FC B A T
#rotate log files weekly

weekly
#keep 4 weeks worth of backlogs
rotate 4

#uncomment this if you want your log files compressed

compress
NI B TR BAT I E XA R, HodE A TR AN H AR a3k
8%, BESHARE, RENHIEUHRENNEMN, IraMREHE
A gzip R4 H gz IR DA#tS L ARATAT 2R, At b,
AT LIRS € 1) B G S0 G EIE I, R HR B A A RIs U R . 2R
M, & 4f A&7 /etc/logrotate.d/directory H 3 N AKREE 1 H & OG0 g H o 1) ic &
SO, FELERC B O U B R T
N & — M E/ete/logrotate.d/ H 3% T & ST R T

/var/log/messages {

rotate 5
weekly
postrotate
/usr/bin/killall -HUP syslogd
endscript
}
2 AE R A TC B % T X A /var/log/messages H S SCHFRC & o E AT REIIBIL T,
MR ENREKREGRERRE. Bk, % 1/var/log/messages H & T £
B, A4 R IR IUE LRI PY A .
IR AR A AR, AT DR ) A B E S B R
> weekly-f5 & H E5 B R EEA, RPIRa20aFmm T

daily
monthly
yearly
> compress-f# REFE B SCAF ARG TIRE, UM A 2L BT
nocompress

compressemd —5 7€ FH T R 48 I A 2
200



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

uncompresscmd
compressext —fi5 & H T EA7 9 & .
compressopttions —fi & H T1& 45158 /7 1 R 4 i I
delaycompress —i& tH £ 48 B2 T — M A .
> rotate INTEGER -$5 7€ | — N HE R B R H, BEHEH
B SCR RN B B0 27 21— AMREE bk W SR8 e fE 0, 1B H B SCH R B,
mA=RE.
> mail ADDRESS - Til, 42 # 2 i) H E SO A sk . SRABL) 4
A
nomail
maifirst-45 € R 2508 1 H SO A, BRI H S XA E
Maillast-$58 7€ 2 H E 0 0B a7, F0 8 00 H A SCIEA ST o k5
DIREFT IO, LI 2 BRI T
KA E L) 8 848 2 511K 2% logrotata(5) T 0L
7.2.3. fERFHECER K
R BB v IR 55w A R 2 HE Y rsyslog LERIATE L R /228 8 hit, 4H
FOBT BB BB . XPET B EAS AU H bR B sk, R, i A o vrEL
TCRL I G AE 7 18 DL R R o RV 9k () s B /2 83 RainerScript AN & 407
PRITC . B AAIIRF RIS Hr, EERIALE /etc/rsyslog.conf Bt & XA H 45
RainerScript & —FHIAIE S, BEH T A B RN 2% F 44 Al & F AR A3 2%
1140 rsyslog. RainerScript £z 72 FIoKAE X TRIEAML IR, W7.2.2.1
M oI T RIA G IR 28 ) 5575 . RainerScript 7F rsyslog7 FfRAS - SZHL T input
() Flruleset () , HAFVFATid/ete/rsyslog.conf Bt B U5 AN BT 1B . #HTH
AR F LT, BB MWL SEIE NS LIRS ES], Wi,
1709, B, AP, 1R VE R PR f] . XA s A s, IR TG R
FRICE R IR A — DB E PRI . L DhREEHT IHER A AT LA
M, BEREREET LA
5 R RS ()2 20 B 3
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state

$InputRunFileMonitor

[ (1 T A6 T I B L A R
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input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
KERZRDAERETHBSENEHE , $em 7l JF Bidsett 7 e
(IIZ4T# . A 2% RainerScript 1B FJ S E R, 1ES WAL Y,
7.2.3.1. B4

FREFIRTE S 25, rsyslog ALFE 1)V B B AR 52 SCo RN B et 38 2% 11 A SR
M N EEPATIERAEH .. 1E/etc/rsyslog.conf SCAEAETIHFLN, B R 0 LA
AN B I R VAl . R BRI AR T A — R, JRaksE, ERIrA I
T U] HS C 20 4p Ak 3 3809 SR A I R B — B 25 5

SR, FI AT 4z 3 AN [8] Fp SR 9 R EE o« AE RN Ay, AT DR ) 2 6 0
Mgz, kP A 8Os E C—HEEE 2R € A BT IR T rsyslog 1Y
PERE. Heh)ihud, FEESARYH BN AT S A VP Al B, SRALIX AR IS I A%
HRT LBk . 7E/etc/rsyslog.conf FR IH RN E 5E LA R B

$RuleSet rulesethame

rule

rule2

57— RURE S B AR ERES R 1, B BRI ER SR AT, R -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 HIHTINEC EAE S, input (O Fl ruleset O BHJPATHIREE . kgt
()RR U £E £ /ete/rsyslog.conf HH5E X, 1R Fs:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

j

FA A& BRI 48 A AR IR 7 5 # rulesetname . Z 0S4 FRANAE LL RSYSLOG FF
G, BOARX A ARR TS A 2R ), it rsyslog 18 . RSYSLOG DefaultRuleset 7
SCBRAE VB RN, R B 70 Bl AR R W SR e AT . A2 TR B
rule A rule2 &, %EA]LLE SO BE-#RAE IR . XF TR S8, BT RE
TR H P 0 s 0 0 B e AT

BUERINEL S, BHEREEEH T2
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input(type="input_type" port="port num" ruleset="rulesetname");

XE A LB input_type IRAIHAWEE, XRMENERE, i@l
port_num - ¥ij 15 . HANZEL, U0 file 5¢ tag 7T LLH T48 7€ input OO o FRLNIEE
)44 PR rulesetname. J7—FANATH B AR BIFAERINAE o€, BRAFIIN4E
SRR

7.2.3.2. Sysklogd 45 32 PE

rsyslog 2 5 Ul I -c e TR & A, HAESE 8 A SCHF, [FF:, Sysklogd
K A AT IR I LI i, o A i i I S iy AT R TAC & rsyslog. {HAZ&, &
AJ DU B 2 MR FE A TC B rsyslogd SRARA 1% sysklogd fLAIAT N

§E 2 KT AE ) rsyslogd IR T HI(E B 2% rsyslogd (8) Tt i,

7.2.4. {#H Rsyslog A%

FAFI 17 rsyslog HIZAAF 2 ML IE N, LB EENFZ ARG HEHE .
FERNFIMLE] T, rsyslog RERE [FIN AL Z AN B, FFERT LLAH 2 /M7 0 BANH B
SZIRN o rsyslog PIEHE IR UL AN ;

% ion TN @

Action Pracessor autput

Farser

R procARio & ‘ Action F;
Filt_er Action Processor output
Engine Queue

e

Action st uth.-l.
Queue

B 7-4Rsyslog HH B

Toi rsyslog HABHEENIH S, EHEXANE L TAAE, REHKHBE
VSBT3 B ST A HH BN FEAL 6 2R AL BE 25

KU AL EE 28 2 —MENT AL JE 5 2. (R, 7E/etc/rsyslog.conf 7 SCHTHE I
JEFH o HET XGRS VAL MR B E A PAT . BT NESE EH O
AT BRI o ¥ S I A Z A% 356 BIAT N AL B S8 I 27 AE A N S o T, FEIX
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— b, JUMT AR AR —AMEEET. N TEANEB, —ANE BRI
fRIE RN Z AT A

RAEMTHN—DBAFI R ATRER) . IRIEECE R AE, 1235 50T DLIER K1k 3
1T b B ER T AN AT S . X2 BRG] (R3O AT A . i iRIER
WG OL T, AT AP ENPATEAS, — BN TR B RE S, AT b PR ES Moo 2L
RAEFFIHE R, kR,

25 EFik, rsyslog BAFIA AL E : TCie2XT SN 4E N — D FEH
VBN B i T BAE A B R AL AT AR s E A FI R AT BABIAE PS> 322241
LS 2P = B AL PR R

> EAIRMEMNES, 1E rsyslog MIS5 K 43 BSAE P23 FIVE 97
> EMRVFIHATHATH S

Rtz Ak, BAFIAT DL LR AN [F] R4 245 BC B R A R G i AR I 1t e . 1X
SEPE BRI DL & 4

B

R s M AR IGEAL IR — AN R, SR AR AR AT T AT S BAS . a0 SRAE RS
I, FINFHZE, BERIEA T R BH 3 B S A\ FH ZE 1 S A . 7
BA BRI PAT SRS O, XA H e R, FlwHiE SSH HEL%,
E LR M BH B SSH U ial o [RlIt,  ECN IR Ee I8 ik I 4% % 108 e ) i HA A
& H AT NI BAF .
7.2.4.1. & XBAF

MRAEH B B AEAE, 2 UM RBI B S direct, in-memory, disk FHl
disk-assisted, fx) V2 1# F I BAF1) 32 in-memory. f& A] DLk FFIX LB R 1 Hrp 2 —4F
REEE BRG], HA] LAENHATEAS . 4 1 18 A 8 0 2 /ete/rsyslog.conf 3C
i

$objectQueueType queue type

X E, EaLCAEHE SIS (H MainMsg & #t object) ZATEAG] (H
action % object) HiE ¥ B . H direct, linkedlist B fixedarray (in-memory PA%1),
oY, disk Bt queue_type.

BRI E T B BA I 2 FixedArray BAFI, 5 K A7fif 10000 NH S . $AT B
BRIN % B N Direct A%,

Direct BA %

X VF 22 R B ERA T, ldn, S N BRSO, AT TS — BB
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AT EN . 7 RERHEBN, AT

$objectQueueType Direct

il MainMsg 5% Action 1L object, XN 10 7] DA 7E 3 V8 5 BA F1) 5l &
1T BBAF . X T direct BAF, H B EEALIE, EIRRMNAE " EAEL B .

Disk BA%1

disk BABIAEAitti BRI RE AL SR BN 2%, XSS EATm Rl SR, (HA 2 Frf vl ae
PIHEBA X A B2 1. e T TR b s B H S B8R £k HE, K
ZHAGIP AR IEH disk BAF. 22 E disk BA%I, fE/etc/rsyslog.conf HHEEN
DA N2

$objectQueueType Disk

i FHl MainMsg B3 Action Z1X object,1X AN 11 AT LA 7E 3 94 5 A A 5 35 1
1T BB . disk BAFIH NER 7y, BRIAK/N N 10MB. ERIAK/INAT DLl g T
[FIECE H8 2 AT 2

$objectQueueMaxFileSize size

Hrb, size £~ disk BAFII KN & LI R/ANBREIA 25 PR, rsyslog
BN NEREANF%E, RIS RNRE]. disk BAFHIEEN A 5
PRI SCAFARUGHD . X B SO 44 48 2 00 R B

$objectQueueFilename name

XONEWRE AR EE T SRR . HoCHE2 L, 7 AN, B —
AT RGN

In-memory BA%

7t in-memory BAFIH, HEBAIIIH B ORAFAE N AF TP, IXATAR XA I AR R R R
1 SR R ET O R B OC AL, W HE BN B B4 K R k. HE, AT UAAE A
$ActionQueueSaveOnShutdown ¥ & XML HT PRAF 2R . B P F2EM ) in-memory
FAF]:

> FixedArray queue—ERIA B F EH S A%, 5K 10,000 Mg . X

SR B BAZ B P [ 2 T 53 B R B AR AT BA B T R I 4R 5T . T IX EE 4R 4L,

RIS RAZI S o i #e — 2 B IAEAEAS . AT, FixedArray $2fit | fERIE

ATIPERE, A HERA B S AR B M e RE s LA B2 S A5
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> LinkedList queue—iX B, —/MiER B g 45 #0230 Bo s, Ft,
A A AL 75 220 43 BC . LinkedList 1) BA 1 A ERAR JR 1R 58 R 98 B AR # 4F o
E— MO, 2418 LinkedList BA % AH EL T FixedArray BA%I, ‘& JH#EE /D>
BINAE, FERRAR T AL BEIT4 .
Ao & in-memory PAFIAE T A5 vk
$objectQueueType LinkedList
$objectQueueType FixedArray
] MainMsg 5% Action 1L object, XN 10 7] DA 7E 3 78 5 BA F1) 5l &
17 B BAF .

disk-assisted in-memory B\ %1

disk 1 in-memory BA %1 &8 A 2% H B AL 5 rsyslog ik & T DL H & IF A
disk-assisted in-memory PA%1. AUk, BLE—NIEH ) in-memory BAF4R J5 ¥ N
$bjectQueueFileName fi& 4 7 & Xy h 4% 4% B i SCAF 44 o 31X A BA 2 gl 28 i
disk-assisted, IXEMF in-memory BAFI5 disk BAFIIE T HME

IR in-memory FAFI T35 B 75 ECHL S BA E 1 disk BAFIBE IO . £E

disk-assisted BA% 7, B] PA[A] IS 15 & disk-specific BY in-memory specific it & 2%
X PRI BA B AT RS2 dpe IR, “E000) AT B IR [A] 32 AT B ANAS AT S IR AR e il
o

8 %€ disk-assisted in-memory BA%I4# FH so-called 7Kl

$objectQueueHighWatermark number

$objectQueueLowWatermark number

{4 1] MainMsg 5% Action & { object 15T A 76 48 BB A5k 4
AT RN A8 So VRN BA e K 2 X number. 24 in-memory BA %13 5]
T EKALE LT, EITIRRIE B S AR, IF— BE+72:3] in-memory BAFIIK
NT BRI SAKETE W R . B E KR E D A D E RS 53 AE, [
NN T BN, OB NSO A 2418 1 . BRI, KA 20
L HEANBA B 25 215 B $objectQueueSize K. /KA FIFEAR N F K /N2 (6] i) 22 %
BEWH B R M & R ER 22 X o A2 51— J7 T, BOE KA AR e A D ZE A
ESIVEADIRCEEETI IR
7.2.4.2. EHATY

T 2RI () BAF AT LAt — 20 e B DA a2 S B 25K o ST DA Y LRI AN [F) B 48
A RABEHATAIIA T H B BT HET, H 20 2 ABIISETH], WAEL .

Forh B —Le B B WA, H AR TARLREE 2, RO 4T 2 B4zl ,
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REG™mEH M. AR Ed, LML rsyslog FITERE, T EEHRRA,
AE R GRHAASIIIAT

R 81l BA 31 A2

] ARR R BA S AT DLE 53 B 80, A M i E

$objectQueueHighWatermark number

il MainMsg 83 Action 1Y, object,iX /™% i AT LA FH 7E =5 V8 2. BA A1 5l 3 B
TR FHBAZ AT ELAL 2 3 B8 H B X number. 7T L E AR/,
A AE A EATLBR A7 o B KA o 52 2 BB FI R B2 BA B BRI A Z1 R 7Ny
10000, AT FAZIERIA KN 1000,

Disk assisted PAFIFEER NI N 2 TR, ASRER TR 2 Kol K/, (Hn]
DAL B O B AT T I B A S 1R, A DL R I E

$objectQueueMaxDiscSpace number

i Fl MainMsg 5 # Action X object. 4PBAFIMZIAGRT, B S g %5,
HEIBA\FURETR 1 2% 1)~ 1A .

EFHEE

LA BIE B —E N, A T E I, AT LAERAS S AN K
115 S, PREE RIS e = B B o B30 A BRI BI{E T € discard mark:

$objectQueueDiscardMark number

187 H MainMsg B Action &1 object, i A~i% AT DA £ 32 78 L BA 51 8035 4
ITIHERAS . IXH, number RKon B R 3N E SIS HERENH B EH o 5 CFLEH
HEEIE, MR

$objectQueueDiscardSeverity priority

RIS 2 — (8—28) # 4R priority: debug (7) , info (6) , notice
(5) , warning (4) , err (3) , crit (2) , alert (1) Fllemerg (0) . f#
WHE, HEBEFHHEE, HE RSB ZEAREIH K A AT BB F i
Z 3

s FH B R

Al LABC E rsyslog 7&—NR5 € I R BLACFRBA S . A T IX/NIET, & A] BLFE
Al oy TAEBIHE SN B 8 C—MINEE & (8 BA TR
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$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E SR R IHESR, DU B0z (61 24 /N, ASCRFcE

BB TE&E

TARRREPATIH EABNRIFR E Bd T B0, £EHERS, — A TARLRER
TS5 RUE I e 2 N 2R M B IR HLHEBA 2R SR AT BA A . 247 2 2
BN, AN TARLREN SRS JHENEERS € 8RN, 54 LTIFL
FEWUR 8. B E L AR

$objectQueueWorkerThreadMinimumMessages number

FH W B 202 B A number 4R AN AR TAFZRE . 140, number B4 100,
2100 2N B EBIEES, — 4SBT TAELAETT G . il 200 M B 2IIEm, 2
EANTAREAR R 3h 5. SR, FFATIEAT K2 1 TAR LA RARAH), B LU AT PARR
AT B KSR, W N ER:

$objectQueueWorkerThreads number

number {2 AT JEATIEAT 1 T AR ARIOIKHLH o 01T 3 BB, BRI
BN LA, — BT T EDATHE, Ta— BT HERM L. i
BRI, R

$objectQueueWorkerTimeoutThreadShutdown time

FAFREENT 8] (LR AL B time. WK W HE time, FHIN &4
LA EERATHE ST LB, TARLRENL AN L . anR s di € (e -1, %A
LRGP M o

#HE HEAF

N T hEmEtERe, R LARCE rsyslog [ 22 PASI HOTH 8. g HiBAAITH &
HHK ERR, WA a4

$objectQueueDequeueBatchSize number

F R4 (Rt BA S B 0 f R 380 H B 46 number. WVER,  HBASITH S5
H A BB AR 2 1) TAF AL RN AT & S BUCR I N A TEAE S
Z 1R

208



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

B ERIBA A IR A S, AT DA nlal 45 5 I 18] 18] B A5 AR 2o
KT R, DLYg /D 4 2 2k

$objectQueueTimeoutShutdown time

€I time PAEZAD YA R — BN Ia] S5 — S8 HEAROTH S, TAF
LR SE BT B AL, SRR 2 ERAA . (R, RACE R B R R, S
AN ] Ta] AT PAAE AR 2R 58 i i O a0 Ak P«

$objectQueueTimeoutActionCompletion time

FEVCE Y time B BT OL T, AR TARZREA R A AERHLN ZEORAF 2L

$objectQueueTimeoutSaveOnShutdown time

W% EIRDISFEGCE, B BB B EARE 7 rsyslogd 2% 1L BT #R 2547 fift IR -
7.2.4.3. 1§ [ rsyslog BA #7152

M rsyslog 7 FF U6 rsyslog $e Bt T HTHIEE, PAFIX RAE action OO PHHE X,
B AT DA B fe FH B 7E Jete/rsyslog.conf A — /MR EE A o B AT BA S RS =R an T -

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")

FHEPAT WHERAE B 2 FR B # action_type, FHVH EBAFIT] LAZE 4R 1) e R AL

H &R queue size. X queue type, T LLIEFE disk BAFIEA in-memory PA7]

Rk FE—A>: direct, LinkedList {J8Y, fixedarray. X3 file name {45 € — >4

Y, AR, HER, WERAE ST H SRR AF HE S, SELinux 44
IR

7.2.5. ZEHEMRSEE LAECE rsyslog

rsyslog JIg 552 1 &t v FH Rz 4T H R S5 28 FIIC B A RSk KL H
HIAFRIH EMRSSAS . 1ES WS R HEH B 2IRS 4", BE R Ui
rsyslog BCE 15 S -

rsyslog ik 55 N2 3 AE AT HARE N H B RS R G L, I HEIrE MR
S E R HERIEG HE MRS A AR = IR 55 254884 R4 V10 BRATE
LR %% rsyslog, WIRFTRE, UIHIIR RGHHLLEE T syslog, LA root B 7%
N R
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#dnf install rsyslog

Syslog it & B KIS AN S & UDP A 514, HAE/etc/services LA H .
SRIM, rsyslog BRINAH ] TCP 7E%5 1 514, {EAD & {4 /etc/rsyslog.conf H, TCP
EH@@ .

Fov B IR~ I 2 F 21, 481 SELinux B AEC B A Je v k3% Al
WACHE T T 27 H F g 1 e

#semanage port -1 | grep syslog

semanage SZHIFEF B policycoreutils-python-utils £ [ — & r #&4fk . an 75 2
ik, 2T

#dnf install policycoreutils-python-utils

Ak, EERAE LT SELinux Ff) rsyslog 257 /& rsyslogd t, HAGMACE A LT
RILFNBUC ST rshport_t [IIZFE shell (RSHD %11, £ TCP BRil ki 142 514,
KLt XA 2 H semanage AR S0V TCP i -y 514, fildn, 2k
7 SELinux VAP AENG 1 514 3815, AW T:

#semanage port -1 | grep 514

HEBITEM A SRS RN ARG, EHFIIEREFRD R, EiXd e+
(T A2 BRI A root B 47 SKAAAT fir 2> o

7.2.5.1. £ H G554 LA AR
rsyslog HA Z AR FIBARAE . A7 R R I MM oK. 7 5 d3 A%
ARG 7 o AR, 4R s
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
X LA AT LS T X RS R
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template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")
}
template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")
}
XTI LS rsyslog BRI B, XN SCAME AT RE A S ik, [Fikn]
LASE 28 5 N T o
LR BUFTTRE B, AN 7R E AR s N B e &, IR, AR5
0 5E DAL, S AT DU S A R0

module(load="imtcp")

ruleset(name="remotel"){
authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
}
input(type
7.2.6. fHFH Rsyslog iR
M T RABEHAL BT, rsyslog $RAE &Mtk X LRI (AN ThAE -
i EVE R A AR AT DL 8 =5 R . K2 BB Ao i A LR SCi N
B st L SR o At R AR A BAR B R A ) 5 5 Th RE
g — S, FLRT SR A AT B I INEC B A 4 o ZINEAREL, 150 PA R i

imtcp" port="10514" ruleset="remotel")

$ModLoad MODULE

H.ri$ModLoad #2 &k $8 & LB ) 4 51184« MODULE 3 7~ #8 AT 75 A5
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Peo B, wSREEMEN SR M AL Gimfile) , {F rsyslog AT A5 ifE
FISCAR SR ARG H EE R, 1E/etc/rsyslog.conf it & A4 18 € LL M T:

$ModLoad imfile

rsyslog S fit T VF 2 AT, XL 73y LT 26l
> A B AR TSR B & MORTE T R o AR RS 2
PLim BZEF45, U imfile A1 imjournal.
> A LA AR DR AR 45 &M 5 AR K I B T 2 ks,
FAEEREEY, B NEENEE .. MBS Z R R 2L om ATZR,
omsnmp, omrelp 5555,
> fEHT R X AR A B A SUREST RN, B AT S 8 T B
HHE. H CHEFHRHEEZE, KT | B BT as. T asisih
A FR DL pm BTZEHF46, W1 pmrfe5424, pmrfe3164, %5,
> HE B BB E S R G H B HE AR XL
ZARUL mm PIETZR 4G . JH B AL EL 40 mmanon, mmnormalize, B,
mmjsonparse H:F T~ & 44 50H B IEE AL
> TR AT B A RS E R T E NS R, RS
rsyslog TR ML BAR ThAEAH B WpIR] o A AR OB () 44 FR S 2 DL sm RTEETT 4R,
U smfile 8% smtrad 31
> JEAR - PEASER Oy H At AT N B PR B DI e o X LEARIRTE rsyslog 5
I EH BN, AseHH A E .
Fir A v] FH OB R B A e AT W T Al R 1 58 B B R o] DL FE
http://www.rsyslog.com/doc/rsyslog_conf modules.html $& %,
B,
5 BT R A rsyslog MBS, X ALARATAT LAY; 18] B O e EON %L
o X RIBLE ) LA M . Oy T BB B D> 22 4 KR, XA AT
R R o
7.2.6.1. N text CAF
AR NS, [EFR imfile, fif rsyslog BT B A H AL ARG H &
TH B AT LA imfile MBIEE B QB SCASUE H BN R P H S A H EH
o ZhN#L imfile, 1E/etc/rsyslog.conf #RA1LL T A 2
$ModLoad imfile
$InputFilePolllnterval int
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BRI imfile — R, FAZ AR Z2 W, $InputFilePolllnterval
)RR TRIE rsyslog A AR IERE I SUR SR AR B9 . BRIA IR TR TRT G 2 10
P, FOURE, LDy BRAL IR i [R] 18] R 5 4 int.

T HE SCAR TSN, T/ ete/rsyslog.conf SCHEHRAE F AOTEVR AN R -
#File 1

$InputFileName path_to_file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

#File 2

$InputFileName path_to_file2

4 MRCERIEE — MRS
> ARS8 B AR path_to_file
> HIHEW tag LB tag
> FHME—HPIRZES SO 4 B 4K state_file_name o IR SCAFHAFEAELE rsyslog
M TAEE R, REEASCHRER L, PRdC@B b e X. iR mks
BAT, BASRBEREA . IGHIRIESEE T — DNAEAE R AR
> v n$InputRunFileMonitor 1§ e XA % . WAHRXNMIE, A
A A 2
B T BT EOR TR %, AAAERT DA BRI LA B R E . il IS Y
1) B 7 4 R T severity SRR B AW S B EHME, BT B # facility
K E SR BT RS
7.2.6.2. WEGE S HTH B
AR FE T, AbBE H S LA BSOSO AT DB, BE T . BT Al
] DBMS 2R, EFESFhfr A, #1U1 ommysql, ompgsql, omoracle, BX
ommongodb. 1EJE AR, 18 KM T libdbi FEf¥Ii# F omlibdbi % 48 . omlibdbi
WA S7 Fr ) B8 PE 2 4t Firebird/Interbase, MS SQL, Sybase, SQLite, ingres,
&3¢, mSQL, MySQL #l PostgreSQL.
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7.2.6.3. {EREMNF AL 40
I 2% A A PR ML 25 PR R S 1 mT DL L TLS 8 GSSAPI Jn# bR $2 4t
)2 2 A (TLS) J2& B RS2 AtIB I MBS 1 2 e M3 il . 24 ff
H TLS, rsyslog ¥4 S48 K% Z BTN, I FRISEE 2 18] (1) 75 B2 AR HAIE.
222 5s AP (GSSAPD J& — MR U I 22 4= A 55 1R FH R 7 i 2
Pl NTHES rsyslog WHEREPAE, & 0F — A~ 1EH 1 Kerberos 3 5 .

7.2.7. Syslogd R FIHERZZE

i ERTIR, rsyslog 1 journal, & &% EIMANHENHIERT, AL EEH
RRE R A TE TR K. ERZIEHT (W7.3Syslogd HESi)D
AT B AR, et @ s Mt i1 &, IR e s £ — A S s .
T X AR B — AN I8 A5 12 11 2 A A\ R HE B AL 1Y), X LEAIH B Rsyslog
F1 journal HJ3E{E socket S FF.

BRAINEIL R, rsyslogd 1# ] imjournal B4 Ay H & ST BRI S A
i AL, A AT LR A S, AT LLS A Journald $2 (i 1 45 44 10 203
oA, B B W T LM journald O OAN C B JE 2 ik A
#ImjournallgnorePreviousMessages 8% « 27%7.3.1 \NHEH AT LT
imjournal [} 2 AL & .

YENEBAR, BCE rsyslogd SKiHUH journal &AL HIERETFAE N— 1T syslog
N 5 H . BT 145 /run/systemd/journal/syslog. 4 fEAE4EY rsyslog VH S,
T . AL imjournal, BRI ARMEE ZHITIGE, WGk M EE BK
aEds. Bl EETSAHEEYE, etc/rsyslog.conf F1# A DL NACHE :

$ModLoad imuxsock

$OmitLocalLogging off
IRTEEINEL imuxsock AER FF L PF1$OmitLocalLogging 84, fHAEIHIL R4t
BERTEN. BRTWIAE S B /etc/rsyslog.d/listen.conf HF55E, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

&t AT BL A Rsyslog i 1 V8 2 2 {f H omjournal % 5t [¥] journal . 7£
Jetc/rsyslog.conf H i B i tH 41 R
$ModLoad omjournal

** :omjournal:
fian, T A B K BT A RS s TCP % 11 10514 £ journal:
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$ModLoad imtcp
$ModLoad omjournal
$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd H#EZ51#

e A K E R H SRR R G L, — A ait s 20 H S AE SR PS8
degp . WA AMIER, RESEREERE, ENRGTHE BMAAPEE B
AFFIAS—F. rsyslog f#i ] JTSON (JavaScript X R555) #& It H &5 B 14
(AL

BT T ARG A AL B H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
TS HARHEHE R
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A58 FH B 0T 44 2R 5 A A 0 LU ASE P T T 30k Q4 2R S AR S 1) e i B e
R o A5 AT B0 W AR R 45 28 25 b SR A% P A i R AH [RT D S . 5341, JSON
AT DA AR SO LR 2, 40 MongoDB, ‘B EE 1 RSN BEAT M T BE
A, —AERAREE R E AR MR S 2 AL A

£ rsyslog, 7 A 7o 1) H EH45 B4 A imjournal FEHLH journal H#EH . {3
F mmjsonparse Bk, AT LAEHTR H journal F1HAMKIE T N, IF—4
NPT A, B, BN —ANBEEERH . A T EfEPTY), mmjsonparse
KN B, 17 AE lumberjack T H & I

Lmberjack i H 1) H 142 LA J5 35 10 77 2N rsyslog 38 hn gt #4k H £l 5%
B E — M EEATE S, Lmberjack 15 € @cee: 77, HATE JSON 4ty
714, Lmberjack 7€ X T MiZHFE JISON 5 bt 7Bt A AR 513K « % Lmberjack
MHEZAE R, 1§ WAL,

TS lumberjack A% 2 H S 5T
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@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}

BLIE Rsyslog MR EX AN, — MEIRSHAEH, 152 1.7.3.2 g5tk
R B FIRSS 25 7] LR libumberlog [ KA % lumberjack 3257 2
HE . A X libumberlog E 25 R, 165 WAL TR,

7.3.1. ANHEHSIAEEE

imjournal HEH 72 rsyslog ¥4 A BLH AR B H &30 (W,7.2.7SSyslogd ik
ZAHENZEH .. fENHEN syslog HE, HEHEE AR ALK, 810,
BEE I — DAL FE, HAEKE i journal HEAE A TCEIE R PR ARG AAL I S

A 7 M Journal 5 N\ %4 2| Rsyslog, 7F/etc/rsyslog.confi SCA4 H 8 F T T & -
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages off/on

> f# /] number of messages, &R LAYEE R HEBIRINR., H24
1% %] number_of messages 15 & 74 SAUN, B il & B /A7

> HIRE RSB AR pathe  BESCHFERER journal 183%, 2T
e a— Ml

> f8i ] seconds, B BRI 2 (1) I 8] (AT RE o ok A) R S 1R) A 24 1 7 5
AN BRI AE burst_number 45 %€ HIfEL. BRINBEE NEE 600 2 20000 HIH
B Rsyslog & EFAEFNE BN R P 5 K burst_number {E 17 & ;

> i Hl#ImjournallgnorePreviousMessages ] LA 2% 247 7E journal )74
BRI R, X B R BRI A BN E R
Mo 1B R, WARZKE AR, BAREX, FrA journal I B2 pk
AbFE, BIEMATT L ZE1E rsyslog PART 21l HH #k Ab 2 it
R
& 0] LAIE] B 458 B imjournal A imuxsock #EHt, imuxsock B2 [H R4 H &
BN, SR, NTERHEEERELE, BOAIFHIE imuxsock 2 journal [ R4 E 2
Fo BEMBIX— L, f#H$OmitLocalLogging 154

$ModLoad imuxsock
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$ModLoad imjournal
$OmitLocalLogging on
$AddUnixListenSocket /run/systemd/journal/syslog

] DL i A7 i 7F journal BIEHE Mo dE BIE A ALTE B Hp i —
e SO E R 0E A 22 547 “journalct] 1) verbose fii i HR 41 H, ZBZREX journal 38(11) 56
TH| K, 1HZH systemd.journal-fields (7) FMoT. Flan, ] LK S8E N
jouranl B, I N AZ TG A2 BT B AT

7.3.2. HIREHMLEE

BRI — rsyslog TR EL 75 2 1Y) lumberjack 2% ZPVH S, 15 R LT ER
R

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")
XA TS & @cee: 7T LS 1) JSON 47 HR, i, 46 i 18 F omfile
BT B tH SCPEIY o BT ) JSON B bk, RIS Bigk. flin, #RAFET
TR IE S RVE R, 180E T IE B N4 AT UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f##T JSON

mmyjsonparse R TAEHT &5 FA0TH B, X L5 20T BLK H journal B Ah 4
AU, F H %20 HH lumberjack T H H € 7 20T #% 4k X L8398 B2 HH @cee:
TR RRNTIHARA . S8R5, mmijsonparse 2162 JSON 4 #4) 42 75 & 21,
IR %I BT

A ¥ H] mmjsonparse 1 Bt fi# #T lumberjack #% 3 #J JSON 7§ H ., 7&
fete/rsyslog.conf SCAF 8 A R 1T PG & -

$ModLoad mmjsonparse

* * :mmjsonparse:
XA, mmjsonparse BEERLESE —ATHNE, FrAHHEH XS E.
Hl, WA HMEEZ %M T mmjsonparse.
7.3.4. [1] MongoDB H 7% 7H E
rsyslog Sl ommongodb % Hi AL HLAE MongoDB Y S R Hdfs e vh A7k
JSON H i

T % H & B F) MongoDB 1, 1E Jetc/rsyslog.conf {8 ] DL F i %
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(ommongodb Ft B 240 R id B T8 & 4% =X WL7.2.3 A8 B O EC B A% =0
$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")
> H MongoDB fIz 55 #% i ik 5% # 44 - B 4K DB_server. it & Uiy 11 75 22\
MongoDB FI i 55 8% 16 ¢ — N AEFR k5 1o BRIA SR FHEE 0, JF HalwBscH
WE SR LS
> {fH DB_NAME, ffi& %48 B 4%t 2 MongoDB [k 5525 b 1 9k
MR PE . XA B AR G B A4 FRE 4 collection_name. ££ MongoDB HY,
EH R4, EM—A RDBMS #2453
> il W E UID # password KA A KIS B
S RT A P RRAROR 28 3 e 2 4000 2 (1 t 2 2. BRIAAR DL R, rsyslog it
AR AR 2 T b ) lumberjack F-EX %4 7R

7.4. K Rsyslog
7t debug fAIZAT rsyslogd, fs FH 1 K g 4

rsyslogd -dn

fEH T4, rsyslogd P2 A S B HFTENRIARHERIH o -n KR “no fork”,
T e oA LA &, i, m] RAE H B S A TR e S R R B
rsyslogd Z A, TEAF2AT BT EU T #R4E:
export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"
F BT 5 E s VRS B SR A B & e path. XF T 7] - F RSYSLOG _DEBUG
BEIRDUP TEEEYIER, 1ES M rsyslogd (8) FHHHIAHRET
for B 7F /ete/rsyslog.conf SCAF RS FH I TEVE 2 156 24

rsyslogd -N 1

Hor, 1 R B VEAFE I . IX 0T R 3R, KA H v,
WA ANyt HE, BRI SECRIZITIRE .
75 . FFHHEE

journal /& systemd [¥)—ANEfE, BT EE MEEHESCHE ERIFT RN
BF AR — N H ] syslog SFFFHERE, 40 rsyslogd. journal TR 2N T figk5IH
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P HEILFKAE R A BREMS RN H RN, SCREZFH B idxH
AR ) B H E S

O B journald ARSSUREE, 1746, FRALFE. ‘ERIERAYEY 44 journals
[ kS, X ORI Bk A N, H R, prdtf i, ArdEsr i,
sl R AR APL AR HERE R 6 o IX 2L journals #E &5 ML IR R 5], EFEt T IE
AR A TER A] . journal 25 HA — ME—RIFRIRST. journald IRk 55UEEREANH
SWERZ R 7B . HEXRZEN, AR T3h9miE.

7.5.1. BEEHZEXH

N T Vil journal H&, f#H journaletl T H. U root B &5 A H &AL 5
ENEISE

journalctl

I 2 B 2 RGP A BB IF1ER, BFE KRG AR AT R
12850 ) 5 M 2R T /var/log/messages SCAFHH B 4EM), (HA — & it
> LFRMELWIARIC AT W . BRI e A s e A T
S0, I AUNVES SO0 S 2 A0 RE i 44
>IN IAVEREL N 2R G2 IR A IR X
> AR SR, BFERENHE;
> S RRTHIER A T .

7.5.2. Vi AEH]

BRAINEIL T, A root BLFRAYT journal P, REEEFHEAI=AERHEX
. RGP T ANk E H P 2] adm 4, ATV A 58 H E ST IR
PR ZLRIX—, Ll root P HIALIT:

usermod -a -G adm username

FHES A adm I H 7 4 24X username. 1% H P 5 #2UK journalctl 774
(1) %65 H [7] root FH P SREXH S —FF . 1EVER, Vi 4EH R A 2408 journal HEH T
FEAAF A = TAE.

7.5.3. f#H Live view
AT ZEORH A, journaletl MR B i F-11 2% H TG, Bonsk H 5857
Fo B T live view, Er] DAL HEBE S, BOVHRZH BI S #FTEn
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Hok. EHJH journaletl 1 live view R, #iA:

journalctl -f

i 23R B+ AN 0 H 47512 journaletl T BB ARFFB AT, 54500
2L BB R ARATT

7.5.4. TIBHEE

ANty Z AT journaletl Ay 4 HI HAE 2R 210, b ar DS & Fhod
PR RIEEUE B, LA R I TR

b DK et SO/

H &7 Sl T ERER RS RANRINAT . B R IEE M st e gl =5,
A LR B

journalctl -p priority

EXHE, ATFHMRHET 2 — (BT B8 debug (7) , info (6),
notice (5) , warning (4) , err (3) , crit (2) , alert (1) , Hlemerg (0) .

. EEAREGTE

BEMNICHN error BUE S ITH S, M

journalctl -p err

T E) S 8
HEFENMNHRTG R HERH

journalctl -b

MR R 2 ERNERG, b A2 EFW D journaletl FIRIH . FEXAE K
THOLS, J TN 1E] 8 e BE A

journalctl --since=value --until=value

f ] --since A--until 3. &0 LLEFFEN HVEHE NN HEHEE. &
R LAR time (1% 30 data (94 B P98 #AT %38 value 253X PR/NIE T, G LA

ZNE

el B PLSC LA AL 98

MRYE R AR R g TR LA &, B> 4 Rt o filln, AN 1]
e BRETEEREHIHE, W
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#journalctl -p warning --since="2020-3-5 23:59:59"

[ R

TEA Z 5245 “journalctl ) verbose iyt # 5 H &% H I —dH 7B, HAS
AU T 8. X T systemd AT F I o BB 0 52 B 1, =
systemd.jounal-fields (7) FM T, &ANHEE B Wi Ak, M-~
TP AR IEH T SORN), EA] DURHC 3 AR BAE; AR AR AR B LY,
B2 7B A Lo El 2 A .

BAE RAEAE— MR e U™ A M ME— B SR, B LN

journalctl -F fieldname

B ZR 7B 4 B AR fieldname.
B R il e R A H SR H, I LR i

journalctl fieldname=value

B 44 FiZ 7 BB 5 B B X fieldname Fll value. 455, FF& XA
T

R

WiE systemd A7 I o EE 7 BU B R A 2K, BARES 4 Bid B
BT PR . WRAREME, A

journalctl

TEPIR tab B . X o AT 5 BeAs . Tab B2 FRANTT A2 24T 1% 7 B
BN SIS R, SR LU EB 27 BF, SRR 1% Tab SR B 3h 58 X A4
R, ST F B s mE—{E. iR

journalctl fieldname=

% tab BEP IR, W15 %iI N journalctl —F fieldname —#¥f .
T UE— AT EEZME, Wh:

journalctl fieldname=valuel fieldname=value2 ...

6] — 7 B AR E AT LLUCEC ME, 1338 % or —FEUCHDS . FF&UCHCME 1 8K
B2 H2ErR.
R, T LLEE E 2 field-value %K — B /b
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journalctl fieldnamel=value fieldname2=value ...

IARIRE TP AFER B A ILES, e 525 AND 414 . AALE
XA B A =R
I+, AL EEH or HEILECE 7B

journalctl fieldnamel=value + fieldname2=value ...

2 IR a2 /D ULEL— N RS H . MG T SR 25 H
Ehl: WELIERRE
H R ~iE T avahi-daemon 8%, crond.service B @ 4% H - Hi% 4 H I UID
N 70, THEHIELT i
journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T _SYSTEMD_UNIT “FE A AR E WAME, VLECP = 145 Rk iow, H
_UID= 70 254 L T8 /2 o X 0] LATR B2 7= (UID=70 and (avahi or cron))
R&mr DARLFH B AT E R 2R JE RS, FLLL live-view B ORERER L € 4H i H &
MEPSYEI L e

journalctl -f fieldname=value ...

7.5.5. fERERFEEIAME

FRAIANEHL T, journal R AE A7 H 8 /run/log/journal/ H 3% F /N A TE G2 X
fEfd H B30 AF A journaletl Woniil i sE HERE® 1. ZHFA 5K,
HEBITEAZKARSE . BN E T, syslog B HHELxK, IHRK{HAAMEE
fvar/log/ HX T o HRFEMHEWLTKIFE, HEAFM#EE/var/log/journal, X
WK BB R s AT RAFAE . XS —28H ', journal BEACE rsyslog.

fERERFEL A A T T A AL

> AT [R] P AT FH R AR e R B S B E e A i SR

> N TRRESLZIM R R, E R S AT DORECE 3 E ] H R

> MRS AEGE A E N H E RSB, A HE SO

FE S EAR A A SO A

> FREEEAE A P AR i AR B BOR TR N BN AR, ANERIE AT LU 3545 7€ 1
I [ %5

> i B 2 A (R A H
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journal /5 FHEFSAF i, 4% N P = 049+ F-3h 8 & journal H3%, LA root
Elak PN

mkdir -p /var/log/journal

# /5 journald K& W B A A

systemctl restart systemd-journald

7.6. BB RGHES

f£55, WP TAE, fTRUEdE, £ MaerHB, f£— e e rn
[N, B A REHF AT 0.8 I, HAMET.

BRI LR = I S AR B E R A TUEILE T IeAT — R E E ) KRGS, UIREF
RGN H . B, locate iy 214 H 1 slocate £ HE TR AR Hr. KRAEEH R
A MEH B M55 R BT FIAYE I & . BB RS, 1847 H € A SESE .

BRI PRI = I S5 d iR R Gt 7 LU BB ESS L A cron. anacron. at
F1 batch.

M T HAR N T IHEAF A5 R 50K, Cron 1 Anacron i
JEREERAEMIES, At M Batch i £ — XK PERIAESS (35707112 %7.6.1Cron Al
Anacron #17.6.8At A1 Batch) .

AT ARG v I 55 4R AR R G V10 STRFE AT systemd. timer ££— B E IR I
B HAT—AMES5 . S systemd.timer(5)H 7 F M L T fEHE 215 5.

7.6.1. Cron 1 Anacron

Cron Fl1 Anacron #f\ 42 & % 1 B 85 &2 AT 55 7F — N g 11 B[] s AT 1) <
HEAE, W] SR AR BN R . A R A — R EIEER. BRE
X o

Cron FMES A LA B I8 4T « HAE, XA TEREEE R & RFFESH21TI,
WERAEAE 554 I (B RS R A BT, WHESASHHAT .

F—J7, R RGAEAT S5 AR IS A% H 1847, Anacron £ idFIX A
CaZHRES . — BERGIGIET, XMES RS E3AT. 21, Anacron
X MES — R ARRIBAT — 1K

7.6.2. Z3E Cron A Anacron
B %2 % Cron Ml Anacron, &7 % % %% Cron M) cronie £ A1 Anacron ]

cronie-anacron £ (cronie-anacron r¢ cronie []—/~TH) .
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BB ARG Lefheg s TN, JPITRL N4
rpm -q cronie cronie-anacron
MR L2 T, iRy ik A cronie B cronie-anacron £ [ 58 ¥ 4 K,
75 DU 388 0 S8 A0 N R B AN AT H
B IR LA, DL root F P LI R T A R AE F dnf 74

dnf install package
tn, H[EE 2235 Cron A1 Anacron, B PAZEAT S ATHRARST M ALL R4
#dnf install cronie cronie-anacron

BT A AT LE R TR RO = IR 5 AR E R AP RO L, 1S N4.2.4 %
e

7.6.3. 1247 Crond fR%

cron Al anacron £ 55 #f & H crond AR5 KA HI 1) . AT YR M E 3. 5
IEAVE JE crond MR%s, VAR ANfIRCE i HIHLEA BB, BT ARE 24 AR
I = 20 TR 55 A BRAE R G V10 A an o] 48 B IR 45 A8 FH 7325, 15 2 D0 5.1 44 systemd
BRGNS
7.6.3.1. JE3) Cron %

B IR R B IEEEAT, EHEHU T4

systemctl status crond.service

B YT L3 TPiE 4T crond RS, i VA root FH T S ATHERTF FEALLR

PANys
FIIJ/Q’\:

systemctl start crond.service
BREMRSSITHLE R 3, 15 root H AT LA T g4
systemctl enable crond.service

7.6.3.2. {51k Cron k%%
B YT 2 iE 5 1k crond RS, 35 LA root F P E A AT LR RHIANLL T

PANyS
FIIJ/Q’\:

systemctl stop crond.service

AL ITHLE SR 3, 15 A root 7 AT BT g4
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systemctl disable crond.service

7.6.3.3. EJ3 Cron k%%
B B crond RS, i LA root P EE AT AT HERTT FHFIANLL R i

systemctl restart crond.service

A5 I RS Ja R AR PR IS B IR 55
7.6.4. BCE Anacron f£5%
U JEEAE 55 1) 32 B0 B S A2 fete/anacrontab S, B A AEIEI root A #EAT
Vil o A BUT WA
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
#the maximal random delay added to the base delay of the jobs
RANDOM DELAY=45
#the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

T =47 XK B anacron £ 551817 0558 [ AH = A8 &

® SHELL—HIRIZ{TAE45 1 shell 3555 (R4 2 Bash shell) ;

® PATH—— ] AT HE 7 B B8 AT s

® MAILTO——ili i Hi 1 B F 42U anacron 455 i HH I FH 7 B 44 9K

WRBA E X MAILTO B8 (MAILTO=) , MIAZ RIEIR: .

FETRHI PR B RAB 2L C 8 SUAT55 1 1 B I [

® RANDOM DELAY——K-2 N8 MT55 8 7€ I delay in minutes 22 &
IRiOFE PN

ERINE LT, S/ NER AR E N 6 4080,
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fi4n, % RANDOM_DELAY # & AN 12, HFAIXNREER anacrontab H
(15— MES5 1 delay in minutes {400 F 6 ] 12 4348 RANDOM_DELAY
AR L E v 6 DL, B35 0. M EN 0 KN, A INFENLLER .
BEATLAE IR AR A RARA I, Flin, 42 GHE—ANMZERN T EILRE Z8 R
T B R B E I

® START HOURS_RANGE——itXiMF455 7] UG AT (RIS TR B, DAZINIRE Ay

Ji—iEa VRN A B, i, R, NSRRI S A S
AT
/etc/anacrontab LA RATATITRIMES, I HEM LT R

period in days delay in minutes job-identifier command

FEREOT A AT I s

ZJE A AT A E SO — DB EE — 7% (@daily . @weekly B
@monthly) , @daily FIHEE 1 KRR —ME, @weekly FIHEE 7 —FF, M
@monthly WFRRES—MH Rigit—Ik, AERXMHNREZEZ D,
EPATAESSHT, anacron ZEfF ) 38R 4L
B T DA e SO — B Rz B9 BN 0, NIRIRBA 1R .
T H B30 SGHR— AN 8 AR 55 1 ME— 24 8K

® command—— R HE AT HIdr 2

X B i A BE T BAg — AL s /proc >>/tmp/proc a4, AT LLZ —

17 HE AR .

FS () TR E AT TR, A Sab B .
7.6.4.1. Anacron 557~

PLR & — ] B /etc/anacrontab SCAF A7 451 -

® period in days

® delay in minutes

® job-identifier

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

#the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30
#the jobs will be started during the following hours only

226



s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier =~ command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIX > anacrontab A E LT A RS, #RFEHLEIAER 6 2 30 474+,
F HKTE 16:00 F 20:00 2 [A1#HIZ1T

B —ME LIRS B AERR 16:26 2 16:50 [H# i’k (RANDOM_DELAY
FEALE 6 2| 30 /3P 2 [A]; delay in minutes J&PE(E ] 20 7381 o AR5 FTE E B dn
¥4 H run-parts A (run-parts AR SZ — A H B N 4TS5, IRI7 i
PAT B FEFH I —NERF) 4T ete/cron.daily/ H 3% FHIFTEFEF . 2L run-parts
F P F MU 1 % 5 2 A 2% run-parts JIARIE .

B AMES AT — IR ete/ H 3 T weeklyjob.bash A

FEEAMES BT R, Zan 2 /proc N A S 2/tmp/proc SCAHHHL, &
N H—k s /proc >> /tmp/proc) o

7.6.5. ELE Cron f£5%
Cron 1155 H)C & S A 2 /ete/crontab SCAF, & R Al root HI 7 HEAT V7 i)
IS LT A
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

#For details see man 4 crontabs

#Example of job definition:

Hommmmmmmm e minute (0 - 59)
o hour (0 - 23)
#o| - day of month (1 - 31)
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#o| | - month (1 - 12) OR jan,feb,mar,apr ...
# | | | .-—---dayofweek (0-6)(Sunday=0 or 7) OR
sun,mon,tue,wed, thu, fri,sat
G

#* * * * kyger-name command to be executed

AT =47 T A1 anacrontab S —# (132 & € X : SHELL.PATH F1 MAILTO-
B EZARXINEEREE, S0 7.6.4 FLE Anacron 1155,

Ak, 1ZSCAFIE T BLE L HOME Z8 & . HOME AR & L — M H%, ZH3%
FEAT S5 0T i BUA A I R B A 9 5K H %

fetc/crontab SCAFHIF RATARITRIMESS, B LT & 2

minute  hour day month day of week username

command

PAR & T0E X1 ATS5 4 E 1 AT I 1] -
MO F 59 BT RRAEL
® hour——AM 0 2 23 M= AL
® day—— M 1 2] 31 FMESRE (anR45E 17 A4, NEX B H IR0 02
FERET 12 A B H D
M1 312 R (EE A A4 PR, B jan B3

® minute

® month
feb) H
® day of week

MO B 7 FAERERES, 0807 REREMH (&
JAS R AHR, B0 sun Bl mon) 5
PAR & 30E T ARS e 1k -

® username WREPATAESHIH S
® command B EHATI 2

X B A BE AT DL —N2R146L Is /proc >>/tmp/proc K4, WA PLZE —/N K
17 B € A i %

XL B S BUBEA, 25 O nJUARERITAERASME. i, o
AR month FMEE UNES, WNZAE S AE HA SR AR 200 R A H #HAT .

B ETS (O R T ABEEHE. B, 1-4 2881, 2. 3,

HEES ) pRRIMESIRTEE 7% i, 3,4,6,8 Biifsiiam] 17X
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YA HE%

RAT (D FTLLHBRIEE B KAE . 18E T B KA UG Z 2K e R
K3 . BT, minute TMEE LN 0-59/2, NIRREER— 080, BRKMAEWATLL
MES—E&MHEH. i, % month WPMER E N3, WIEFKEEE =T
7=k CEREHNHD .

FS (#) TR E AT RERE, A ab .

3F root A /7 7] LAf§ A crontab T HRACE cron 4155 . F & X[ crontabs
RAFAE var/spool/cron/ H3x T, FF HUAGIEEATTHI A R #UAT

PP — M€ H P R AIE crontab, 15 LA P AT SR, FFHBA WS
crontab -e K f# Fl VISUAL 5 # EDITOR I 35 45 & f 5 5 ¥ 4 45 28 X F 7 1
crontab HEAT 4 . 1% 0415 F Fll/etc/crontab 5440 A k% 20. 24 F % crontab
S U PRAFIS . crontab #2844 KRR 17, I 5 A/var/spool/cron/username 3C
P ZEHNH 2 HT I 8 crontab SCAFRN 2, ] crontab -1 fiv 2>

Jetc/cron.d/ H 3¢ AL & 1 SCAFE R /ete/crontab XA EAA MR F1EE . HA root
F P e VA 1% B 5 GRS ok

@ cron ~F ¥ E FE £ 4 43 B K 75 Jete/anacrontab SC A4+ Jete/crontab 3T A
fete/cron.d/ H s/ var/spool/cron/ H 3 (324,  FHAEAL I ZI B SO BN 7 .
Kltt, 25— anacrontab B crontab XCAFMAEN )G, JHA T B HF TR .

7.6.6. FEHIXF Cron HIT5 A

BRI X Cron AU IA], & AT LA F /etc/cron.allow l/etc/cron.deny L. iX
Be 7 e 4 ) SCAHAE AR R A& 20, B R —AT — DM 4. i, I STERAS
RVHEH % .

WRAFAE cron.allow S, RAFEZSCAF A H BIH 7 A B4 cron, JFH
cron.deny ST 20 o

W5 cron.allow CAHEALEAE, NI cron.deny SCAFHFI H ) P K 43 25 14
Cron.

WSy I S T, AR EJE Cron s EFE (crond) o BRI A
R E A IMEBR — A cron AE55I],  #ta A U7 Al 45 61 S0

ANE VG SIS R P 44 724, root P #S G RS cron.

e a] DU i N sCGEAL B (Pluggable Authentication Modules,PAM) K
PG 1) o AR N () ¥ B AR AF-AE fete/security/access.conf SCAF . Biltn, 78 S04 g

™ —4722 )5, ¥ 2 root FH ) REREAIZE crontabs:
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-:ALL EXCEPT root :cron

WA IR AT S R e s AR & 1 ) H B0, B3, S48 A crontab -e fir &>
i, kbR R, 2T HEZELR, 15275 access.conf.5 F P F 7L

7.6.7. Cron 2% B BHAH

155 1) 58 B 44 B R E SUAE S5 580 0 AN TR B AT . M7 — A Cron HX
B (Han, /etc/cron.daily/) 1 run-parts AR IXIRA H: B AP EXANE
X FRREFIANT B4 8, run-parts A AN SHATIXEFEF

BRI BB TG LE run-parts AR ZEHAT 1) H sk A EE— A jobs.deny
KA. N, an S TR B M Jete/cron.daily/ H % H 2 BE — NS E FE I, TE G
fetc/cron.daily/jobs.deny Ao FEIXAN AR, 85 7 ZEAE AT I 4% 2% 2 7
afr CRAAMTFE—NEHKTRETFREIASIR) o W —DUESHAT—
ma, 1% Mletc/cron.daily/ H R UATFEF, 1 40 run-parts /ect/cron.daily, M
jobs.deny SR E SCHIRE P AN S AANAT

PN — 1A%, 1502 jobs.allow X,

jobs.deny 1 jobs.allow [1) 8 FH KLU A1 8.7.6 4% il X Cron H 17 Ia] HH 4 1A 1)
cron.deny 1 cron.allow [1J458 FH RN — ¥

7.6.8. At fl Batch

Cron #% FH R B EMHATSS, At T HYHRAE— A6 & WS [a) 8 BE— i
{155, Batch 24 H R R RGP 1 8UR T 0.8 BB AT 19— IRPHEAE S -
7.6.8.1. %% At Fil Batch

BEHEBH ARG LR eg w7 at i, EHATCL T4

rpm -q at

MR EgZEE T, FiReASKIRE at GEEEARR, W& ST
.

B ERRE T AL, LA root AP IR R I A% HRAE A dnf fy 4

dnf install package
B, E[E 223 At A Batch, AT RALE A AT HR7 AT T oA LA T A2

#dnf install at
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7.6.8.2. i&4T At iR

At Al Batch f£55#52 i1 atd B 95 RAZHI B AR U AR 30 (5 IR ATE

JA atd Bk55, DARARfTRCE EHIHLE R 3.

&

&

JE 5 At RS
T E S5 15 IEAEISAT, WL T a4
systemctl status atd.service

B YT TisAT atd IS, 15 LA root FH P AE T AT IS R A\ L N

systemctl start atd.service
EEE RS ITHLEE 30, 5L root F AT LR 4
systemctl enable atd.service

Q N atd IRETELE I RSB HFEHLE B 5.
=1k At RS
B YR iE A5k atd IS, 15 LA root P E AT S ATHE R AT RN R A

systemctl stop atd.service
FEREIRSITHLE RS, 15 LA root T $1AT LA N i

systemctl disable atd.service

I At IS
BLHE S atd k55, G LA root FH P EMT AT HEARST FHIALL R4

systemctl restart atd.service

i 45 AR 55 Ja R AR BRI P UUR IR 55

7.6.8.3. ML E At {155

A At THWRE —IRIEAES RS € I RIHAT, 154% LN P IR
1. fEmATHHAm4 at TIME, XH K TIME £oR a2 HUT I TE .
TIME Z-#A] LA FH DU AT = — M € e

® HH:MM: f5@EMYIIK/ NS R o> 80, i, 04:00 FoR T 4 5

® midnight: f5EATH 12 &
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® noon: fHENPF 12 &

® teatime: 1HEN NT 4 &

® MONTHDAYYEAR #3(: 40, January 152020 37 2020 £ 1 A 15
H, S a2 Tk ;

® MMDDYY.MM/DD/YY ## MM.DD.YY #%=X: 41, 011520 %7K 2020
1 H 15 H;

® now + TIME: iX 1] TIME B —M 4 A minutes.hours.days B(# weeks
JUANZRBUME R E Lo B0, now+5Sdays Fonn 275 WIAE S 1K 5 1 [R]— IR [A]
BeRAT

WA See e N TE], S AT AR E Ak ) H . BT R BE 22 0% T I [l A U
{5 5., 1523 /usr/share/doc/at-<version>/timespec LA A o

WERARE RN A S 2end 1, RS54 AE B R I (5] — IR [R) R 40T

2. RN at>ap SATHRORTT R, B AES L

A, FINAES NAZPAT NS, JF4% Tl e 4. ik, w] DLE S PR,

REZ L.

B. fEMT TR NN —A shell B4, FFEBAR S 1T 5 FE %
i,
fE55¥ 48 P i) SHELL 3R 548 & Fris B (1) shell. F P B8 3% shell, 8%
/Mbin/sh (TGIRZEHREIE—1)
3. —HENGEWR, EAE—DNTATHL N Cul+D HEH, 1B H ST HRRA
AKX — 25 i A B A R AR bR R RS S, U k2 DL
MR ) T R % 25 F P
ERFEERBPATIES VR, B atq s . HS N 7.6.8.5 BHLHEIAT
RS TREZE R
A AT LABR ) at i & HIMEH . ETHEZEE, ES 0 7.6.8.7 #Hi%) At
F1 Batch FA17 1]
7.6.8.4. i & Batch 11.5%
Batch f2/7 75 & 40 V45 S 8 B 2 0.8 DA IIBHEHAT O 8 X —IRPEAT 5 -
BL5E X Batch 1155, 154% UL T DR THAE:
1. fEA 24T 1 batch 74>
2AE RN at i SATIRARTT T, 8 TS
A, BNESROZPAT a2, R N R, vk, wLAES D
B, Rt md.

232



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

B. EMAATHRTE NN — shell JIAS, FEEBARME 172514 F
[l ZE 4
R 55445 HFH P i) SHELL 85578 8 ik B Y shell FH P & 3K shell,
B ¥ /bin/sh CRIREIHLEIH—) .
3. HENGR, IBE DML Cul+D HEH, B ITIRRAT
WRIX — R 5 iy & B0 AR B b B o SR (5 B, M K & LT
R R T XA E 25 F P o
WA FSAFPATIMESFIE, EEH atq L. iH5S N 7.6.8.5 BEL/HAT
ES TR 25
&AL AT LLPR ] batch iy 2. ZETHEZEE, ES I 7.6.8.7 36X}
At F1 Batch HJU5 [
7.6.8.5. BEERPATIES
BEEFRPATH At Ml Batch {£55, A PAAT atq fir 4. atq A 24 s —
MNERFPAT LS PR, AT BRI R N —1T AT R TS S 5
H. AESRBAA 4K P HEEEMITE SIS . E root P34
17 atq 74, W& BRATA P RTEES .
7.6.8.6. FA] A 4T 1B T
at Fl batch iy 2 A Mig AT LT F P

% 7-5at 1 batch A& 1TiE T

IR Eiii3%)
M A B i 4 B shell AT, T AN AE A

f
ATRRTT MmN 2 BUHA

-m AT S5 SE R ) P % HL B

v B IRAT S AT [P T]

7.6.8.7. ¥&i%T At Fl Batch #1917

& 0] L F /ete/at.allow Fl/etc/at.deny SCAFSRFRFIXT at £ batch iy 2[5 17 o
X ey e 45 ) SR AR E A% X, #1744 A, A SIS
AN F VAL 2545

WURAFAE atallow UM, RSP FIH I P4 #EAEH at 50 batch,
It H. at.deny TR 4 200

W atallow SCHFATELE, N at.deny SCAEHR B H B PR 4% 22 (R4S A at 8%
# batch.
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INRTF AR A T, AREE at PR (atd) o B
AT at B batch fiy I, H2EEHUYT A2 S0
ANEVT RSB R A4, root FH P ERIAZREME AT at A1 batch fiy
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BN\E RARE

8.1. BAERMMRS

8.1.1. Bh-kBE

b kB RER FEEN 22T H, AR 2209, firewalld SCRF
W 2 /877 K 3 [X 8 (zone) fE L8 HERE . 2B 2 R E RN BhAPT K I H T H .
'BSCHF IPv4,IPV6 B7 KGR DA UK EE, I AR B AT I L EANUK AR E
I o SRR ARV IR S5 B N R 7 BN IS KRR 42 1 HL AT DABh A
P K3
8.1.1.1. LEIfE

1) SEBLEhAE B, 0T R0 000 F) 5E e AN P e B R O i R 7 K

2) 4 firewall-cmd #rA4T S AT E B E T AR

3) SEI firewall-config BJEALEC B T 5 ;

4) SR GEA SR B R P R R 1977 K e R ) e A

5) DXIHSCFF.
8.1.1.2. A4S

LHAT ST -

dnf install firewalld

JABNm AR

systemctl enable firewalld.service

systemctl start firewalld.service
KT

systemctl stop firewalld

systemctl disable firewalld
HERSHASWT:

systemctl status firewalld

8.1.1.3. Xiis s
1K P 28 K1) 43 AN R X 3k GBS L FFRN zones) ,  fill 58 HE AN [H] [X 43
2 B] BTV 1) 2 1) 5 S SR 4 ) L [R) A% 326 (R B0t 0 G L BB Y S AN T 3 AR A X 3k
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T P50 9] 2 2 v PS5 A A ) X 3k, LAE £ 22 4 S & 425 1 B ) — SB35 . BB AR
DX 5 A 4% LR (— MR S AR I X 3O A — A W 28 (— N (S AR I X3 . i
2% H bp A PR A 32 45 1 0 1 A A [F] 7K 1045 A X i i 22 4 UK ) 38 47 R 1l
BT 2 AR S AR AR U] o ol AL WIFT ISR NAZAMEAE, TR ER
L LR N AZ e B AT . 4 22 R AT DR 222 . WTIR A sh A AL
LR ERENE RO . XS RIRIR T AT B S EL RI S S, I E
T HiEREM AN . 78 ete/firewalld/ ) X 3815 7€ A& — R H AT DA PRE AT 2
W 2842 TR E o« A LARAS [B] B R 46 4 X 2k

drop (£33

FEAT RS Y 28 A B A 58, BB ARAT IRl R o AN B AR Y 2 10 I 2% i
¥z

block (PR

AT ] 2 W 1 Y 4% 3% 82 R # IPv4 1) icmp-host-prohibited {5 & F1 IPv6 [1]
icmp6-adm-prohibited 15 B FTE 4 .

public (A3L)

FEAFLXI AT, ASREAAE IS N B F TSR0, R ARl & 1 e B i
o

external (#hE)

Rl e ik A T OvREThREAMER I o SRANREAS AR K B 2% 1 A 5
ML, HEeRl st k5 mdEs:.

dmz (FEZEHX)

T ERAEERE XN E, XN AT ATFU5 ), 7T RUA R3S BN
L%, AR A I e R )

work (LE)

R TAEX o S8R DL ASAHAS 9 28 P 1 LAt F i AS 23 9 35 S8R iRy m i o AN A0 32
Wt i e R 1) i

home (ZJE)

T HKEEM S . B8A] DAIEAAS AR 28 N (1) HoAl v LA 2 e FH B E L.
UL W & ik iR B )2

internal (PY5)

T 2% . R80T CLIE AR EAG AT 28 A 1 oAt v S LA 2 U S B T H L
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U FE 2 2k i P )z .
trusted ({541
RIRERZ T T Y 28 4
PiBH: firewalld B X387 public.
R SRR X 48081 3%

firewall-cmd --get-zones

BEE N FBE XK

firewall-cmd --set-default-zone=home

AR = H Y X 5k

firewall-cmd --get-active-zones

BCE AT X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A 3EIXIH (public)

firewall-cmd --zone=public --list-all

IR 2 28 4 10 enp0s3 A EFIX 38 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

KA FE T enp0s3 AW HEBIX I (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. R&-EH

amanda. ftp. samba Fl tftp &5 5 E 1R 55 C 4 firewalld $EHEAH N 1R 55
ALMER L EE:

firewall-cmd --get-services

R TR S

firewall-cmd --list-services

N0 http Az 55 BN ERIX 35 (internal )
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firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
= MRS I 253 X
PR — MRS AR X, FlW i SMTP B2\ TAEX :

firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload
BN XS, LM TAEX R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. ¥ 14

FT ¥ 3y 11

FTHF 443 /tep b HAE N FHBIX I (internal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
i 15 %

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

LA A ERE, AL (masquerade) , A JEHEAMIX
I (external) [ 22 ¥ 5K F| 3777
8.1.1.6. E &

firewalld & — M K N “direct interface” (B fEH:11) , ‘&0 VI HEE T

iptables. ip6tables Fl ebtables LN . ‘&@&@H T NHER, AR . firewalld
TRAF0S BT NI H (I8 15, B DL & IR RE 5T firewalld A1 3 R A FH B4 o IS X
(FE 7 3 A B L. B 2 0y 11 F 389 0 --dlirect JE T« B 2 A =& i
55 BCERE Ry, LMEAE AT IR 8] P 5 05 72 80 B ke BN o T2 S R0 AS 32 7K AP o
AN NS 2 tep 9000 ¥ 1.
firewall-cmd --direct --add-rule ipv4 filter INPUT 0 -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

8.1.1.7. ‘M| (Rich Language)
J# i “rich language” &%, W] DA bE B a4 0 7 =08 2 B 10 vk i or B 4%

Bl KIEF o bAMEREK AR W B . IXME S Al DU RACE 77 X, AR S HF

238



£

s B OB IR S5 SRR R G (EBRO V10 RGUE LR T

PUATIECE 7. B iy 2 # L 1LA root FH ' B &84T 380 — TR0 U] 1 iy &
& h

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
% BR— TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

o — T U2 75 A7 AL

firewall-cmd [--zone=zone] --query-rich-rule="rule’

—ANEAR T, AR A TP HhE (192.168.0.0) AR S 23 AC B B k3% 7o
VFUn R A% http,https,vnc-server,PostgreSQL .

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="http" accept'
firewall-cmd --add-rich-rule 'rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept' --permanent

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent
firewall-cmd --reload
8.1.1.8. Q&M%

BT EE LRSS 2 RTMP (RTMP 2 Real Time Messaging Protocol (5K
BRI MEFRES. ZHiET TCP) iS5 1935, fF
Jetc/firewalld/services/ H s 7, FFHBA FIEC & S 40 nfs.xml 4E AR

cd /etc/firewalld/services/

Y 2% H SR AR AL E PRI Ik S5 A 1 28, RIBT2%, A
Bo XA H s HE T — I8 M2 AR S5 o E1% H sk TP BcH € LI 2%
239
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MR55, WALEREINAER xml € X, JaSHE s B ar ) LLE .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Yl A B H s wR A RS Y xml SO 2N H ke, ik
S 1A A AL U AT PAAE SO b 0
#cd /etc/firewalld/services/
FHEM nfs.xml 24 rtmp.xml

#mv nfs.xml rtmp.xml

NHIEA vi g AR E L rtmp xml ST NI A
<?xml version="1.0" encoding="utf-8"?>

<service>

<short>rtmp </short>

<description>RTMP Stream </description>

<port protocol="tcp" port="1935"/>

</service>

TR SSE CAHRE AT T R A P28 48 08 7 AR
FHE IS S FURIREER A% o SR A SRR 5 N B K S LU o

systemctl restart firewalld.service

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent

firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config > 7B KBS BB Rtk . & 02 o] LA ek R sl H
HlE . @i firewall-config A ] CABC B B K88 o vt iR Ss om . Dhds.
i 185 K« A1 ICMP i JE 28 A1 3 zone (X380 ¥ B 25 ThE DL [ K K% 15 & 50
M E . R,
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LT FR BB = RS AR E R SR (EBiRO VIO RGEE T
iR Ea
XHHF) ED(O) EE(V) HBhH)
v EEEE BE: B
T B BE  IPSets
ens3 (ens3)
BUR: public FirewallD B X THEHMEIEE. EOLUREH Wik, P{y
g0 2 EO/MMNEE. ICMPEELRENNAES
*iE
. ot WS W0 B B0 6% mOoR:
crop AUEXEENEATPERSRUEN. IEREHRIXRANE
—r B, BOMBOHETHARER  TulE6ET SRS
home
internal BEs
public amanda-client
trusted amanda-k5-client
work amap
amgps
apcupsd
audit
bacula
bacula-client
bgp
bitcoin
bitcoin-rpe

bitcoin-testnet

CRIE firewalld 3%,

BHAEId: public LogDenied: off mRiEst: =/ BBRER; system (off) Lockdown: &g

& 8-1 Bij KIHICE

firewall-config TAEF 73 e =AM 5r: Rl F 5, Jla il EikmiR.
N XA, RSS. ICMP i H . A2 RERBEERIR.

UL FEE T U7 e FHRCER TR/, XA EE firewall-config T H &%
B2 H X5 61T firewalld. 7 &, ICMP 28 B E (Direct Configuration)
ABE A48 (Lockdown Whitlist) #1265 A fE MEF T HisK Bk #2574 BE
U

1) firewall-config Z3EH

firewall-config 3¢ LAFEPU/N LT : SCfF, kT, &F, #HH. HApkm
TR TEN, BEFE AT

BT KA AT KN o 5 A AR IS AT T B R a0 A E K
ABETEE, BaRGgHEBESER.

B SRR DI B o X e X BR A X 3

AR BRIA DX I3 B o X 4% 5 422 1) i X R 42 11

MEAE A BER A E M E A A R .

g BUE AT LIS B KOG EC E AT e, R v a4 5 BRI P T e
Bl o BE RN firewalld BGI0 18 E A kb B FH Bl i 55 B B T S i B 07 0. &
e — PR BRI N R SR

2) EEETF
firewall-config FC B IR ELFE: BT FIKA .
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IBATI: BATI GOV AT R ECE N . AT B EIFARRAE R, £
MBI ATLIRE, T RGEE RS ER L (FIER, XEIETUR & E K.

KA TR CHE BRI 22 G B e 5% B R AR (8 o K AL BAF A AE G &
SCAFRR, BREONLES B R B IS5 EL R . BN E N R B B IR

3) XBEHF

DX ARG TR — A T 2 L I

[ 25 B B K i X g ST R R SRR o firewalld 3204 1 JLAPFE S
DXIg o X REFXERERS wn . P, D3, ICMP B A1 EE . X
R DAGRSE B4 DR o IR 55518 T 5 SCURES IX 48k i) Al 55 A2 RIS 1 o mI AR
MR 55 P LGRS 2 X PR R IERE . #E0 . AjEsht;

i g5k

WASEE EX

XfF(F) EW(O) ZE(V) WEBIH)

v EEEUE EE: B~

&g Eif RS PSets

ens3 (ens3)
BHUE: public FirewallD X877 X T MEEE, BOLUERRKLAD EmRBES. ®O. Dil. P

B0 £. BOMEXEEE. CMPEEZLURERANMES, Kt EOLR B,

o - C BS ®BO WY EE0 K% | mOwR
dop AMERERNEEPPLRSRA BN, TERENRIR O EHNE
ciaali] #. BOABOKREENARER - 5 iR SES.
home
internal ES
public condor-collector
trusted ctdb
work dhep

dhopve

« dhcpvé-client
distcc
dns
docker-registry
docker-swarm
dropbox-lansync
elasticsearch
etod-client

ERIE firewalld 9:5E

ARt public LogDenied: off gt ¥ BRMMER: sysem (of) Lockdown: 37

&l 8-2 BRFEI
i, I L F LD~
Sy 1 e TR IR B0 SOV BN LB W 45 17 1) ) 3 1 Y
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XfHF) EM(O) EE(V) WEBAH)
v EmEEE EE: &M~

gl Rif RS IPSets

ens3 (ens3)

A public FirewallD E#{E X T ENREEE. BOURRONEEEE, KBRS, KO, Hil. PH

#0 2. BOARER. ICMPEZLREAMMAS, XKoL aignuRBinat,

L ok « BE @0 WY BED  BE  EORE
drop

exier

intern| i O,

DWH(C) WE(C

+Ain(A) TiRIE(E fiR

BRI F firewalld B3,
BHAEd: public LogDenied: off m@list: =/ EEEER: system (off) Lockdown: 12

& 8-3 3 0 FHETF
BV BRI BT KB RN I 11, W JE 3 firewall-config FiE B AR T
CTAEE 1 X 8% X 38 a6 B om 11 b I L A 1 (WS N4 4L, Port and Protocol it
iPINE
i N\ 15 B B g 1S VS R, RIS AT o AN RS B Rk B tep B3 udp.
iii. Py Fasmi-R
P2 T IR TR FHORATAA A WX 25 stk ] DAY B 5 1) 28 I 1 TP ik

ke - o K&
XH(F) &EW(O) EHE(V) MBhH)
v EENE EH: &~
EE Eid EBS IPSets
ens3 (ens3)
BHUAR: public FirewallD X#7E X T HENMSEER. BOURRMENEEE. SHRES. WO, DX, PH
#O £ BOMEXHEE, CMPEELIEEAMNES, Ko LMERROLUR R,
" e < BS WO B BE0 6% sORR
drop HREREE-aRENEHMEERIERMNINASBEE, HE
::::'“' =ReEN, ENxeREEFN, BEIN2Ue N
EEBMG, (HhERERT Pvd,
internal
public WHER
trusted o &4 in 2
—— NREEAhE, BahEn Pvi BESHIPRE,

ERIIE fiewalld 9i%HE,
HBilE: public LogDenied:offt mRiRx: =H HMMmMERF: system (off) Lockdown: g
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& 8-4 Dhde TR
B 1Pva sk o — AN — ARk, T JS 3l firewall-config T2 3F
MG P EE R L PR P 2% X e e O BEFR RSN ST A AE DAAEAE IPv4 Mk 5 46 Bt
— NI
iv. Ui R IR R
Uiy 1V AT DA 1] 5 — A 1 DA S/ oAt =L

MucsER | x |
NEEF) EE(O) EE(V) MERHH)
v EEhiE BE: BTN
pr3i3 Rif HE IPSets
ens3 (ens3)
BHUE: public FirewallD ZXEUEX THENMSERE, BOMRRBLEN EMRRS. WO, Bl PH
®0 £, WOARER. ICMPREURZAMNNES, Xig OB Bitht.
53
. o « BS B0 MY BEO % mORx o
gy SMERREARD, IUEMERESN—THOES—1 %0, £5
:"‘E’“a' MENEHERES —TEH, BLEE T REDEEOSHENHE
ome o e —
E HOMEOEE
e 5, #OBLOEET P
public B0 il BME0 BMedt
frusted
work
- AD0(A)
SR Z firewalld 835
Bt 1E: public LogDenied: off HRR: T/ BRWEF: sysem (of) Lockdown: Iz

B 8-5 ¥ N3 R FEIF

R AN 8 i 11 R N 3l ) 4% 97 1 B “packets” B — AN P 8 Hb 1k 5 3 B AR
I, EJCIE O EE 1P Hikik, AR5 RS L KRS . 7% D5 LB
TR RSO S 1 B g YO . SR R F TR E E B 4R

FE R B — A DRI A — R 88 B 1, 5 A% ke ke,
o N B3 e PRI R P At g 11 B o LY ] o 207 R R B LA ) TPv4 b,
W36 F 2 R B oy — w1 LIRAE, N H A HE TP Mk A 1 Bl a1 YE .
S iy VAT B2 R DU BROA A8 B[R] — N 1o i o B 8 4 B AT BE KL

v. ICMP i JEds Tk

ICMP i JE 45 AT LI Internet F MR ST SC . X LR OCAT LLZ1E B

VA SRR AT 20 B SR RS2 2% 1 B 2 1 o Y 5
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et FRVAT LIS R R S SRR E R G (EBRRD) V10 RAEH R FM
ViR o E2
NfHF) EEO) THE(V) MWBIH)
v EEEHE BE: BT~
Eg Eif RS IPSets
ens3 (ens3)
BHAE: public FirewallD EH{E ¥ THENMEERE. BOULRRGMoEEE, XERES. B0, HiX. PH
&0 . OBOMNEE. CMPRELREANMNES, KMo uMEEROLIRREL,
*% el « MO B BE0 HE  WORE  cwPIEE
crop ERREHBINN (CMP) TEHFERMIHENELEHEE
:2‘;:“'" 8, BHEEEN png BRURENSEE.
internal ICMP 28 HEFRPHICH ERELY ICMP
public address-unreachable - XM FHHYEICMP ERN#EA
trusted bad-header wlEb s, BAEEREER
work beyond-scope #.

communication-prohibited
destination-unreachable
echo-reply

MRERTREZTESR (nvert
Filter) , fET #5280 ICMP %E&E
EoEERR, MEMZENZEE

Deho oquost &, ZHHEHDROP KL,
failed-policy '_:{']‘l“.ﬁiz i
fragmentation-needed =
host-precedence-violation RETESR

host-prohibited

host-redirect -

BRI E firewalld (9% 1%
BHlE#E: public LogDenied:off m@iis: ZFH SDEEHEE: svstem (off) Lockdown:

& 8-61CMP dJER- TR+

T ek #H2EH — A ICMP 138, WS 3 firewall-config T H ik 2 1t 3§
HAZ B BIM2% X I8 . 164% ICMP Filter BIFR ik B4 8 75 2L I8 1) ICMP (5 B
B EIENE . JEREIRNEAZE e . XA AR, BRI R4

vi. BEMEIETR

BB IR R AR =R 8. A FE. SR XA R
T B TR SS B S AR R 38 IR (B K BRI o X R S AR AR RL, I
HAEW R firewalld J@id D-Bus f£i8 15 3h. HH. HRGESEHEEHNHA.
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AR o ER
ZHF) EWO) TEV) FEHH)

v EDNEE RE: &4 -

El R EE IPSets migE

ens3 (ens3)
BHAE: public HERESTFHERGRMAEL . ZEERAREAFTREXD plables B2, LNIFX. 8. wd.
B0 2008%. B AT EM tiewalld EEF ] BRORETFH,
0] ST HRIER IPV BEELH ipvd 2 ipv6 Z eb. ipvd BT iptables, ipvé AT ipbtables, eb AT LIAMTE
(ebtables),
Boan 98
S5ANEEERHMINE
i E H
AR I(A)

BRI E firewalld 851,

HilEHR: public LogDenied:off m@ifist: =/ HWmHERE: system (off) Lockdown: Zr

& 8-7 EREET R
4) SRR KA

L SR IUAE BB K S BB, U 5 4 AT AL T 1€ AR IS AT IR B AR i3
PR PR KA (Permanent) , Zw’H N KA 3 28 GLuli B K EHTIN BN $AT I
BE

FEIZATIN (Runtime) 3T 5 C By KA BOERS, — LR sh sl TG R IE
PR S5 2R I SOERE, LB R4 R0, 7 Permanent 50T B8 S5 KB 1) 272, X
AR FER N8 s B 2R 48 H R 2 AR R AT DU FH SRS 3 8 B
br, BCE R T L, R U NP K
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BIoaRE - -
XHF) ERO) HHV) B s
v EChESE EE: XA
E@ K H$ PSels mEpRE
ens3 (ens3)
SR pudlic HERESTERHARACEAR. REEERERS TREED pables S, LR, & 4.
#0 LM%, BEEXENENET LEM rewald DESBF I EHNNBETH.
®E STRIENIPY B A ipvd 2 ipvE 3 eb, ipvd AT iptables, ipv6 T ipblables, eb AT LI AMEHE
(ebtables)
B AN Wl
SHMAEERNRINE
v & B
+ Fm(A) T (E (R

BRTE frewald 81512,
BHARSd: public LogDenied: off @@ix: =B BHWHMEF: system (of) Lockdown: 125

& 8-8 BAR R KB R B

5) BEMEAGIX

B E — AN B A L B O 0 4 XAE N BRAE, I JE3) firewall-config,
MEEEAZEFEIR IR, MRS S Pk B BB XA, NG ) 2R e 1
i B 17> AR NERN 3 X, i g $ H RIS

XFHF) EMO) TEV) MEIH)
v ERHE EE: EfM-

EE Eif BE IPSets
ens3 (ens3)

BHARE: public oJfER IPSet fIRAEZRWRER, LUERTF P ik, WOSRE MAC #it,
t-{m) RS
2 ! ANTEIRARSHUE |

; i but BB ipset FELURBEH
fil BEES pset 5 S FNNFE.

{ Dock 1

dmz
drop
external
home
internal
public
trusted
work

QRGH(C)

SRR RENEDREMAE IPSet.

BRI E firewalld P1EH.
BRARS: public LogDenied:off BiE: BF HRMEER: system (o) Lockdown: 5

& 8-9 2RI+ X
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8.1.2. HTHEH (audit)
8.1.2.1. T

audit T E o] DLH i THC R BN HE . AHE L RG0S5 i
BT DU X e 1, B E R AR Z AR (1 2 RN & 22K, B
HH PR RGOSR D .
8.1.2.2. ZEMy Je JR B4y

audit.relus
A
ees:  pruinmipey - auditet —-1 audispd
|- '
o] Task vl Exelude
B > .
i ;;?4*:& | auditlog
. ausearch aureport
Linux P25
auditd.conf
& 8-10 MR EE

VLR SEZRARREART, MARKRAZmMEGICR. AR RE
HE 2 N R LM R G Cusertask exit,exclude) , Al — R 5N HTE
J¥ (auditd. audispd. auditctl. autrace. ausearch Al aureport ) . Linux W% H
[ LR R G5 2 -

User:ic3g F P B R = A s B RIPE R I T B0, WAL b
e e R AT ERE.

Task: FREZN FHRERFEIFIERE (fork) 5 M—AMTSS AR, et
PRI fork M ve G T HERE D% F A

Exit: 24— RS0V FH 25 RN ) 2 A s i A

Exclude: MIERA G FH4F; Exclude & HRILIEHE B, W2 AEE 2T
BT DA B S AT i

audit /2 WIZ I — M, WA IIZAT IS OUER L audit sk, XD
(U] A AR R B . AZ I audit AEER R B S 2 I — AN 8 R
auditd RKAEHN Ao audit A FIEHE A2 LIE 2] auditd F, 285 FF T auditd 3473
‘B HME. auditd.conf /2 auditd [HECE . auditrules /& audit (RS, #iE
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audit ) H & F e R Le R /E . Bl — X audit FEAT 868 2 auditetl
HEATHAE - root F P AT DAEL#2H H auditetl #E4T#1F . auditd IR ISR G & F
A EL . BRIAE 2K B E R AFE auditlog T H, BIA B &
/var/log/audit/audit.log. 55 —MiEid audispd ¥ H E AT 73K

B2 IT RGARA MR DE: Bl a. @U:mﬁﬁﬂﬁi
. WEWH@S, WU, 280558 H audit P3P ERE IR AR EAT
S, B I AR R AR RN ZR H R S b o3 B A

P 2288 1T 24t H auditd. audispd. auditctl. autrace. ausearch F1 aureport
N T AR

auditctl: B IS i) o vF sE 9 R AT N T B, ands o <

auditd: audit SF4 AR S DTN AL AR S B '—ﬁ)\?ﬂ@ﬁi, XL B N
MR P R G iEshfi k=4« P 2§ T R4 auditd 5 6 2EFR AL
TFRGLIER N EHITHE R, 15 ES A 2l/var/log/audit/audit.log.

aureport: & A& F A= il 8 T 2 A0 T E o

ausearch: 24K & v H 44 1 TR

auditspd: % K A A1 45 AN FHARFF, AR5 AR o H B30 F .

autrace:— M TEREFHERE ) o & o ZRIAT strace, BREZF—DHERE, JFRHEER
BRI R B NHE X2
8.12.3. R MACH

1) {8 H dnf TR ZEHME

dnf install audit -y

2) audit A & 4

audit 223 J5 248 il 2 ANEC B A /ete/audit/auditd.conf Fl/etc/audit/audit.rules .
/etc/audit/auditd.conf J& 5 3 2 7 I BRINEC B S - Jete/audit/audit.rules A& 10 5% B
TERUU B SO . IR % 2% audit J&, 5 THRUU SO 2 25 1Y

fetc/audit/auditd.conf 5§47 12 7 1 BRI IC B 342 HOGBE ST A

I T 8] #R152 B —Mete/audit/auditd.conf

#vi /etc/audit/auditd.conf

#isc B H B

log_file = /var/log/audit/audit.log

#U B HESCHFR RIS, B2 0~99 Z A E. WREE N/NT 2, WA
S HE . WEREAHBCE num_logs {8, ERLERIAN 0, B MRATEIH
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ERFOIBRE
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A

num_logs =5
#UCE H B2 B LA AR
name format = NONE
#BCE H B R, DR PR KRAKH S XX EE. JAFRNEE
i, 24T max log file action Fi5E KIzh1E
max_log file=6
#C B H S RIE o KR IEIE, X Bk ROTATE (B2if)
max_log file action = ROTATE

8.1.2.4. auditctl fiy 2 s

auditetl iy 1T
auditctl [1%& ] filter,action -S syscall -F condition -k label
% 8-1 auditctl 4%
miH &S i A
filter TEAH LA BIEAS P A% KU UL Be ok yE 2
filter user,exit,task,exclude | N HEF L, 25 task. exit. user
DL exclude
, REHZEMN (always £7nA2)  (never
action always,never .
KR
N Fr A W & 4 i H # w L fE
syscall all,2,open %% . _ ‘ i
/ust/include/asm/unistd_64.h LA R E].
TRV B HAR IR T, 3t — 2008 o >k
condition euid=0,arch=b64 5 Zer). 411D, 2 ID A A Ny 2
A A AR UL T
label R dH IR AL

-S TR RGHMTEAT
-F RO

-k R B HTHIUN_Ed E

8.1.2.5. audit & 11-H0 M)
audit BTN Bl = AN 40
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1) RN X R B R T R AR G B E
2 0 ) 7] PAFE /etc/audit/audit.rules TP E . AR
-DHHIBR BT A 24 1R 3 1 F A%
-b 8192#1F W A% 1 15 18 e KA & (1Y) CAFAE I X S I X Ol 8Mbi#
-e 2 # E HAX IC B #
2) RGN IXLR SR H S A X RN, FRATTAT DA
%R 8 A B E SR AT AR R AL 1]
A DU auditetl Ap A% E . WIE XX RGATAH REX . HRBBRE
PR
FHIHE =
-W %4%:
-p *XKE;
-k RHET
Hr-p BBREIBE S VY F:
r— RO H 3%
w— BAEE B3R
X — BT X EE H 3%
a— VBRSO B s e
1 G LW ¥ fete/passwd SCAFME AT N, AT DMER X AN 2

auditctl -w /etc/passwd -p wa

AT LA SO IR 2NN B SO fete/audit/rules.d/audit.rules # R AT SEHLAE
2SI AL
I AZ AL R T R 1B Hete/hosts SCAF 25K

auditctl -w /etc/hosts -p wa -k hosts_change

3) ARGUFAAN: XL T A e AR AT R BORS RE P BEAT 1 R 4t
WH
A2 R G AT RE 2 51 RS i A 1 H G053l Xk WK 2 BRI A7
JIT AEAR BT S MR 2R S0 ) 7 2788 audit.rules B o WURH THAIAE H SIS,
RBEN 1% H A S i e tEdt AT s it an AR T NI p s, fFE— 5.
ARGU I %
-a N IN— 2% R G0 FH AR
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-S BN B RS R 2FK

SR R 3 R0 <

-D IR A

-d AHBR— 2R F-a X8 5

-w BN H K

-W IR — 2 U R -w X6 8 5

-1 B R AR

24451 58 SAC A MBS, RyE A (UID A 10001) 15 R FIARZE 1) H £ 4%
ENPIYIR

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile £ 7 H OWE M —MNA 7, MLEREEETE T, 5
ATPVE AR S T A AMER auditetl Ay R INIENAS R K AH . AT ikl
MIEE R B 05 A 20, v DU LA N 21 S {4 /ete/audit/rules.d/audit.rules H7.
8.1.2.6. ~yHitHE

JE 30

systemctl start auditd

EEIVEEE

systemctl enable auditd

service auditd stop

HJH:

service auditd restart

1t /var/log/audit/ B 5% H e H &5

service auditd rotate

HEIR H A% F A 0 A5 BTG, Gl BCA 2% R 7 X3S [ R R A
B % H S L

service auditd resume
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N 4

NiE T’Hi?{&:

En

A

service auditd status

A i 3 Bl (R0 U RO % 6% -

auditctl -1

AL E auditd ) H ESCHF R FE ML
¥ audit AR 5588 42 FR A& kylinl,ip #ihik 192.168.0. 1;audit %5 77 5 44 #5742 kylin2,
ip Hudik 192.168.0.2.

A6 PR 55 s i P B SC A
vi /etc/audit/auditd.conf
# B T N 60

tep_listen_port =60

HR 55

#service auditd restart

o S v AT SR I HL B AF
#dnf -y install audispd-plugins
& e E A

#vi /etc/audit/plugins.d/au-remote.conf
#HTH % H SR IE R H SRS 45

active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

#5 B WE I3 1M 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR JE B R S5

#service auditd restart

8.1.2.7. aureport
B R T B R R, AlfE A aureport f7 4. U1RPAT aureport B A 1
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RAMEATERIT, W2 SRt 2dkk. T LA el1
Azl B e I TR) A A 3 7

aureport -ts 8:00 -te 17:30 -f -i

RO P R I ) B AR T

aureport -u --failed --summary -i

AR G A AR A

aureport -s -1 --summary

8.1.2.8. ausearch
i ] ausearch, &7 LU JEAIE 2 FAF R . Bk AT DU ok # Ho {8 4 ¥
FOMEWAAE (RSB 4) REBESEE. LL root H F'#14T ausearch
5%, HERGERA, DI 4 FBEARI0—THIF, SRR R
I TRl Ac o
7~fil: ausearch -f /etc/passwd

[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 af=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0@ ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s50-s0:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=Ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0® ses=34 comm="1id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s50-50:c0.c1023 key="passwd_c{

H 811 SR

i 25 A4
time: 11 [H] 5
name: 5§ 71X 45
cwd: AT EEAR
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syscall: #H) R St i H +
auid: & 11 FH /7 ID;
uid A gid: 15 7] SCAFI R 7 1D A - 4 1D
comm: H 7 Y7 in) SRR A 2
exe: b THI 7 & (R AT AT ST R4
A LM T
PR RGG R M g 2

ausearch --message USER_LOGIN --success no —interpret

WRIAR ™, BH, MORE, FH N

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER _CHAUTHTOK -m DEL GROUP -m CHGRP ID -m ROLE ASSIGN
-m ROLE REMOVE -i

I E I (8] B RIS, A B R

ausearch --start yesterday --end now -m SYSCALL -sv no -i

BT (key) #RFHFHMFILF.

auditd ZE I HEHFNAE LR Z, PEREREE Y, EERMERE T
HRO S T (key) A LA ERCR,

T S auditetl Ay AL — AN HU

auditctl -w /etc/passwd -p rwa -k passwd_changes

b TR AN B ) R A T S T ) B AZ O /ete/passwd K P B0 FE AT AT
e —HANMES T B, ATUMER AN S (key) R IFFHAF
L3R

R R (key) HREHFIFHAFILHK:

ausearch -k passwd _changes | less

TR A R U 10 B M ete/passwd SCEFRI H BB R, HAE B2 .
8.2. LR A

TEME KRR, ERWEEEAMN RGE BN MR EE, B, BR%
ROTE R H 2 N AR BCEE . AT S R, B P X R, AR EAE IS AT it
REMIAG 25555 o AR U W A (e s P LA fi] SRR P SR M JES FRO AR T ML i 55 2 4 A
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RETRERRXEEL.

8.2.1. KYSEC Z4#l#

RV LB e R IR 55 R R E R G V10 456 P~ A RGuHs s MIUA [ oh g
TERG M 22N, FEH T BT hRC AT RIS, LB RGN AR
ARG TR FI AT 295, DR P S RE 1) P P AR L FH A B 1) e B M o RAT 4R
WS SCEAT . BN, ARG BT ARR R,
B X SV RA GIEARIC I SO AT , AR 2% T30 3% DRSNS B A8 i
7
8.2.1.1. ZAREWE

KYSEC A PAUIRAS; SRHIBE0 (normal) « #FE (softmode) o B il B
AN FARHATIRE RN LT, RIAE IR A P AT A VAR iC MR AR, 1 R
AT, RRIEFIRER BT WPATIT N, AEIER P EE. RSN KYSEC
ZARBRRAPRES, HPUTEEH TR AR TR H AL TR IR,
=AU LR

BE kysec LARE

#Hgetstatus

KySec status: Normal
exec control: on

file protect: on

kmod protect: on

three admin : off

W H kysec ZRMRE NP
#sudo setstatus softmode

B kysec ARy o il 4 5.

#sudo setstatus normal
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8.2.1.2. AT

RV BELIBE v IR S5 RS R E R VL0 VR0 1 6 ST« B D R e =2
RS, ARG BT NART, Hh R B &iEF L st
PAT, AT N E 3% DUESSR AR AR b AT o AR W] I AT I AT BT ST
EMIBR. B UL, B3). EaaSRELE, S ERIT.

(1) RTHRAT SO B AT 42 il

U0 R R LI /tmp/Ls TUHHAT 2RI

#cp /bin/ls /tmp

#/tmp/ls
HEH R E /tnp/1s 1] kysec bridfa, H WA 047 /tmp/1s B2 7

#sudo kysec_set -n exectl -v original /tmp/Is

#/tmp/ls
Bl/tmp/1s RPN E)G, SREFPABEHHAT:

#echo “” >> /tmp/Is

#/tmp/ls
(2) AT BAIA O R AT 25 )
B RIA S imp/test.sh FFERIIHAT AR, WA W1 F

#!/bin/bash
echo “test”

#chmod +x /tmp/test.sh
ERPEHW N4, #IREHATRERF:

#/tmp/test.sh

#bash /tmp/test.sh
B P BAZ SR kysee i g, R ELEEIE AT
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#sudo kysec_set -n exectl -v original /tmp/test.sh

(3) PIRZARER (R AT 4% il
PR Al I8 ) A AR AR B SR A 1) 2 H 5%, FR S inadeds DU AR BR, DN
KYSEC Difig, WInER I :

#cp /lib/modules/ uname -r'/kernel/net/netfilter/nf conntrack ftp.ko ~

#sudo insmod ~/nf conntrack ftp.ko
B DU A AZ AR, ) AN R -

#sudo kysec_set -n exectl -v original ~/nf conntrack ftp.ko

#sudo insmod ~/nf conntrack ftp.ko

8.2.1.3. R ThAE
AR DIREIT R, AR RIS A RMIE . Hard . MIFR. KR
RE TR 4P 22 4t 2L e B S AR R VE 12 2L
25 B E SR B AR T -
#sudo kysec_set -n protect -v readonly /tmp/testfile
2B R R SR B AR T -

#sudo kysec_set -xn protect /tmp/testfile

25 A tmpftestfile B SCAF R4 BIARIC S5, WIEE B8 o, = A 44 I BR
/tmp/testfile Ao 40 R ERAE W 25278 R

#echo “testl” >> /tmp/testfile
#mv /tmp/testfile /tmp/abc

#rm -f /tmp/testfile

8.2.2. HIBME RS DL
HRIAT LB e IR 55 2R ERAE R G0 V10 SEILFH 7 AA G B8 1RO 3 P R 5 A i
I T R BUSG], BE 7 SCIF ORI AR T RE, B DR A5 A 1 SO DR 37 AR AR
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HRRE, RIS VR 3R A5 HE OB R 0 VE SR B At - (O FA A Hcdi s 1R
I, i 1k S A DR A A 11 B e = L
o [EEiai, MPAEHRIN A CBSEEMRGEH T, WA R
AP RESTNCE
o HuRIt=, "AH AN A AT L ERE, TR ER T
CEHPE. SRR, el fEte,
8.2.2.1. s ks
HodE e B AR LA (R BRAE B % 9 /box. 748 boxadm 61 £ — AN LIS 52
PRy AE, A St B s sk AS e Bl 0 T
test i 7 B — A SCHEAR YA testbox,  FEHTEE— SO

#boxadm -c testbox

#touch /box/test/testbox/testfile

test F§ J &5 & /box/test [K) H = S S04

#ls -1 /box/test
testbox
#ls -1 /box/test/testbox

testfile

{H root | FF & & /box FHIT H, ul:
(1) 1s -1 /box/test iy 2% H 1 3% A /box/test/testbox, &/~ “EHE 07 ;
(2) s -1d /box/test/testbox fiF 2 &7~ No such file or directory”;

(3) Is -1 /box/test/testbox/testfile iy 2 £ 7~ ” No such file or directory”

#1s -1 /box/test
#1s -1d /box/test/testbox

#1s -1 /box/test/testbox/testfile

8.2.2.2. H¥fsIt®
F P 4d ] boxadm ¥ B SO AR A G H s AL EAUR, i R L= AUR
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EHICERUR, BB e Ur 17 XA H =3¢

test FH /7 1% & root Xf/box/test/testbox H xR =AU R 5, root A4

BE 17 9] /box/test/testbox H 3% :

#boxadm -s -u root -p rx testbox

root F P HAT U v 4, WA LLE 3 /box/test H & FAFEALE testbox H 3.
/box/test/testbox H % FAELE testfile A4

#ls -1 /box/test/

#ls -1 /box/test/testbox

8.2.2.3. boxadm [ FH J5 1%
test 7 61 g — LIS SCAE PR P 48 testbox, 2=2E % H X /box/test/testbox :

#boxadm -c testbox

B root X /box/test/testbox H M) NI Z AR 5, root H A BV i)

/box/test/testbox H % :
#boxadm -s -u root -p rx testbox

B E root Xf/box/test/testbox H ML E L ZMIR 5, root HH P A REILE
/box/test/testbox H 3 :

#boxadm -s -u root -p rwx testbox
7 /box/test/testbox H &) Box 15 &

#boxadm -1 testbox

Access:user:root:rwx

2% root FH ' %f /box/test/testbox H 1 Z AR
#boxadm -s -u root -X testbox

M ER /box/test/testbox H 3% :
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#boxadm -r testbox

8.2.3. BEMIV ] $a

FE RN 22 AU —Fh B AE R GBI UG 4%, AR PR 3 R sk
AL U7 1] B0 0 Rl H AR AT SRR BE 7)o FESERR T, F Al 2 — N
BRFE, WRATRLR . B3, TCP/UDP i 0. AR, V0 ®&%. *
RN R % BB — s @t 524 AR e R, #e HIEE RGN
A% T )t A 7 452 R ) —— 8 25 2 4 S Mk e 2 75 T BT ) o AT A R AT ]
FARIATAT B EFORARYE — 42BN (RS AT, s e S R
¥,

TR FARTRI RV 2 (— B — DR, AR BT 17 1 B8
P MRIEVHRARAIAE, 72 SRS IE B S R R AR, W dirs files

process .

24 BRI fRbRICERTA FY) BT B, A4 SELinux . M.
HEEA, WA MLS(Z %4, LN A N9 RIGIEEEZ 2N,

FARII: S Bgs — 0 RIF e WEr] LLYS RS0 R, dont SEgERE, 36
TR B H AR R

S BERE LSS 8 IR RIS AT M R IR O e, T R = AN ok
e — AR R ISR X — AN AT AT SO 2R AL entrypoint U5 R AR, A%
H2 T (AR SR A N RO SRR execute V5 I AR, HERR Y 24 Al
RO B I A transition V7 ) ALFR .

Ff: R — B I, e MR 3R LA

TR FIRRE linux PSR, fEma s n] BLFE
8.2.3.1. SELinux FERit 550K

UL = RS AR RS VIO RIE RG22 TE KR, €l T RGEREE
SKIJBEAME . =AU SLIIRE RN . B THIRSS SR . PUTHERI I RE SIS . B4 BT
EHEE . kvm/Ixe 5 RGN RERIG . RGBT R IH H LAKR. RE)E3)
I B SR IC A T RE . ARIEAF R, Ef 7 ukmls. ukmes F target =%
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SE JEAi S0 o
8.2.3.2. AR A ] %

RGEER AT GmEN T v, RN T ERIRS SR E,
B FRAT] 10 22 42 SRWE AT SO VXA BOBRAE AT P DASRAT , (H B 11 ROk s AR
2 RS IR RE A R A Fe Vo FRATTI0 22 4 R 55 3% R Go e Ml A s R
A Bk 2 P VRS K M, 7 BRI U Y it o A ) SRS R o 31 A1 T i
AR A

(1) i 22 4 HEmg i =0 A 1)
FATIRAE 7 — Lo TR Ay & 7] LU ) 410 1 22 2 SRS 2, 4/usr/sbin/getenforce
Ml/usr/sbin/sestatus. A P # AT DL 1 2 iy & HEAT A1)
getenforce 7y &4 Hi#5 4 Permissive WERIR Y174 T 1 50, # 4 Enforcing MU
PR T AL T o A

sestatus 74 FRI% H T RE AR A 25

#sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmecs
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EAURL T 241 2 4 RIS HORE,  [R]INB m) DAAS 21 Ho A 22 42 SRS A5 B -
LRI JRRES L LRI S RS E . FOE SO RBRE, 24e

SRS FELAS 122 4 M H A PR
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(2) 4 FuE A B

NT ZAEFEF U RG— 8 s # N B RRbl, (R AR AL Tl bz
2 A RS AR U A 4o

setenforce 1 % B Ay il

setenforce 0 ¥ B N VP

KRG =GR JG 2 A I 0T LUME R setenforce 1 #E B3I,
HAT 24 AT LUE ] setenforce 0 3#E B fe VP K

(3) 25 H 22 4 Hmg

TE Z G0 H L5 B AT 40 7T DA S 2 P AT T 179 22 A S m gk N 38 2 4 =ik AT

BE. EATEINT:

a) RGJa sl HEN grub SEH.,
b) Hi N grub FEMENIZ )G SIS E, K S2L selinux=1 enforcing=1 &N

selinux=1 enforcing=0 -

(4 ARG
R ARG B AN BIAEY RN, root R RGEHATIER
8.2.3.3. WKL E M4
N T ITER PR 2 A s #EAT RO B, BATHRIRAL 1 DU dw &0 24122 2 5
HEATHCE -
82.3.3.1. AFRILH2
Agirh e M a9 -2 AR R 1 BE SO B R 2 A B R S T RE
. 1s-Z id -Z Al ps -Z, XEEAg-HN 1 -Z BRI w2 s iz 3O s R ) 22 4 b
N3 Wils -Z —A3CHE, an BAUR A
-rw-r--1--. root root sysadm_u:object_r:admin_home t:s0
Hrp sysadm_u R R Z BT sysadm u 2 & KIEH P, object r Kin1Z%
SRR TR M4, admin_home_t KIANZICAFIIRAL, AR KBS L 2
AR X AR 1O A A 3 R AT D Tm) 21 1

8.2.3.3.2. BXbric 4
GAEH A DLl — iy X RGP T A SO R A R SCIF TR, e
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chcon. setfiles 1 restorecon 74>

/bin/ls iz 44 bin_t KA, ZAEH AT LU cheon -t sbin_t /bin/ls ¥ bin_t
&2 A sbin_t 287,

cheon A4 f)-u ZHF] MEHOZ S22 48 BRSO 2 2 KIE R P, 1 23
A LMESRE I, -1 SHTUB S 22800, HALRARE R T DA A T
BT

setfiles i 4 1] DR FATT 1R 22 4 HEME IR AR A0 ST 0 2 Gt v Bl AT SR kAT A
de s

setfiles /etc/selinux/targeted/contexts/files/file_contexts /

restorecon fir 2 A LAWK % SCAF I BRIN %24 R 3L, At restorecon -1 filename.

FEXE SO 2 4 R SCRRC AT 3R AR IR o S0 B 2 2 iX M FRic iR IR, 48
JEHEBATHAE, R LLEE - T
8.2.3.3.3. Hv AN KR

ESREFA (login, sshd) ST Linux /7 322 4 5608 F 77, 785 0T,
U0 22 45 WG T PR ARAFE B AT —AS Linux F P ARIRFT 52 45k R, VO 22 4 5
% FH P AR IR BON A shell #EFE 224 BR ST P PR IR . 22 A I DLt mT
i semanage 74 5¢ UL, f1: semanage login -a -s charlie u charlie, 7% Linux
F P charlie {E %2 42 5B FH P charlie_u B3k &%t

f# ] semanage login -1 v & AT LA F, Wi FA:

#semanage login -1

5 R4 SELinux Fi MLS/MCS il %
__default user_u $0-s0:¢0.¢1023 i
auditadm auditadm_u s0-s0:¢0.¢1023 v
root root 80-s80:¢c0.¢1023 *
secadm secadm_u $0-s0:¢0.¢1023 2
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— AP AT LA N2 A, ABAE R — B2 gV E A e — A, W RLIE
o g B T H semanage ¥l A\ semanage user -a -R mgr_r -R charlie_r -P user

charlie u KB &— AN LIAE N A 4 mgr r F1 charlie r [f) 224255 0& I F' charlie u.

AL semanage user -1 FATEE, WF K-

#semanage user -1
Frid MLS/ MLS/

SELinux FH /'  #i4%  MCS 2l MCS il  SELinux fif{f%

auditadm_u audadm s0 $0-s0:¢0.c1023  auditadm _r
guest_u user sO sO guest r
root sysadm sO $0-s0:¢0.c1023 sysadm_r
secadm u secadm sO s0-s0:¢c0.c1023 secadm r

AU — BB LS, TSP @R, BARKIUT %6 #R 2
10 T R P S 2R N 5 A 1) S AR AR 3 1 o PR U SR ik A T
8.2.3.3.4. U I &

ARG A u D FEREEAAR L 7R, 2 R DUl I

semanage port -a -t vac_port_t -p udp 222

KA I — AR 1 2R 3
Al semanage port -1 BT & A, W R

#semanage port -1

SELinux %f [ 2878 7r Uity [ 45
afs3 callback port t tep 7001

afs3 callback port t udp 7001

afs_bos_port _t udp 7007

afs fs port t tep 2040

afs fs port t udp 7000, 7005
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afs ka port t udp 7004

8.2.4. =R IHLH]

AP AL RGAET R A R G MEER I F B, RER R RIS, K
R = T RG] A 5] A

FEERIHEARR, LG L BRI root MALREIEAT RIS, 415K
root(uid=0). secadm(uid=600) A1 auditadm(uid=700)73 HI1E NFELRFH 7 16 B 4 A1,
EATTS SRR selinux =AU LA BRI —AN AT, WTIRFERRGH T &40
U RGN R, BB =AU L B .

RN SLRGERT linux BUE HL S S VAENLHI 09, B0 o Thak 3 2
TR RAE GEYAIER L T SR =B ST P S 0 B % 5 . =R Gl AL 4t
linux FH P 5 43 % BIALEIFIAE R G2 S o] LLAIA R R R 756 00F 7 AT S
Ll XERGREITENIFE, HRFEA 2R E R
8.2.4.1. IifiE

ARG RE LS W4

1. SEIN N—A™ UID 2y 0 FIEE R H 7 AT A 1 = AN B 53 P 16 5 i DE
Thie, EANIE RGEE L FFAHE Bk RGN P SO UIHS5 BT vl BB K B it
BRUI B O, R AR =RCR Goxd Fofh AR 2 53 P 2B .

2 SEIAE R IR D) 2 B BT, T DA AN ) A B D3 F8 R AN [H] ¥ SELinux
B

PR B AT R, A =R GA BRI B R G0 14 5 5 0 %5 R
Gt AR HL G P M BTE BB, R ARG RS =ANE R A B R,
SO AT J At FH P 3 B 1
8.2.4.2. /~Hl

HERAGEH AR “HXEFINEE” . e RGP RE ARG EH AR
KRG AT 7 XE I M= RGM 2 ARE N strict BN . RGE LR
RS R, s SRR T > TR . RGUE EL A AT LRI 5 X G
BRES . AL WM IO AT A SE B A A X G R I AR R
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8.243. =MH it
RE2=HAFP MLY%
AP e BV
reboot REE G
init HHRRIE TR
ifconfig ) 2% 2 11 2
rpm AR HAREMBRRA T HEs ) .
useradd NI P W: useradd abe
passwd BECE @ %, Ul passwd abe
userdel MR 7. 4n: userdel -r abe
insmod A
rmmod M R AR R
iptables B K KA G
R4 e B R G [A] (PC & X 25 1) 18] FH 21 ntpd ik
system-config-date
B S HEBEAERVREATIHIT) .
Al system-config-keyboard | #8 AL E
system-config-language HEAE.
system-config-network K] 28 T 5 T 2 o
system-config-network-cmd
system-config-network-tui
system-config-printer FTENLACE
system-config-printer-applet
BARNCE (P R IR S I B 75 D)4 3
o VR FHEAT) .
mount oy X HA
baobab WAL AT TR
A setenforce T J5 AN 54 B selinux [958 il A6 2
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i
e

o

. setenforce 1 JT ) o4l (3L
B GLES RT AT
setenforce 0 %A (H
A ZAEH A RRPAT)

checkpolicy

o T 5 B W ST A G 3 AR i ) SR S
% ST R BT AR SC A R iR
policy src t Z8AY,

U1 :  checkpolicy -M policy.conf -o

policy.24

load policy

un: load policy -bq(HR 55 78 ) 5 ¥ N AZ H 1)
GRS, PREFE 24 ETH Boolean 1H .

chcon

BSOSO e 1 22 42 B R ST, s

chcon -t bin_t filename

chcat

A& 24 SO AN SO e B UK . i : cheat
s0:¢c0.c255 filename

fixfiles

wWaBE Hw4ae R, . fixfiles -F

restore filename

setfiles

IGEASAFARIE, BB FR I IERf 1
: setfiles
/etc/selinux/targeted/contexts/files/file_conte

xts /

restorecon

LN E S o

4l restorecon -r filename

sémanage

SELinux &2 T Hy 4
Ul: semanage user -1
semanage login -1

semanage user -m -R secadm r
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secadm_u

semodule

¥ SELinux HRIEAHL,
: semodule -1

semodule -1 modulename

setsebool

&4 SELinux [ bool {ERAZ USRI -

ul: setsebool xdm_sysadm login=1

audit2allow

SR I R A S LS I Fe R . G-
audit2allow -a

audit2allow -i /var/log/dmesg

audit2why

AR 7 I R 15 268 B0 o A5 S B R R 4 1
JEA .
l: audit2why < /var/log/audit/audit.log

B
:i-/

aureport

i
e

o

AR e 5 B gt & %%, ave, pid,
file, event, config ZFARZ1(5 E -
Ul: aureport -au

aureport -a

aureport -p

ausearch

PRSP RER.
Un: ausearch -gi 0

auditd

JA ST IRSS
4. auditd -s enable

auditctl

RRIRSIRES, WA G .

1: auditetl -s

audispd

TR RS
n: audispd

8.2.4.4. A 5xkMH

KRR 75 O R =P AL A T fg
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1) YT Tk ar & IF 8 =B L% 2T ke
security-switch --set strict

2) HEARS, (B
3) Jid security-switch --get fir A E 2 BT E SUG IG5 22 AnRaS e =AUy
SRR, fr T

security-switch --get

BN AL EPONE R

R 2 A 2 ) strict

LA | HHPIRAS | BRUVIRES
SELinux J& H (Enforcing) J& FH (Enforcing)
=B AL Ja JEH
PATHE J& Fi(Normal) J& F(Normal)

K Ve FoAth 22 A 2T DL SR P = A7 3L 2 4 Dl g -
security-switch --set default

8.2.5. B RETIRKELE
8.2.5.1. H17 UID ME—1%

BAE RGP P B AR CRFRUID) AN R, — B
it UID FIWoss B P, % 1560 UID fEH P aldEN < 3 i,
A AYE QI P B T sl B B R B A 1 UID, % UID W] LU SRR A 4 A ik
1. MATHRESEAS P UID et &, #REREMRIER G A m AN
7 UID 274 H R ge A — X

RS CEAFAE kylin 1 /7, HiZH P~ M UID (At a5 4: id  kylin_1
#F kylin 1 I P uid) R kylin_ 1-UID, #4700 F #4E:

1.root MR H /7 kylin_1
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#userdel kylin_1
2.root B % kylin 2 A/ H8 € uid A kylin_1-UID
#adduser kylin 2 —u kylin_1-UID
A UID ME—PERT A, WD kylin_ 2 FH P BRAE AT DL s 1 DhRefd
AR 2 P ERER R, $27R: “adduser: TR ID” F(E &
8.2.5.2. AV H
security-switch & R4A Mt — M T 2R ERN TA, @i TEH#T
R 3 Fhiz e D) e

® default #30: 3 H R4 kysec Z4HLil;

o

® strict #55X: J5 H kysec. selinux. —A4337, H. selinux S ukmes HH;
® custom 10 FH ' H E 22
8.2.5.2.1. default =
WHE default
Lkylin 3% R4, $AT:

$sudo security-switch --set default

2HBRS

BEARE
TR | HHPIRES | BOIRES
PATFEE F(Normal) J& Fi(Normal)

8.2.5.2.2. strict Fz{
B E strict R
Lkylin &% 8%, $47:
#sudo security-switch --set strict
(ORJ5 43 5% & root,secadm,auditadm =N PR 51 FH S (2505
2.HJ7 ARG
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TAEHR | HHPRA | BRUVIRES
SELinux J& F (Enforcing) J& F (Enforcing)
=By SL J5 H Ja H
PHAT 5 J& F (Normal) JA H (Normal)
8.2.5.2.3. HE I
wE H 2 ER

Lkylin 8RR 4%8, BEHEXZEHE, U5 selinux % 4L
#sudo security-switch --set custom —list selinux
2.HE RS
BARE

gyt | GRS | BOMRES

SELinux J& F (Enforcing) /& F(Enforcing)
8.2.5.3. HHiF RGAFRE R

BT R A d T R ThEE, BUBHEIE RGRE =AU LB, LI R
SR, BT R S vF e T B 0L B o T R S5 A IS BRI o R AE R R
I RGBSR, I TR R LH], H T IRSS A, S iHIR
K ESNER, FORE RS IEHIZAT: BB SU I8 i & 2 R AR, FREIR
i B GOl SU iy 24T auditetl S THEFL TR . RIS, IR0 T A E S5
BTN B I P AN IS =AU ST P B T S T A

B RGRR T EAE RSN strict BRI A ST R, Ao
IR R A I H I RS AT IF IR (systemet]l statsu auditd)
8.2.5.3.1. BRI

PP ERE, TR S5E, WarsEirHETEEEmt. #HitH&

BAESEMRA, WE. HP . FARI S S S ERIERIIREE, W.
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Authentication Report

#date time acct host term exe success event

2020 £ 02 A 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.2.5.3.2. {7 NIt
AN TS, P AT A S R G T
B ks uid 2y 600 B ERINAT N EE TR .
L THE B RN THRU, X uid=600 HIH] 47 b4 o it
#auditctl -a exit,always -S all -F uid=600
2. ZAEH APATERAE:
#cat /etc/uid_list
3. IHE A DA uid AT HIME R AR
#ausearch -ui 600 | grep uid_list
BRI PTAEAE R T H S &R R AP IR 2 B THE R .
8.2.53.3. IS it
B K-S 80, MIFR Cuseradd. passwd. userdel) 54T NHESSHE R 45
Bt
AU, (EF R R i@ Saureport -m ] DL A B K S R )
H.
1.root Al —ANFH /.
#useradd testuser
2.root &2 FH 7 Z5 h
#passwd testuser
3.root Ml & I -

#userdel testuser
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8.2.53.4. Mk, HxMLH it
ASINSCAE HSMEAE, ARRIX PR H SRR 2 R G it

171E kylin F 7 QU2 i /tmp/file]l SCHE M /tmp/test.dir H 5%
LA EHAGERK ARG, IE TN
$auditctl -w /tmp/filel -k file
$auditctl —w /tmp/test.dir —k test_dir
2 kylin Fi F* cat &G /tmp/filel ST
3.kylin AP rm MR /tmp/filel 3044
4 kylin F F Xt /tmp/test.dir AT 524 4F
5.kylin F J* X} /tmp/test.dir 347 5 #AE
6. HIHEH R ERRGE, MERADIR 1 b tHRL .
$auditctl -W /tmp/filel -k file
$auditctl —W /tmp/test.dir —k test_dir
ZN/LUNE
ARG, BB 2. 3. 4. 5 S0 T SU R H SR IR S e
HEHAIL: BER 6 MR & AN FESoAH RER A o 1 H
8.2.5.3.5. MMIMCE
USINHRER R J5 T LLHERR FE E B8 THE R
8.2.5.3.6. Hiit HELRY"
RAE SR A AT UAEHTHE.
8.2.5.3.7. it H &k
T H SRR E R R ER, S8 W il B i B e 5k
T TL A VT RO B S ete/audit/auditd.conf BEAT T 3 G
ENUE
1. & 11 % 2 7 9% 35 /etc/audit/auditd.conf 3L, f# max log file=1,
num_logs =3 B HE X5 Ky IMB, & XN 3
2. H THE B A R IS5
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#systemctl restart auditd
3. F THE B AN ER R,
$auditctl -a exit,always -S all -Fsys
4. 25 R SAT R ERAE, MEAEREHE
$find /
5.0 THE B B 9 UH H B SCHE NS E
$1s -1h /var/log/audit
ZWIRS BE, RAHIIHESR: auditlog. auditlog.l. auditlog.2, FHH
audit.log.1. audit.log.2 XA RK/NA IM 4.
8.2.5.3.8. il H & BI{H &k
25 T ERER O REAL 2 18] CLRTA R RIS, A w THRE H SR MR . X T 1A 1)
WIRE R BE, #2877 F 31 % /etc/audit/auditd.conf
il AR RS H G X E RN 50G, 430G B AT R EE, Y
H ARG HE S H 20G BB <A %1 H &4
1.8 T 2R 0 4 45 /ete/audit/auditd.conf SCAF, fi# space 1eft=30000, EJH
EWLEL A A B E N 30G; space_left_action=SYSLOG, Ef[mHEHEA
—AAREH A, (AR 2 18] FRE ARSI 6 2 g8 5k B H RS A 2 ) 1
5E)
2.8 THE Y B S IRy
#systemctl restart auditd

A2 5, AR HEEEFEREENT 30G, Wt HEFR A% 1HH &

8.2.5.4. L Fr e ANLHIH 11 H L5
H A7 &8 tH R 5 AR RGP A A B 2 EHLH T e B A FE R 8 1 H &
EyiN

 kysec K H T HE RN

type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
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old_status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC_AVC  msg=audit(1502886638.943:132300): denied

{ execute } for pid=15325 comm="bash' name=/secadm/ls' ssid=0x01

0sid=0x00 loginuid=0 session=4294967295 kysec_status=4

id=1502886638.943:132300
8.3. Bl & EHE T H-Z&H 0

Gt — R T L 2 A AESL KYSEC WO BE T 5, 3RO R G 2e 4l
M ORI BCE . BRG] S PAT R AN B9 S5 D RE, IRFR RGBT R
1) 2 AR E

QAR ZANE L WSRO RIS R SE DI Re T — 1k, 41
TrbE RGBT 224

GANE: AL ERS . WS “eMN%. Ramy. RAH T &
GUE . IR SRR R - MR Y. BRERRAL . KPP BUE . R
Gt RGYET . RS Z RS b, &R R %
ZaRa,

MR S pt 2R 40 I P R A o AR 2 AR B e AL, SEEGE R G 1
G—E, RITRGK T Z2YHEE 1, A R0 155 8

WZ& PR SRt FH BRI I D RE, SEI B9 R AN N 2847 9, BEIWT 3
AN R HE R SIS SN, TR ST ) A .

I SR AN R P HAT IS DI RS, BHIEARFNAA: . SRR P % S
17, BRARDHELT, RERFBITHER 22 5.

RIFHBTA: SR BEERR DT RSt AR BT B A SO T L Th e, R R4St
B SO SE B, BH AL R G0 B N AR 55 7 R BT

HHNRFIESE CRIMBEZ 2T O P FID) .
8.4. BARBESCA- R FE

RELRBE ST A DR AP A 2 B T AR B B B AL A B0 ORFP T, 3R P TR 40 B

BRI RIThRE, ORI, SO SO BRI SR, R
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e FH P Hidis 2 4

HAAW MR A

ZEPIY . SR IR B B R DAL AR E RBCRR A5 ], O B A
o

TAEME: SR - EREIE AL, B AT
LA, BEUSWE L BUR M SRR I AZ D= TR R

FE VR SCRAREE BRSO B BA AR N Sk, RENE T
AEAN TR 22 2 S5 4 1A T N 3 ¢

A A SCRFORIP AR RRCAR e LA, P TH & R TE IR A, ORI H
FRE Z A KA ER

fR M. CRANEHEMSE, LOlg 838, @R, 5T L
Fo

FEMARIESH GRS RIP R P .

FEILE FAQ

9.1. AW ik
FRAIEN “nkvers” A EIAI &), HHE BEUNRAER, W RFR
(e ACAE Bk DS badi b o, X i hE%) .

#nkvers

HittHHHHHH#H#Kylin Linux Version #HHHHHHHHHEHHH
Release:

Kylin Linux Advanced Server release V10

Kernel:

4.19.90-49.0.v2207.ky10.aarch64

Build:

Kylin Linux Advanced Server release V10-GFB-arm64-050/20230731

R R R
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9.2. FARERTT L

BT RZ BT E TR BEAW ARG T e R vk, T LMEH fe-list 74
BEATEM, WEOR ARG % T B R AT .

yum install -y fontconfig mkfontscale

HAT fe-list 2B B Z2E R TR, B R BA SR AR S, 7] LK
CEZ R AR Ctf, otf Z5) N\ /ust/share/fonts/ H 3% K, R Ja{F U a4
AL TR BIME BT PR 22 %

cd /usr/share/fonts/

mkfontscale

mkfontdir

fc-cache
FARGIETE R 2 G fo-list BF ZHEARGEE, BE AL H LRI,
9.3. HAIAfE EEWH

{8 tpm -pqi 4, AL HAIEMLE .
[root@localhost S[H] J#rpm -pqi tigervne-1.10.1-3.p02.ky10.x86_64.rpm

Name : tigervnc
Version : 1.10.1
Release : 3.p02.ky10

Architecture: x86 64
Install Date: (not installed)

Group : Unspecified

Size : 882530

License : GPLv2+

Signature  : RSA/SHAI1, 2020 5£ 12 H 06 H 2H#H 07 & 23 43 33 #,
Key ID 41f8aebe7a486d9f

Source RPM : tigervnc-1.10.1-3.p02.ky10.src.rpm
Build Date  :2020 4E 11 H 13 H E¥IT 15 5 40 4> 20 b
Build Host : localhost.localdomain

Packager : Kylin Linux
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Vendor : KylinSoft
URL : http://www.tigervnc.com
Summary : A TigerVNC remote display system
Description :

This package provides client for Virtual Network Computing (VNC), with
which

you can access any other desktops running a VNC server.

9.4. BERRGHER
5 1 rpm -Kv+E144 7] AES i) 0 2 S e, R #N “OK”

[root@localhost [ J#rpm -Kv tigervne-1.10.1-3.p02.ky10.x86_64.rpm

tigervnc-1.10.1-3.p02.ky10.x86_64.rpm:
3k V3 RSA/SHA1 Signature, %4 1D 7a486d9f: OK
3k SHA256 digest: OK
3k SHA1 digest: OK
Payload SHA256 digest: OK

V3 RSA/SHALI Signature, %% ID 7a486d9f: OK

MDS5 digest: OK
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