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SRR BB T 25 B4R F B 46 V0 FIVE . e, MU, KRS i
Y. BEMRSEE £ CPU . A E B [0 R G TS AR AR A B, Ak
T o B VR R A, A T R BB TR A AR S B T

& mm.

KT 4 RIS BRGS0 AT 15 S B 2R R C
PU - &5 S KR F R A s AL LE R AR T AT B V2 5 s AT R S LU B
BT 252 A, i AR BB 5 R 5 B4R R 45 V10 7 Bk CPU & 1525
R TR 125 A

B—E EERGRE

R T IEAN RGUE BALSS, EEARCE . HIAR A E . H A
A E DL B -

1.1. REGHXAEHTE

ZRGUH X I B 4R RGN P S RS S PG B S A R G B
SCARFEI G ATEIE FH - ST B S AT A . X L8 B W] DUIE & H/ete/locale.
conf At B A B f FH localectl #p4>. MAh, AT LLFE P EE S RPATAE S
THEIE S H 2R T
L11. BEARSHMKX

ARG IX L B S A /ete/locale.conf, 1E RS A I 5] 5 systemd 5F47 3L .
XA O B S AT AR B — AN IR 55 5 P 4k 7, B R 9% 8 P el s e ie &
A BIANTEF O TEE, HIX AR E K /ete/locale SCAFIIELE N AW :

LANG=de DE.UTF- 8
LC_MESSAGES=C

LC_MESSAGES &Ik 8 T 12 Wil B B ks s B SC AR . FoAth e 11 B
MAEERE 1-1 fEFTR.

R 1-1 fE/etc/locale.conf 44 A EL B IR

R ik

LANG PHE R GErt X ) BRIAE
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ER7DIEARE
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LC_COLLATE S8 XOZFR I I HE 7 A0 LR

LC_CTYPE T 55 A 75 b B, #%%ﬁ?ﬁm&ﬁﬁﬁ
AFEFRRIY, FRRRFEREZ T, WA,
R EEN— MR E.

LC_NUMERIC JEB7 T otk X

LC_TIME i ) 0 H A% 2

LC_MESSAGES PoNE RIES .

1111, BoRMAThcE
Localect] iy 7] Tl B8 S A MBS AR R, SoaMpiic®E, 7RI T

i

# localectl status

1.1.1.2. E/xn] HHb X 515%
o A X ) 2w a0 R

# localectl list-locales | grep en

1.1.1.3. B EHX
BLE R ERAHIX, FFELL root FH P G117

# localectl set-locale LANG=zh CN.utf8

FH P a] DA B & A 3 X AR s 55 AR locale, I localectl list-locales
g IEAHX .
1.1.2. REERHEMR

A AT R O B R TR SR | & AR A P S B S A R R
1.1.2.1. BoRHATRcE

Localectl #r 4 ] H T HC B 1E S M IRAERAT R B 4uiiE, vHm T

E

# localectl status

1.1.2.2. Eoxv] HBEEAG R R
TR Al X H R AR W a4

# localectl list-keymaps | grep cz
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1.1.2.3. Ao &g
LB RFEBONEEA R, 752 L root P 431217

# localectl set-keymap map

F P AT ARG B & B AT R bR~ 77 LK map, AT localectl list-key
maps fo R IE G WA R . %620 R T ECE X11 & H R A AL ks, (|
{8 H--no-convert ZE ()i WA AER . FEFERATH— T a4 S MEtE X11 & 1K)
BEAAT)R -

# localectl set-x11-keymap cn

WA A X1 & Dy 47T & m R B AT /AN —FE, wT DUE R~ 4y

# localectl --no-convert set-x11-keymap map

1.1.3. HABEIRE
HAth B e B RS X FEEAL AR 5 1 N R 0] DLS 2% 2 35t . R iE v 2%
1.5 SRR E AT A 3.1 F .

1.2. HAMERIRE

BERG X 73 LA AN X
> SEEFESE] (RTC), @ ERNPIEIRN B0, & nl IS T RG2S R0IRES T
I, FEFHLRHUE LT AT
> RGUNIA], A FET SN I R ) B R R G N AR RS R (R 25 R G
BB NG RGN A5, ZRGER A AT T S I [R] E AT THI
RGN A E F LR R — B F g — I A (UTC), H TR ARG AR X,
A IS ()l 2 FH P BT AE IR X () 3 S [A]
BE R T =Fhan SATH )& T A, timedatectl. date A1 hwclock. LA
TR AN BEAN THBEH .
1.2.1. Timedatectl T £ FH i 8H
1.2.1.1. o =T H AN [E)
2 timedatectl A] LAY 7S 24 Hil SR G (BRI &5 0 P BRI B) S L TE4EAE B . dn
Nl A A B NTP B 8h [ 25 1 R Gi i [A]

# timedatectl
AR chrony 5% ntpd RS- IRAE A2 E D)@ A timedatectl T H, 4088 Z
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KYLIN

IRSHIBCEE S, IHHITUL T
# systemctl restart system-timedated.service

1.2.1.2. ZZ 5 245 [A]
P root F iz 47 LA T fim 4 ) DIME S 2 /B (8] «

# timedatectl set-time HH: MM: SS

Horp HH AR /DI, MM AR M8, SS REM L, TR R, XA
A [FIE AT LLSE BT R GUS (R A RIS [A], RORZRAL T date --set A1 hwelock --systoh

c e

ARG EABTRIEC & 3T UTC, a0 548 3L T A M (8] R AC & R Gehtia), 752
L root FH 11247 BA F 1B 24

# timedatect]l set-local-rtc boolean

R T AR R, 75 EOKf boolean L E N yes (BL#E y, true, tEF#E 1),
WRAEA UTC BFE], 22K boolean FLE N no (BiF# n, false, fELH 0). RS
XA boolean N no.
1.2.1.3. A2 5 247 H 1

A root FH FHig AT LA T A4 AT MBS 1T H -

# timedatectl set-time YYYY- MM- DD

HYYYY fURFEG, & 4 f8cor; MM ARG, FAECoR; DD
RERH, TWARR. WRICTH ERCE R, AT 7s L a2, =T

# timedatectl set-time ' 2020- 02-17 23:26:00'

1.2.1.4. B5HF X
AT LU R a4 1] DL R Y BT X

# timedatectl list-timezones
A root FH 32 AT LAF i 2 A LME B84 AT I [X .
# timedatectl set-timezone time zone
BT DRI -

# timedatectl list-timezones | grep Europe
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1.2.1.5. [AI20 R G5 5 R I 5% 2 ik (1]
LA root F P AT LA A& W LU R /48 it (8] [5) 28 ik 55«
# timedatectl set-ntp boolean
Ja F 525 H 75 2200 & boolean {H N yes B3 no. #lUn75 E Hsh[E)0— N n s
I T AR S5 a4, AT ASRAT — Hfim 4
# timedatectl set-ntp yes
1.2.2. Date T B FH {83
1.2.2.1. fos =0 H YA A]
T4 date AT LU R B AT RGN (A). P IX . HIISEE R . IFAT DUEE Z4--ut
¢ SR HTI XA 38 “format AR s AT KA 4 2 IRAS o W I K format 15 B

.
¥ 1-2 SENE

¥ HiiR

%H DA HH & 20 H 241 /N
%M LA MM #6 3 H 241175
%S LA SS 4% 2t 24 T 0 4L
%d L DD #% 2 H 24 i H
%m LA MM #2411 H 6y
%Y PAYYYY #% 250 i a4
%Z TR X, #ian C EST
%F PLYYYY-MM-DD #g it 450 H B, S T2 8%Y- %m- %d
%T LA HH:MM:SS #% 2t a0 e, 540 T28%H: %M: %S

NG U

# date

Mon Feb 17 17: 30: 24 CEST 2020
# date --utc

Mon Feb 17 15: 30: 34 UTC 2020
# date + "%Y-%m-%d%H%M"

2020- 02- 17 17: 30
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1.2.2.2. AZ 5 24 Hi7H}E]
PL root FH iz 4T AT fin A ] DB M BT ES (8] -

# date --set HH:MM:SS

Hor HH AR /AN, MM AR5, SSAREKFE, HFTMARR. XA
2[RI AT DU B R Gt (B AN BRI 18], R ZRALT hwelock --systohe T4
ARG BRI BT & 3 T AU 8], an AT UTC B[R] RAC & R4 (1],
T LA root FH 12T L R in B
# date --set HH:MM:SS --utc

1.2.2.3. AF 5 45T H B
P root F P i24T P N an4m] DM/ H #:
# date --set YYYY-MM-DD
HAYYYY RREFEM, 7 4 MEHFER; MM AREH D, FHAEEERR; DD
REHY, FWA LR, WREFEREN R, 77 Ik ERESE, R~
# date --set 2020-02-20 23:26:00
1.2.3. hweclock T E{&F i BH
1.2.3.1. 7R 27 H A [E]

#ir% hwelock 7 LLE /R /T R4 1E] . BFIX . HEAZHER .. Jhnl DL S5
--utc Y--localtime ‘&7~ 477 UTC B X I [R] U AS M bt (6] o 70l an s -

)

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0.329272 seconds

1.2.3.2. AR5 247 H $AF1HS [A]
PL root F P IZ 4T LA R A4 m) D& B8 Hi B (] -

#hwelock --set --date '"dd mmm yyyy HH: MM"

Hrh dd ARER H 1 HH AR/, MM ARER 341, SS AREMDEL, WREMAIR
N Mmm AR, DA SR =AL BRI SRR, yyyy FEF4, CLUAIEL
FRINo XN IHIE S H--utc Bi—Ilocaltime [X 73 it & 4 H) UTC s [X A 8] FA
HU B[]

£ UTC I [BRECE RSEN R, 75 220L root F FHigAT LA T an 1224, 7~
L1l

i
—
(@]
=4
~
N
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—
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# hwclock --set --date "20 Feb 2020 21:17" --utc
1.2.3.3. [E ARG 5@k 5 250 18]
P root F iz AT A T & [E) 2D FE R [A] «

# hwclock --systohc

1.3. MLV HACE

1.3.1. BEFHEMEIRE (ARM F X86)
R INARERY > [RG LAY > [RE), siE®PFeFE=EA LM [HE]

SR Ok R MR DB Y @il A L&D i, g3 [ ],
BEN B AL W 2% i B 51

wE e

Q
B s

Ak +
a s

a e 100 Mb/F» e ANE
307 "
X R
VPN +

© w T abThAE
BES e
W

it =
= B P4 R38R % 2% ]

LU

Ce i

o i >

i IR IIEYEN >

A 1-1 MEE B E

P& e B ST I dE: A ZER. VPN M2 ACE R 5545 .
B AREERRE
ALIERLBCE, WATHLMKITIT. KRABE, RERINKHA . FL

PIZEHEC, ARG “FEHELE. “Bn 7. “Ipvd”. “IPve”. “z4a” WH.
WP VRIS S, Wi E M HNERE, Wk, oA Xt

HAMH AT 7 BOAA LR “IRE1E S BRI 7. REEEMEHT, & Bt

fRdlk; BOE MG RoR: BERGHAL . IPv4 Huhil. IPve Hbdik. REfFHbHE. ER
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ER701EARE
KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

. DNS 2= 5.,

(o FEq FH Pl o)

(o MBI 2 2 e

HEH(C H
FHER Sy P4 IPve IR
48:5B:39:61:81:0D
Y &K
[ AghiEsEm)

M e

B 1-2 MERE-FL-HAEE (REMNSHD

10 1.30.254

DNS

R REFA =17

o WA 3 H e

[ & Heth i P m] o)

HLH© Hik
FHER S IPva  IPve %4
L 100 Mb/k
IPv4 il 10.1.30.157
IPvE Hi bl fe80::f553:a0f6:1617:61b7
Ll 48:5B:39:61:81:0D

B 1-3 MERE-AL-FHAREE (REMNEE)

WP Gty S, AR AER AR MAC HUEA T hE, Rt

T MTU & H .
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1 R LI 5 R 5 B B R 5 V10 RGBT

| HGH© &

HHER B IPva IPvé 224

“ RN | enplsO
MAC Hifl | 48:5B:39:61:81:0D (enpls0) -
LR G

MTU | Az}

B 1-4 M%ECE-HL&-S170

Bt B 1Pv4. IPv6 Hilik Al i3 “1Pv4” F1“IPv6 3L T 7, “ 247 FERLE 802.1X
A, AR ANET R 4. BB,

| HGH©O HE

EFE St Pvde IPve &%

IPv6 EE: 77 2.(6) (OREE + (O A, {¢ DHCP
O (AHHERS QO Fa
O &H

o
T T T T T o

[ S e 2 £ |- e e P b (0

B 1-5 MK E-HL&-IPv6
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HUH(C) B

RMIEE B P Pve | %R

821X L 4thS) | | %M

B 1-6 MERE-AFR-ZE
E VPN
i B AHLE VPN, R,

HGH G #in VPN

A IPseciyVPN
ELFIPSec VPN FIKEV L il

IS EINE

Bl 1-7 M ECE-VPN

B MERERE
B BANL AR R 5525, BRIANEEH . AIRcE NES). Faih.

POl £ 178 R 55 =% X

() Hah
() Fzh

(o) 221

B 1-8 MZHCE -4 R &5 2%
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R iR IR 55 2 R A R GE V0 R HE 2 T

ER7OIEARR
KYLIN
PSR AT R 5 58 x P TEIR %28 x
® Hah O @z
OFFh o) Fzlf
O =H O 2
FLEL URL (C)
HTTP 3080 - <+
EATILALE URL, A FRo R R h
AR AR s, AR
HTTPS 0 +
FTP 0 +
50CKS 0 +

il | localhost, 127.0.0.0/8, ::1

B 1-9 ML E-MERERSS (B3IMF3)

N S E IPv4 2% BT B .
1.3.1.1. ZAEE 1IPv4 2%
EE INHER] > [R5 L HE] >

(&) sFiEFbmA LA [RE]

PR IR NSRS DB Y %l #EA L&D ol 3 [ ],
BENEIEAC SR E A . middy CiAsedZ4l] > [1Pv4], #&$F [ H3(DHCP)],

sl CMHTY, s

() oz o |- f s e 4O

HLH(C Hek

WA S 4 IPvd  IPv6é 4

IPva R R4 o) 2l (DHCP) (O A
O F3 Oz

B EE

]

Bl 1-10 ZIEMLEECE
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1 R LI 5 R 5 B B R 5 V10 RGBT

KYLIN

1.3.1.2. Fa& ML E

i INHERY > [RGTHRY > [RE]) siFEEErsa BA [RE]
A AR T DREY %l #EA LRE]Y i, ki (],
BENETAL NS LB . sl [ise e ] > [1Pv4), %485 [F3) ), 7E address
FLIHE R IP Mok, RS, WOCELA DNS, sidi [NMH .

HGH(©) HE

A . i IPv4 IPv6 e

IPva 35 75 2 (4) O Bz (DHCP) O (AR HGES
® F3 O % H
Ho bk
355.955.255.0) 10.1.30.254 o
(<]
DNS A2
| |
B fi3)
[ x]

(1 izl 55 |- fvg il i FE A 2O

Bl 1-11 BAEMKRE
1.3.2. ERAEMSEEE (MIPS)
R INARTY > [RAETAE] > [RE), s@EEEfasa b [HE]
SR R NI A DRE]Y 4. A DRE]Y JH, &8 [N],
HE B AL N 2% i B 7
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2 HRIRTIAIBE 15 PR 55 28 R AR R 8 V10 AR ATEFHE 5 A
KYLIN
2R E Q - x
N
[ = Do w9 [
[ES:E IR = W \‘H‘— juibst [IZEF
B
_ ___ .
O B == y
A FTEIHIL I g2
V
— I
A AR bR
E¥4 _
= & 5 (3
eiNs F 3H1F I ] il EE TN i b ThiE

B 1-12 MEEEERE

AL S R ELEE: A ZIER. VPN RIS AR %25 .

B FREZELE

FLIEERE, " THLMNEIATI . RARE, KGRI NKH. F4
MZc, BAREFE “FEAEE7. “=4a” “HHh7. “Ipvd”. “IPve”. WwE.

W “TRANERE S, RECEMERAT, SRRl IREMSES R
JN: BEESIEEE. IPv4 Hibk. IPv6 dulib. AERhhE. BROAEE . DNS 5 E.

HEk

x

Hitil E6:2E:96:26:E4:2C
R i M’[‘

B 1-13 MERE-FL-HHAREE (BEMEHED
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ER701EARE
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£k x
f1 100 Mb/fh
La
B IPv4 HiE 10.1.30.119
IPv4 [Pv6 Hill fe80::8d40:bd5e:542c:7cb3
IEv6 i Hikl 00:0B:2F:00:18:4E
M b FH 10.1.50.254

B 1-14 MERE-FL-HHARGE (REMNERE)

WP Ay S, AR AR AR MAC HUhE A SO Nk, ATt
17T MTU &, BOAERSE B ZNERIFR e T

Ak x
FEARA L
rns N | enp2s0
IPv4 MAC Hihl | E6:2E:96:26:E4:2C (enp0Os3fl) -
IPv6
i
MTU | B3l +

(]
4

A 1-15 WERE-FLR-G%

Fii & IPv4. IPv6 Hidl ] 3% “IPv4” F1“IPv6 L IH 7, “ 224 ” L E 802.1X
A, AR ANET R 4. BB,
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ER701EARE
KYLIN

& x
o | e o Bl
A Ak FEh -
IPva4
IPv6
i DNS Bl
MR 5
+
o
Mkl
GIE
C Hidy

B 1-16 MZEHECE-HZR-1Pv6

Hk x

802.1X & =1E(S) KH

B 1-17 MBRE-FL&-ZE

E VPN
it B ALK VPN, T RE.
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#h0 VPN x
IPsec based VPN
IPsec based VPN using IKEv1
LS S LES DI
HLH©

A 1-18 W4ZECE-VPN

B MERERE
B BANL AR R 55 2%, BRIAEEH . AIRCE NES). Faih.

< e S
2 VLA (enp0s3fl) @“E 2
&5 VLK (enp0s3f0)
(M) o -
i Realtek LA
@ g o
-
B 1-19 MEHE-M & ARS8
< & O
i VLA (enpOs3fl MEE K
% VUAH (enp0s3f0)
AiM | BE -

& Realtek Bk
AL URL (C)

o [

EAAL LA URL, 45 FIfol 54 CT (9 e L
A AR AR, AR

& 1-20 MK B-MEARFARS B E3)
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Ei}im R LI 5 R 5 B B R 5 V10 RGBT

. M -
&5 PLAR (enp0s3fL) b\ =
5 PLA (enpOs3f0)
M) -

& Realtek VLA

] HTTP {{EL 8080 —  +
= R
HTTPS 1L ] +
FTP L 0 :
Socks |4/ ] +
i 25 AT | locathost, 127.0.0.0/8, ::1

121 MERE-MERERE2F3)

N S E IPv4 2% R B .
1.3.2.1. ZAEE 1Pv4 2%
EFEINHERY > [RG TR > [RE]), siEkfFEbhismssa BA [HEIE]

SR DR P —A DERE]Y 4. #A DRE]Y T, %8 (M%),
HENETAL SR E . EFRERE ML, S [AFTE4] > [1Pv4],
%% [H3(DHCP))Y, A& [RHY, nF 5.

EE= x
T
o IPva 7 [
i Hok () DHCP) ~
IPv4
IPv6
QIR DNS Hzh
k%
+
B f13)

Hukl:

TR

Bl 1-22 FEMLEECE

1.3.2.2. MK EE

EHE IDNVHERF] > [RGLAEY > [RE]) s ERFFHA LA [HRE]
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ER701EARE
KYLIN

SRR R NI A DBeE Y #8. #EAN LRE] W, k3 (],
BENEA M KB E S . il 5424 ] -> [IPv4 ), 3k #% (53], £ address
PG LR P bk, TR, WSCBLR DNS, i VAT

a4k X
anfE L
0 IPv4 i |
Chiy Hi 4k (A) Fal -
IPvd
IPvE
i Hitik | 130,119
el fiEhd | 255.255.255.0
3 | 10.1.30.254
+
DNS i o Il
MR % &
+
c H Ay
K 1-23 BEMNERE
HLk x
ESHEEATN
s Bl | 10.1.30.119
By
[l fiEhs | 255.255.255.0
IPvé
i 10.1.30.254
+

DNS el -

4114114114

K 1-24 EZE DNS

% 21T T/ #3017



fx
R iR IR 55 2 R A R GE V0 R HE 2 T

ER7DIEARE
KYLIN

1.33. FR&mMEEE
1.33.1. B4R E

FTH %, AT eth0 A4, BCE SO ifefg-enpls0:

Y 5 SC A Jete/sysconfig/network-scripts/ifcfg-enp1s0, % B BOOTPROTO
dhcp:

[ root@@localhost network-scripts]# cat ifcfg-enplse
TYPE=Ethernet

PROXY METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

IPVvA FATLURE FATAL=no

IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6_DEFROUTE=yes

IPVE FAILURE FATAL=no

IPV6_ADDR_GEN MODE=stable-privacy
NAME=enpls@
UUID=1b862c69-0846b-47c5-9558-8f41et751237
DEVICE=enplsa

ONBOOT=yes

HWADDR=48:5B:39:61:81:8D

DN51=106.1.16.1

1.3.3.2. FRaSIAHCE -

FIF 2, LABI D eth0 95, Bc &SR ifefg-enplsO:

Y 45 SC A Jete/sysconfig/network-scripts/ifcfg-enpls0, % B BOOTPROTO
none, IHE IP. FMHEM. MK:

i
Do
@
=
~
A
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[ root@localhost network-scripts]# cat ifcfg-enpls@
TYPE=Ethernet

PROXY METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes

IPV4 FAILURE FATAlL=no

IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6_DEFROUTE=yes

IPVe FAILURE FATAL=no

IPV6 ADDR_GEN_MODE=stable-privacy
NAME=enpls#
UUID=1b862ch9-846b-47c5-9558-8t41et751237
DEVICE=enplsO

ONBOOT=yes

HWADDR=48:5B:39:61:81:8D
IPADDR=1©.1.30.157

PREFIX=24

GATEWAY=18.1.38.254

1.3.3.3. Fid'® DNS:

TP %0, 4wt%E/etc/resolv.conf, 1% B nameserver:

#IGenerated by NetworkManager

nameserver 10.1.10.1
1.4. APMAHLEE

H P EHE R ER . B0 AN ER A 7 A1 ZH 3
1.4.1. #HMFHF (ARM H X86)

=

G 1) F P LR B 1 25 L ARM R X86 424 9.

B E B, BUATA % root Fifl. BT RZHE B, sl
i i) CDNAER] — URB) — (AP AAREY 50 A B E XA .

i
[N}
o
=4
~
A

7/

wW
(e)
—
=



! é, R iR IR 55 2 R A R GE V0 R HE 2 T

ER701EARE
KYLIN

i ias ¢ B - B X
fbE WG e
B & FEY @ @l
I F N it TR HL i
BELESD: @ 15 A e A
flFie | dito)
1 IDw | i S Shell i
user TN user user fbin/bash fhome/user

B 1-2s P EHE (—)

Mt P AR EE, il DR BT XA, g B . ik
FEE. HEEMARERISH.

o U HWE: BRI EARERGL, THATBSA S es, B,
H g 58 3% shells

o KSES. BRI IR SR K v B ORI ALY, AN )
Jr NI TR RIAT . GERRBIUE A RS v ABUE - iK™, B IZ R P BN RSt

o HiES: T EESCE A ] EId— BN E] 5 g i R o,
WP fE I G 3,  ARJE £ SR A RS ) B A A B AT . P s R I R
., SR PHESCERS TR R EL BLRIK RS 2 0 R AT B2

o ARt RVFAFRRCEN N EEIEH, DU E HAMARLLZE I R4,
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ERTOIBARE
KYLIN
AprEgmE =\
SR SEEE AREDH)
B & B ®B @
B ERndasE Bt e LT fif b
fEdiEHo: | B2 i A

TP | it

ok MFID~ 8B & T3 Shell TH#
user 1HHW) user user /bin/bash /home/user
i) )i = s
HPBEW (KSR | HHELe AN |
ME#EN: user]
SR E: user
i (w) [ Horx
AT (m) @ | weon
E | fhomeluser
fak Shell (L): fbin/bash =

mHo || wmEw |

A 1-26 AREHE (2)

LA, A LAY #558. tnE PR aE Hta . el
HI BN AT T IR P A4 a4 SRR 2005 )\ F4T .

(APal 2EMEAS BOAKEH R home/ 744/, W] LIk
AR AR T . S (] kREEiZH .

HPERE - o x
B SEE e 1

B» & ®B B C [ )

b 1115 e 1 EF S =21 3 gz Rl b

MED EBO: ) a| |[mngese 7
ilFe | Ao P - o x '7 £l
s D EEE 24 2 mee ),

| ZHReF)
P %f
HfiASETS (m) : Hg
o Shell (L): fbin/bash e F
[ Bk H

EH=D): | fhome/
(4 i P R AR
O Fafee D (s) [ 1002 g
[ TR 1D () 1002 3

o || o)




RIS G O 2R 36 V10 AR I 5

1.4.2. HFHHFP (MIPS)

B 0 e AL B Y 2 A St MIPS Aty .

0 PR SR, S AEL oot BEAL. B M AL B PR R,
SR - (SRR - (RETA] - GEE] - URS), b mE
% A

< RF o S - X

B 1-28 HPEHE (—)
A UR81), B IAE G HEM AN S ER S50 5, 7] gnf & TS5
JoasinA

§ T  Ei PiA)-- |l &
---Il\u’;l\ yishuai
vy
CP 00008
HAERY) | ES
] B

B 1-29 HPEHE (2D
BEOSIEH P, @eUE S LERIAEP (A L) @4, B R Dk
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A SRS 5 0T 05 B R R V10 R I AT

Il AEANTBRNBAB R Ay, [IKPRE] v U EE
BOABURABRAE T PR . A2 CEFRS Y 7 BOAT k% “ Jl 7 MRS B s S 7 5l
“OUAE B, IR D N\

(4] 2BCEM T EAS BUAMEHRZ home/H 44/, fERTLAEL
AN P B X H 3. sy LAY REIEZM .

HLI(C) wmmAR TR
= bt L5
= | kylin1] S
1) kylind v B
This will be used to name your home folder and can’t be
g
(@) FoiF P T s i SR i)
O TAE 3 N
P .
il E S E)

B 1-30 RIEFHF

B PR

LEHEFEANDAAH P IEE, mf DR 152, WH PSR Pz AE 5,
AT LS F P B VEARAE B, T 7E A I

[0 P8R ] X orbmite P RS H G 7

ES ] SR EBRINE ST

[R5 ]) F P S mnd, pb i s i E .

[BOE B3] ik WoRiZ Bl — 05 5 RS E .
143. mATEE

R T S A A AT TR, 1S5 AN ORELE P R4
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Fi& 1-3 BRRWAT

IR

ik

id

S PR BE id

useradd,usermod,userdel

L . MR

Groupadd.groupmod,
aroupdel . B MR
gpasswd &4 /etc/group Bt B 14
pwek, grpck Hor 25 FH R 2 R SO A e
pwconv, pwuncony RESI IR R A
grpcony, grpuncony FF I AR T 5
1.4.3.1. VA P
BAERG LA

18 1 useradd 4R AN —MUE K K5 -

useradd <username>

fEH] passwd A4, AL FR IR AD AN EE A I ST K 45 LK 5 g«

passwd <username>

useradd [JAr AT IETAE RS 1-4 FHEAIH

=k 1-4 useradd f 1Tk

pi | %
-c comment FH P IR
-d home-dir FSRBURERIAR /home/username/ - H 5%
-e date ZHK S HS, #3:X08: YYYY-MM-DD

-f days

SR, WS PEE AT R RS CAHRE 1 0, IS
W 2L 2B . AR T-1, #EE, KSR ASEEERD

-g group-name | A BRINHRE I ZHBE A4 BUAHAE SRS (24 RFAE R 7€ T AUFLE)D

-G group-list

PR b S A ML A% B S0 (BRI BUANED (%1%,
BT RE AR $iE 5E I UAFAE)D

-m R AN

-M AEOEE F H ¥

-n ANEH A R N AL

. Gl —/> UID /hT 500 (AW 3 HRIRGK S
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2 HURTIBE B LR 25 BRI R V10 S RPER 5
by Ei:37

-p password fEH crypt N 1% 04

-s H PSR shell, ERINCH /bin/bash

-u uid M UID, g AU s, HKT 499

1.4.3.2. WNInZHEE:
B RGN, H groupadd 4

groupadd <group-name>

groupadd FIAF 2 ATIETIAE RS 1-5 HHEFIH
F¥ 1-5 groupadd #y447iE N
IR ik
-g gid AR GID, EBAURMFRR, HKT 499
T B/ T 500 1 R G4
LR OAAE, BHIFEREIR (HFEEASHE M. HIEE
T o-g Rl -f IR, (ERABECAAE, -g TS H 2N

1.4.4. HINE PR TE
NHE RN T LE A F RERCERS ) 280 L useradd juan 4 Ja IS«

1) fE/etc/passwd CAFFHHE T HK juan )—1T. X—ATHIHRF ST

a) BLUHF4 juan Hk.

b) EHFEA X", RN RGUE I BE R D .

¢) 500 2% 500 PA_LF) UID # . <Tﬁm%%%%$ﬁﬁ%%¢,m

0 LLFi) UID F1 GID #{REA% KRG,

d) 500 5 500 LA L GID #AIEE.

e) Aikf) GECOS & E# AT A

£ juan [WF HFBEN /home/juan/.

g)  ERIAM shell #i%°A /bin/bash.

2) 1£ /letc/shadow CHFHUHTE TH K juan B)—1T. X—ATHRFS0T:
a) BLUHF4 juan k.
b) HILE Jetc/shadow TAFH &M BN IS (1) BUEIK S .

o) WURFAINEREGAE N T o-p I, XA SR E A

% 35 W/ #3017



£
1 RIS G O 2R 36 V10 AR I 5

etc/shadow A HFZH P FIH— AT, ZEh0 815 B KA A

3) fE Jete/group SCHFHHTA T —ATH K juan HBFHESE . FH P AAHR
(P AE A5 P RN ZHBE Cuser private group) . fE /etc/group SCHFH
Hrms X — AT AW R
a) BELUAHMEY juan H k.
b) EHEERA A", RRRGEM RN .
c) GID 5%1% Jetc/passwd XAFH P juan 17H AR
4) {E Jetc/gshadow SCAFHUETAS AKX juan HBEH—1T. X—ATHIHF
RATR
a) BUAHEEY juan H k.
b) HILAE Jetc/gshadow SCAFHERSFEL N — IS (1) 28iF 14

i

) FEHEFBIIATH.
5) HTHF juan [HXWEEIELE /home/HRXZ Fo ZHZFNHF ju
an FZHEE juan Frf . EREEMBATRIRMCNAE P juan FrE. FrE
e PR A AR A
6) Jete/skel/H3x (HEENHPRE) WHSCH#E S 20 # 8 /ho
me/juan/ H 3 H1 .

X, REEHAFE T — AW juan IIHBINIKS . BEE, SRR

WAUE R passwd Ar 245K S W E — AN, EILA] DUACE B A BRI
1.5, ZREURFIX

RS E’J*X]KEﬁTI_JE'JKE%J FLLOE LT 38 7 R AT E O A
PR A BEBAT a4, SRR AT LB su 853 sudo Ay 23R A8 H B PR AL
15.1. Su4TLTH

F AL su g 20, 75 25 root 7 %545, Sk 5 ml LLIREX root 1)
JARIEE . — Bl su 28N, XA T E E#REIA root 7 #:4E .
FH T~ su A] LAFREX root 43R PR,  FHERNE SR B Al A P AR, P REAFAE—E %
A ] /R, R e AT LA I A 2R 3 2 wheel SRIFEATBR I DA root F P #UAT LA R dn 4

# usermod -G wheel username
K PO wheel A, w7 ARRHI R A XA 2ol UAE A su a2
Vil . B & su i PAM A] DA% % /etc/pam.d/su SCHF, S8 8 I BR#7- 75 R i A s
TR B B A B2 P 25
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#auth required pam_ wheel.so use uid

R RN B U ZHAE wheel P AT DLdEd su 15 1] AR
1.5.2. Sudo 42T H

Sudo 4 RV RGUE BE LI A 2 BT — BB A E ) root A S 4]
fEH P 3T sudo &I, TFESZULRATE S P %, SRJ5 LA root ALRIAT

A
T2

%ZIKEI/‘J sudo ﬁ?/ﬁ\ﬁﬂ—F:
#sudo command

Sudo M & H R K5, R TE/etc/sudoers SCAFHR#E 78 ¥F B9 H AT LABAT
TEABATTE TR shell R H AT sudo #54, TMAR root [ shell M. X EKE
fE 7 255 root [ shell FREE %25 1117 [n) (1) .

B sudo WhZiiE it g /ete/sudoers U, T H A A 01 H P A AT DUE LK
‘B, AUEH visudo . Z FrLME A visudo AR F, — 2 BRI IR
MHPFERESRE; 2B T —LMiEERE. U root &1 visudo 4T
THECE SO, BIALLT NA:

#juan ALL=(ALL)  ALL

X AE BB EAE juan B 7 0] DLDMEAT ENLER i sudo BATAE a2
FHIX 245 S Ui users F P 0] LA HE = ML 0] LB AT /sbin/shutdown - h now

%users localhost=/sbin/shutdown -h now

1.6. GB18030 X ¥ BH
RGBS LT, GB18030 [ 7 E € SIX FR BB FB i 4 LA R 244 15 F -

cjkuni-uming. jomolhari. paktype-naskh-basic. sil-abyssinica. ucs-miscfixed. ov

erpass. stix. vlgothic. wqy-zenhei. fangzheng-song/FZFSJW.TTF.
N EAE R P B XA, 1R LA RS MR, anfRER], BB
FMBE AT A IR A R SR .

FE YUM ZEME B

Yum /24T RPM WA AT 0B H A, B MIRE RS & Ha T & R
PM tJF H2ede, mILAESIAEERIIE R &R, JF H— k2 A s E 4,
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TAEB L —RIX T8 Zhs

FHP A LB . S I R R A 6 22 380, yum AT DA 5 rpm TR fR) 4286
Diee, FFrldid w2 AT EE . Yum 36 ] DATEE 1 AR AN B2 e f R
B rpm A, WATFA B CIRRE R EE AR

2.1. BEMAREAE

2.1.1. EEARKE
BEAGH LA T DL ] LBUT L R4, L X86
ﬂsz,‘/jﬂﬁl ZZD—F:

# yum check-update

ANCIRGEE
» PackageKi t

BAT AR

- w6M——ﬁ%#@ihMGm 2y A p
> LERENTEN
> neokyin A 2 R A B A it B R

iy AT LB A T T2 % kernel, yum A rpm ELAS B DK EATT AR
%%o
2.1.2. AZBMHE
Wmiﬁ~ﬁﬁ%$wm5ﬁ#@,#@ﬁﬁ%@%ﬁ&%%ﬁ@o
. TR A A

# yum update package name
T4 rpm Ly QLR EINTTiRe
#yum update rpm

bR AR
a) Loaded plugins: langpacks, product- id

WoR B AR A ) yum pl
ug-ins 15 &

b) rpm.x86 _6 4: HJ7 T E T EI I EAT A AT

¢) Yum BROANS BoRTH A EREARGEE, ROl gdE, Hw
PLFEAE ] yum g 2 RIS —y, WRZEFR T HIL Is this ok [y/d/N]:
HIN yeso FI d WIEEAT 300 T 2.

d) IR B R SR Rad 24 E, PR yum history Al
L EEVEMAIR .
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IR TR B AT, TR root I AT A4 :

# yum group update group name

2. HEETHRAF LA
IR T ETRAGHTA PR, Al AT PN iy %

# yum update

2.1.3. FIARGAES yum BEAK RS

Y RGAE T B LR Tk Vi 1) B 77 SFrIR S, mT UR] A B3 R 40 At
BUEAM yum JEIFHEAT TR . DRUTT

1. Bl RGCE R E R, L root F A HUAT:

# mkdir mount dir
2. KRG EIFNBEEHZEZHER, B root AT
# mount -o loop iso name mount dir

3. B RGEHHH media.repo X M H 5% U1 2 /etc/yum.repo s.d/H
ST

# cp mount dir/media.repo /etc/yum.repos.d/new.repo
4. Yw#E/etc/yum.repos.d/mew.repo it & SCAF LS I 5L 45 -
# baseurl=file://mount_dir
5. HB yum YEIFEATTHIL, LA root FH P HRAT
# yum update
6. THRMI )G, EIEARGCHEEE .
# umount mount_dir B{# rmdir mount_dir
WA A XA yum P37 22T, v LLLL root FH 7 IR SCA:

# rm /etc/yum.repos.d/new.repo

22. BEBMHAR

Yum $2 6t 7R BRI RGYAEEH TR, OFEAR. BEFEE. M
TR o
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22.1. RERHE
AT yum search iy % A IS R AL, 404G 2R AL & “meld”F“kompare”™
B, LhX86 “FE Rl T

# yum search meld kompare

WE yum K4 R B L, v LLE shell 4% B [ grep Bl 1E N ik 2HEAT
222, ZIRAIHIR
7R O R AT 22 B R AR 81 R AT ABAT DA T 4

# yum list all

TR AR AT O RN T 2 A A B T PLRAT PR i
# yum list glob expression...

7R abrt AHRBAF IR 60T
# yum list abrt-addon\* abrt-plugin\*

R BRI O R A R AR AT AT A T 2
# yum list installed glob expression...

B keb FIPTA C 2 R B AR T
# yum list installed "krb?-*"

R B R T I ] 2R BT A R W] PLSAT B R fir 2
# yum list available glob expression...

WA AT G gstreamer plug-ins #4151 3K .

# yum list available gstreamer\*plugin\*

R PR
JRIEM G, R yum RE BB,
A A B e R BME A B R a4

# yum repolist
WA R IR 245 BRI AN _b-v 3 50, 803 A yum repoinfo & 15 B
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# yum repolist -v

# yum repoinfo
ISR TR R R P Al AN R PR 2, Al DUERTBL R A%
# yum repolist all

223. ERBHAEEER
BAR—ANEEZAN AT LVEA L N4

# yum info package name...

TR abrt FEYIME B4

# yum info abrt

F i my U S 25 ) yum 20808 B B W AR OGME B
# yumdb info package name

TR yum FEAE B a4
# yum info yum

224, ZERHR
Fi P a] BLEA root P H AT fir & 22 35 A4,

# yum install package name
23 sqlite ¥ 1686 ZEHA (KB B
# yum install sqlite.i686

QY T e = = R N i a1 1V < S T K DN Y a5 L W
root F J AT %2 2

# yum install /usr/sbin/named
AU

# yum install httpd
IR AR AL, ] ASRAT

# yum localinstall path

€
S
—
=
~
N

7/

w
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—
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225, FTR&EMHGE
FEPAT LR T, BoRPL Nk

Total size: 1.2 M
Is this ok [y/d/N]:

BN d, ATDPHAT AT E. B ERON R EE 42  /var/cache/yum/$base
arch/$releasever/packages/.

2.2.6. MFRBMAE
T B P ) ABAAT BA R i

yum remove package name...
MR totem A9 7=«

yum remove totem

23. BERMAAH

A A A AR — RV E DhRe AL, Eean R4 T AR AR R 2 .
G IHAT AL AT DL — e 22 2 AR
23.1. KAERATIER

Summary 1265 A] DU 7R B B R AE B

# yum groups summary
DSWVSLi N T E
# yum groups summary
BIRFEAN A H K4 E B AT U BL R dr
# yum groups info glob_ expression...
DRSPS SERER RN (R
# yum group info LibreOffice

VAU
OB I H AN N N B e .
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BRI LB R AT B A BB A T s e e

=R CA L HAE B AR — .

No symbol: #fFRLO&E L%, HARETE4.

2.3.2. RERMGEHA

A AHEE HERA ID, BEE/REH id v TRERL T4
# yum group list ids

B KDE 5 [ H A 51 3R 17~ -
# yum group list ids kde\*

AL H ARG R, Biltn, A PRk iy & R T 451 -
# yum group list hidden ids kde\*
BAFE AN e m] Do b e H AR e A, i e A id 2.

# yum group install "group name"
# yum group install groupid
] I LT P & 22 3
# yum install @group
# yum install @ group
T2 4 223 KDE S #4450 20 1 s 1) -

# yum group install "KDE Desktop"
# yum group install kde-desktop

# yum install @"KDE Desktop"

# yum install @kde-desktop

2.33. HBRRHGE4A
A DU SR 2H 42 B L id IHBR EEEL. LL root BLPE AT :

# yum group remove group name

# yum group remove groupid
WRKM D HE @br2E, WAL a2 MEE. PA root H4HAT:

# yum remove (@group


mailto:如果软件分组有@标签，也可用以下命令删除。以root

£
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# yum remove (@ group
M KDE 5% 4t 73 21 -

# yum group remove "KDE Desktop"
# yum group remove kde-desktop
# yum remove @"KDE Desktop"

# yum remove (@kde-desktop

24. BAABRECREHE

Yum BT A FI3EC S BRINAELE JIAE /var/lib/yam/history/ H 3%, F£AT DU yu
m history 5 2 AT BEHRAE
2.4.1. BEEE

W PME 20 26 yum #E1E %, ATRMERH UL R @4 . PA root ALBRFIAT

# yum history list
AR ERTE yum #4Fd5%, FTRMEHEL R4, Ll root AR AT
# yum history list all
IR AR R RF—0 yum #E1C%, PTRMEAH LA 5. B root BLPR AT :
# yum history list start_id..end_id
BoRid 25 % yum 5 BRBIA0 T

[root@localhost ~]# yum history list 1..5

PA_E yum history list it 27~ A A UGN T
PR E ISk AR 3

X 51 yum iy & [HERAVE

Z a0 H R TA]

Login user

Date and time

Action(s)——HfF i EL K 1 75
Altered 1S ERE R Y 2% B EL
NER AL Action FIAN[E] U BH «
FH 2-1 Action B
Action e R
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ER7DIEARE
KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

Downgrade D THEHE
Erase I 2 A
Install I LB
Obsoleting 0 AR ST
Reinstall R At A
Update U VARS &G

WRARE A D rpmdb 803 yumdb F4EZE, ATLMEH LN a4
# yum history sync

IR ARAE 7R yum B 52 R B0 2RSS B AT DU DL
# yum history stats

it yum history stats 75 U0
[root@localhost ~]# yum history stats

Yum iE S FRFIR AU K0 RAEEE R, B root B HATLL TME R :
# yum history summary

NP AEEERE - BICR 4G, M root S #4T LA M E B
# yum history summary start id..end id

SR 5 ARALKBEE BBl T
# yum history summary 1..5

Yum 123 B R IE SCRFE BT AT B, dr

# yum history package-list glob expression...

2.4.2. EHEREE

i E R R R IL R AR SR B R, FTRAAT BL R A2
# yum history summary id

Horbid ZRAENI id.
IR TR BRI BRA LR TR S, T RME I BN A 2

# yum history info id
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IR TR E R R P BUR R A S, AT VR BU R dr
# yum history info start id..end id
BT
# yum history info 4..5
FIFER), HPEr LA HE S, a2,
# yum history addon-info id
PA K 7 B e IR s B IS B a2
# yum history addon-info last
BN

# yum history addon-info 4

243. KES5ESHE
0 AR ERE A yum #:E, AT RLRL root BUR$AT — T HR1E:

# yum history undo id
AR EEZIHA yum FAE, FTELLL root BURHKAT — T4
# yum history redo id

2.4.4. ERIFHRIBRAER L
Yum AR ICFAT N — A B SQLite B85 SO W 75 2L )a A BT 45 AE
ek, B BARL root BUBR AT 4
# yum history new

N

XA A2 (E/var/l ib/yum/history/ H 3% 61 2 B 1080 22 S0, TH 850 22 S
PR

2.5. BLE yum il yum &

Yum [ E S A ete/yum.confe A [main] FEOZ2 A IHED, A TERE
yum FFEAFEIN . B A5 UE fete/yum.repos.d/ H s ) .repo SCHEAE A FE
2.5.1. BCE [main]) %K

# [main]

46 T/ #3017

W



£
e SRR IUBE R L 25 S F R 48 V10 R G5 HE 5 T

cachedir=/var/cache/yum/$basearch/$releasever
keepcache=0

debuglevel=2

logfile=/var/log/yum.log

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1

installonly limit=3

[comments abridged]

# PUT YOUR REPOS HERE OR IN separate files named file.repo

# in /etc/yum.repos.d

F BT

Cachedir: yum ZZE47[1 H 3%, yum 7ESLAAAE R 80 rpm BAIE P, B2
/var/cache/yum.

Debuglevel: FREEZ, 0-10,8K107%2 2.

Exactarch: A P& 1 F1 0K A2 7 T4 {22 238 3 cpu 7R R —
R, mRBN 1, WL T 41386 B rpm, M yum A2 F 1686 L
KT 2% .

Gpgchkeck: A 1 10 I IETE, AR 2B AT gpg 50, WIREAIX
—I0, BUARR AR

Keepcache: ZZAFemirfr, 11RFF, 0 ARIF.

Logfile: yum [ HESCH, BN/ var/log/yum.log.

Obsoletes: X &—> update 1S54, #H4T upgrade, STV HHFRIHN RP
M H. BRINA 1 BB .

Pkgpolicy: RIS, —ILAPMIEDT, newest Fl last, XAMEMHZ MR
% E T 24 repository, 1 [A]—HKAFEA R repository H R AF 7£, yum [
ZRBE—A, WHE newest, N yum 23R FFRA . 1R 2 last, W yum
SRR A id DL BER R, IR G IR RSS2 BB e . — AR
F& 1% newest.

distroverpkg: #5E — ML, yum SARIEXANELAIWHIE R RAT A, ERIA
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& kylin-release, tHA] DA 22 B4R 4% B O & AT KT rpm £,
Retries: PR KA H R G I EIRRE, &R 0, NISLRER.
2.5.2. Bi2E [repository] &R

[repository]
name=repository name

baseurl=repository url

F— IR [repository] #EAZEH5 LR 2

name=repository_name: FAFJEIIAFR, W4 yum SKETEE

baseurl = repository_url: &R 5548 E PR E LS, KA REIER,
A B M T SRBCER A e g A2

baseurl=url://server1/path/to/repository/

url://server2/path/to/repository/

url://server3/path/to/repository/

oA url SCRFPMAE http:// fip:// file://=F1 . baseurl J& 7] AER 24 url, %45
A LLH CECAE E LR B 450, {H baseurl R AR —, a2 WA GEE
T

baseurl=url://server1/path/to/repository/

baseurl=url://server2/path/to/repository/

baseurl=url://server3/path/to/repository/

Horpurl $5 [\ ) H F D2 IXA™ repository header H 3 1 E—2%, B FF$r
eleasever $basearch IXFEAF & .

enabled= value: X/PMUETHRIRIXA repo HE IS 58 HIHT, 0 NZEH,
1 4R

gpgcheck= value: X AMEIR RIX A repo H N E AT rpm ¥ 3E4T gpg HIRLE,
CLf € rpm BLISRIE R A R 240 1 AEH, 0 8%EH.

PLR A—A repo 7R

[ns10-adv-x64-0s]
name=KYLIN Linux Advanced Server V10 - Os
baseurl=http://[P-address /NS/V10Update2/os/adv/$basearch/

gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-kylin-release
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enabled=1

[ns10-adv-x64-updates]

name=KYLIN Linux Advanced Server V10 - Updates
baseurl=http://IP-address /NS/V10Update2/os/updates/adv/$basearch/
gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-kylin-release

enabled=0

[ns10-adv-x64-addons]

name=KYLIN Linux Advanced Server V10 - Addons
baseurl=http://IP-address/NS/V 10Update2/addons/adv/$basearch/
gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-kylin-release

2.53. A Yum &

FCE yum KA AR S48, ST

$releasever: KATHRAINRAS, M[main]#5)# distroverpkg $RHL, U1 BA,
AR PE kylin-release 31T HI W7

$arch: cpu kK REEK, W1i586, 1686, x86 64 %

$basearch, cpu [FIFEAIAZRLH, 111686 A1 athlon [F]J& 1386, alpha F1 alphaev
6 [7]J& alpha.
254. BEYHIRE

BE yum YATTERE, 7TUHATUL R4

yum-config-manager

R REEFEAN I B, ATPATEL T a4
yum-config-manager section...

AR EEF LA B 7B, FTRAAT UL R a4

yum-config-manager glob expression...
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LA Rn [maind 7 Befic 15 B R4

#yum-config-manager main \*

Loaded plugins: langpacks, product- id

main

[main]

alwaysprompt = True

assumeyes = False

bandwith = 0

bugtracker url = http://bugzilla.kylinos.cn/bugzilla
cache = 0

[output truncated]

2.55. hn. BRARNZA yam BEFGE
Yum SCEFH PRI R, SIS ER AR, BA root BB THAT |

yum-config-manager --add-repo repository url

HH repository_url J&.repo A I BERS

NI NN http://www.example.com/example.repo G 1 7~ -

#yum-config-manager --add-repo http://www.example.com/example.re
po

Loaded plugins: langpacks, product- id

adding repo from: http://www.example.com/example.repo

grabbing file http://www.example.com/example.repo to

/etc/yum.repos.d/example.repo

example.repo | 413 B

00: 00

repo saved to /etc/yum.repos.d/example.repo
JEH yum BAF G AU, LA root ALBRIIAT

# yum-config-manager --enable repository...
IR AR 2 — A5 BL ATRAR root ALFRIAAT
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# yum-config-manager --enable glob expression...

#lan, J&HfE/etc/yum.conf FECE ) [example] [ example-debuginfo] # [e

xamplesource] B

# yum-config-manager--enable example\*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0

base persistdir = /var/lib/yum/repos/x86_64/7Server

baseurl = http://www.example.com/repo/7Server/x86 64/
cache = 0
cachedir = /var/cache/yum/x86 64/7Server/example

[output truncated]

AR5 H/ete/yum.repos.d /H 3 T I FTE B A6 FE Al /ete/yum.conf SCAHH
W, T

# yum-config-manager --enable \*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0

base persistdir = /var/lib/yum/repos/x86 64/7Server
baseurl = http://www.example.com/repo/7Server/x86 64/
cache = 0

cachedir = /var/cache/yum/x86 64/7Server/example
[output truncated]

Z2H yum AT B
SR EE2UR,  A root AUBRIAT

# yum-config-manager --disable repository...
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AR KA R 2 — A7 B T BLLL root AUFRHAAT -

# yum-config-manager --enable glob expression...

AR ZE H Jete/yum.repos.d /H 3 T I FTE B A4E FE F/ete/yum.conf SCAHH
W, AT

# yum-config-manager --disable \*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0

base persistdir =/var/lib/yum/repos/x86 64/7Server
baseurl = http://www.example.com/repo/7Server/x86 64/
cache = 0

cachedir =/var/cache/yum/x86 64/7Server/example

[output truncated]

2.5.6. BIE yum HH4QE
BIE S D BRU R

1.

‘%% createrepo B :
# yum install createrepo

W AR A G E R A AR E R 2] — AN B3, #l40/mnt/local_repo/.
BB

# createrepo --database /mnt/local repo

2.6. Yum &Y
BAE yum ffifFam W R

# yum info yum
Loaded plugins: langpacks, product- id

[output truncated]

2.6.1. AR, EEMEH yum i
Ja F yum $i: 75 ZAE M /ete/yum.conf LA [main] B, #f£R plugins [1
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iR
# plugins=1
I REE AR 0:
# plugins=0

R 2R AGEEA B SR BLE S B 5% /ete/yum/pluginconf.d/, BLF &2 ali
ases i HC & SCAF aliases.conf 75451 -

[main]

enabled=1

WA — 2% S 2 — A i A dfE, AT Ll 24 -d isableplugin=
plugin_name SEH. HILN%EH aliases fiff 40T -

# yum update --disableplugin= aliases
ZEH aliases A lang FHCAGF -9 a0 T -
# # yum update --disableplugin= aliases

2.6.2. ZARMN yum L

2 B I0AE 4438 % LA yum-plugin-plugin_name MU 44, 140 kabi F4E 0L
%N kabi-yum-plugins, AT S 2% rpm L. Aliases Hif 2274
W

# yum install yum-plugin-aliases

2.6.3. B yum

TR e F ) yum $EFEE E Ay 2

search-disabled-repos(subscription-manager)

search-disabled-repos i 70 V1 I I BE 7K A 1 a3 A 28 FH T o B e — i
JF Rz )G, 2 yum I RO SRR RO, 1 T LR S I I B AG:
AR E 22 de, 25 P AT DL E AT I B A P K AR

product-id(subscription-manager)

product-id i AT LUE B AR s A IIE . product-id #2& BRIN 22361 .

langpacks(yum-langpacks)

langpacks ffifFH TR R O35, langpacks SEERIN 2L .

aliases(yum-plugin-aliases)

aliases ffifFH T4 yum iy 25N aliases 7y 2 171E T
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yum-changelog(yum-plugin-changelog)

yum-changelog difth H T #4555 (1] changelog, it Z%{--changelog 21T
@

yum-tmprepo(yum-plugin-tmprepo)

yum-tmprepo 1 TR AN G 2, BOAME Mz A it
25H gpg KT,

yum-verify(yum-plugin-verify)

yum-verify ffifFFH ¥ verify, verify-rpm DL verify-all iy 217, U{HEIRAE
RGHINERE R

B=F EmiRSS

ZETNBUAEE RGRS. )56 daemon DA FEV A Kylin Linux A
dvanced Server V10 &%t

3.1. fH systemd BHE RGRE

3.1.1. Systemd /+f

systemd /& Linux F~—~5 SysV fll LSB WJ4A 0 IHIAS e 25 1 R o fl Al 55
PEE% . systemd {1 F socket M1 D-Bus SKITJE MRS, e fibie T sp4rdt 2 1% 7 55 80
H&, fRE T Linux cgroups MIFFHEERDIRE, SCRFIBHIRGUIRESIKE, 49
FEROM BB, SEIL T A AR SS TR] T B % R I — N BE kS Al ) R ], 4
HET EWFFATHRE. systemd TG 75 &AM A& 5 7] LAY sysvinit.

systemd JF i A1 LB A R G2 25 T unit FIHES . unit 2 H— N 5ECE S
Xof N ) 44 - AT 20 Jl i) (51 3. avahi.service unit A — AN E A MIE L FHOACE
S, RSEY R Avahi B —NEEREIT). unit A LUTLRRSEAL.

FH 3-1 unit BEIANE

Unit 25%! XA i/
Service unit service SRR R B A5k, SR E R R A
Target unit target P62 unit A unit 472 45> 4 .
Automount unit | .automount B3 unit B RGEE5H RO — A H R
Device unit .device 2 unit 32— AMELE T Linux BRI % .
Mount unit .mount PE3E unit B4 RGEEEH RO I — AR
Path unit path I3 unit ARG — AN SO B 3%
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Scope unit .scope IR unit MO REAT o

Slice unit slice I unit A—HE B R GHFEN 422 unit.

Snapshot unit .snapshot 5 target unit AHAL, PREEA G A4, HE—TH
A2 51 FHHAR unit

Socket unit .socket 62K unit 352 R G 1 — 4> socket.

Swap unit .swap I unit F2E swap W& BE swap A

Timer unit timer I unit 3522 RGN TA]

Systemd unit FJ 3 HF B0 F
F¥ 3-2 Systemd unit /M4

H3x Eiii3%
/usr/lib/systemd/system/ RPM %2 3& 1 & A ] Systemd unitso
/run/systemd/system/ IZATH A Systemd units, 1% H AT 55278 5 L AERT 5

f’] Systemd units.

/ete/systemd/system/ RG0S5 T Systemd units, % H RSB LIEITH

Systemd units.

3111 FEAEE

systemd FEHHE LN REME

> E:T socket AT RE: A T IR KRGS AT JE 30 5 2 I HERE,
systemd 7E3ZF5 5 s SF 4Rt RE 2 B A2t I WT socket , AR JE fE S socket 4557
o FERGHIIRIIT, B e A P R A socket, 85 FHE 3 ITA K574
BERE . WER— MRS A E S — MRS SRR A 4 8 8, XA ERER]
REIEAESR AR 55 (R A H HE RN, I8 3 AN 78 P s ik R A2 X 0T 3K P it A T BHLZE AR
o AL RSHX NP o R HZE, 1 HAGR R —XKiE R PR ZE.
JIke 55 1) (1) M 8 5% 8 AN P e 228 0 I B R SE I S IR AT R 3R — IR T
FrA 1 socket , AR —ANRSS 75 B HARKIRS, & WARAT LLERERIFH R soc
ket).

> D-Bus 0% HNE JE BNk 55 I AL S 20 S, IS5 R DA A
B FJEEN. RN, SO RS R R G A LN FTE ARSI D-Bus RSG5
AL 5E A NFEZ I BIER. (FENHEZ MRS, RS B0 R
B A IR S DU AE D-Bus HHHEBAIE R, H2IHARE B E B SRS E S
Mik).

> PRt R L S B A

> RE T Linux cgroups BHREMEELDIRE: ®—MHUT T IR
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EHCHK— cgroup , ALE sysytemd {HIHA] IR cgroup W EL L4k
AL E PRS- AEFE . (4 libegroups utilities )

> SCRRRIBAI RGOSR E . PRI ] DU SRR A7/ 2 R ST AR AL B 1Y
MR25H0 unit [PPIRES . EA PR EZAEHSE N RVFHPEN#EA— MR "Em
ergency Shell" FIRFIRIRAS, ZbYATHIARSS: $RAL—N Rl B e mipIRAS 1 & 507
W, EHT S SR A RS .

> YEP R H RN systemd AR ETA BIHEESOS BB O, eT B
PSRRI B2 R . Jete/fstab AT DAAE i S6 4 48 s i) — > B m ic & 05
HREH comment=fstab LW R A LIFRIL Jete/fstab 2% HAEHBAH syste
md FEH ) E A

> DT RS AL TR R R ) — ARG A B A ] . systemd  SCRFARSS
(8% unit)[E] [ ZFKHOC R . 7 unit BCE S ER After/Before. Requires
1 Wants £ A] LA 2 unit #0&EPIIT - Requires A1 Wants K 7x—N 1E 7] (58
B AT () 75 SR AR 5C &R, Conflicts FKom — M B 7 SRR R . HAh
TS E . R —A unit FFEBIESCH, systemd FEAEE S FIHRAER
R MBNEE AT IR, RGN ENTRAAHTLR R 2 S —B(EA uit B85
JE A& 5 & AR WRERZEGIE, systemd #H=BEE, WERATLLH
BRAEPR B TC FH A
3.1.1.2. AN

> 5 SysV WlatLIIASeE . Wil ge, ‘E A LSB Al chkconfig fk
FRNE, BN, sEHEMTHEE, W jetered o XEERTIHA AU AE
HN—AMEMBCE N, LD sysytemd A %5 A I EE A 2CH -

> Jetc/fstab PCESCHF: X HZN —ANBELEIE. @A comment=fstab ik
TARIC Jetc/fstab 25 H, fif systemd nJ DAd&HH] H S

> SCHRRRT ARSI B R —AMERRBIE getty@.service 3
1, MIARNANA getty #BHER—MECE SO $2 11840 3L 2 7] DA B 24k K,
WA v, LA A avahi-autoipd@ethO.service IRZSECE dhepecd@ethO.
service , P13 FAFER ethO H{E AT DA E B2 el il o A7 DL B /S 21 o

> (R ERRE B A/ dev/initetl o IXANHATESLPR BN T HAT FIFO-act
ivated k5. (2T HHIE R SE KE REE# A D-Bus 16R)FE b, XHE
R IHIX) Upstart A1 sysvinit F[¥] shutdown.poweroff F1IHAfAHAL Ay 4 7] LAAE
systemd FPARZEAEH

> 5 utmp Ml wtmp 4.

> e AT DS e A R T .
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> A HUC B S S desktop SCHEARIE (BT IR Z A SR TP HE X
I B VA ) A BT s o B m] DS 2 I E Brib IR 55 #A T B, i85 2
FEALRY, A DB ST R
3.1.2. BHRERS

systemetl & FEH T H.

LA I e 7k A B A f%ﬁuzﬂﬁqﬂ)ﬁﬁﬁ/ R RS

4 service il chkconfig HIIhRET—4K. &0

FH 3-3 service 5 systemetl ] [X 5]

service

systemctl

iR

service name

start

systemctl start name.service

AR — MRS OF A=
HFIA )

service name

stop

systemctl stop name.service

RIRAF 1= RS GF A=
HFIA ).

service name

restart

systemctl restart name.service

AR IE IR B3 — A 55

service name

condrestart

systemctl try-restart name.service

H N IEEIEATHIIRSS

service name

reload

systemctl reload name.service

HSCHF,  HT R A E
GRITENECTE XSS (2

service name status systemctl status name.service B RSIRES
systemctl is-enabled name.service
service --status-al 1 systemctl list units --type SR E IRSSIRES

service --all

FH¥: 3-4 chkeonfig 5 systemctl F [X 7]

FE N R B B 2 A ik
KA VBRSSO H

chkconfig name on

systemctl enable name.service

FE TN R B B 2 A ik
KA B B R 55 Ak

chkconfig name off

systemctl disable name.service

FRAS B — R 5542 24 1T 3R
BN G E Y R IR AR

chkconfig -- list nam

€

systemctl status name.service

systemctl is-enabled name.service
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B AE SN IEATHON RS | chkeonfig -- list systemctl list-unit-files --type service
[ Je FH RN 2% FH s 00

SR unit 77 E E 3RS chkconfig -- list systemctl list-dependencies --after

7R unit J5 3 H 3RS chkconfig -- list systemctl list-dependencies --before

3.1.2.1. RS
By 4 O ) B
# systemctl
PAR i & 55 R0
# systemctl list-units
Un i O IS5 B S, AT A TR dr
# systemctl list-units --type service
B YIRS B TT, AT LR A
# systemctl list-units --type service --all
B BT RS B F T, AT LR A
# systemctl list-units-files --type service
LA N SB7s 4H1 FA 0  95 i %
# systemctl list-units --type service
RN C LRSS BTt W T
# systemctl list-unit-files --type service

3.1.2.2. WIRREIRE

BRSNS A2

# systemctl status name.service

Rig 3-5 RFATLHFEBIIR

s Hiik
Loaded M55 B E
Active R 55 R 75 B
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Main PID LT R GRS ) PID
Status LT R GRS B INAE B
Process FHOGHERR MDA B
CGroup FHE CGroup M IHAE B

T~ gdm.service R EHRAS R~ :

# systemctl status gdm.service
7R gdm.service Ik 55 J5 31 Hil B HRR 55 7~ 41«

# systemctl list-dependencies --after gdm.service
ER gdm.service k55 3 85 SRk % om 1

# systemctl list-dependencies --before gdm.service

3.1.2.3. BEIRS
JA RS

# systemctl start name.service
Ja 2 httpd AR 55 7151«
# systemctl start httpd.service

3.1.2.4. fF1ERSS

{51 55 4

# systemctl stop name.service
{Z1E httpd AR 257~

# systemctl stop httpd.service

3.1.2.5. EEIRS
HIFRG S

# systemctl restart name.service

# 7 httpd AR 55~ -

# systemctl restart httpd.service

CHL R IEAEISAT B 55 i 4 -
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# systemctl try-restart name.service
HHR S L

# systemctl reload name.service
%X httpd k55~

# systemctl reload httpd.service

3.1.2.6. JAHIRS
Ja RS54

# systemctl enable name.service

A R 55 A

# systemctl reenable name.service
Ja i httpd IR 55 7~ -

# systemctl enable httpd.service
In - s 'usr/lib/systemd/system/httpd.service' '/etc/systemd/system/multi

-user.target.wants/httpd.service'

3.1.2.7. 2RSS
2% H R 45 i 2 -

# systemctl enable name.service
2% bluetooth Ak 557~

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org.bluez.service'

rm ' /etc/systemd/system/bluetooth.target.wants/bluetooth.service'

3.1.3. EEBir

Ja sk (runlevel) Z&—ANHPIMES . ILAE, systemd S| T —/NHEBhZK
) D REAFALL A [A] PRI 2 wEB A, A H
PRl A 44 AR () D RE, JF H BRI j5 FH 24> . — 28 B AR dh & HAth B A5 IR 55
H RIS . systemd $efit 7 — LT sysvinit 5B H bR, 57T LA
IHE telinit J& 325 5 oy 2 T4 .

JABENEIN 0+ 14 3+ 5. 6 #BER T4 e Hig, FHHAXT R —A> systemd K1 H
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bro BESZULH P E € XA shF ) Yige,

R CLLURAT AR sh 200 e kit R —4

i H Ax/ete/systemd/system/<r H x> (AT LLZ7% /usr/lib/systemd/system/graphic
al.target), BIEE /etc/systemd/system/<3#7 H#5>wants H3, [AHAMA#SMER S
HIERE (1R /usr/lib/systemd/system/ B 5004 .

FH 3-6 SysV B35 systemd HFRXTEL

BITHR ER i::pa

0 runlevelQ.target, poweroff.target il RA (halt)

1 runlevell .target, rescue.target FLFH PR

2 runlevel2.target, P EE SR E, T8H A 3.

3 runlevel3.target, multi-user.target | 27, TEIJEF . P AT LLE R 2835 B
W28 & 5%

4 runlevel4.target, multi-user.target | F /' H & X shgel, @ wRA A0 3.

5 runlevelS.target, graphical.target | ZH 7, BUES M. R0 3 BIRSS,
) 3 B S R 55

6 runlevel6.target, reboot.target A

emergency | emergency.target SR (Emergency shell)

FH¥ 3-7 SysV ¥IIE4L A L5 systemetl Xt Eb
IH#r 4 Fran P4
run level systemctl list-units --type target | ‘Z/~4H7H#FR
telini trunlevel systemctl isolate name.target AR T |1 H A

3.1.3.1. BEEINEF
fow=1 NINERTN s

# systemctl get-default
LA N EF BN H AR TT R Rl

# systemctl get-default
graphical.target

3.1.3.2. BEYETHAR
A AT H bR 2

# systemctl list-units --type target

B B Ao, BATRA T4
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# systemctl list-units --type target --all
PATR N R =40 Pl A s H bR =
# systemctl list-units --type target

3.1.3.3. ZHEERIAHAR
AT BRI Hbrdn 2

# systemctl set-default name.target
LARARSE 2 I H AR i -

# systemctl set-default multi-user.target

rm ' /etc/systemd/system/default.target’

In - s ' /ust/lib/systemd/system/multi-user.target'

' /etc/systemd/system/default.target’

3.1.3.4. AFEE 451 HbR
AR M ET H bR 4

# systemctl isolate name.target
PAR A B2 F P H ARl
# systemctl isolate multi-user.target

3.1.3.5. Y)HefdRpE
systemd.unit=rescue.target s& — N BE A KRG KL shell FFFPL target un
it (5474 1 A1)
BEARHRAR A2
# systemctl rescue
U R B AR H A H A, LN a4
# systemctl --no-wall rescue
ZESEryr S Wik

# systemctl rescue

3.1.3.6. VIR
systemd.unit=emergency.target 5% # % B S init=/bin/sh 4 KA fF R A
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MAZARZS JR s AR -
BEANRE SN2

# systemctl emergency
IR FEENZZEAX B AR H HE, Bl

# systemctl --no-wall emergency

3.1.4. FEImFENLEE LAFH systemd
ERE LA systemd iy 240 R

# systemctl --host user name@host name command
TR F 2 2445«
[root@localhost ~]# systemctl -H root@server-0l.example.com status

httpd.service

3.1.5. BIEAMEIL systemd FITICHF
3.1.5.1. MG A
BT SO I AL HE = AN
[Unit)]: BHEED, ©35i% unit AR,
[Unit type): Unit B8, AFEZEAE AT LS systemd i/ 45 o
[Install }: ELFGEFZG L3 B HAEEH RS N .

A% 3-8 [Unit] FEICE I A

i B 50 D)

Description A, WoRG RN FEE W, ATPGREM TR e, BRI T RS
i B

Documentation | 5 S XIS, LI I URL JE2U, 40 hitp://, https:/, file:,
info:,man, XRHNT N, BIFZEMHREXANRSWH R4, BR5
RERMFTEER, R R TS, RAMET L2 RE, 2%
ZATHIE I, WMRIRE T — M, BASEBIT, [ E A5
TEH .

i
o
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After/Before

e & 55 IR0 SR BT, Eetin—A> foo.service 7 7 —1T Before=bar.s
ervice, A MABATERT G BET, barservice 2% 4F foo.service JH 3l 5¢ ik
JEA R ERIX N EM Requires= WIAH I, FREE After=
Ml Requires= /2 WM. BLEIAT LAEE — IR A b, IXI 2 4% 05 4
HEE.

Requires

8 LR S5 ORI e R %S, ISR A R 25 WG, 84 Requires J& I
MR S peo®, 2, 0% Requires i M (KR 45 M43 10 BRTE 155 50,
ARG Mot b XA LTI DAEE 2K, B4t B K A 4 5E 1 ik
S OT  TF BEE R R X AR TN B J 2Bl A5 1 IR, S Bl
JPAE I SA) 1) After= F Before= SKACE . #l0, Wi foo.service it
bar.serivee, {H/& RIECHE I Requires= 1M After= B¢ Before=, 4

foo.service JiiZiN 2> [FIIF 435 foo.service Ml barservice. % H] Wan
ts= fUF Requires= & HUFIUERE, [HN R Goo 04 10 Ab B2 IR 55 SR W)

5L

Wants

FHXFS94E I Requires= , 1X LA H AR 2R 30, (HARTEE R 315k
ToFEA MBI HEFAE, FEAMA IR S MO — NI B X HERE
RPN R S5 SRR 7 3o SRR S th T LARC BSR40, 385d wants/ H %
AR, BARTT LA E A

Conflicts

PO — MR R, WRECE 78l Ba, SRS a5
IEBEAEFIH IR S5, Sad ok, aniix A RS R 3, A A IS5t
ik, WERSINARIEM. EE, HEEM After= fl Before= &
HASLH) . Rk A M B PR, HAE B RBIHIRRF R S 3],

MAHARER AR (PR L FHR) SESUBRE (WEZ
PIARANE LT (), Ja— RGO, A5 AT B AR R, s e R

FH# 3-9 [Service] FEALE T

iR

WEBRE A, DA FAMEZ —:

simple, forking, oneshot, dbus, notify, idle
> W B N"simple" (¥ E T ExecStart= {HK % E BusName=
I BRI, B4 E R ExecStart= FF 5 AIRERE AL S %Ik 5%
(¥ 3= A2
> USRI R O H A AR SRR ST, B4 A R SR

% 64 T/ #3017




é’f

ER701EARE
KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

B2 B S ST A IR (Bl i B ), LAINR S 4k S s B
.

> "dbus"(¥%E | ExecStart= 5 BusName= H}f{ERINE) S "si
mple" ML, AR ZATE T ZRBETEE D-Bus F3RE—AH
BusName= #&5E & 7K. systemd HEB G4BT AT, &
Jeif R IZ AR O BRI T 48 E ) D-Bus &K, WE NI
FAHL T RS AT dbus.socket BT,

> "oneshot"(Ki% & ExecStart= K [1ERIANME)5 "simple"JE4LL,
R Z AT Z LT systemd Ja 354k 502 BB H .
UERRRALE E T ZE % E RemainAfterExit= £,

> WIR B N forking", A4 FRIR ExecStart= i@ M FEK &
FEJE B FE G fork() RGP . XZMES UNIX L
g g, Wt/ 2 B d RN 5 R A O e Ja3h7R O Rh
ZJE, SORFRIG SR, T HERRREAE i RS ) 3 AR 4k iz
17 R UEAhEERE, @I FEN X E PIDFile= &7, LIF{H) syst
emd {HERAEAIZIRSS (K A HERE, HEITINDR IS 4 0 ¥ 8 S
> "notify" 5 "simple" KM, AFEZATE T ZHRKESTEE 5T
2 JEiid sd_notify(3) Z M4 HRE— N EANHEE . system
d BAER Gk BIC 2 1, B IRZIERE D 2RI K% T
AR iR E IR, T84 NotifyAccess= #4 R AER &
A"all"8i# "main"(BRiN). £, HHAT Type=notify MANEESE Pri
vateNetwork=yes HJ1EHL T IEH TAE.

> idle" 5 "simple"JAL, AR ALLE T Z s RER 2 e IR 2 iy
A W EREHR T8 R G BT o IXAE T LB sl & R RPIRAE B
55 shell JAIA % VR A A —

ExecStart

5 JA BNZ IR I 75 AT I i AT (i 2+ 350

UAERE T Type=oneshot ML T, A 1T AU BAE AN 247 (LG
FAN), BNLAH R BB E — 24T

LA AATEE AT LAE Rl — > ExecStart= % E, thifLUBEE%E %
A~ ExecStart= K1k 28 [ 185

MR B — DT, AT’ B WA fr A7 HOR s 2.
RAB B ExecStart= 184, WA LAHHIRIXE T RemainAfterE

xit=yes 5%
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AT W A LA — AN HE RS %A R AT AT ST ORI LIS IR R AL
SRR IRAE N argv[1] argv[2] ..."fEH AT HIHERE

U SRAELENT BRI IN EANE ) @ BT 4, TR LS IR S K AR IR
YE K" argv[0] argv[1] argv[2] ..."{&ih 451 AT AIBERE o

U0 SRR LT B AR BTN AT -, AR BME AR LR IBOIR A
(B an-EF H)R BME B H IR HDIR H, BBl AR . T
F AT " S5 @ /4%, HIbP AR,

WRBE T 24T, Iy 4178 DAL B 0 S H B
G AR IR AT o

AN SR FEAN T - BRI i AT BAT R, B4R 1) i AT A 2
PAT, A Z R TTH AR 2R I (failed ) IRES

MR E Type=forking Y, IX B E HIar 217 a8 B3t RLKEE g 4
Z ARSI F SF PR

ExecStop Kot —ANARE TR A, BT3B %R b SR AT L AT RAT i 4
1To WML ExecStart= 5440 .

PAT FEL AL B B AT 25, 1ZIRES BT T4 1 R 2 AR Ki
1IMode= [ BH ARSI systemd kill(5) F/F).

AR ARV B BRI, B4 U R4S A5 1R, IR S5 1 A AR R
2R KillMode= 1) B4 LRI 4 H R SE

5 ExecReload= —#¢, WA~/ AR SMAINPID A LA
HT37R 321 PID

BRI, B E AN SRR A S, AR TE R, AN
.

PRUON BB E i S PAT 2 A, RIRIEERE 2 SIGKILL 5%
SERIORAE, XAl e S EE R K.

R, X ERE RSB AUE FDERE, AR DA

ExecReload KAE—NATIE TR 4, T BB 12 IR S5 4 SR HE R BN T B A T4
AT AT 24T BN S ExecStart= 584 AH[A o

FEb, A MRS R SMAINPID 7] DL T 3RoR 2 EFE
PID, filfnny PUXFEAEH :
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/bin/kill -HUP $MAINPID

TR, REOUIEE, 8y iR A E LG, SR L E N
FoE SO, IFAR— I

PRI A& — A 2D A, i AANIE P 75 B2 SR Py 2 48
B RIRSS -

FAToEFEBRK ExecReload= ¥ & ™ REWS i O HH 2 c B3¢
P I3RAE [F20 58 BRI 4T

Restart RS HERRIEHR . FHIR M . BORSE. I RO, 2 ERT R
EZIR S -

"HR SRR 2 T8 ExecStart=, ExecStartPre=, ExecStartPost=, ExecSto
p=, ExecStopPost=, ExecReload= 113 & 1 F2.

YRR T systemd BIIEFERIEI W systemetl stop|restart) M #%

by, ZRF A ER A,

"R AT DA A 1) "keep-alive ping"#EHS, HAILLZ systemctl st
art|reload|stop #E1EHERT .

3%k 15 AT LR R #1{E 2 —: no, on-success, on-failure, on-abnormal, o

n-watchdog, on-abort, always

"no"(BRIME) R R A EE . "always" Kn 24 LA EE .

"on-success" KN X IE MRS AR IEH IR B E S, B b iR 2

fa:

BRSO , s #EFEY®] SIGHUP, SIGINT, SIGTERM, SIGPIPE
55 HIB HIBAF4 SuccessExitStatus= & -

"on-failure" R 7AW 7E Ik 55 A% o 1R AN E /S, il e iR H 2 A

IR ASA 0", BE R AR R AE(E G "core dump" LA E] SI

GHUP, SIGINT, SIGTERM, SIGPIPE 2 #M{HAl{E5),

BE R T B systemd [FAEEE I 1T 4 R SE.

Remai nAfterExi | A 4"yes" 8 "no"(BRINE), Rn MiZ RS AT AR R 2 )5,
t FE TR B IR 5 RS Bl (active R ES -

F# 3-10 [install] FERE B

fic B 51 iR

Alias TE 22643 F RZAE Ao 27 (BRRI48) . 44 b RN R S5 AR 5 45 [
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FEJE 28 CRIRIRERZRAL) o IX NIRRT LR E 24k, FrfT i 44 F e fE
H, 24347 systemctl enable fiv4-Bf, 2% AH Y EER: .

RequiredBy f£ .wants/BY.requires/ - H KON RSS EE AR BIR BERR . IXAEAIN O 2
WantedBy YINIRF RIS BB, ARFHEED).

Also MRS ARG R 7R B M RS . WA PSR LRSS
HRECE T I, N systemctl enable iy AT I & B 3L AT TS €
AR 55 -

Defaultlnstanc | 7~ unit J& FH B BRI B <2451

€

N & postfix.service B 703 A7 -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog.target network.target
Conflicts=sendmail.service exim.service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master.pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /ust/libexec/postfix/aliasesdb
ExecStartPre=- /usr/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user.target

XA R, [Unit] FBERER RS ARS8 R A5 S . [Service] fHhkE
KIS 15 S . Envi ronmentFile FIR e X HZ MR % MIFEE A5 &, P IDFile &
RIRSSAE B PID. )5, [Install] FBRmHM% IR 55 0 A 25
3.1.5.2. filg H & I

A3 B 8 SR TGS P IR

1) #ER HE SURS BIHRAT ST

FIPAT SO AT DL A, AT DUR AR AL AR 7, R, NEE
SRS ) T BERR T & — > PID S0, —fRIE PID REFAAL . F35ME ] e 77 21
Mo B AT B A, W R BT CABAES A rT AT R M A TR 22 HL
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10 R 4058 B 0T M

2)

£ /ete/systemd/system/ H 6 & 5.0 304, I HARIE A GE
il

# touch /etc/systemd/system/name.service

# chmod 664 /etc/systemd/system/name.service

AN 7 ZEPAT AR
3) #TJF name.service 3CIF, WIIARSSECE., &AL & a0 e fic &AL AT Il

4)

AR5 SRR RE N A AN R 4 IR 55 (1 G L)

[Unit]

Description=service_ description
After=network.target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]
WantedBy=default.target

A systemd A ANHT R SN0 -

# systemctl daemon-reload

# systemctl start name.service

A1) & emacs.service SCAHIH1] T

1)

2)

QIS IR OR IERAAL PR -

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
IR ERSY

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
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ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) @A systemd HIJE AR

#systemctl daemon-reload

#systemctl start emas.service

@14 sshd-second AR5 1511
1) # 1l sshd config SCf4

#cp /etc/ssh/sshd {,-second} config
2) %’ sshd-second_config SCHF, SN 22220 K%, A1 PID SCAF:

Port 22220
PidFile /var/run/sshd-second.pid

IARIE T BRSO S E, 1SR,
3) ¥ ILE Tt

#cp /ust/lib/systemd/system/sshd {,-second}.service

4)  YmiE 0 sshd-second.service
R 7B

Description=OpenSSH server daemon
¥ IN sshd.service IR357E After 872 )

After=syslog.target network.target auditd.service sshd.service
F£ 1% sshdkey B % :

ExecStartPre=/ust/sbin/sshd-keygen
MERIX—AT

FEPATIIA R, WRINEE — sshd k55 BT & A
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ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS
&G B sshd-second.service SR UN R -
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) WHAdFH SELinux, ¥ tep %, 47157 sshd-second AR 45 ¥ I 5t 2 4%
TEALLTE -

#semanage port -a -t ssh port t -p tcp 22220
6) WEITHLE NI

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

BRI K 8 B 11
3.1.5.3. BHEEAFAEN BT

systemd H.7GHC B AR ER N ARAZ1E /usr/lib/systemd/system/ H 5%, REEH R
ANEWEEBHSOXA B TR, B8 L SELE fete/systemd/system/ H 5% T
WARAY ERFER, ATLMERH LI 7 %

flE—1H SJ:%/etc/systemd/system/unit d/, EANREEE MR, TS
ZHIE I T, S AR B SRS R BB B, X BRI SIS T
Rt AN TR -

M/ust/lib/systemd/system/#% DL — 43 i 45 T B A 2l /ete/systemd/system/, 28 J5
Bk, SHRRASE & REIGIE, XF7 AN MBS, HTA
B M RE R 5

WER T EWE BN BB E ST, R 75 ZMIER /ete/systemd/system/ T H G B
AR ATCL T, AFREEBNLE, AN a4 B H SR kel B

# systemctl restart name.service
PRI\ H o B A
NI RIS E, 75 E e fete/systemd/system/ G/ — - H
3%, FH root PAT LT I H A 4

# mkdir /etc/systemd/system/name.service.d

FENIA QIR B 2 N RSB E S, A AEL.conf STIFEE R
Blansld—A 3 e SCRRBOCPE, WARIR:

%71 W/ #3017



£
e SRR IUBE R L 25 S F R 48 V10 R G5 HE 5 T

[Unit]
Requires=new_dependency

After=new_dependency

FAN—AF, BT LA E A R, RS 30 MRS, AE
Bl r

[Unit]
Requires=new_dependency

After=new_dependency

PR A AN, B R R SE % — AN ThE, KRR B S
R 5 W% Bk B B 12 3 A AR 5 X O e B H =
N T BRI B A root $AT LR A

systemctl daemon-reload

systemctl restart name.service

#1-F: ¥ FE httpd.service JR 55L&
1A% httpd ARk S5 )5 B EIIHESAT P B 8 CRIIAS, 75 222 httpd 1
TCHCE S, AT LU LB R AR, B 6 —AN B SO H s 2 B g SO

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf

5% B & AL B 7E /ust/local/bin/custom.sh, F51X /M5 B INE] custom s
cript.conf H & S EIAH

[Service]

ExecStartPost=/usr/local/bin/custom.sh

oz FHY B8 2

#systemctl daemon-reload

#systemctl restart httpd.service

3.2. OpenSSH

SSH (Secure Shell) & — M FH & 7 - AR 5 i 2244, fEAS IS R G 2 [A] Y
ARG RARE Z W, Bttt P iR X B RS EVL RS . e
Win FTP 83 Telnet K@ ZVMUAIE, SSH % 17 &Rk, BUEANRHE
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M DA I 532 R B 02 1 25 A

ssh F2FHETH A T B e 5 W0 telnet B rsh, IXEELLELIHET 22 EAR T,
R ERERENRAN XN AHET . S5HARH— A sep WFEF, AT
B i a0 rep IXAE FHRAE L BRI EHISCA 2R T o BN IX EEE 10 I N AR P
AN 0B AR 25 7 v A1 R 25 < TR a8 (1) 0, P DA 1R AT B g 4 A FH AT
R ZETTEERITERS, fef% RN FRACE P in R RE ENLR SR K .

BRTAT LB S I 55 AR R B T I A OpenSSH 2 3é 4y
PL A OpenSSH R 55 by % 2% £——openssh-server Al OpenSSH % F Ui 22 2% 44,
penssh-clients. 737, OpenSSH %3 {6 T OpenSSL ()% %%t openssl-libs,
A REE A EERINEE, 115 OpenSSH REWS H2 it i 2 15
3.2.1. SSH il
3.2.1.1. N4 fEH] SSH?

WHERNZEAVFZ AT MR I T, efSibAb AT #2000 =5 % i )
gema, MM BB — N RGEM U FIAPR . — Mok, 1X 2L a] LAy g A
L

1) EHEND RS REE

Wi AT REAL 13815 X7 B e W 2 Fh i 3 Ad, 52 HIARATT 2 1A% 3236 AR AT 45 B
Al Re = EOFREE R, B BSUE BRI RIA S THRI T e .

TP Bk 0 A I 5 FH 2 B PR SR R AT 1), Hds R RAR R R — AR
LIS T H, AT DAR SRR 2 m rh e, Rt N 2.

2) EAREEFENL

Bt # 1) R G E R B AR M PUHECE . n RG2S 2 1
M P RS A S KINE H SRR — MR EAL AT 8 S .

X PP B T DU — 0 44 9 “DNS 2758 N EAR, B @it g i1
P RO R . AR —FloREl T, NAZEAEH — G B LU ) DNS 554 k4 %
P RGHR N — 6% B E ] TN AL Mo, NMZE RIE Oy B 24 B £,
XN B E R IFE R~ — G A EER EVUR .

X EEF R AR BE A 724 AT BE A7 AE U BURME B, Ty Hoan SLx se =402 TR A
EHER, T4 G RN 2 RV . R SSH SR IFFAT 1A% & s AN S5 11
B2 Bl e 0 B R b /> T 6 22 4 Bl By o XA R SSH. 28 7 i Al 55 i 45 FH 47~
B RRAE S . BeAh, B AR S v R G I T A IS RN . AN
SRS B — 7 AT S I B H 2 AT AN, BN — AN B A i —
B ARH R G REFE R G A RIS 15 PRI 1

openssh,

0
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3.2.1.2. FEHHME

SSH #his it 1 BL R CRy i it -

1) Toikth e O 04 i 55 i

TENIUGERE 2 5, 7 Ui fe 0% B0 e 2 1 BT 422 (1) IR 45 i (1) 2 B 2 Wi T
Fead (0 5] — > R 45 i

2) TERRINIESE &

& P o s FH O 128 A7 N SRR B A UEAS B AR i3 25 IR 25 i o

3) Tk G

FE— A1 W A R AR s #8245 128 A Bk i 1), 1645
F2 AR 1) i P 5 A DS W PR KRR

UbAh, SSH HhsGARFR AL T BA R IE T

1) et 7 EM L BT ERAL R FR I 02 4 F B

I A X B IHEAR, &P e MRSk R X11 (X & H &
g0 BT

2) PRME T R R H A e A Ty

SSH P BN & R A& FI B — DDA T N o ik FH 44 e V6 R IR
SSH Il 2wt 7T LARCA— /MRS I E A 2 Al (il POPY FIE, M i
FEAR R GBI (1) 22 Ak

3) AT DA kA 2 A liE

OpenSSH Al 55 A1 7 vty T LA I 8 >R A IR 55 v FH 25 7 g WL 25 2 ) PR 199 6%
Wi, BV REIT MU E H X 25 R 5 TE

4) CFF Kerberos AIE

OpenSSH Jlr 55 % 125 = 3 7] LA G B 2448 F Kerberos W 28 UALIE HX ) GSS
AP Gl 24 55 N R P i # 11) SEBREEATIE.
3.2.1.3. hURA

SSH H BTAFAEPANUA : AR 1 FNECHTIIRRCAS 2.0 BRI I v 4 IR 55 25 A
ARG OpenSSH EAF§ ] SSH ARAS 2, A BLA SR & PIcH ik, R
G2 BN RA 1 R IR ST . AT, T ARA R EE, OpenSSH E44[H]
FESCRFRCA 1 Bz .

H P

N T RS E B R i e A, BBUE KB RE S A X %Y SSHRRAS 2
(1 e 55 i FH 25 - i o
3.2.2. SSH EBKEFFF

DL — R BV E A 0] AR A ML 8] (1) SSH A5 1 58 B 1
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1) HATINER T, DUE R b e 0% S0 IE T 1F 78 BR 1 1 AR 55 it iE AT (5

2) RIS RR N SR B i Az AR A2 WL (R PR 2 () A i 2 AT I

3) 7 P n) ARk 25 iR AT B FRIAIE.

4) B v N A R EHLEAT A L
3.2.2.1. fEH)Z

42 1 A SR IR ML [0 R[22 A v SR, AR AIER
Ik DA K TR B I (03815 1) o ARt 2 08 0 o B s 347 s i s b 2, DA RGE it
PR AT HIH A 3 ARSI 1) 58 BE R DR G, SR SCINIX — B Aw o A& 40 = 2 i 45
I A5 SR B ThRE .

SSH % P uiii gk R S5 iy, AT B A ¥, A3 S RG 2 A RES IR fff 1
A . BT PR R

1) Z#EH

2) WE NI EE

3) HE XA L

4) e BAINIE S

5) TfE G A A

TEEAAC AN, AR S5 it F — AN — B ML B 1R % P iR I B I S0
AR 2 s DA B AR AN AN 7€ H IR 55 ol 5 0, A 5% i ) 0L B0 28 ) g
eV RAN), B AR . OpenSSH i e 432 52 IR 45 31 i) = L35 4k 30
WEIX AN AR . P AN, IR EBT BN O ST RIE 2 5, $eEsd
o EZJEHIERT, %P bies F CORAE B RRAS KA 2 R 55 i 1 =ML 25 EH, DA
PR2 P i By S AE AT ) AR 55 il A5 o A SRAERE R BB R A 124, FH P
WA AT 3 2 N B 25 P i L8 IR AT R RRAR

HEH:

Bri 5 0 e 2 1E BT E SR B B O 2% e SSH MR S5 ii » PR A A b 22 45 AN T
T %) R 55 i R A o 2 1 B AR R 55 v L TR) A A X il o DR 1 BT IR () A R
A, VBTESE — R EE EALVEAAUCECRS, 1R AR S5 un B 2 51 LASGAE SSH AR
55 Ui F) 58 e A

SSH #E 15 U LT v] AR AT S A 11 20 H S0k Bl i s XA 2% o 75 5 ) 1)
B N T — N TR A — AN IR RS, BN RGO RIF
THECE VB AN, DURY G AE 14 B RIE BV IE A3 -

FEAE 6 8 B SR kAR — 2 | (HER R BGR T SSH 2L %
G, B REN—RERAZY, ERA—ERAEM L EEE . E
Bt # Re i e e A E A L =, X5 B AEIEE G IR — B TE N A H
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3.2.2.2. AIE

— B E MR — A 2 ERRE R RG ARG S, IR5 s &
Ui F T SCRF A R BIVGIE T 3%, Banfi - — AN RIS % 4, BiE AN — %
o ARG &P vt S A BT SRR 3 o — P 7 v 1m0 R 25 B JEA T A IE

SSH Il 2% A1 7 iy 1] LATC B A58 AN [ 2R B A UE 7 5K, 1% 07 # B et
(oA i BE o R 55 i m DA i T o 2e A, e m DASCRERIRES I 25 77 %% 7 i
A DA AT FH P 328 T A i 38 2% A IE 7 V2 RIS
3.2.2.3. HIE

15 SSH &4 2 56— IR VIR Z 5, el o 2 BEAR (£
HEHEERZ ME S AR, XEE Sl — =R @A T KIS
X SSH SKiji, AN [A] (dE & E — N LRI 2 A& b i) —FEARITH 2
HIRTE . B2k IEE 0 5T EE AN R A 21l A R X1 21 .

AN AR 55 P Ui 30 A2 IR 5 i 0 T DA G (0 3803 o 5 — N I8 R A R I R i
PR T — DT o A% 0 SR AT I — /N R TE I, 2 oA SR A B TE g
—RIEHE . XEE BRSSO R, TR IEAE T D R ETE . At
—K, AFRBHMSEAASHEF, JFHY—MEENSES R G, KT
V)38 18 AN 2 o 7 32 B2 SSH %2

T TE AP CASCREL A S, AT DAL I IE D —Fh oA B 16 77 2R 26 AR ISR
DL AN 730, R % P un i B8 IE AT I 00T S, 20 A &8l i K ik .

R i AR 55 i ) 3 W 7 A S TE FREAE , B T2 7 i i SR ) IR 25 S A DA
S FEE R M 177 3o IXFE AT PATEAS 06 SO B L) B A U it ) 1 4 T 5 Ak
FRAN R R B (I AR ety AR K RS 1

3.2.3. BCE OpenSSH
3.2.3.1. BlE A

BLE XA WANARPI RS, — RIVHT %P miEr (B0 sshy sep Al sft
p)s BRI TS (sshd SFH 3R .

Y6 ) SSH it B A5 BARTEAE fete/ssh/ HE T, FEWNER 3-12 RGiTEH
(RIC B S R P Y SSHIE B A BARAFAE~ ssh/ B3R N (Z H R AR E R F
MR EFE), VEILERR 3-13 Fre P Rk E St

R 3-12 RGTCEREE X

X iR
Jete/ssh/moduli 1% T Diffie-Hellman %5 4132 #t 75 Z4# FH 1Y) Diffie-
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pais

ik

Hellman 41, Diffie-Hellman %552 e T #4) 22 4=
(A0 2 2 BRI o % BA7E — A~ SSH 216 I & 4]
B B A e i i e, — N IL AR O, 2%
(B JGVE B AR ART BB ) — 7 TR E o 325 B 5
FHRAE A EATIAE

/etc/ssh/ssh_config

BRI SSH % F il & SOk ER, WS~/.ssh/co
nfig FAAE IS, %304 O EC B 9~/ ssh/config 7

=
III. o

/etc/ssh/sshd_config

sshd ~F 9 BERE AR RC B SCA

/etc/ssh/ssh_host ecdsa k
ey

sshd ~F 3 HEFE T HI ) ECDSA FA%

/etc/ssh/ssh_host ecdsa k
ey.pub

sshd 547 3ERE AT 4 FH 1Y) ECDSA A%

/etc/ssh/ssh_host _ed25518
key

SSH WM AR A 1 1 sshd SF 43 F2 BT F 1) RSA FA
E N

/etc/ssh/ssh_host _ed25518
_key.pub

SSH H3UiA 1 [ sshd <747 ZEAE T 16 FH ) RSA 2
.

/etc/ssh/ssh_host rsa_key

SSH WA 2 (1) sshd <747 ZEAE T 136 FH () RSA AL
.

/etc/ssh/ssh_host rsa_key.

SSH I i A 2 ) sshd 5747 3ERE AT A8 FH 1 RSA &

pub .
/etc/pam.d/sshd sshd ~FHHEFE 1 PAM BC B S
/etc/sysconfig/sshd sshd JIg 55 [ L & SCAF

i 3-13 R PR E XX

AF

ik

~/.ssh/authorized keys

PR SS S R B — R AP o 2% ) e 4%
B S5 m I, AR 55 S A B PR AFAE 2SR e
12540 A BIRINIE R i o

~/.ssh/id_ecdsa

£, FH i) ECDSA A5

~/.ssh/id_ecdsa.pub

FH P () ECDSA A%H.

~/.ssh/id_rsa

SSH Wi AS 2 1) ssh AT fd FH ) RSA FA%H .
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X iR
~/.ssh/id_rsa.pub SSH s kA 2 1) ssh Frfii FH # RSA A%H.
~/.ssh/identity SSH s kA 1 1) ssh Frfii 1 RSA FA%H
~/.ssh/identity.pub SSH s kA 1 1 ssh Frfii 1 RSA A4H.
A5 P U a1 SSH AR S5 S Y ML EH o 1SR
~/.ssh/known_hosts TR SSH % 7 i IE 7E & 42 IR 11) SSH IR 55 Uity 2
TR EE.

FRIUA O¢ SSHHC B S BT I & A HE 2 115 ., 1§27 ssh_config(5)
F1 sshd_config(5)F M VLT -
3.2.3.2. J33) OpenSSH A 45 i

b 2522 % openssh-server 1.2 J5 74 #1847 OpenSSH Al 55 ¥iii -

PR Y HT =1 B 8h sshd SRR, T BA root H P AE shell g 2ATHERTT T
BN T 4

~# systemctl start sshd.service

B AT UG T 1EIZ 4T sshd sF4ERE, 15 PA root FH 7 1E shell iy 21T 187K
NN i

~# systemctl stop sshd.service

MR IEHEIE RGBS Bl B3 sF 82, 15D root F P LE shell fn 24742
?f‘ﬂ‘iﬁj)\L/L? i3] v

~]# systemctl enable sshd.service
In -s '/usr/lib/systemd/system/sshd.service' '/etc/systemd/system/multiu

ser.target.wants/sshd.service'

3.2.3.3. fliJf] SSH AT AR IE#Z

T ik SSH BIERFEMER, Mzt ibfi AL e . &0, H/H
I A] BEAE — T A SSH N i R P 1R 4, (H 2 AN AEZ J5 {8 Telnet
GBI T o T EEE R 1RSS5 EFE telnet. rshy rlogin A vsftpd.
3.2.3.4. AT =YL

N7 HER—BRRE RS A, UV SSH BN, SR G i T
FHRAUE, FEEERBAGIE . ZEXFE, TELE vi 8L nano S5 USRS 4T
FF/etc/ssh/sshd_config FCE S AF, FFF PasswordAuthentication JEIUE ST P
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PasswordAuthentication no

WRIEARAE — D BRI 2510 R G0 AT, A A 0 B SO R
A% E PubkeyAuthentication no BT, WK AR B, 1A L8 A 4]
BN, B S YGE 2 BT e — N TR g TR
N T REBEAE ] sshy scp BUF sftp M— A% P ol a8 iE B IR 55 m, E 1% IR
PLR D IR A R — ME RGN . 1R, XS AH A AN F P 4 S A
R T R v TR 55 4 R AE R G0 V10 BRI F AR 2 1 SSH SR RSA % 4
B -
AR L root [ S 3 58 /% 1 AR, T4 R root I REMEfd F IX L6 %54
E ST
IR EERIE RS, AR il R Z R, E &~ ssh/ B3, 18
A, WKHEHEENE . X—dBHELRS ERATA P PAT, B
root H /7.
3.2.3.5. A RENY
T R SSH HMSUARAS 2 1) RSA S540%}, 544 LT DB
1) 7E shell i 2 ATIRARFT MHIA LU a2 2E i RSA FEHXT

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id rsa):

2) PR R EA R S, Rl~/ssh/id_rsa.

3) A4, I HAERRFIN I EFRRANZ O 2 AT 24,
T AN R R0 36 S J85 000 I P A (] R 1

4) BRATEOLT, H~ ssh/ H K EIBUIR B E N rwx------ 5 DL\ BERI PR ER
AN 7000 XY TR ARG XM USER B EE HNE. Wik
AEL, AT LUE I BN i & R BEAT WA -
~]$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) WAL, BAHEH R — Gy L.
ssh-copy-id user@hostname

IR AP AR LRI, 1%y & = BB — RAE )~/ ssh/id* pub 29
AR, SR DL E AR ST 4
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ssh-copy-id -i ~/.ssh/id rsa.pub user@hostname

%A 2 2R~/ ssh/id_rsa.pub XA 75 & i B AR IE B ML 25 (1) ~/.ssh/authorize
d_keys M1, 41 authorized keys AT CAAFAE |, BPK LB INBZ A
IR .

AR SSH PR U 2 1) ECDSA %54 %F, 1545 DL N b 1 .
1) 7E shell 2 ATHIRTF N DL v 2 2E i ECDSA Z 8% :

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id ecdsa):

2) IRV A B P BRI RR 12, Bl~/.ssh/id_ecdsas

3) HIA—ANO4, HHAESRRIA PR EF A Z 4 T 2 4aiie i,
T AN A AN E A K P A R 20

4y BB, Fi~lssh/H s AR B E DY rwx------B0E LU\ B3 AR &
NI 7000 XA TR A M P USER RE EF/ NS . iR
AUWLEE, ATRME T PAE fir @ KBTI
~]$ 1s -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) WAL a2, BAHEH R — Gy L.
ssh-copy-id user@hostname
IR NP AR AL, 1% dn 22 B H Il — A U~/ ssh/id* pub 28] .
AR, AT DR E AP SR 4
ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname
%A 2 2 ~/.ssh/id_ecdsa.pub 1) N 25 5 | 2 AR IE B M1 25 1)~/ .ssh/authori
zed_keys SCAFH o WA authorized keys XAFCLAAFAE T, FHRKIBINRZ A
IR .
HEY
AP N, BAZE TSR, X — mZIEE HER.
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3.2.3.6. it & ssh-agent

BRI D4, MELEEYIGE— BN AS RS, A &R
A4, f&n]LUd A ssh-agent IEAREL . 4R EIELES H GNOME, &) PARC
BEARGEFEN IR MAERO4, FHEEANSERICE X4 B, &AL
RHENH R B shell 23 AR A7 4.

PER K] GNOME 21 I RAF IS T 4, 154 DL PR T HAE -

1) WIS C L 235 T openssh-askpass fl. WG H %4, S M 224 %

BEAF L. T RN CE AR TR RO = R 55 S R R G R A AL
2) %, A4 gnome-session-properties JEHAT .

Startup Applications Preferences
BEhiERF 1515

WA B ENERF(P) :
~ @ Caribou A
“* No description

2 & Files
Mo description

7 & GMNOME Login Sound
Plays a sound whenever you log in
., GNOME Software
 No description
7 3y PG T \
" GNOME AT : GPG HLEE
o 3‘; GSettings‘ﬁﬁﬁﬁj
R B GConfiT##H FiEE| dconf

. .. PulseAudio B & ik

v

FEC)

B 3-1 Startup Applications Preferences

3) AdAME L) %41, REE L4 SCAHEF % A\ /ust/bin/ssh-ad
d.
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Add Startup Program

ERR(N) : | OpenSSH Authentication |

i (M) |fu5rfbir1!ssh—add | ‘ BRE. . |
HFE(E) : | Prompt for a passphrase on star‘tup‘ |

| mEQ | @)

B 3-2 FIETHIRERR
4) s LAY 480, IFRa OB IR I 2% H 5510 1) R R HE Rk T i)

Startup Applications Preferences

BahiErF BETR

SR EERF(P)

F
5, GPG HB{tiR ‘m‘
= GNOME T5A3F : GPG I8 o
v 3 GSettings R # : ‘M‘
T %Y B cConfifBAARET deonf ‘ 4heta(E) ‘

n.. OpenSSH Authentication S
Kl

Prompt for a passphrase on startup

t}

7 3 PulseAudio 5 & Rk
© Y BEh PulseAudio BB R
e @ SELinux Troubleshooter
View & interpret SELinux denials
& g@ Spice vdagent
Agent for Spice guests

e S it

ZE(C)

E 3-3 BRNARER

5) EHMASREEFE R B IEEROR B AR 4 A
HEZIE, ALY sshy sep B sftp FERHT N2,
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OpensSH

Enter passphrase for fhome/fuser/.sshfid_rsa:

©

—
ol
Passphrase length hldde-LL\;

BRE(C) TE(0)

B 3-4 mAO4
BN 2 ) shell 2 fRA7 104, BTLMERH LTy 4

~]$ ssh-add
Enter passphrase for /home/USER/.ssh/id rsa:

EE, ZJEEH shell if, &K ORI EOIER BTN
P 5 B S B I AT A 2

3.2.3.7. OpenSSH % J'ifi

&2 %% openssh-clients £LJ5, 7 BEME F L% i%EH 2] — > OpenSSH
M55im (GBS W, 2.2.4 350 T AN el CE AR VAT BBUIEE = I 55 A 1A R4
GRHTHIAL .
3.2.3.8. flifil ssh TR

ssh THA LGRS — G @B F, JFE BT 4. B2 rlogi
n. rsh fl telnet P27 10—/ & e,

A telnet g > AHL, A LLT ap 2 &R 2] — GIm LA b

ssh hostname

Wi, BESEF]—E 4N penguin.example.com HIZLFEFHL, A LALE shell fiy
AATIRFF M LL R g4

~]$ ssh penguin.example.com

i 2R 2 U IEAE A H AR AL S 00 P 2 8 5% R IE T — A HE
P %, EMHLL T4
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ssh username@hostname

a0, LA USER % %% penguin.example.com, HHIALL N4 :
~]$ ssh USER@penguin.example.com

BB — IRWIGEIESE , KB BRI~ AL 2.

The authenticity of host 'penguin.example.com' can't be established.

ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?

FE R B0 T AE o ) 18] L2 AT, TP NOZ IR 2 AR B A 1B R . P AT BAA)

7 Jike 55 v PR B O DA A 35 SH AR IE AR ) o IX B DA — Pl 1 e 208 7
HEAT o AR mT DA R 55 3m B EAL B, AT DU BAR ssh-keygen i@k
(REEEIEIE

~]# ssh-keygen -l -f /etc/ssh/ssh _host ecdsa key.pub

256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HEHIFINERL . LR 2H R — DA KRS I S apimma 2
M ENFIR P RES, DU DM E D 3R
Warning: Permanently added 'penguin.example.com' (ECDSA) to the

list of
known hosts.

USER@ penguin.example.com's password:
HE G
N SSH R S5 I i ENVE AR 1, %7 S 238 50 1 7 i A RE4R 22,
K A A 5% it 11 = AL %5 £ M~/ .ssh/known_hosts SCAEA IR . SR T, E3EAT IE#E
TEZHT, EERAR SSH M55 m R GUE PR L, JoilE AR 55 o 15 A WA 2 e

LM~/ ssh/known_hosts SCAF I BR—AN %8, Al DS AW N4
~]# ssh-keygen -R penguin.example.com
TENENS L JG, R N2 FHLE shell ap 2 ATIRRFT o
A, ssh FRFF AT DA RAEIZAE BN EHAT — 52, A& 52 shell

MAATIRRTT T
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ssh [username@]hostname command

4, fetc/kylin-release SCAFHEHEA REME RGRANIE B . ZAE penguin.
example.com FiZ AR A, HiA:

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:
KYLIN Linux Advanced Server V10 release V10Update2 (Potassiu

m)

TEEE N IEM D 2 J5, B B BV RGRAGE R, REHE
K% B B ASH KT shell Ay 2ATHRREF T -

3.2.3.9. ffiH sep TH

scp A AR RAE MLz [l it — AN 2 03 B sk fEvt b, &
1 rep JEFH FHEL

B — NS RERE R g, MR R a4

scp localfile username@hostname:remotefile

Bl an, an R AE A8 taglist.vim /& %1 2] 44 24 penguin.example.com A2 F AL,
A LAFE shell ap 2 ATHem AT FHIALL R fr 4

~]$ scp taglist.vim

— KA LR B 2 AN 0. B vim/plugin/ H 3% K I P 2 2 #2 3 HL pengu
in.example.com fJAH[E H KT, AT PAFIABL R A4

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — TR SR A R G L, ATLMEH] B A

scp username@hostname:remotefile localfile
B, FMGZAE T E T vimee BEE SO, AT RN

~1$ scp USER@penguin.example.com:.vimrc .vimrc

3.2.3.10.4F H sftp TH

sftp THE BT CUHRITH — A2 ZZ XMW FTP 1. fE%ih b, e
T ftp, ARIZAAET sftp FH 7 — AW neiEdE.

BEENEERS T, "TUEHI a4
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sftp username@hostname

fltn, A USER H /7 & % 24 A penguin.example.com e 4L L,
HfUﬁﬁu)\:

~]$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>

M N IETRI N Z )G, BRE DA sfp K SATIRRAT. sftp TR
DM — R P fip KU a4 (SRR 3-14),

\\

K& 3-14 HHK sttp 4

e ik
FIH N RE A RN IR B SR AT
F AR, BRI =T AR H =3¢

Is [directory]

cd directory Pl TAEH X B e HZE T .
mkdir directory B — M H 3%

rmdir path HIER — NI H 3%

put localfile [remotefile] K A MO A R B A2 L

get remotefile [localfile] B ENL BB T B A L B

FRHCA] FHAn & W52 BA K, 1655 sttp(V)FHF F ML .
3.24. ARE—AZAM Shell

—/l\izéﬁﬁ A AT A R 2 SSH %‘%ﬁﬁﬁ?‘iiﬁﬁ@%ﬁﬁ”ﬁ 94T EIE M)A
%, AILLEE SSHEEHHAT X11 21 k. 8%, @it TCP/IP # %, FR4ulH
LRI RIS 22 Aty 113242 T DABLSS 21046 72 1) SSH @il I,
32.4.1. X11 ¥k

BOE SSH IERFT T X11 21, A PUE AL R ER a4

ssh -Y username@hostname

fltn, A USER H /7 & % 34 A penguin.example.com e 4L L,
HfUﬁﬁu)\:

~]$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:
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MM Z 4 shell i QATIRRAT TIBAT—A> X FEFPI, SSH %/ i A 55 3im 2=
QU —NHTH 2 AEIE, X P i il o X S B AR B S LA

HE, ERAE XA, DAEZIE RS T 2 X WH ARG Plro
ot I i N\ LA T i AT BL22 2 X111 B 70 4.

~]# yum group install "X Window System"

LR TRMAUTANEZEE, 20 2.2 MR,
X1 ERAFFA M. Bilhn, X11 FRmTBUERy TITH i E ] TR
G LA BOXFA, B ssh B PIMR S o, SRS

~]$ system-config-printer &

CITER R B ] TR Bor R, i@ fE i o ar DA A2 4L 22 4 Hh e B
FTER,
3.2.4.2. WK

SSH AJ DAiE ik oty 175 % 22 4 fin [ F A AN 22 4= 1) TCP/IP Pl 7EA# FHIX—$;
AR, SSH AR5 Ut~ T SSH & F i it — /M 4

Ui 11 1R AR JER B 4 2 P i PR — > A i 11 B S5 2380 I 5% 3 ) — Az
Uity 1 b o SSH AT DA R S5 Sty 445 AT 2 iy 11 Wi 8108 7 i FRAE 2o 1 b o IX—FRIF
AN v 15 HAHUTAC .

HEH:

E&E%D%EM%mMuT%%D,%Emmﬁ%%wﬁﬂw

T — AT localhost | HZERZ A TCP/IP b I %% KidiE, nfLMER LT
T 4

ssh -L local-port:remote-hostname:remote-port username@hostname

il hn, EAEH POP3 @it —AN N IEHAL £ 44 4 mail.example.com [ 55 2%
ERERAE, FTRASEH BL R 4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— HL8 PV L 8 A RS R 55 2% 22 T8) F) g 11 4 A B TE vk & w48 I, wlt vl LAE
— POP3 %5 F i £ localhost _FA#H] 1100 i I RAZEHTMBAF 1o AEFTIERS
P R 48 R AE 1100 i TSR, #0442 4 F 7] mail.example.com AR5 -

15 mail.example.com % Hiz1T SSH M %5, (H2F—MZH 1 13— 60
FHIEAT T SSH M5, A4 SSH ATIATT LA A IEFE AT 2l . 48R, {4
FH ) i 2 2 WA AN ] -
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~]$ ssh -L 1100:mail.example.com:110 other.example.com

FEX—n B, E PG HLER R 1100 5 & H ) POP3 15K, Hilid 22 i
1 ) SSH 47 ¥ /& 3] SSH Ik %5 ity other.example.com. #AJ5, other.example.
com £ F| mail.example.com _F) 110 ¥ L SRAG A HoBAE . A, EMHX—#
RIS, HA% 5l other.example.com 55 Ui 2 8] ()14 & 22 4= 1) o

Uiy 11 AR AT DL SR aa sk o 28 977 k22 At SR (S 2. o 4 SRR KOS L B o

VFIBAT A P A s 1 CBI 22 3 1) ) SSH &R 1HEIKH%TXH‘ Ce oty T U
], ABAFEEAE PN & ML [R5 FH Ak BH Z€ b @A A2 AT RefY), REDE
AT [R]85 8 — SR 74 I SSH IE AT H 7€ [m] B A o

HE

PLIX A7 2R A FH i 1V ARG R AT 3, W SUVRS P o R 4t L IR AT:
o] FH P AR RE R BIAH N I AR 55 b o R P i RGNR, B B RIFERE S UT
7] 4 2 RS o

FHCodiig e R AR G078 PR 51, W] DAAE IR 55 i K /ete/ssh/sshd_config U RS A
llowTCPForwarding 1% 111 & & No, FFH 5 sshd ikR%S, KRR L% KTk

3.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —MEJEAL R L E RS,
Al PR R s i L e L

TigerVNC KR S5 5i-2 i 4840 . RSt = e % (vneserver), %
Jui (vneviewer) 145 3128 it o

HEG:

ATLLRT AR T BURE = 2R 55 245 R G RAT A —FF, ARIAT JBIUIE /= 2 IR 55 2%
BAE R4 V10 H1¥) TigerVNC i [ systemd RS0 E PP R THCE . LB X
4 /etc/sysconfig/vneserver #% & # %, | /etc/systemd/system/vncserver@.service
3.3.1. VNC %%

vneserver [ H ARG 31— VNC (Virtual Network Computing) [
W & M ETUZ AT Xvne, FRAE VNC ST G 8h— AN S B 8% . vneserve
r SUVFA P — G AL LT ST 2O 208, 2R X 2] LT R
BB R i MEEAL B V5 -
3.3.1.1. %% VNC JIR% i

%% TigerVNC 453, 18 LA root F P #0UAT BL R4

~J# yum install tigervnc-server

% 88 W/ #3017



£
1 RIS G O 2R 36 V10 AR I 5

3.3.1.2. FLE VNC R % i

VNC Ik 555 o] PABC B — N EE AN P (s IR PR P ARE T R4 BD
JAsh—N IR, PUREFE R REE . Wegthhb A H, D2k B Sk

&4 /usr/lib/systemd/system/vncserver@.service H Y] <USER> iy s B A H i1
# VNC IR I P 448K, [, 1824 PIDFile HiZ A 7 4 M SHOME., i
AT root P BCE 1 — 52, Wi Fos:

[Unit]

Description=Remote desktop service (VNC)

After=syslog.target network.target

[Service]

Type=forking

# Clean any existing files in /tmp/.X11-unix environment
ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/sbin/runuser -1 root -c "/usr/bin/vncserver %i"
PIDFile=/root/.vnc/%H%1.pid

ExecStop=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '

[Install]

WantedBy=multi-user.target

HA%i g 3.3.1.3 fr4 H ) display_number, 7] PLAAIEUE 1, 2, 3 &,
1§ H vneserver —list fiy 4 2F 7] Y VNC %5 .
3.3.1.3. JA3) VNC fiR%5 i

LA EFITHLE JE5) VNC k55, Il LEa TR Bordi 5. f£3.3.1.2
P& VNC k553 T Bl N8 —H AL E VNC SR s R & SO AT
ERR AT, SCHEF % K systemd RS B, FH-MNERHE
AN T RIAT LA i %
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~ J# systemctl start vncserver@:display number.service

B DL RFERAE SN BE A8 . 2 )G, 2B &R, vneserver &
ZABNEBN T . Lhroot P HATLL N A4

~ J# systemctl enable vncserver@:display number.service

X, HABH P TLERH —A VNC BEEERT, DUAOE IR R 5 A
HADKIEFE R VNC k55 . B a2l 7 — MNERALET, #HaBrizs
TR — AN SXASSEAGI AT H AR HLER b AR s R S48 & AN AR R )

RS P A AS R 2R B B VNC k55 3

XTI CA R E 47 1) VNC Jl 553 vneserver-USER_1@.service il vncserve
r-USER_2@.service, &R LLE FHANE R SR 5. Flan, LUTar 4528 USE
R_1 [ VNC IR55 e Bndw's 3 LR35, 1 USER_2 ) VNC IR i £E W
%5 5 _Lasn:

~ J# systemctl start vncserver-USER 1@:3.service
~ J# systemctl start vncserver-USER 2@:5.service

3.3.1.4. #1F VNC £iF
KLF S5 H vneserver IJTHLE B 3), AT DLEEHZ RS HITALE B3

~ ]# systemctl disable vncserver(@:display number.service

B, B RGBT, &AL root F $AT PA T dir &K% 1E VN

C M55
~ J# systemctl stop vncserver@:display number.service

33.2. HEACHFENEH

EROAEOL R, — 2RI A XOIRSSamPe . A RRg 5 0
. AR PUE A TigerVNC IRk 3 1) xOvneserver SR S A0AT T 510

Lhl: FKE—AN X REH

FAEH] xOvneserver S —NC B R, 1514 AT D BRRAE:

1) L root P AT LA T A2

~ ]# yum install tigervnc-server
2) FHFRE VNC %

~1$ vncpasswd

i
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Password:

Verify:
3) EEFH S HIITU T drd

~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

fisl 5 B ks e 1 VPR %wmmm,@ﬁﬁﬁ%wrﬁﬁukﬁﬁ
W5 0 b, FFEE CERM IR 1. 152 3.3.3.2 9 VNC BCE BT K.
3.33. VNC &E#

vneviewer s& /N R 7R BIE FH P St i I A2 45 6] voeserver FIFE T .

N T HEAE vneviewer, H—MUEVFZ K HPFRHISCE, X L% H AL
PATE WMV 2) 1 H 2R, R AFRE S FERE. mrkt, ST
1 2 Ui KA A vneviewer. EAF AT I vneviewer -h A LA vneviewer
HZH .

3.33.1. %4 VNC BF
B2 4% TigerVNC ()% P i veviewer, 15 LA root 7 HUAT LA T g4

~ J# yum install tigervnc

B S| VNC RS 3

—HICELF 7 VNC e85, &kn] LMEAT VNC B 5 38 155 2% I 55 i
I
3.3.3.2. iy VNC it & Bl k8

LA AR L, firewalld ] BE<xFHIEIESRE. Jy 1 ik firewalld S0¥F VN
C B¥EaE, ] LAIFdsE & ) TCP BE i 1. 2448 H-via EI, BEi
T SSH i T E g M, W SSH i I 7E firewalld HF BRIA & FFIA -
e

VNC R 55 B (1) BRI 35 12 59000 ZE453 Bz 72 52 R 4 0 1) 13 115, AT BA
B A H 50 B P R SR T . B, TR AN EORBE: 2 + 5900
= 5902,

X RGNS 0 2] 3, ATLLEEFRIA firewalld X VNC 45 52 RERERAE,
HARZ @ DL RIR I service IETUERBEATIN. &, MF RT3 HERRmS,
T I [ i 197 4% AR o (R4 - 48 0 ) 5 R T

3.3.3.3. i SSH iE#:3] VNC R %%
VNC 52— MR B B SCAR R, AE A4S HP A HH R ) 22 4 L1 SR Rt
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RREAI ST . O T EIELE A, ER] DB A -via e IHORN # 1 1 AR 55 v -
JUm R XK VNC S5 im A% 7 i 2 (Al 1 — 4~ SSH F#IE .
INE VNC HR 55 S-S 4 (1 i A% A0 R

vneviewer -via user@host:display number

BNE fRFaH

4.1. Web R

Web fik 5523 Aefie N A P 4R 8L —Fh LT web FIRIZE RS, JEH LI TUE R E
LS FH P BT e R 2845 B o JETHmAEHLE, BUAE AT DA Y 5 22 1) 8 Fh SRy 1
N web RSS2 48 F (& HESCAR AL (HTTP), B LAEFR web 45489 HTT
P k%545
4.1.1. Apache HTTP fiR%58

L] L v e e 55 2R B A E R e AR AL AT web IR 55 2% /2 Apache HTTP
4528 (httpd), httpd HIFRA N 2.4, ‘&= H Apache 3 4HFE &2 FF KK —Fp I
T web 557
4.1.1.1. EEALE

httpd R 55 4 il

WAL RS T SysV WIIEHIHA, REGE P R H apachectl Al syste
metl A 2R FIRS, TAZMEFH service a4 T . FIEIZH TEFE hitpd RS
1l

AN
fir &

service httpd graceful

W T

apachectl graceful

£ httpd ) systemd G SCAF AR UG AL IIAS, B 40 R B AN [R1 AR
> CHECHTINER SR, BOAERTE graceful EJH 7
> HIFIEMRESE, BRAE R E graceful 4571k 77 5K

AP
Al

service httpd configtest
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PR B T

apachectl configtest

AH /tmp
NTIRERG LN, systemd BT CAFIZAT htpd SFHHERRRS,  BrA FH 0/t
mp RN, RGN/ tmp & 53T
e B A
METRGH, TR AL E SO AT IE T /ete/httpd/conf.modules.d/
H3&No N httpd F&AE ) —LER] Ingk b ho e i i & S A7 Tk, 40: php.
/etc/httpd/conf/httpd.conf LA HH 1) 3= EEHC E 1 Include Bt A& F K3k /ete/httpd/conf.
modules.d/ H 5% T [ include XA, XL IRAELE httpd.conf B F AR Z |, SGE
ALEE conf.modules.d T (4 HBC B X AF. {E/etc/httpd/conf.d H & F B, 7FE
H IncludeOptional 8770, 7 httpd.conf TR o In LAFEIA, LRI #E, XL
A1 httpd.conf FARZ 5 AL EE
1 httpd BCPF A0 HR A ) — L8 e B ST
> /etc/httpd/conf.d/autoindex.conf --- it & mod autoindex HFZ 5l
> /etc/httpd/conf.d/userdir.conf --- FCE V5 7 H 3, Fl: http://exam
ple.com/~username/; N AN, MiZZERIXFERN DT
> /etc/httpd/conf.d/welcome.conf --- 7E4H F FHHfRAET, 4 http:/localhost/
BAHNEREOT, Bk FSCE R T XA T
NN
BIEOL T, $24EM httpd.conf XA 2/ ML E . P2 W IWFIBECE DL, -
PLETERIABC & Y Timeout B¢ KeepAlive S ANFHAHAA K E T Hgmid i &
BART o BFXFFA B B 18 7~ I 2 65 v BAE T Wb oA VR4R U0 o
A WTEVEAR
A E LA B httpd 2.2 BCEIEM 2 httpd 2.4, WIAFEA KERTE A
21 httpd Be B IEVE R EE L. 2 KT 1) Apache XY, 1§27 http:/
httpd.apache.org/docs/2.4/upgrading.html -
Aib PR AR
FEARIA] JEOE v IR 55 2543 E R i R A, AR 2 A B R (MPMD
et 7 ASEIN httpd —@EHI SR e BT e RE AR Y A] LU “prefork 4R 3 /ust/s
bin/httpd; F& T AR AT LA “worker” X3 /usr/sbin/httpd.worker .
FEART UBE S B S5 s R e R b, AT 711 httpd. 3 > MPM fE
AR N HIL 2 R : worker, profork (default) Fl event, 475 E Nz —14
MPM AL, B LIS I 4 5 /ete/httpd/conf.modules.d/00-mpm.conf At & 4,
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FHIE MPM R HF (VR R4 2o 3, A0 AT LASEI MPM BSEE Nk 1 .

£ () A B

FH 7 1) 5361 mod_Idap SEIELEL ) LDAP S350 uE A4 A o BHHT 153 m
od_session FEHEREER mod session A helper. HHHTHI43 ., mod proxy html $2fitA
Ht mod_proxy_ html I mod xml2enc. IXE&HA4EL# AT LA A ZEANTE 354

TR R Gl R

A48 R /var/cache/mod_proxy/ H 3%, U2 ¥ 72/var/cache/httpd/ H 3%
] proxy I ssl FHZ

httpd HAFE AT R AL 4T 6 N 25 © & M /var/www IEF% 2 [ /usr/share/httpd/ .

> /ust/share/httpd/icons/--- G5 T —HHT HRZRE I HIER. FIHMATLE/V
ar/www/icons/ H 3, BILEIL R4 3] T fusr/share/httpd/icons H 3% T o FEERIAE LT,
http://localhost/icons/s& f (. E/etc/httpd/conf.d/autoindex.conf SCLFH, H] DAL
B E bR E AT

> /usr/share/httpd/manual/---/var/www/manual/ H 3% .2 1L #2 2| | /usr/share/h
ttpd/manual/ H 5% . XA HFAH 7RA T httpd-manual HARKIAE. G5 T h
ttpd ) HTML hRF M. WS 22285 7 X AN 45, W) http://lo calhost/manual //&H
. fE/etc/httpd/conf.d/manual.conf SCAFH, ] LLRC B T 0947 B AT 14

> /usr/share/httpd/error/---/var/www/error/ H 3g .21 # 2| | /usr/share/httpd/
error/ H3x. EEVAECE S, COMBR T HE X2 EHES HTTP 4515 B i
B . 1f/usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf 3 £F A, 24t 1
B B AR

SIS, BRI A2 )

T 46 Sy ik . AU RS H R B 2 O RAE TIHEN SR, 7
AR E SO B Order, Deny F1 Allow $54 id T 1 i Require 187k .
A % Apache CRYI B ZE41(5 2., 1A http:/httpd.apache.org/docs/2.4/howto/
auth.html .

suexec

NTRERGW M, CAFH 2% suexec —HEH] T, BUMARZ #2304
RGRe I, RVTEMHAIBRKE. 451X —M%, suexec A FfEH/var
/log/httpd/suexec.log HEXM T . &, HEGEBHIER] T syslog:s BT,
% BLAE /var/log/secure H & A4 H

B 1

H T httpd 20748 TR B RE O 52 X, Rk, FET httpd 2.2 #EHIZE 3 AL
Xt httpd 2.4 AR X, B EMRYE httpd 2.4 BIHE E SC, X R EeAb
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PRI e Z B, s, FEM. A% httpd2.4 AP A B 1PE4H(E B85,
HEZE
http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .
F T MR B apxs B] AT S 2 48 M /ust/sbin/apxs IEF% 2] 1 /usr/bin/
apo
WM B AR TR
FEAR TR RS 1= R 55 4 E R Ggirh, CABMIBRIN httpd BERZIR AN
mod _auth mysql, mod auth pgsql
£ mod_authn_dbd #1, httpd 2.4 $2t 7 A SQL HdE ZE N ENLH -
mod_perl
7E httpd 2.4 W, AFIERSCEFE mod perl T .
mod _authz_ldap
7E httpd 2.4 {143 mod_Idap ', F mod  authz ldap #2ft T X LDAP )
SCFFo
4.1.12. HHACE
A 5838 Apache HTTP Server version 2.2 Pt & A, &5 P IR:
1 T HRAFRA AR 1, Bt HEEMAIT A BERZ R Z R IE
e BP0 CEARE [ AAFRIREM, ZA L% LoadModu
le FE7R I
2. FEFREINEEE =7, R E T X EWE S
O B A AU
3. W EAG A mod userdir fiER, NIZE UserDir fE-TH, 75 B HE4LH 3¢
R GEE N public_html).
4. IR EALH] Apache HTTP %4k 55 as ik, WA KE M ZEEZ TR
(SSL) MNHIHE ZHEFEE, 152F 4.1.1.8 JAH mod_ssl ik,
ATV AR i, A A e & SO ] BE B A 5 iR

~]# apachectl configtest
Syntax OK

A RN H Apache HTTP IS5 a3 FIECE M 2.2 JRASTH K 2.4 WA, 2% ht

tp://httpd.apache.org/docs/2.4/upgrading.html -
4.1.1.3. 1217 httpd IR %%

KERMRUASE SN, (51 S Apache HTTP, LUK AN #5# Apache HTT
P I FIRAS . N 1 REAMEA] httpd k55, RSEHBA TR fr B2 i B4 %% 1 htt
pd.
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ER7DIEARE
KYLIN

~]# yum install httpd

HWE, EREE S SRS a R AE RS, AR L H B S A e B AR S
FMHEZEL, EZF 3.1 (/] systemd FH ARG

JR B 55

Hi root HI/" $AT LA R 54, 53 httpd 55 -

~]# systemctl start httpd.service

PAT LU N dr &, TR A R 505 I, H3IR 3 httpd AR5

# systemctl enable httpd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service

to /usr/lib/systemd/system/httpd.service.

FiE:
R DL %2 4 e 554577 U5 3l Apache HTTP JIR%5 2%, WHRAERGE3N)E,
PN T ) SSL AL NS A o

np

1Rk S
H root I P AT UL w4, 151k httpd x5

~]# systemctl stop httpd.service

PATLA T A2, AL S hitpd IS5 BEERIE RS H S -

# systemctl disable httpd.service
Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.servic

c.

5 R 55
ALUR 3 RhJ5k, Al AE A httpd AR 55
Hi root AT L dn 4, e E R ARSS

~]# systemctl restart httpd.service

X, ERs EIXANMEITER hitpd RS, RIEHEEE. @Y, (Elk
R — A InEE (an: PHP) K, SHX 04
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H root I P HATLA T4, AT PLE Brinsic & -

~]# systemctl reload httpd.service

R = S BUE1TE I httpd ARk 552 EHINECE FECESCIF . HRT A A
AT SR AR 224 b, % 7 o a8 B2 BA R E B AR B A 76 %
N T EHOINEAC B M AN 2 AT B IE R, TR root I AT BA

T g

~]# apachectl graceful

KR = FEOSATE M httpd Bk 55 25 ERTMEBE M ECE S, 2T b e A 1
AEAT T SRAKG 27 H A e B AR A 2

FEARTT USRI 5 a iR E RGP, AR EEAGIRGSNEZER, 1§
27 3.1 {fi H systemd & H KRGS .

ek e 55 RS

£ shell f&7n . PATEL M, MG EIZATE 1) httpd AR S5 AR -

~]# systemctl is-active httpd.service

active

4.1.1.4. YuiERECE M
BOANTEOL R, H4JA50 httpd B, S 3HCRKE 4 -1 httpd AR SSECE SCHH 1 H
] httpd AR 45 Hic & S

FH& 4 -1 httpd ARSSHCE S

® & i )
/etc/httpd/conf/httpd.conf I B E S
/etc/httpd/conf.d/ A5 AE 3 B S i e I E A
I AE H 5%

BAR, BOANBLE RS S T R AR, AR, PR — e T E )
MC BT R IR A LR R N TR B R AR, e B UG b T
J& web k5545, A8 T AR E)S hitpd RS WEZFEE, ESE 4.1.1.3 1817 htt
pd k55 H B E A RS -

AU CL A4, f A B SCEH aT A B AN R

~]# apachectl configtest
Syntax OK
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AR % T ] B T VR RS M T B SR R RIS T RS
4.1.1.5. ff SR

VERESAL GBI, httpd AR S5 28 K AT A RE R ZhAILEXR R (DS
Os), RYEFHECATA] LAEIZAT rh S A AR 2. 72 AR AT ROMS e IR 55 2
TERGH, XU 17 UL /ust/lib64/httpd/modules/ H 5% T .

PIIES R SER

T In#kHEE 1 DSO R, 72 2 LoadModule $87-. ¥ &: LABLAL
A R AL R, J# %, 7F/ete/httpd/conf.d/ H 3% N A & H & KD B A
L hnEREER

LoadModule ssl module modules/mod ssl.so

SERUE, TR EE web s dRRINERE L, AU E A httpd k55 (0 2
B8, HZH 4.1.1.3 1817 httpd 55 B 5 k55 -

G

IR EQIEH R DSO ik, 75 % 224 httpd-devel HAHAL. $AT LA a2,

~]# yum install httpd-devel

XA AL B M AR ER BT 75 1 include SCF, header SCAFFI 4 B A2 i T
H. Apache eXtenSion(apxs)N HFET
— HE LY, winT AT A R s R T

~J# apxs -1 -a -c module name.c

FEERAE A, T LU In#R Apache HTTP AR 55 28 H el BB () 5 VR N e
4.1.1.6. WEREMEH

A LAE A Apache HTTP RS540 N B RE U VRS, SCILEETANE 1P,
BLAG A S 3R AL AR P 2445 Bk 55

N7 REIET ENA R ERENL, 7T LA Dl /ust/share/doc/httpd-VERSION/ht
tpd-vhosts.conf At & L1 ll/ete/httpd/conf.d/ H 3%~ , I & #i i @ @Port@@ M @@S
erverRoot@@ i AL . ARHE 75 22 H € Hil ki, a0~ B S s .
el KB ENLE E SEH

<VirtualHost *:80>
ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com
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ServerAlias www.penguin.example.com
ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common

</VirtualHost>

VE® ServerName W22 A XU DNS 44 . <VirtualHost>%5 %5 11 7] H 7€ SR
U, AL R ERS SR 2RI RIIACE . FasH &1 User 1 Group &
AR T, BUmARZ 172 SuexecUserGroup.
Rk

1 SR ) AU, AT T i AN B, TS i R SRS ZKR, 2k
1 Jetc/httpd/conf/httpd.conf A )4 Jaj$E 7 Tl Listen.

T EEE BT E R AL, FEET web RS, A RUHTE S httpd i
SHEZIER, WESF 4.1.1.3 14T httpd RS A9 E 5 RS -
4.1.1.7. fi%E SSL k%528

CRERTIE (SSL) & —FPRe i IR 55#8 A& 7 o it AT 22 4 8 18 v R n 25
il fE4Z 224 (TLS) WhiUshs& SSL My JE Ak i AT, HES il {1 Fe fL AN K
P2 R e . Apache HTTP HR%528 1 mod_ssl BLER & &, 4518 A
T OpenSSL T H AR, fefesEftxt SSL/TLS MISZRE, BHFRE N SSL k5
Ao BRI O = M R S5 AR BRAE R ICHFRAE T TLS SR Mozilla NSS. mod_
nss FEHFEMAL T X Mozilla NSS IS HF.

AME HTTP &+, AERe a2 e M AF T DL EICE . Frid HTTPS
FELE HTTP 3G 1 %F SSL/TLS MISCHF, & Refhd &5 N A A 51 I FliE 2.
AFE T B ATE Apache HTTP IR4C2RBCE b, Wifa] o FH G R HR ) — L L ATy
%, 48 S WA AE SRR B 2 R

NEIR UE 5 A 22 4

FAE B T Al . fEERBNFRINE A, F55 M m iz AR F
RGP AR . AT, AEAILEEAEXNFRINE R AT, 2 ML
—MREBERENFH; A IR, ALAH. A HRE N EEE R
BEFH 0T B AL R AARD s FHRABH AR () 5t X B8 P X B2 ) A B SR ARG

N7 BT SSL SEINZ Al T, SSL AR 55 ds  Zi A% F B IR P i & LAY (CAD
A ETAET . IEBH AN ARG SEN S MEMSE (. RS FENLL: A
Yy MBS, BES AN CA MRV . XN 44 ] LU AR e 1IE
PN A4 TR, I BARE MR 7 B e

AT web BB SSLIERNT, G A web MRS 2SS HLAIET .
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WA B EA B E CA WS4, BCEIET A L2 AE FSRI ENLL AL
fe, web M4 R4 L@ W, @ H H 7 BB R RS S

ERINE LT, K2 H0 AR A0 iC B A — 4 bk 2 &k et . IEH
RNk, WEZERSAER, BALLERE N EER CAUET, XM, AR
SUAT DU SIRE IR 17, S0, SUREHBENRE R, XN, T[ENNEZ—
ANUEF o BT A DUZBSIE A, (H2, A e 8ud# T A%, B
I, SR AERE R TREMH IS CA. HXHIEZEE, BESERENK 4-2 BEN
A I T ) CA

R 4-2 BEWERFEETHE CA

web J 2% "o
Mozilla Firefox Mozilla root CA %13
Opera Opera 7] A HRAE TS
Internet Explorer Microsoft Windows 1] FH (IR IE S
Chromium Chromium project A] FH FUARIE 1S

TEEEST SSL HR 4528, T BEA R —/MERERM—NEH, RE, KIEIED
TER, A A S UE A SO AT BREB MU . — B CA Bk T & HIEF1E KA
SOEY], e kIR AT AR S5 8% — A FH AR AIE B4 . 535k, wTR
BN EZLANNER, EAEEAE CA MBTE4, Wik, XAUGER T LA
HKAHMZA
4.1.1.8. J5H mod_ssl itk

WA R T mod ssl #EdR, FESL—™ SSL 8 HTTPS AR5 #3 1&, TIANEE
FA—A R HEGREEL (40: mod_nss) A% FHAH [E H % o % 1 443 2B HTTPS
Uit 11

N T fEH mod_ssl BEHRAT OpenSSL T HAL, Z.— SSL k&4, NIFEE
‘%% mod_ssl Fl openssl Z L. H root F 7 $1AT PR iy & 5l T DA 5E il 28 2585 «

~]# yum install mod ssl openssl

E, 268 mod ssl [KHC & X /etc/httpd/conf.d/ssl.conf, ERINIEIL N, ©E
7t Apache HTTP JR55 a0 EFCE U H . N 7 ngisisk, FEEH ) hitpd k55,
i BE 4.1.1.3 IB47 httpd IR H I 5 RS
HE Y

1E41 POODLE: SSLv3 vulnerability (CVE-2014-3566) fi#ifiif [, Kylin
AHERE S ssl, ERUW A TLSvI.1 8 TLSv1.2. {F/H TLSv1.1 7] LLSEEL A 5
R BARVFZ P2 ih 2 O3 A SSLv2 18 SSLv3 #h 1, IFERIAE I T BT,
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ER7DIEARE
KYLIN

Ha2, AL RAE &9 e,

7t mod_ssl H'j5 FFIZEH SSL #1 TLS

AT A A ANEE I FE e R A SSL AT TLS B, BERT AERC & SO, it
TE« ## SSL Global Context” #5743 #IN/ME% SSLProtocol F7x ik 4 &) 8 F1/4%E
H SSL, 4 r] PAFESREAN“VirtualHost”f*)“# SSL Protocol support’H B4 2 5 BRI\
TRSEI . WA EREANRE Va8, WK 9K 4 =55 R E .
N7 RAS, &R BERT LMY AE SSL Global Context” #73K 45 E
SSLProtocol, AT LAFEREANIR I AL ENLA /3488 E, HEE W ESE all.
4.1.1.9. i FIAFAER) & YIRS

ATV A HAE 5K BC & SSL kG545, 1ML OIEH . Hi, Wh 2
PG T =& AT LA
1. IEfEfE IP B4

UEFS R E R 1 TP A AR s . Rk, REHA 2z —RE TN, iF

Ht L.
2. IEFERE M VeriSign Ak 1 k15 I AR 55 w8 B

VeriSign J& —AN FHIUEB MU LAY, &0 R E FEAE, 1P sl Flis 4

MURKAEFS o — B ST 8 i, IRl el
Tk FIRME DU A, BT EETARIES. AREZHRER, §5FE 4.1
1.9 A= Bl & SHAIE F5

ARG A B BHARIESS, 2253 3 % A 9 U4 Bl /ete/pki/tls/private/
Fl/etc/pki/tls/certs/ H 3% N o A LAFAT LA R g 2 52 :

~# mv key file.key /etc/pki/tls/private/hostname.key

~J# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJG, TE/etc/httpd/conf.d/ssl.conf Bt B SCA4FH, ISR 54T

SSLCertificateFile /etc/pki/tls/certs/hostname.crt
SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

NTEHEE S AN, WESFE 4.1.1.3 1217 httpd k554 HY H 5 RS .

Billn: RIS A Kylin %24 web IR 55 &K PAAES, 407K fros:

~]# mv /etc/httpd/cont/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

4.1.1.10. 4 BCHT A AE
N T EAMET, RGP DINLEE T crypto-utils AL, H root
P AT DL R i 20T LSS 2 26
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~]# yum install crypto-utils

XA AR AL T — 4 A AN B SSL AE B A2 T B & genkey N LR,
B REHE BNIRATTAE U

HEUL

WMRAEH—ASFHE RS G WA RAED, Bt R FiEe I AERTES.
XA, AT DA R P S 0 DO AR E P R 1, e I U A N T B
SOFFSREFNEY, T EH root H P H Fodr 2B 1L genkey 74 :

~]# openssl req -x509 -new -set serial number -key hostname.key -out host

name.crt

HriE
ARG, WA ERHE LA PN, WFAAT genkey N HIAE
Fra R BRI, wiZE i root F P HRAT LA fin <, BRI 3 B S0

~]# rm /etc/pki/tls/private/hostname.key

H root F F'IAT genkey NI, FHFENHIEFE—NE&EW TN (. k
ylinos.example.com), 1~ Fix:

~]# genkey kylinos.example.com

4.1.1.11.25 HTTP A1 HTTPS fic & [ K 1%

BB DL T, R R IB o5 0 R 55 2R 45 %é}EzEéKFﬁH HTTP 1 HTTPS KJ.
ERREE K web IR55 2% )5, FIH firewalld RS, kB ks, el LS
Fi HTTP 1 HTTPS 7 .

i root A A #UAT A a4, ®]LLS A HTTP:

~]# firewall-cmd --add-service http

Success

H root P H#AT LA N4, A LLE A HTTPS:

~]# firewall-cmd --add-service https

Success

FRERGHEB G, REBERNT . NI IRSBBUKAER, RFEA
PAT Bk a4 0, B0 b --permanent 11

K7 HTTP A1 HTTPS [/ 4% 7 in) 4 1]

H root FH P HAT UL T a4, AT DUk A 3i 5 7 K 3 o Vi U7 [l () S LS i

~]# firewall-cmd —list-all
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K= T, BB KB T, {22, HTTP # HTTPS & A A
VR I By KB U 1] 1

— B VRl By kB e BAYs i) HTTP A HTTPS 1, IFA$UT Bk 4,
2% # services T L2 H WM TSR

services: dhcpvo-client http https ssh

4.2. HFERFEH

4.2.1. OpenLDAP

LDAP (& H x5 i) & —HITFTRHI ML, HRVT R AEM 4 EAEd 17
i 5 E . BT X500 H S ILZhrdE, H2 DRI EMBIREER, Bril,
LDAP #HRAE X.500 bRt b Az 1) — AN f R A

% X.500 —#f, LDAP KM H 3 277 3o X 28 H ] DUMAF il 35 F 5 12
nAzs, ik, MRS, HEE PURRIT MRS BARSS(NIS)RAE ],
PRAFEAT NAEARATAL S Fad I LDAP Fo v () X 26 #mT LAU7 IRl ARAT TR K =

LDAP % TP EHH P MA, B S hRIEs R G E. BN
—ARESLL G H 3%, SOV O U7 R AR B R teAh, ERTRASI
SR A LDAP g5, s gt —NRr il i) e BkME B A . R, B
e R DL N T AN LW, BanKS: . BURERTIATR N A 5 .
4.2.1.1. LDAP /'

ffH client-server & 5451, LDAP Al —M @1 W 2% v] 15 1] 1 - 05 B H
Ko A% i B SO AN H 3 B AE B, k5S4 im SAE ] 7 R R E 1B
FIRLRR, AR5 WA Fa RS INBCE T AN H o 9 7B ORA I /2 %421, Transpor
t Layer Security (TLS)%h5 WS FH kB ik 18 ik AR AL sk Bt -

LDAP fik 5585 3 2 MU R R 48, BB IR AR 5K, A2 ik
. BACEH € LIt r, BRI LDAP JIR55 252171815 0 S H R 15
FIRZ, JFHAMEMGE EAER .
4.2.1.2. LDAP Ri&

NHAHAEATFEH{EH LD AP-specific Rif:

entry

LDAP H %M —2H . B—A> entry i8I BB E) 20 #E2 K € L (DN

attribute

5B entry KERH . Ban, Ra—DMHHAEKRN—A LDAP ) entr
Y, AZAZUREKY attributes BIIF ML, L EHLTEE. RO, MAFRN—
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A entry, BLFEAN N HLTE S AD T AR HE .

—™ attribute FJ AR — R —0ME, BiEF 2 HILFRMEYIER. BRFELE
P A R ) (AR TR, ERT attributes W AUE H objectClass K€ X,
H 7t /etc/openldap/slapd.d/cn=config/cn=schema/ H % T[] schema SR 2 .

1% attribute 17 B A e FI{E 4 FX N Relative Distinguished Name (RDN), A
[l T DN, RDN XJ T —A* entry KUt MM —T M.

LDIF

LDAP ¥EAZ ikt (LDIF), #& LDAP entry FI4E AR TR, W T

7N

[id] dn: distinguished name
attribute type: attribute value...

attribute type: attribute value...

id T — AN E CRIEC, K Si4E entry. BE— entry WAL EH 24
attribute_type 1 attribute value 241, SRAEAEAN K S B E L T . 1E entry
e, BE—HT.
4.2.1.3. OpenLDAP %5t
OpenLDAP 24t 118 2 5 LI RE
> 3CFF LDAPv3—1E LDAP WA 2 2, W SChvF 218 st it & Ik
fRUE LDAP BNz 4. Hedal, @HCFHF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#1 Secure Socket
s Layer (SSL) 251X

> LDAP {# f§ IPC——{# ff] inter-process communication (IPC), N5k | %4>
I I A o D 28 a3 AT R 1R R K

> IPv6 3 FF——OpenLDAP 3Z#F IPv6 P25 HirL

> LDIFv] )3 Ff——OpenLDAP 3 ¥ LDIF A 1

> HORTE C N ——2uTH) C # HG 98 [ REFP I REAE ) LDAP H

KRGS AR5
> JNGE 7ARSLIK) LDAP AR 55— 1 R 7 UT AR R G iRt
P TR

4.2.1.4. OpenLDAP Jii 5 2e 2k
7 Kylin 24; | %35 LDAP R%5 25 BT -
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1) %% OpenLDAP A1, W, 4.2.2 %%% OpenLDAP 41}

2) MEZS W 4.2.3 FLE OpenLDAP JIR554% 11..

3) Jashslapd )55, S0 4.2.5 i81T OpenLDAP fili%5

4) f#iH] 1dapadd ZhEEES N entries 45 LDAP H 3.

5) f¥iF LDAPsearch Djfeffifx slapd k55 & IE#IRTHE B
4.2.2. %% OpenLDAP 414

OpenLDAP [ & 20 A0 T2 i LR A it

## 4-3 OpenLDAP H5F

Package

Description

openldap

2B T IE1T OpenLDAP Jiit 55 #s Al - i N2 H P 7 22 1) B
W

openldap-clients

ZAALE T AT LAV RS LDAP R4 42 i ST R

openldap-servers

2B 17817 LDAP RS AR 5 LA BCERE T, 5T
H¥) LDAP Daemon, slapd

compat-openldap

ZE/EE T OpenLDAP [¥) 325 % bR L

AN, PURNALEH A1 LDAP AR 2315 1

& 4-4 EHKIN LDAP BFIF

Pckage

Description

nss-pam-ldapd

ZEAE nsled, —AMAHLE LDAP ZAFRMRSS, FiFH B
1T A A

mod Idap

1ZA AL E mod authnz Idap A1 mod LDAP 4k, HA mod a
uthnz_ldap #iHtj& &y Apache HTTP Server ) LDAP 5 iF A
Peo IS LDAP H B85 uE A 7 fE+, JF HAe
SR VT R SR ETH P4, 582K DN, HXR, —MEE
attribute, B2 — MBI IEFFTH . X mod_LDAP
B SRR — N, DA E KFEE N AF cache,
NT R ESR) HTTP 53R, Z#F SSL/TLS.

i yum 223 DL

yum install package...

Bltn, 423 LDAP IR%: 2%

~]# yum install openldap openldap-clients openldap-servers
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RN INA B AR, root BT E R RBITMA . WR
TANE 2 2238 ARE R, ES%52.24 LRI,
4.2.2.1. OpenLDAP fIR %% 2% F2

NTHATEHEALS, 1XLE openldap-servers 245 T LN 41441 slapd AR %5

¥ 4-5 OpenLDAP fR% 3k T EFI&

Command Description

slapacl FOVFRE A AU 1) J@ 1t ) 71 R

slapadd TV IN entries M LDIF 1451 LDAP H 3%

slapauth RVFERZAUEFRR 1D 513

slapcat ARVFEM LDAP H 59 UL LDIF #% R 17 entries

slapdn ARV DN 515

slapindex FVFEARYE 1T N A EHr 9w slapd H% . Bk B
FHRZH, VR At

slappasswd RVFEQIE—ANINE W H P %5, 4 1dapmodify 2H4F, 20
s&FE slapd fic & S fFH

slapschema FOVF I A R A A% 2R 2 s 2 2 5 A5 E

slaptest FVFERE LDAP R 4523 lic &

4.2.2.2. OpenLDAP [{) % /7 i A7

openldap-clients %3 A& DL 4HAF, DIRetFETE LDAP Hx MM, 1214

FIHIBS entries:

FH 4-6 OpenLDAP B ¥ T EFIF

e EiE13%)

ldapadd VL LADP H 35300 entries, A PUE — M 0fboli 2
PRERIN, %A 4 1dapmodify —a [f)— M4

ldapcompare | FLVFIEE /N4 €/ attribute F1 LDAP H 3% entry #H47 HUAR
ladpdelete RYFIEMIBE—A> LDAP H 3% entry
ldapexop VBT LDAP ¥ @ #4E
ldapmodify | RVFEIELC LDAP H 3% entry, @IS SCAFSARHERI A
ldapmodrdn | FLVFEEUEE LDAP entry ) RDN 1H
ldappasswd VBB LDAP A F %15
ldapsearch RFEE LT LDAP entry
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ldapurl FOVFIEAE L) iR LADP URLS

ldapwhoami | FVFIEE LDAP AR 5588 F AT F A2 e

K% 1 ldapsearch fiy &4, Heam & @ U SO kAT i, AR E
A A a2 AT B AT LAl man i 2 B H U
4.2.2.3. LDAP % "5 b /44
BARE V% LDAP & F iy i) DL FE iR 45 oo B 3%, (E 2 HR VT LR =
TR 55w B RGBS AR b —Ff o H WL RERE LR SR 15 0] e 55 2=
H%MWMH, %5 Mozilla, Thunderb ird , Evolution, 5%# Ekiga.

4.2.3. BCE OpenLDAP fR% %
RN, OpenLDAP Bt & XA PRA71E /etc/openldap H & N . FIHRMEE
VB I — A H

R 4-7 OpenLDAP L& H FRCHFIR

B ik

/etc/openldap/Idap.con | fif i} OpenLDAP JZ p& £ 1) 25 7 g b FH AR B B SO,

f 5 ldapadd, ldapsearch, Evolution %555

/etc/openldap/slapd.d/ | Slapd T & SCA4:

OpenLDAP ATEA# f/etc/openldap/slapd.conf it & SO, ‘& fd H — A ic & £
JZE 1 /etc/openldap/slapd.d/ H 5 . RUNIE Z R %3 04 H T slapd.conf XA, &
A DUSE I DA i 2 34T 5 4k

#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd it & £0.45 LDIF entries, £—77 )21 HRH LG4, wT LLGEATAH R
U TR
423.1. BHEREE

LDAP 4% #5 1) 4 JR e & S PR ATF-AE /etc/openldap/slapd.d/cn=config.1dif S {4
o HWHLL TR

olcAllows

olcAllows fiy 2 1a 1T 1845 € MR LE P2 T A Y, s LT 4% (e

olcAllows: feature

A AR, ZIEER 4-8 A olcAllows ¥ . BRIAAIIETHZ bind v2.
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= 4-8 TTH olcAllows &R

bl i35
bind_v2 LDAP A 452 ) bind 13K
bind_anon_cred 4 DN 72 7% [ I iz 42 52 B 44 1) bind
bind_anon_dn 24 DN J2 JE7 I3 32 5 44 bind
update_anon ez AT R
proxy_authz_anon Rz e 4 AR

Bltn. fEH olcAllows F54
olcAllows: bind v2 update anon

olcConnMaxPending
olcConnMaxPending 7y & R VIHETE E FE L S s KGR EMHH, LW

olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth i 4 %8 8 72 Jo UF i () 2218 S RE KSR, a0

olcConnMaxPendingAuth : number

ZRIME Z 1000,

a0 A olcConnMaxPendingAuth i 4>

olcConnMaxPendingAuth : 1000

olcDisallows
olcDisallows fy4 U1 6 @ MPLeqF AR . fn 2 i

olcDisallows: feature...

A2 RS R S KA 4-8 AT olcAllows 1. A BRNA AL
FH IR
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FH& 4-9 AT H olcDisallows iETi

IR ik

bind_anon | AAVFREEILEE 44 bind TE3K

bind_simple | A~ fo V14 541 bind 46 UEAL

tls 2 anon | ACVFIsEE 44218 U #] STARTTLS 7

tls_authc AR5 A o STARTTLS 4

#ltn: f#H olcDisallows iy 2

olcDisallows: bind anon

olcldleTimeout

olcIdleTimeout iy & RYFEIE E A T —A idle EREI 5, 1f DL

AU R

olcldleTimeout: number

ZIETEMNERAAEH (EEREBEN 0

ftn: {#H olcldleTimeout fy 2>
olcldleTimeout: 180

olcLogFile
olcLogFile fr & 48 — MLk HEEE, mLwT:

olcLogFile: file name

H EAZ B BRI A R bR v ja AR 20

. fFH olcLogFile iy 4

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral I LI 4E E — MRS %8 10 URL SRACFETE SR, 4R

olcReferral: URL
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BAAEH
Biltn: f$H olcReferral fiy4

olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & T 70 V18 $8 1€ 78 I ] — AN R 5 W) B 15 SR IEF2 R i i, mT
PLEERF OB ) o A% 2Can R

olcWriteTimeout

AT (BEREN O

ln. % olcWriteTimeout #iy 2
olcWriteTimeout: 180

4.2.3.2. Bolkr e Btk I E

BRINF), OpenLDAP k%5 #3148 Berkeley DB(BDB)/E A J& i B0 E . %54
P& PETC & A7 £ /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif SC{f. DA
OB EHIEE A

olcReadOnly

olcReadOnly i 4 7o VFRAE R e X s 22, AT

olcReadOnly: boolean

Bk Z¥:. TRUE (Hi#i) 8% FALSE (AJ&#ki=), ®RiAN FALSE

fltn: {#H olcReadOnly iy 4
olcReadOnly: TRUE

olcRootDN
olcRootDN 4 1] LIy LDAP H=xfgEMmEH . FHWT:

olcRootDN: distinguished name

2% DN. ERIAMEA cn= Manager,dn=my-domain,dc=com.

#ltn: {¥H olcRootDN 74

olcRootDN: cn=root, dn=example, dn=com
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olcRootPW
olcRootPW 7 & VI N P i B %00, AT

olcRootPW: password

A DAROBCA IS R SCAF AT 5, B MR AAE, /£ shell Z¥m, HWT
i 4 A P A
~1$ slappaswd
New password:

Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

Fltn: fEH olcRootPW 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix iy & V& B FRAE B, AR

olcSuffix: domain_name

I FQDN, BRiA& dc=my-domain, dc=com

fl4n: fEH oleSuffix iy 4
olcSuffix: dc=example, dc=com

4233, BT

E M OpenLDAP2.3 DLk, /etc/openldap/slapd.d/ H & 1 Z BUAF AL /etc/o
penldap/schema/ H 3% ] —%% LDAP 7€ . OpenLDAP fif FHIXLn] DIy fE 7 &,
SCRFAAME attribute R G A F kA8 4400 S R TR T HE Z 145 S,
A] A% http://www. openldap.org/doc/admin/schema.html
4234, FLEAEERE

OpenLDAP 7 J7 it A1 iR % 28 5t /i | Transport Layer Security (TLS)HEZERAR
UEZ2 4. TLS IR 20 (5 2 A I vl . ETsE 20, AR TR ROE = 2 ik
%4 R G0+ OpenLDAP fifi f Mozilla NSS £ TLS 1245523

i H TLS #7248z, EAJEI Mozilla NSS f/H TLS/SSL, #£# http:/
/www.openldap.org/fag/data/cache/1514.html. [Klt, 75 EAER F v AR 55 4% it iE
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ITHRECE . 20, M55 Hum i 2hC B CA IEHAE A S RS 2EH AL,
2 i s B AL S ATE AR CA IEF A

AR, IRS5 dsim s B E — > CAET:, &7 I AR BRI — > e K
S5 o, DA AR FL I B OO B 4E 5E RIS AR CA
g5 SR E

ZE 5 T £E OpenLDAP i 55 H {8 F TLS, 72X slapd fin 2 #4742 /)
BL&, 7E/etc/openldap/slapd.d/cn=config.1dif it & X H AL E .

2 A B B0 LA FH R ) P B SO A, 38 42 /ust/local/ete/openldap/slapd.conf,
BRI slapd Ja om0 FERAFBCEL,  RAF H % /ust/local/etc/openldap/slapd.d/ .

DA fir 2% T30 SSL R Ui 2 21, Br T TLS fr &4, B HREAEMRS
FRus SSL AT H — M om [, —MRiUiAE 636 Ui . 4l /ete/sysconfig/slapd SCA:,
N IN 1daps:// 7758, f85%E SLAPD URLS 74 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile #7445 7€ T Privacy-Enhanced Mail (PEM)%ihd i1 301F,
WETEN CAER. AT

olcTLSCACertificateFile: path

path L& CA UEFISCHE, B3 R H Mozilla NSS f#1&, A LUZIET
ey 48

olcTLSCACertificatePath

olcTLSCA CertificatePath iy 4 $8 %€ EAN [F] SO AL S B CA IE A7 U1 B 3%
1% H k020 OpenSSL ¢ rehash HEATHEHE, A podg 7y SEFRE P SO RO BEHE, — B0
=, W1 H olcTLSCACertificateFile 1F A&,

B 41 Mozilla NSS #%/8iF, olcTLSCACertificatePath 3% Mozilla NSS ¥z FE %
7 GRAZ BT ) . fEXMENL T, ¢ rehash AT EM.
W~

olcTLSCACertificatePath: path

f5n: 8 olcTLSCACertificatePat Mozilla NSS

JHiE Mozilla NSS, olcTLSCACertificatePath 8 5€ H %815, 1% H 107 NSS
UE RN 22 S A

olcTLSCAC ertificatePath: sql:/home/nssdb/sharednssdb
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certutil iy 2 K45 NSS il S H i CA WE

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a -i

certificate.pem

PLERa 2 n T —A> CA WETS, DL PEM-formatted #:UIR1F, %4 7N certi
ficate.pem. -d JETHE €2 E H %, % H R & NSS UEFEHE S0, n ik
W EUE AR, -t CT,, BERUERZREIEN), fE TLS % 5 i Al 55 45 v
. -A WINCAAAE RS RUEHEIEET, -a VF A ASCIL # E NI
i, -1 K certificate.pem i ANfZIBLL L.

olcTLSCertificateFile
olcTLSCertificateFile fiF 2 #5261 slapd Jx 55 &% UE 5 141 3 14

olcTLSCertificateFile: path

path NEL 5 slapd 5538 UEF IS, WiiRAE A Mozilla NSS, SCAIE 4
PR

%l4n. @it Mozilla NSS 1# ] olcTLSCertificateFile

2181 H Mozilla NSS ANIE 45 S8 #5048 FE SCAE AT 0lc TLSCA CertificatePath i 4
olcTLSCACertificatePath JHRHEEIEBHIA IR 5, FIH NSS Hdfs e rhray
FHIET

certutil -d sql:/home/nssdb/sharednssdb -L

EFE—MNER, e FRAERZ olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile i &4 & A, %A EREH, RHRAEIAE olcTL
SCertificateFile FIUEF/EILECHT o 4 HT A SCRF N FIFARH, PRI IZSCA 0 AT A R
(ZS7AR
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olcTLSCertificateKeyFile: path

2 PEM WE 5 &R), path & AFVEH O #81% . 241% FH Mozilla NSS B,
path B # Ry — NSRS FR, %7 olcTLSCertificateFile a4 45 i HIIE 15
)Y (2% R HIE ] olcTLSCertificateKeyFile A1l Mozilla NSS)

#ltn:  f#H olcTLSCertificateKeyFile Il Mozilla NSS
M8 Mozilla NSS I, iZdg &6 E — XA IR, 1230 olcTLSC
ertificateFile i %€ IE T3 [ key HI%5 0

olcTLSCertificateKeyFile: slapd cert key

modutil 74 BEAL F KL AR 00 LR 8 e A8 NSS b 28 SO 24

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

B micE

fic & S fF/etc/openldap/Idap.conf 7E R G H &4 1, A FRAMEH P 7~ 1d
aprc it B R IATE AL E

AR A B84 7T LAGI g — A SSL 1% . 1E OpenLDAP 74 L4 1dapsearch , 1
daps:// A5 B LA 1dap://. XL 2% F Ik 554 v BR A Y SSL i 11 636

TLS_CACERT

TLS_CACERT #ip %48 € — 4~ 3XfF, &% wmil KA M+ . ZI6e
2[5 F AR 45 25 11 olc TLSCACertificateFile 74 . TLS _CACERT RiZ%7E X AF/etc/op
enldap/ldap.conf # TLS CACERTDIR &0 fi #$6 i -

TLS_CACERT path

path: CA iE 1%

TLS CACERTDIR

TLS_CACERTDIR 248 % £ A R SO/ AL & 5l CA TEFAFTHUR H 5% 0 BR
olcTLSCACertificatePath #7221l 1% H 2420 H OpenSSL ¢ rehash #1742,
52 Mozilla NSS $offs e SCAF #6452, AERXAMEDL R, c rehash 2 AN ZE.
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TLS CACERTDIR directory

directory: B CA EPM HFXEIE . {HH Mozilla NSS #, AUkl ¢k
Kol e U BR A

TLS CERT

TLS_CERT $87€3CF, A&% P umil 5. Zard XA 7EH P~/ 1dapre SCAFH
Be4EE . 7F Mozilla NSS ~, Zaw 248 E K2 U4 5, H TLS_CACERTDI

R g R E o

TLS_CERT path

path: & P uiiE B0 % AR, B 2 NSS HUR FEUE 15 1 44 FR

TLS KEY

TLS_KEY #5520 & YISO, FAPH 2 UL A7 E TLS_CERT 45 & HIETS
ZIIRe AR 55 %% olcTLSCertificateFile Z81EL, JN% I SCAF A SCRRI, BT BAZ T
P BRI ARY, 2k U B EH P )~/ 1dapre SUIFHEE -

¢ Mozilla NSS B, TLS KEY fa@ —/N X, &AM, HX
f#£4" TLS_CERT 48 5E HIE+ . ThHEF olcTLSCertificateKeyFile 5L, #8m] LU
F modutil fiy & & B

TLS KEY ff U~

TLS KEY path

path: 27 Uil B3R ERAT, BUE 2 NSS ¥ P i B g SO 44 K
4235 HEAN

B — M N ERE, M—A LDAP k%548 (provider) &—EZ
MHEWIIRS #3580 F i (consumer). —) provider 54 H = 58 #1 % consumer
s, ZULRIM T HTREEHE consumer &3k 2 HE Ik SS A8 i, K — consumers
A PA#E 25— provider. —> consumers ] PAANE—~ LDAP AR55 a8, &R
P & — DN P {F OpenLDAP, H Z M, & WA mirror Fl s
ync.

RNTERER IR &, 75 EAE provider 1 consumers f)/etc/openldap/
slapd.d/ie 4% L Horp— R 2

olcMirrorMode
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olcMirrorMode 14 F mirror 25135 =

olcMirrorMode on

Hrp serverID 215 syncrepl — A2 #i Fi5 %€
olcSyncrepl
olcSyncrepl {5 H sync & 1A

olcSyncrepl on

4.2.3.6. INEAHR S i
&l DUAdE FH 2h A In ki b A ok 38 5% slapd AR5 . 7ERCE slapd AR, =] DA
{5 Ff] --enable-modules 3% TR g & A8 L6 0] DL FE AR E , BB RAFLE 1a 45 B A SCHE

module name.la

Je S A7 A AN EE A B NN LDAP 155K o Jim i A 4 1 2 slapd B 25
FEMSCRE, ENTRS SN, X%, N AmALE

back backend name.la

N T INEAEERAN f5 5, 7 /etc/openldap/slapd.d/iE £5 :
olcModuleLoad
olcModuleLoad $§ 7€ h 45 I &% i fE Bk

olcModuleLoad: module

module: — A A RERE G b, BRI

4.2.4. f£F LDAP N A SELinux 5i%

SELinux s&—/ME linux A% HSEHLR) — A5l U7 Rl 3 AL . BRI, SE
Linux 228 A5 7] OpenLDAP R%5#%. N 1 VS @ IE LDAP KiF, SEL
inux [ allow_ypbind DAZIKE RN T FH . H2 288 H tH 75 22 authlogin_nsswitch use |
dap W RVFHT. LR 2BuE 2

~J# setsebool -P allow ypbind=1

% 116 W / #3017



£
e SRR IUBE R L 25 S F R 48 V10 R G5 HE 5 T

~]# setsebool -P authlogin nsswitch use ldap=1

-P IR A IX IR BAE RS E A HARRFA R

4.2.5. i34T OpenLDAP fR%%

ZETHAT BB, 51k BRI A AT LDAP RS IR
4251, JAshR%

% root AR, FFJA slapd k5%

~]# systemctl start slapd.service

{8 F root AR, BB IFHL)E B slapd Ak 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service

to /usr/lib/systemd/system/slapd.service.

4252, 1F1ERS
Z1EARSS

~J# systemctl stop slapd.service

BEITHIA R B 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

42.53. EBRS
5 RS

~J# systemctl restart slapd.service

Al %@Jtﬂl?cﬁ\ ) F R EE RS . Az 2 E R INERCE .
4254, AR
¥ 7% slapd AR5 Tfij(
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4.2.5.5. ~]$ systemctl is-active slapd.service

4.2.5.6. active

4.2.6. BLE RS {#F OpenLDAP 1ERRAE

N T E RS OpenLDAP 1 NKAE, WiffATH K %301 LDAP IR%%
WAE P bl LR 7t BEAZEIESHEN 4.2.2 %% OpenLDAP ZH44F1
4.2.3 iL & OpenLDAP %5 #%. 7E% i b, AU T:

~]# yum install openldap openldap-clients nss-pam-ldapd

42.6.1. ITHIHREAIFS B E LDAP %24
TR T HASME TVFZ shell 1 perl A, wIUAFEBIERIHNEIEEEE L
DAP ¥, Zeabixiefn, Ul R:

~J# yum install migrationtools

ZHESE A, MIAAEAUE . /ust/share/migrationtools/. ##H/usr/share/migrationt
ools/migrate_common.ph S, B LA NAT N2 FH R BRI 4 148

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
# Default base

$DEFAULT BASE = "dc=example,dc=com";

o, HHMAITIRENRELE. i, 1217 migrate all online.sh JHIA, f#
FHERIAI 2L, 152 E dc=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate_all online.sh

YesE (AN AR IZ TR H P B, 25K 4-10 % H 1) LDAP it
A
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FH& 4-10 FHH K LDAP B M A

BEFERRS | LDAP REIB{T 52 FH B AS
fetc flat files yes migrate_all online.sh
fetc flat files no migrate_all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate all netinfo offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate all nis offline.sh

BEaffiHIXLiA, 2% README #l migration-tools.txt X4, 47 {E /usr/
share/doc/migrationtools-47/H 3% T .

4.3. SCTHAETENAR ST 2%

XA AT FZA 4 Samba [ 2L FBLE , — 4> Server Message Block (SMB)
F1 common Internet file system (CIFS)BMS ARSI, vsfipd, 4R in] R R = 2%
%5 2RERAE R H) FTP RS54 . BLAh, INAE T EAMEHITE RS TR EA
BATEIL.
4.3.1. Samba

Samba 72 Fr#fE linux FF windows EFIH . ‘B 5L 7 SMB A CIFS #pil.
© R E I RS ALHE Microsoft Windows®, Linux, UNIX 2%, Vjn)3E T windo
ws [ISCAERIFTENHLIEZ . Samba 1) SMB {i# 254 windows k45 2% 5 windows
% i — A

samba %%
~]# yum install samba

4.3.1.1. Samba /41
Samba & — MR EE AN, 1FNTEEER Linux IR & R 2 Active D
irectory (AD)EE. &R DME—AMgda il g, Bl 2 B M i .
Samba R HAT 4 -
> RS HFEMA Linux, Unix 1 windows %5 7 3 (14T ED AL
01y I 2% )
Windows AT B 41 36 1 5 5%
#2t Windows Internet Name Service (WINS)4FRAR SR T %
Windows NT®-style Primary Domain Controller (PDC)

YV V V V
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» Backup Domain Controller (BDC) for a Samba-based PDC
> IR RS AR R
> A Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A REMIH 4 -
> 14 BDC #1X windows PDC
> AR A IR ST E A A
4.3.1.2. Samba P AHIK RS
Samba J& HH = AN sFHdEREZH A (smbd, nmbd AT winbindd). =/Mk%5 (smb,
nmb Al winbind) #ZEH78 SF KRB, A2 1B EHR RS DI KRS
YERNASEIY init A, DLUF VEAEN A P4 R
smbd
Hﬁ%ﬁﬁlﬁﬁ smbd P BEFEZE windows 7 lﬂﬁi‘mf ECAF I AT ENR ST« T3 4h,
TP Sy ieiE, BHEUE, HaREIL=IEE SMB P, B, MRS
jimm%% 12y TCP 3 11 139 #1445, smbd ¢4 3R &4 smb k%45l .
nmbd
nmbd F I HFEXS T NetBIOS 44 Fk ik 55 1115 5K (SMB/CIFS in Windows-based
systems) BEATELfRAI S, X R G HE Windows 95/98/ME, Windows NT, Wind
ows 2000, Windows XP, Fl LanManager % J ¥iij . BRIAR S5 2% 1535 NMB A% fiiit /&
UDP 3 I 137,
winbindd
winbind i 55 ok 1 FH P AT4LAE B MIZ 4T E Windows NT, 2000, 2003, Windows
Server 2008, or Windows Server 2012 Iz 55+ b 42 7] . iX{$11§ windows ] J*
FAAE BRI UNIX P 5300, X2 Microsoft RPC calls, Pluggable Authenti
cation Modules (PAM)F the Name Service Switch (NSS)FTSEH. 1X 701 Windows
NT A1 Active Directory F /7 # 4 {f UNIX F /7 #E T4 /E. HEAAH Samba #H47 1
Z%, {HjE winbind 55 21 smb 73 TFREAT FE 1 9 -
4% Samba F =
& v LA H Nautilus 5y 2173427 F 1 Samba JE 5,

AL E
ANz, TFEX Samba FEFATHEIERE, FTEMEH oot HP &R, w4
R

mount -t cifs //servername/sharename /mnt/point/-o username=username,passwo
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rd=password

12147444 sharename 3 E A /mnt/point/ H 3%

4.3.1.3. FL'E Samba k55 #%

BRI\ BB B S /ete/samba/smb.conf S U5 A E AT THT home H s#AFE N sa
mba FE = o B AT UL S A EC E A 4T ERHLE Y samba JLZATEINL. %80T DLFE &
GBI — AT EDHLIF Hidid windows HLESFTEZR P4

KL &
BCE Samba f# FHEITEH: 10, 7] LS5 http:/www.samba.org/samba/GUI/,
WmAITICE

Samba fifi ] /etc/samba/smb.conf 1 AHC & . B E CH)E, FEE
J&i Samba 7" REWEAE R

~]# systemctl restart smb.service

5 7€ windows TAEZH M Samba iz 55 %5 i K2 () F53A , 2% /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1F linux R4 A% Samba I = H %, 7E/etc/samba/smb.conf SCAFFRZSIILL R
A
4. Samba k5578 HIEC B

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

1ZM 1 04 7 tfox Al carole it Samba 2% 7 v % Samba I 5% 2% /home/shar
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of F FHEAT 5 B
0 B
I TR T B P, DB BT & T % 4. O — M FIa

e, i

smbpasswd -a username

4.3.1.4. JA3)FI5E M Samba
Ja sl

~]# systemctl start smb.service

K]

~]# systemctl stop smb.service

H A

~]# systemctl restart smb.service

condrestart (FFE5F FHEE) £EXATIEEEBITHIE N N4 2 )53) smb. 1IXNik
T AR AEH A I, S st A BT e, BASHE 5.

~J# systemctl try-restart smb.service

HFrE N\ /etc/samba/smb.conf it & 3CHF, AHEHITIRSMWER, ;20T

~]# systemctl reload smb.service

IRINEVCE=]

~J# systemctl enable smb.service

4.3.1.5. Samba 4T

Samba G W Fh 2t 2455, share-level 1 user-level. share-level L& W FH T,
User-level A] A =FAN R Y S2EL 7 3, IX 887 SR FRAE 22 il
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User-Level %4

User-level security /& Samba ERINAEIZ AL E . BIE security = user A 1E/
etc/samba/smb.conf L E LA FIH, BRRFESHAEH . RSS2 7 & b
PR P A RS, % P i R FE S IL Ik B Re 8 A 75 2298 2 %15 . Samba tHRE
R RN T P A A EE K . 2 v i g — AN R ) UID 4ERF e
EHPRES o

/etc/samba/smb.conf L AFH, security = user W B user-level security

[GLOBAL]

security = user

Samba Guest F£5

kR aiE2d, share-level security Bl A W 5T . EANCHE Samba gues
t =, A security = share i£1i. %5 DL D H:

5£f): HLE Samba Guest FLE
1) QU B SO, i /etc/samba/smbusers, 8IHEL NAT

nobody = guest

2) f&U/etc/samba/smb.conf, AEAffH valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 BRI E

3) f&f/ect/samba/smb.conf, ANEAfH] valid users

[SHARE]
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guest ok = yes

NP2 4H e user-level security SEHL T 2o

Domain Security Mode (User-Level Security)

XM TTNT, Samba IRS#A — L2 K S (domain security 15 1E K
5, FTARAERIE R T Bl A 5 . Samba ST EEAE IR A, FHE
fic & /etc/samba/smb.conf,

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

& —> Active Directory 38853, HIANIRAE A — AN AR 722 AT RER o
B 22 4= S PR i1l {55 ] NT-compatible 383E P31, Samba Ak 55 %% 7] DL fd H Ke
rberos I\ ADS. Samba 7 Active Directory member /3, o] PL#%52 Kerberos
tickets.

& 24 /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level 4=

FEZAET, MRS 2 2 P AR — AN A WA P 2 5 S . IR 55 4%
W —ANER AT DS e 3=, AHOBH P 4. IF2 k& e th, Microsoft Wi
ndows 2% J7 Ui %% share-level security %585 . 1R C4&HE Samba M55 . FCE
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Tii security = share D245 T+ 2% ik user-level security. H1HRAEFH, 1553 User-
Level 24165 : FCE Samba Guest L=,
4.3.1.6. Samba [ 2531 %

WX 25 1) W A 75 Windows Il Samba i 25 %% HH BIL7E Windows Network Neighbor
hood H1, fE Network Neighborhood Hfil, Jk%5#5A H OB, FTHER, Ik
55 g AT 3L AT BN AT AR 3

[ 28 331 U3 75 B NetBIOS Jliik TCP/IP. NetBIOS-based M4 (i Ff UDP K%l

SERN SR H . %4 NetBIOS 1 WINS 1E4 TCP/IP EHLA R fE v 5 Z 3k
2]—‘[3’]7:7/2, HE R ERS A (Jete/hosts) B DNS J& DA A1 E A% FH Y .

— AN 3230 IR 55 A BT 1 I R A T 30 R 5% s OB AZ R BT Y
PYEFER, PR AR 2R ) ) AT DAAE 00

(i)

BN, — > Windows 55 % PDC Eoy— Mg, A2 238 3200 ba iR 55 4 -
Samba g 55 #5 AN NAZHEAE N — A F W RS54 -

VL T, A& Windows g5 4 PDC, Ak, Samba Al 554% Al AR
N AN AL R 55 % . e B /ete/samba/smb.conf SCAFAE Ay —> A 3230 U5 Ik 55
#e (HAMERD, BCESAREMHARERDL (2 4.3.1.3 BCE Samba 5545 -)

WINS (Windows Internet Name Server)

Samba Al Windows NT i 55 #% o AAE N —/> WINS fiR 55 %5 . =5 WINS ik
5 #5 H NetBIOS — A2 fs FHINS, UDP %4 5 % 1 2 5 A W9 2% v 70 VA FH 44 PR 4t
%A WINS 55 #:if, UDP ALk A BEfE 1T T AR A B e ik 2 HE 1M,
AN, RN E WINS &0 Dhag, AZAEH Samba {EA%H) WINS IRkR55 4%
K24 Samba A SCRF WINS #5473

fE—4~ NT/2000/2003/2008 45 #%F1 Samba V& & FA5EH, HEF# (£ FH Microsof
t WINS. fE—HH Samba Mg, HEFE S Samba /E WINS.

& —Mi A Samba 1EJY WINS [R5 #5491 1

Bltn. FE WINS RSS2

[global]

wins support = yes

4.3.1.7. Samba Distribution Programs

net
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net <protocol> <function> <misc_options> <target options>

net fiy 2 FE A ATZE Windows A1 MS-DOS RGtH 25k, 28— NS EdE E
AAFE P, protocol T AT LA ads, rap 8% rpc. Active Directory {# f ads,
Win9x/NT3 i i rap, Windows NT4/2000/2003/2008 1 f rpc. 1Rl protocol i%
TALHE E » net 23 H 3= 0 E & .

NIRRT ENLA N wakko BRI

~]$ net -1 share -S wakko

Password:

N ¥ 58 T wakko FEALET H # Samba F 41K

~]$ net -1 user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>

nmblookup A PLf# Rt NetBIOS #FR¥E4 4y 1P k. %I H £ Wb F
A EEH B br ENLERL
T I T R NetBIOS 474K trek () 1P Hidik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit 1 H & # SAM 4 2 A7t K P o BT A 19 5 i £, 45 S FF smbpasswd,
LDAP F1 tdb %4k
N0, MRS
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~]$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~]$ pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpcclient

rpeclient <server> <options>

rpcclient Tl H n) @15 PE 7 28 Microsoft RPCs, iXAN& %5 I11E Microsoft
RPCs & M P8

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls T H &% Windows ACLs A1 Samba =) H %5 2 Windo
ws 5575

smbclient

smbclient <//server/share> <password> <options>

smbclient s& UNIX R0 H % i, THEER fip 24U,

smbcontrol

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol i H k& i35 H7H EKi24T smbd, nmbd B¢ winbindd “FH ' #EFE . s
mbcontrol —i &2 HI217, BEHBIHI T8 g #EmA

smbpasswd

smbpasswd <options> <username> <password>
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smbpasswd I H & FINE #5120 H 5888 g 2 FHAZ SUv A I PR
WA EH P B E CF Samba Z R

smbspool

smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H #& Samba —> CUPS e 4T E#E 1. BIRH % B N CUPS
FTEIHL, smbspool A LLFIHE CUPS FTERHL— &M H .

smbstatus

smbstatus <options>

smbstatus Tl H £ 7~ 247 Samba EHRES

smbtar

smbtar <options>

smbtar F2 /7 AT 2T Windows IL IR H S50 AR . BIRAN tar
DAL, PE AR

testparm

testparm <options> <filename> <hostname IP_address>

testparm F2£/7 K 7 /etc/samba/smb.conf SCAF )L, (BRI T) smb.conf 17-1if
TEERAIE (Jete/samba/smb.conf), MIATFTREIEE . F5E FHLAA P HidiE4S test
parm P27 AL E hosts.allow 1 host.deny U & A BLE IR . testparm 25 7] LR
75 smb.conf SCAF AR 55 #8 A NIAE AR S o A2 R I i AT LL2S =55 2 50 (1) B
Gt HRE R . Bl

~1]$ testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.
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Server role: ROLE _STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO RCVBUF=8192 SO _SNDBU
F=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]

comment = All Printers

path = /var/spool/samba

printable = yes

browseable = no

[tmp]

comment = Wakko tmp

path = /tmp

guest only = yes

[html]

comment = Wakko www

path = /var/www/html

force user = andriusb

force group = users

read only = no

guest only = yes
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wbinfo

wbinfo <options>

wbinfo 27 7~ winbindd 577 BEFE(E 2. winbindd BEREAAUEIZAT I

4.3.1.8. HAh B
LR
/ust/share/doc/samba-<version-number>/
A E man T3}

smb.conf(5)

samba(7)

smbd(8)

nmbd(8)

winbindd(8)

A I A 35

>  http://www.samba.org/

YV V V VYV V

> https://wiki.samba.org/index.php/User_Documentation

>  http://samba.org/samba/archives.html

43.2. FTP

ZETVRRSN A FTP MY LA K vsftpd (Linux R4t FTP R 5543 )

FTP A F % 7 -l 55 i A A R AR S SO, A TCP N2 il KIS F
TP 2 —MECR WM, A SCREINES P A3 R AT 30 E . JE T X AN, FT
P RGN LWL, BRARRRIE L AU . B9 FTP £/ 4% F
FARERATI, EAEM AR E0M . Hi, A —ANEER, T EME TN
MR

XAFETHIR T EARE vsftpd SR 22 2% H0d TLS AVE 41T SELi
nux KIN5E FTP 1% 4. FTP i—/> B4 U A /2 sftp, /& 1 OpenSSH 4H
T H3E . BAEIREUE £ OpenSSH AL & PL & SSH X, 2% 3.20penSSH.

ANFETHE W, FTP f5 2 2 im H A REIEH TAE. =4 FTP % ) o 52—
B FTP MRS 280 M5, B oF T un I 21 7EARSS 2 uh——F il 1 o 3X Ao
P4 F R A i 2 B IR S5 35 o FIT A MRS 345 i 3815 7 iy () 0088 17 SR 72 FH % T T ) 4k
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vy A A o B e 1, LS R ) G A HORS T 25 7 B 1 SR 2k 7 =X
active Y, passive P,

active mode
Active mode #& FTP WhSCAEH s v s F 20 s SR G A . 29— acti
ve-mode HHRAE M FTP 2 7 s W46 4k, M55 a2 4T F — 1> 20 % 145 IP ik,
F—NRENLE R 5 1 CRT1024) o IXFEI L HE B E % bl L 208k 7t
VFREZATA IS 1024 10 & . BEE A 22 MG, i H BT KB R R
2 i ML A I A2 5 3 1) o PR A3 8 7 B 77 K 58 o 15 5 A T B AR N
$2, FTLL passive mode #AiTH K .
passive mode
1% active mode —#¥, Passive mode ;&4 FTP % P um M iatb . 24 MR 55 25
TR E s FTP % 7 i B & A5 1E Passive mode Fvj M, MRS L
SRR A TP MR —ANFEHL . TORP AU S TR T 1024) . 285 % 7 il 4 3]
Zi A EMR S 2% B T EOERME L.
IR Passive mode i SEAE TR 925 7 B 77 KOG PR R B Ir) L, AT AR
N B S5 R i 7 K B o S PT DAAE — AN IR 55 2% E 3 5 FR ] (1) 90 BBl e AR5 AN IR B 11 £
FTP iR 55 &% Eod/b o 8 e . XAk 7RSS 23 I B D7 KSR ()i 7%
4.3.2.1. vsftpd JIR55 2%
vsfipd W1 AP R4, vsfipd &8RRI BLBE = R 55 2R E R AT
FTP IS5 45. 2B 9 Re g Ab 3K & N IE S B 2 a1
vsftpd Frfli IR 2 e RH =S F 271
> R KRR AUR R R A 2 25 ik R —— ST B 3 AR A AN [R) (A 55, B — A
HRRIEAT BAE 55 R 77 L /MR
> R EAR TR 455 AT LU A fe N 3R 4T Ak BE——H H libeap FE e
YRR, 75 2 root FEAURLPR BAE 55 AT LR NRFRL ) 2ERE AT
> REZHGUFRIZITLE chroot T BT RE, R AT DA P AT I 2
PR B AL BN YRR H & XA H RN AE chroot Hk. 14l
n, fBdn/var/ftp/ Hg R Hk, vsftpd 18 7€ /var/ftp/ N HT Y root H 3%,
YERN/ . X B Kt .
i IX e 22 i it 250 vsfipd WAl AR BRIE SR P-4 520, R
> SRR IEAT AN 75 D AR A — SRR B8 B2 IR T B B/ NRF AL S5 )
W RS /M o - HERR AL PR B 32 5 % P i A8 ELANUR AT e fl FH OB AU BR 12 4T .
B 1 75 R AU B AR — AN N AL AR b BE——3t 48 Apache HTTP Serv
er — A%, vsftpd 73 K TR T RERERALBAL NIFEHE . X VPRI SRR
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> T MIAERFBL T R R ()15 SR A 224 S HE AR P e —— AN - R kAT 0 1
seifiid socket, AR H FRAZNE Bt A .

> RS H FTP 2 7 i 52 B X\ E =2 AE chroot A~ ——[RN 1 iE iR 2 dF
FEAL, EMREAELZEFZ NAEEARIR, R vyt #Geis v 3t
EHX.

Ja s Ik vsftpd

PA root 7 & 5%

Ja 5l

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

HH

~J# systemctl restart vsftpd.service

AFMER, HECLMEIBITINE, 4 RE%HAT

~J# systemctl try-restart vsftpd.service

BEITHLE R 3

~# systemctl enable vsftpd.service
In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi

-user.target.wants/vsftpd.service'

)5 vsfipd £ #54E I1

AEHE, —aIFENLSEARIENZ % FTP 3. XMHEARMMEZIH)E. vsft
pd K12 HJE KA T 2 DRI I, B 3EMA B SRR E S
.

B, HFTE LB & FL A TP,
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FHX, FTP [J38¥) DNS fiR 55 %00 206 B 1A LA o

Y vsftpd M B2ANE] TP [RiEKR IS, HEFRI 2 B85 DL AUZ 81T . N T K
vsfipd HEFE 12 B S B], — DNRERIIARSS systemd service unit (vsftpd@.service) e
# vsftpd LR

N T A FHZIR S, — AN vsfipd BCE SO A& A FTP RS # So ) 2 75 2410,
TRAFAE fete/vsfipd/ H 5 o X EEIE B SR JHA JST I PR (i ete/vsfpd/vsfipd-s
ite-2.conf), I HIMH root K HHLFR .

B PEEXM, ZHWTSHEAE YT Py /2%

listen_address=N.N.N.N

N.N.N.N &y FTP 3 5 1P bk . {40 02 1Pv6, IfE A listen address6
RUIEC & S O A AT R fete/vsfipd/ B 5%, BT vsftpd FEFE, AT L PL T v 4
Ja 3]

~]# systemctl start vsftpd@configuration-file-name.service

2L _ERIAr 4, B2 configuration-file-name Ay 7 2 (F) i & A2 FR . Bl v
sftpd-site-2, VE&, .conf J5Z& &N EWRINIERT.
MR —IKMEE B 24> vsftpd FHFE

~# systemctl start vsftpd.target
~# systemctl enable vsftpd.target
In -s '/ust/lib/systemd/system/vsftpd.target' '/etc/systemd/system/multi-

user.target.wants/vsftpd.target'

i TLS % vsftpd 1% #2

N T X FTP B A% et (R BISCESD . vsftpd ZEFE AT BUE A TLS
KX AMEFIBEAT I . FTP 2 P big b 20 52 FF TLS

TEMC & S vsftpd.conf ¥ & ssl_enable A YES #17F TLS B3

fln: HeE vsfipd 1 TLS

vsftpd.conf it & A

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
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ssl_sslv3=NO

)5 vsftpd service A4

~# systemctl restart vsftpd.service

A LLAE vsftpd.conf(5)) man T/ 1 fif 58 2 A C(5 B

vsftpd ) SELinux %

SELinux $RU&E H vsftpd sF HEFE(LL A LA ftpd ViAE), € LT — A5kl iy
[, T AV FTP SP4P e vy ml e S e H 3%, 77 Z 0 o4 i i T5d 24 1
PREs.

BN, AT ReBlE 44 L= CAE, public content t ARZE A i 25 L EE ) SO
MHR. AT LAMEH cheon 4

~]# chcon -R -t public_content t /path/to/directory

/path/to/directory & A8 A FOARZE I H S 0845, WS AR g — A BAL S0
HIH 3, A5 EC— MR A48 public_content rw_to BRILZ A, allow fipd
_anon_write BT BN 1, fHH setsebool fir 2 W E

~]# setsebool -P allow ftpd anon write=1

RIS ARLE A M 7 38t FTP U517 home H 3%, 75 #RATRILIBE =5 2 R 25 45 1 F
ARGH XN EFEANI R E, ftp home dir BTN AIEE A 1. B vsftpd FT1FLA
MSTALAGBAT, AEARIT UBE 5 IR 55 281 E R b XA R s 1) B, fipd is d
aemon WA E N 1.

433. FTEIRE

FTERSCE T HHRATEDHLI AL &, 4E4P T ERHLIEC & ST, FTERHRRAH s DL
FTER I JEANFT ERHLE BEK

Z L H R E T8 A Unix BRI R GE(CUPS). W RARTH 1 R G852 S F (R AR ]
WL o= M 55 2R AR E R G hieAs, R )72 CUPS, {EAZUd FE5 = RAFFT NG

=S|

JC o

JRBHATEIPLAC & T A
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MAT AT R BT ENALAC & L H, %\ system-config-printer, FJEIHLACE T H
Jl. BE AL, MR GNOME £, miidi (MAERRF] - [R4THE] - [&
Bl - [H&) - [FTENLY, 20t BCE X EAE ;s S\ B s F P TH fd i T B

MLIC B 51 .
FTEMMLRCE TR E s~ K.
< FTEIML o i - X
=
& 4-10 ITEIRE
JABHITERL IR B

FTENHL 22 & RO T- 4T ERATLBA 51 287
R 2 5 B — /Nt USB 382 1 A HIT AL, FTERHLE B 3 R ILANGR .
RGP BN B B A, ISR — AN B R BK root FH P RS . ANHLFT
EMLIZE e 5 oAt 1 8 BRI 28 4T BN R L F 3 I E
PLUF R B —ATF3hITENFLI AP IR
1) BTN E TR (ZWE3T AR E T 2.
2) FERUEXTIGHES, HIANEKH AN, BUXARE IR E
TEFRFTEHL, ARKG 2 e B R PR AL BT KR A
3) JEPEAT EPHLE LAY A B IX S P2 g 5

IS0 — AT ENAL
IS INAH AT Ep LA IS £ AT o R, SPIRIWTT

1) AT INFTERHLAIEHE (275 3 shFT BRI ED .

2) RN & A BRI, EEANYIR, EHEFTEIHLER R 1 (5]
Ul Serial Port #1 B{# LPT #1)

3) AL ENEREEE.
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FiTEIH - o %
b it
MW URI
i #1
|

P FAETHIGL

fidul.
ippidfcups-server/printers/printer-queue
Ippi/fprinter.mydamain/ipp

R0

A 4-11 EI0—/NZHFT EHL
4y il Caridk), #oP IR se T BNt E RN A,

7 URI 4T EIHL
ABRUE

1) FTIFEINFT EALAEHE (S0 Ja shdTEPHLECE T 2.

2) EREBMFNER, EFEHN URD, HNFRINITEIHLIERF URI H
k.

3) miHTEE, HOP A E R AT TR

IS 45 FT EDL
IR «
1) ATHFEINFTEIALEAE (208 30T EIALIED .
2) FEAIARIRAVIREI, Mt MEITEN, RBIFERE 210
B ZEFTEINL . Internet Printing Protocol (IPP). APPSocket/HP JetDirec
tv HIECMFTEREMY (OPP) HECMFTER M Chttps) LPD/LPR FEALEE T EIHL.
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8] SAMBA K] Windows T E[IHL. & W 2547 ENHL 75 EEAE BT K e & T 5 A
S (47 B 55 e S 11

3) R SERR 5 ELRFE IR I A WA 258 4T ENHLIE A

4) AN, MAMNEIERBEGER, s,

5) Fhtan 58 O L T B R AT 58 BT ERHLE R

FATE - o x
BREE
e A HAE URI
HE #1 |
1.4 URI PP
v [ESATERAIL
3R £ T EEN
Internet Printing Protocol (ipp
AppSocket/HP JetDirect -:h[;‘:..';’: Jprinters/print
A Ipp:/fcups-sever/printers/printer-que ue
BRI PP ipp:/fprinter.mydomain/ipp
IR FTERTRL  hitps)
LPDAPR YLk &I eI
I SAMBA 1) Windows {71

Htic)
B 4-12 HIMMLEITEIHL

T BT T

BCEITEINL BB T BN LBC B 5 3T EDIN A 0, i ORI BN A AR
1) STERHLAEST BDET 1 il b A B e e J 1
2) YRR I, sl AR E
3) (ER R B EIRIR E T B L A

BRI BT ENHL

T R BT BT ENHLLAEST BN B B B A BT ENHLAIST ENHL— MR« A3 TED
PBUMER. Fi5h, J%MHEREE .

BCEBRIT EIHLAEST PP & A B B 3T BB, SR 5 Bl bR SO st
BB
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KKKKK

e U]

DR AT EDHLAX S Fr L B, i 3T EAL A 2 rponS L R 44 FR O B oy e 3 ) B L
PREE 7 [ L UL

A MESATENPL i E I g TENHLAL 5, FT BN 0T, B8 4 s &% o2 B (URT),

>
_—_Jg

&

SEATEINL
FESEME TUIET AR DAbR & —MTEIRUE IS B — T EIYLZ L2 10,
M P RTBMER e N T RENS 3L = IhRE, AL =T EIAL.

T BRI 0 0L
3T B WL 150 5 B 35 24P G L TP R A A g 1 AN E (R A AT e A
FRASFE MATEDHLEHTENHL. ERE AR 485K, B AE R/ NG E .

A 55 148 0 UL 1]

A AR ARG £ u i b, ] DAVEAN R BT ENHL AR AR 0. s o 22 7 1) AR
BEFEARZER R U o BN BEE N B ARSI = HnH. 2.
VU1, A8 B0 N s ] T BN X8R 1) R/, BT AR A2 — AN EE R AT B
D38 B — AN BRI T BN J50), PRGN SCAS L 100, 3 FA H € SC AT

7K Bl 7K -F UL
SRR/ KT U AL SRS TS, R AW HAETEINLRESE R . Al
AR S8 TR BIAT KT IR B8R Sl 7 DT

AT BRI

PR IIE— DT EEML ZIFT EINL, 40 A Emacs 4T B SCA SO BT R — N ]
B, FTENI TAE R U0 24T EDHEBABAS o 4T ERHEBA A1 2 — AT ERPR ML F1 36, 2
INNRIEBFTEINL RN TEIE R B, WiERAPIRE, TAEHESES.

FEATERIS AR A, FTERALARAS B HH AL 388 0 DX AR o A B 4T ERAE L RPIR
A, BTG, BoR— DR

BUOH. ¥ KA a3t —MTEEL, i&3E553% 5%, £ GNOME
Print Status E3AE55, s HMN a4 .

i F shell 72 & FFTEMESH3K, #H Ipstat -0,
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Bln: Ipstat -o HI%H

$ lpstat -o

Charlie-60  twaugh 1024 Tue 11 Feb 2020 16:42:11 GMT
Aaron-61 twaugh 1024  Tue 11 Feb 2020 16:42:44 GMT
Ben-62 root 1024  Tue 11 Feb 2020 16:45:42 GMT

WS ARAR B FT B, (5 3 SR Ay 4 Ipstat -o FREUT S5 A5 H A4 ca
ncel job number. 11 cancel 60 ¥FHUIHE+TENVENLAE b 5§ “Ipstat - o FrH”.
PRASBEAL ] cancel i BUH AN R ST EVEN.. SR1T, VR AT LA i M BR A 555
i cancel -U root job_number #74, N 7 B EIXAERIMIBR, A2 24T ER#RAT S ng
B UEBEAT 5] root JRIE .

PRAT LIS shell wy 2 FTEDSCH: . B0 1p sample.txt, 4T EQSCAF sample.txto

4.4. f#F chrony E4EE NTP

FEIT AT, CREFFSHARI A2 AR HE ), XAIRZEK. Flan, fERs
by AL RO H RE A TR SRS IR IS AL . 7E linux R, NTP Prl ek
s AT H 7 25 () SE B

FH P 23 () () 7 4 R BT IS AT AE WAL 1A] ) R GE B o RGEIN BhRERE (T 2
ey b B Y PR Fp ) [A) A o 388 18 A Time Stamp Counter(TSC). TSC 52—
CPU Zrfr#s FRVHE A, e aEm P, & o o A .

BT RS, ntpd F1 chrony, K H ntpd 1 chrony fil. A5 iR
A chrony 14 FAE FH (1) 52 RS 77 K B8 3 RGN B RGN E LG HIK AR ZEAL .
4.4.1. chrony E4NH

Chrony & Iia477EH 7 M ) sF i g fE ) e AT RET . RAEWMREH IR, =
LR Z W} [AE L ntpd BT RG]
4.4.1.1. ntpd F1 chronyd [ % &

e £ B 22 2 T AL BB 83 . chronyd BEW LE ntpd 1) 58
It
> AN AR AR (] S REAE (R EE B U7 R I chronyd BEf8 TAEMAREF . ntpd 77 22

A] AL AR IR [A] R  Re e TAE I GF
> chronyd e 75 W 28 471 15 (14 I8 fige A (1) 4F
> chronyd 18 % ] DA[F] 25 ik B 58 RN BE 4 (14 s ()
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> chronyd BE%7E I £ 1 33 52 % SR A% A4 I T o B, £ 4, FH T it A 1R 32 2% iR
S (RARAK, T ntpd ] A 75 ELARA I 8] A4 R F- & BT 2R

> EEVARCE A, ERA)HNEN AL, chronyd MAREERE, N T A
FTHELIARIZAT R o ntpd W R] DLECE 9 AN [m] A2 I ], AH 8 26 25048 F AN [B] ) 7
OB o IX 25 — LUk R

> 1E linux #1E RS L, chronyd REBELE—AME KT Rl R B I [A] s 26, IX f T
EAE MR B E LA AT fltn, FE— el .
chronyd BEH i — L ntpd ASREM A IS -

> chronyd SCHFANSZ X 2 5] [A] 1E I ME— D732 T-3hf N o il dn, i 5 3 5
4. chronyd REBSAEANEIKEHrh A & AR B B, PRI 280 E
7y 11011 R ] b gz <

> ntpd 3CFF NTP Jit4s 4 (RFC 5905), Q3E #%, ZH#%k, manycast 2/ I Ak
25 7% AU o B8 SCREAMR) S 3 B0 J7 2825 T A N2 (RFC 5906).
chronyd i i} NTP JitA 3 (RFC 1305), FEZEHAS 4.

> ntpd BIEFZ ZH 0 FTIRS)M chronyd #K 8T AR H 51 40 gpsd, U 171 %%
P22 I

4.4.1.2. NTP sF4 HERR 1% %

> Chrony ] A5 [SEIX L6 2 48 i Y, IX 48 2R o 22 6 327 45 B ) Bt DT O i o
MR %, s RN R S .

> NTP s#H 3 FE (ntpd) NiZFEEHELFIRFEARK RS . RS2
JTRRERZ R 1P, BUIRAT B0y RSO ALY Autokey B, B REAT A ntp
d. chrony (VAN SCREXTFRE B & 7 3000 , {4 F MDS 7 2 & i BiE IS (MAC),
SHA1 B35 S 5R 1M Ay 5k 1M ntpd I8 HF Autokey WIEPHMY, Z AT LA
FIH PKI &5t. Autokey £ RFC5906 H15 ik .

4.4.2. Hf# CHRONY KHE

4.4.2.1. #fE chronyd
chronyd /& chrony [FJ5F 3 ERE, BATEH P26, WEBATHE NI RGN

B BEIE RSN TR, A NTP P SCRAT IR . H4MH 5] FHIEART A,

chronyd K¢ FH 55 J& 4% v A7 AE SO 2« & 38 W] A chronye 34712

Lo

4.42.2. i chronyc
chronyd #& chrony [)~F4@#EFE, AJ LAg 24T 444 chronye ##4i . 1XA4 T A

ML T — A S PR — A 2 AT LA chronyd 34T 8 k. BRIAKIBCE chr

onyd AW AL chronye @74, chronye P LLRC & A chronyd AJ LAZ S 4M B
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4. chronyc A] LUZARIEAT )5 28 —MECE chronyd #3zimfE sz . 1P Hukik o vF
ZEHEF] chronyd ™ k%42l .

PH# chrony L& v 4

chronyd R\ L & A ete/chrony.conf, -f eI AT LLAFE & — NG B SO/ 1

Comments

Comments should be preceded by #, %, ; or !

allow

LR, FEE DL, T MEEE R EE — G A LUEJY NTP k55 45 1
Plas. BIAZA R ERE.

LUE

allow serverl.example.com

W ENAL, fEE D EENL, IBITIER

allow 192.0.2.0/24

T8 — WL SV IERE

allow 2001:db8::/32

Fg & —> 1Pv6 Hiuhl

cmdallow

ZAn A allow fr AL, BR 1B SUVFREE T MER BN (A
5 NTP &/ i N ). (BN, &2 chronye AEWIE{TE e EHL LI H Ak
i@k AT EALIERE S chronyd) 552 — 1. cmddeny all #7411 cmd

allow all #7221,

dumpdir

TRAF chronyd k55 5 5 R & B 5 H K B8 1% .

dumponexit

B Ui i 2 A2 384T 1, B 3K B chronyd A Z0UA BT PR B [0 5 R A7 00 58 7D I 5K
local

local JE88 A& UV chronyd it 2 7 i fEak G N AT i) (8] [5) 20, BpAd e f
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E R . 1Z0 T & W% SR AE master BT EAEH, ZE—/MESLEIMNE R, £
WENLTEFEY, master FHLFE Ed T N\ R RFAERR IS ]
filan:

local stratum 10

log
log i & B L L5 B Ehh sk Hid. eI LM eIt
measurements
ZIRTL T 1IN E LA RAE S, A measurements.log S
statistics
ZIATC K T [FHAEBEA RS S, AR statistics.log S
tracking

ZIRIL R 1 ARG B R A5 T, 2K tracking.log SCAF
rtc
EA RT3 | R G L IR {E 2
refclocks
XA EBLL S 7RI IESH N Bl &, Ak refclocks.log.
tempcomp

XA RIS i LM B A R g M E, A ) tempeomp.log A
log HHZILFKIAFAFIAE logdir 45 7€ 1 H 5%

log measurements statistics tracking

logdir
8 5E HESCIHF U H 3%

logdir /var/log/chrony

makestep
I, chronyd KR 5 K IE I IS B ; #, (675 RGeB D 1L B I
) 72 . EFELERFER LT, RGN Bl REER R, FEUX LR E AR
KIS B SR 2 TR R Gu B o 138 2581 chronyd £ 1 5 HH K T A 10 R 22 13E 1
BRGNS H, (HRAHFLERDY chronyd 5 2 (Al i PRI Crrfss S Bk 2%
PR, A 52 I RTINS A AR 2
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ER7DIEARE
KYLIN

makestep 1000 10

maxchange
SRR E R KB IE M E, AW E R TIRENIRE, chronyd K2l
FIFHIRH, #H B K IE4% syslog

maxchange 1000 1 2

F MBS, chronyd ¥k B A — AN B A R BT, R g
2 ORT A B m A% E A2 I

maxupdateskew

chronyd HJAT:55 2 — w2 ZARR T T & v EHL I B2 1T B P 2
% . maxupdateskew ZHUE M EfTHE B2 TSR BIE, SREBOT, BI{EZ
1000ppm, &A= T

maxupdateskew skew-in-ppm

noclientlog
RN RBA S, & Aex log HiE
reselectdist

1 chronyd 35 [R5 Y5 o] R SRR, T 58 W e NI [RIB R B8 . R, 8 T
TG A1 1) T A SR VSRR AL R B I, — AN [ S A PR B AN . BRSO,
FEET & 100 1D

A

reselectdist dist-in-seconds

stratumweight

stratumweight 54 % & 4 chronyd AW HIEH G EEFRRURIG, BN ZNIZE
mz b R FED R .. BUAEI T, CentOS F1#E N 0, it chronyd 7Ei% K
I U5 2 2

fig v

stratumweight dist-in-seconds
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ER7DIEARE
KYLIN

BRAINENL R, dist-in-seconds A 1

rtcfile

rtefile 84 € T — MUK, %3, chronyd 7] PLORAFFRER RS
SIS B AERR 1 (RTC) B 4. 1B AR 202

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne $5 28 8 FH— M, izt RGN EIEE 11 5823 L
FSERFIF (RTC).

chronyc [P % 4=k

F1 Network Time Protocol (NTP) ALY, PTP #x 3 EE I 52 i AF 1 S,

RN

fFE £ ) network interface controllers (NIC)F network switches. K =
I E] [R5 B HERE o
4.4.3. f¥H chrony
4.4.3.1. ‘%% chrony
{8 root FH 3%

~J# yum install chrony

ERIAN) chrony B3R B fusr/sbin/chronyd. 417 4114 22 34 1E /usr/bin/chronyc .
4.43.2. K& chronyd JRZ

~]$ systemctl status chronyd

4.4.3.3. Ji3)l chronyd
Ja8)

~# systemctl start chronyd

BEITHLE R 3

~|# systemctl enable chronyd
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ER701EARE
KYLIN

4.4.3.4, %P chronyd
KM

~# systemctl stop chronyd

WOEITHLE 5 3

~]# systemctl disable chronyd

4.4.3.5. K& chrony & {5[AD

N T KL chrony #2745 A2, f#H tracking, sources il sourcestats 74>

¥i# chrony Tracking
L/ 1NN

~]$ chronyc tracking

TR

Reference ID

g5 A A ko RGN 127.127.1.1, FoRiZak SR BOA BRAMBIREEAT [F 22,
T IEAEAT H local AR

Stratum

CiHIEERiN) =&

Ref time

BeJi — AP R ER) UTC IR

System time

RGN |A]

Last offset

B Ja — IR T ) A% B

RMS offset

RENILVES s

Frequency

WS chronyd WA #HATAE, RGWEHAETESR, Fla: 1ppm = EE RGH
8] 14D, ATRESERR E]Z 1.000001 #5.

Residual freq
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S I PR R R AR R

Skew

frequency HIffiTHiRZ%E

Root delay

XL P4 R AT SE IR B e 28 [ 20 T SN A stratum-1 THEEHLET R . SRR
s DL T, AT P A

K2 chrony SR
L/ (N

~]$ chronyc sources

M

RN AR — RS &8, =RoR > peer, #EIRAMIEIENI S
I

S

FORBERPIRES . *FRoRIEFEFRD, +RoROiER, ROk, ? o
O E R xR R — B chronyd W\ N2 falseticker(-5 oK 22 £ H At Sk Y 1) B 8]
FEA—EUH), “~"FRom— NIRRT A K 2 31 .

Name/IP address

PR TP Hbhik 544 FR

Stratum

B, B 1RV A S Enm s, 58 1 F2RHEERE 2,
HJE 2 PR ENAER 3, LAk,

Poll
SERTERE polled IR, HIUN{E N 6 BIN %, BiRNEE 64s HEAT— IR =,
Reach

BoREJa —MNCEIRIR I A . —BORAE L Bh 2 H]. “FEkm h d By &
IRGY RN LR B LA 10 SEIME R m B U EIX AN .

LastRx

Bonta — IR A . — R AL Bh 2 H]. FEkm h d By &
ARG N JUR B LA . 10 AR IE R s B W B AN

Last sample

e A S 7 A IS b 5 i 0 0 A R 2 Ta] ) i 7

¥i#x chrony KRG 1T
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KYLIN

sourcestats i {7~ 24 A A & (1R R EAL S LAV A B A5 2 . -v S8
gt e, BERICKM. ERXMHOLN, BOMNIAT R RN RS,

~]$ chronyc sourcestats

Name/IP address

NTP Jiz 55 a5 i3t

NP

XS FEA AR H AT IR SS ds DR B o VRS T 30 R R I O A2 A I I T L
BEAT L [B] U

NR

X 21817 ) residuals EAAH [ AR5 15 & .

Span

XS vl 2 B A B R AR AR 2 1) B I T ) B o R s B iME, TR
AL UM . AR o B RR 2 46 2B

Frequency

fETHRRIR A, FEXMIEOT, THENLBIR BT 17107 A% TRk 55 45
Kt

Freq Skew

it AR 2 5 IR

Offset

(ERNONIEES s

Std Dev

XA T REA R HEZE
4.4.3.6. FEHEE R G h

LI

~]# chronyc

chrony> makestep
200 OK
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4.4.4. RNAFKIHRERE chrony
444.1. N—MRDEZN RS E chrony

XA T2 T & Guf# H dial-on-demand 42 . 1F 5 FOTC B 835 A2 F2 30 F1 R
TR W W R 8 . 1 e, B A A I Jete/chrony. BRIAV X B LB XL T LA R L
5

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

command key ID s&fE 3 E R, MNATH commandkey {H, /etc/chrony.
keyso
NN NTP %5 %5

server 0.pool.ntp.org offline
server l.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

4.4.42. N—ANISLINLE R EE chrony

TE— A MRASFI SIS WX 28 EAT 42 ST I 28 v, BT DL — S 1 AL E
IR ML, e FEHAE R ENLRE - b

7t master FHL F, Zw¥H/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 J2& W] DA fo ¥ 2 1) 7 P ik
P umbLgs b, gwiE/ete/chrony.conf
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server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /& master EALH L,

4.4.5. f£H chronyc
4.4.5.1. 1 chronyc ##| chronyd
HEN chronyc [138 H 71

~]# chronyc -a

chronyc M A1LL root FH PP #UAT . -a ST H A keys H 2535
chronyc iy 24T F1f

chronyc>

&R LAEH help Bos BT A a4
WA DA I AEAZ B A T HEAT R

chronyc command

4.4.52. ffiH chronyc HEATZFEE R
BCE chrony EH: 22 chronyd, a0k

~]$ chronyc -h hostname
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~]$ chronyc -h hostname -p port

port & FH R4zl F a5 152 chronyd
4.5. BB NTP {5 NTPD

45.1. NTP /48
NTP 2 /2% i} [A] 0 (Network Time Protocol), ‘&4 K [E] 5 W 2% Fh &A1t
SREATLER A TR R BIp 8L
4.5.2. NTP 732
NTP 73 JZUR
Stratum 0:
JETRPAN{E 5T ik HL & A1 GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJ

Y-60 (Japan), DCF77 (Germany), and MSF (United Kingdom)

XEEAE S ] DAL &40, FFAEE 3 RS-232 B RGN — 14
3 ety VL PR P R ] R 55 2% o

Stratum 1:

HLF BRI T T2 . GPS I e Bl iR 8

Stratum 2:

M Stratum 1 3280, /RN IRZ KRS 4%

Stratum 3:

M Stratum 2 BEHL, AFON SRR R 55 45

Stratum n+1:

M Stratum n B2HC, ARy KR RS R

Stratum 15:

M Stratum 14 520, AE N5 R )Z IR S5 2%
4.5.3. EMENTP

R BB = IR 55 AR RS NTP hicA, #£ RFC 1305 Network Ti
me Protocol (Version 3) Specification, Implementation and Analysis #1 RFC 59
05 Network Time Protocol Version 4: Protocol F1 Algorithms Specification A 1#
A .
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4.5.4. FRA drift SO

drift SCAFCSRORAFE RGN (R JR 5 UTC I B0 1K) 4% 5 o
4.5.5. UTC, TIMEZONES # DST

NTP 5241 UTC (Universal Time, Coordinated)#', Timezones 1 DST (Da
ylight Saving Time) #i AAHL RGN H . /etc/localtime #2&/usr/share/zoneinfo [1#% Il
BUBE . RTC Al AE(EAHUES (8] 83 UTC ", #E/etc/adjtime 55 =4T485E . XA
PRI LLANTE RTC B4 E . H P T LMR 71 f8 A System Clock Uses UTC
£ Date and Time FEJEHCE ST 0 E A2
4.5.6. NTP 5433l % 0

TR LS, Y aT LB ik NTP i T8 . 24 A JLH NTP &
I, 8T kb R, e ete/ntp.conf U, A 3 AN AT, BRIAE A
U5, ntpd F 2> BB AR . MRHE N I RS 75 2, 7T UG SRTT S ST S S 56k

BRAAB R AN Fh a2 75 IR 0 o R T S S Bk, W RS A dis
able auth 7E ntp.conf 3 f4FH .
4.5.7. RN HEEN[F

REPIMLAS BE A8 FH HL 5211 hardware clock F H B AUMLE (Bl A S E o 7EHL 7R i
B S w R E R4, kvm BRIAEH kvm-clocks
4.5.8. HEFED

D, 248 N ORFF A S B T A ], B E PR E RS UE LR
FEIREAE T (AT REAEZREAR) 0B th Sy B I siegei b 1 AP A% . BTk H
AN SRS M (= il BRI, St (R
G-I 2 [A)AH 22 85 210+0.9 AP, sttt St midk 1 & (ER, &E—
By 59 B sinlfEik 1 GEEY, &E—728h 6l ) EM—BINEAL
R FINH AR
4.5.9. FEfE ntpd BB X

SPARIERE ntpd £ RG0S 38U 5 IS EUC B DU ete/ntp.conf, W] L@ R
Tl i % B o B O

~1$ less /ete/ntp.conf

N R R C B
The driftfile entry
drift I #% A2
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driftfile /var/lib/ntp/drift

The access control entries
DL AT 15¢ B BRI U7 1] 428 1] B 1) -

restrict default nomodify notrap nopeer noquery

nomodify ZET: FH 145 e B S

notrap 1&J: 7 1k ntpde #5134 S B FE B

nopeer 1&T: 7 1L peer KA TR

noquery JEI0: 7 11 ntpq A1 ntpdc ¥ 1, {H 7% A B[] 2516

A B 25 P E AR N S FH 75 22 127.0.0.0/8 il Bt o BRIA restrict 47 BHAEFTA HE A ¥F
HUEZIN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

U R ) 7 A S — AN N AR, ] PAE R s st
FENAEAR N A TRV, AN restrict. A T J#HATEM, Flan, 5
PF 192.0.2.0/24 2% 33547 BF 8] (1 2510

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

RN RTFRE—EFN, Fu 192.0.2.250/32

restrict 192.0.2.250

N SRBAE H6 E mask, 255.255.255.255 B4 widE &
The public servers entr

BRI, ntp.conf fit B SCAFELE PUAS A AR S5 2%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst

server 2.rhel.pool.ntp.org iburst
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server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

R, ntp.conf W5 VARZHHERE MG 7, IXEAEIRNRESL B B Hw
.
4.5.10. & ntpd 1 sysconfig 14

XA AR 2 1E ntpd J8 SN RSTHIIEACIAAS B R B2 . BRINEI N a0 T

# Command line options for ntpd

OPTIONS="-g"

-g IEITAT LU ntpd 2B 1000s A2 SRR, 221 [R] A5 I 1] B A fm £% &K
T 1000s, {HAZUXTE RGBS FIRE. 248X NETFIR %, ntpd 7E WS &
KT 1000s [R5 H BB H
4.5.11. 21k chrony

T

~]# systemctl stop chronyd

HYYH chrony JFALJA 2% 1

~# systemctl disable chronyd

BEARS

~]$ systemctl status chronyd

4.5.12. LT NTP PR B &3
mAWE

~]# yum install ntp

4.5.13. ntpd K223

~]# yum install ntp
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B E ntpd FFHLE 3l

~]# systemctl enable ntpd

4.5.14. 1 ntp KPR
K 7Y ntpd 2 i T

~]$ systemctl status ntpd

IRH ntpd HPIRZSHR 2

~1]$ ntpstat

4.5.15. BLE B k3% S0V ntp G
ntp /] UDP &, %y 123 . WAZRERENS oVt By kb .
K 7% 5 K B SO VT ntp A& %, i A B JE ST Firewall Configuration 1. E .
J5i 3] firewall-config, 57 Super #3E A, i firewall £ Hi% [ ZE488, [ik
W E W AT I N 5
AT HEN

~# firewall-config

FEE WAL T A. XKW firewall-config 1. FiZE#2 I F 7 25 [8] 57 47
BHFE, firewalld.
4.5.15.1. 45224 firewall BL &

AT BEMSLEIC B AR, WPR N HSE R Configuration /& 15 & A Runtime. (3
BB B SCAAE T — IR G AERL, 1E T hisk ik 4% Permanent
4.5.15.2. 4T JT W5 K Aty 11

FTIT firewall-config 1B, #EFEM LS, Gfiug OFr2s, st “dsin i%4l. Por
t and Protocol & T FF, A 123, FHEHRIEEE udp
4.5.16. ic & ntpdate iR 55 2%

ntpdate g %572 A 1 1% B W [AIE R St A S I%

i 7% ntpdate i 552 5 IEAT

~]$ systemctl status ntpdate
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~# systemctl enable ntpdate

TEER AT R Bt o= R 55 2 A E R A RPN, BN /ete/ntp/step-tickers CAFELE Or
hel.pool.ntp.org. ¥NINANAMP] ntpdate IR 4525, Jmf/etc/ntp/step-tickers. k55 2% )
R AEEN), KN ntpdate R 2 HIXAIRIC— RIS B . BRanfss —4
AR BRI TR IR 55 2 » 7628 — AT 1R 55 2% B Lk o 76 28 AT RN &40 IR 55 2%
4.5.17. Bic & ntp

BESERIAT] ntp IRSS2ZRECE, gmiHE/ete/ntp.conf SCAF. 1Z A& H ntpd — 2
Wz de.
4.5.17.1.Kic B NTP 55 v n) 2 il

Y’ ntp.conf, ¥ restrict A7 %

# Hosts on local network are less restricted.

#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict 1%

restrict option

option: FJ LLjg—AIZA

ignore Fr A A ELK 4 208 BL 35 ntpq A1 ntpde 25 f]
kod —MKiss-0'-death”™ & 1% LL/D AN 06 21 25 1)
limited——Un R MR AL S 1A R, AN 551K - ntpg A1 ntpde A A
25

> lowpriotrap—KRAL Sa 2 UL IC E AL BLRE IR i

> nomodify——FH 1IE & C B

> noquery——FH 1k ntpq Al ntpde &), ANEHER [H] A i)

> nopeer——PH IE peer Bk & T Ak

>  noserve % 1 ntpq A ntpdc i), FEAFTH

> notrap——1j 1E ntpde 3 HI1VH B PR FE R

> notrust——A 243 A F D Sy B E 2 £

> ntpport—AZi 5%, HILE NTP UDP portl23

> version TEAEANILEC 2517 NTP hAS (1) 508 A

N T AN A, BCEERRE], restrict 7] PAME H limited 1£ .
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Ui ntpd W25 B KoD #¥Efl, restrict 24 251# A limited A1 kod #E1i.

ntpq A ntpde FH A H THBORKIBH, AZFEER noquery LI
4.5.17.2. 0 B %4 NTP JIR 55 25 8 2 BR ]

45 restrict J1_E limited 1830, 41 REAELHBANGT IS4, AT LMEH di
scard 174>,

LMY

discard [average value] [minimum value] [monitor value]

> average——JHE S0 VI /INT-E SO 60 1B, & 8% — 250 log2 A5, BRIk
(3 Q=007 HATF 8

> minimum-——§§ 7 70 VRO ELIH, 75 log2 BV He%% — B8, BRIL(EL
1Q Y7, AT 2 8)

> monitor—fH AR AN EFRER, — H YRR CARITIRE. Bl
49,3000 F . 35 IE T 45 S EERD A3 1000 LT 155K

discard iy 21

discard average 4

discard average 4 minimum 2

4.5.17.3. %50 peer Hiudik:
1t ntp.conf At B SCAFERIN peer fr 4

peer address

address 72 —™ ip Hulik B¢ DNS F[iRAI 4R, address LA fE R — 2K &R
4. Peers WA Z /0 — AN AR I TR .
4.5.17 4.9 g5 25 ik

WIn— AR A tbdil, 2RS4 21847 NTP k%5 HARTE S )% . £ ntp.conf
SCHE, AT server A4

server address

address 72 FJ IR A 1P kb B DNS 1 5 24 K o
4.517.5. 05— BB FE R 55 a3 bk
IIN—ANT /B 3/ ik hhl, Wt ul, | REscE 7 NTP [ RIA it
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1E ntp.conf A4, i H] broadcast
IR

broadcast address

4.5.17.6.¥51—> Manycast %%/ il
7NN manycast & Fimiihl, 7E ntp.conf LA, NI manycastclient #4174 .
& r

manycastclient address

Ziar R RSy NTP % P15 FRGEAT AR 2 SRS i

4.5.17.7. %1 Broadcast %% )7 v Hh ik
AN 0N broadcast 2% P umdthdlk, 7E ntp.conf SCAEH, #SHN broadcastclient 74> o
eI

broadcastclient

B AR AG 0y NTP % /75 FGEAT AR Ay S RO i

4.5.17.8. 71—~ Manycast iz 55 %5 Huht:
NN manycast IR 55 28 Hibk, 7 ntp.conf S, 3N manycastserver iy 4
AT

manycastserver address

A OB RGO NTP IS 3 . 0T WAL o i R 25 463

4.5.17.9. 95—~ Multicast i 55 %5 Hu it
NI multicast i 45 28 Hudik, 7E ntp.conf ST, 8N multicastclient iy 4>
F&

multicastclient address

Zn R E RGE N NTP IkR55 45 FRG0AT RIS 8 7 dim MR 55 4% i o

4.5.17.10. Fic & Burst j&
ANEF AT NTP JR45 78— FZie T, 1ZEDHEH F7E 8 CHg BN
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burst

4.5.17.11. B H iburst I
TENR S 25t 2 45 R VN InZade T

iburst

4.5.17.12. ffiH key . B Symmetric Authentication
TEHR S5 2581 peer 2 5, WS INZIE I

key number

number & —A> 1 F| 65534 (1%, %700 0] DAAEE s G4 {8 H message authe
ntication code (MAC). ZiEWIFI peer, server, broadcast, Fll manycastclient 74

A
Jetc/ntp.conf, A%

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

4.5.17.13. BcHE Poll Interval
EERINI poll interval, {EHRSS2REK peer 25, WS INIZIE TN

minpoll value and maxpoll value

4.5.17.14. BCEMRES LN
8 — NI IR S5 %%, 1E server BY peer 772 Jo5 VN IN1Z1% Tt

prefer

4.5.17.15.  y NTP #4fs 8 & Time-to-Live
1E server BY peer 4 J& VN INZ A% T
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ttl value

45.17.16. BB NTP {4
£ server Y peer A% Ja ¥ 1141 T

version value

4.5.18. Be BRI 1 EE BT
AL B RSt 8] BB i 88 (RTC), 7E/ete/sysconfig/tpdate ¥ i LA R % 15

SYNC HWCLOCK=yes

e~

~]# hwclock --systohc

4.5.19. Be B BHIR
FE 2 G050 AT T IR
~]$ cd /sys/devices/system/clocksource/clocksource0/clocksource0]

$ cat available clocksource

$ cat current clocksource

7w BB 8RR, ENZE GRUB B8N clocksource, {51401

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

4.6. f#H ptp4l B & PTP
4.6.1. PTP /'

Precision Time Protocol (PTP) & F W2 Hrist 8 [G] 20 sl . A B 855
WA SCRE, SR NTP SR PTP B SCREI -y WAL AT = 45 Ta] o BRI
WL 1= 2 IR 55 2845 E R4 linux A% SCHE PTP I8P linuxptp & MR 588

XA linuxptp 4% ptpdl F1 phe2sys B H R IH o ptpdl #2728 T PTP
120 G R R N o S5 AR TR, T T PTP AR B0 5 e R, 53K
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PRI IEEL, BT RGPS EN P ED . phe2sys F27 R SR B, #
FR G [F] 22 2] PTP AE AR £ 45 422 11 R (NIC) .
4.6.1.1. PTP [Iff &%

F1 Network Time Protocol (NTP)fHLY, PTP fx 3 Z WL M 1 S HF,
AFEVFZ 1 network interface controllers (NIC)F network switches. A HIHE &
IS E] [R5 (R HERF P
4.6.2. f#F PTP

N TAEH PTP, A% N 28 BIR By 0 251 S 57 A e 2 B[] 2K
4.6.2.1. KA RSN ABEF S HF

{4 i} ethtool i 421

~]# ethtool -T eth3

eth3 & EARR & 182 1

WIERSCRFRRET AR, D2 3 DL 240

> SOF TIMESTAMPING SOFTWARE

> SOF TIMESTAMPING TX SOFTWARE

> SOF TIMESTAMPING RX SOFTWARE
IR SCRFREAR IS (R, AT LN 240

» SOF TIMESTAMPING RAW HARDWARE

» SOF TIMESTAMPING TX HARDWARE

» SOF TIMESTAMPING RX HARDWARE

4.6.2.2. %% PTP

~]# yum install linuxptp

X222 %5 ptp4l Fl1 phe2sys.
4.6.2.3. Ja3) ptp4l

ptp4l ] LUl IS a2 AT BCEAE MRS B 8. 24 ptpdl fE N — DRSS, AT LAEE
fete/sysconfig/ptp4l F8E LT . ANEIRAF RSB 21TE 3, WA ete/ptps
l.conf FE LTI . Jetc/sysconfig/ptpdl LA & -f Jete/ptp4l.conf 1T, X 2xik ptpdl
e /ete/ptpal.conf A4

1ERIRSS JE ) ptpdl

~# systemctl start ptp4l

i A 2 ATI21T ptpdl
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~# ptp4l -i eth3 -m
By h AR A0
~J# ptp4l -1 eth3 -m

6% ptpdl HiE

BT, HESCRZ KiER/var/log/messages. -m LT I H & K IbR
i, BEWEA debugging FEALE E .

FIF RIS AR, -s BT, AT

~1# ptp4l -i eth3 -m -S

1A E IR I 2 LA

A 2 MASE R RER I AL, BES @t A R IR T AT i

-P

-P %% peer-to-peer (P2P) ZEIEJE ML

P2P Wl H ik, BN S H AR TR, AT A bl I ATATL i) 58 R )
AR .

-E

-E 1%#¢ end-to-end (E2E)IEIR M E AL IX A2 BRI 13E

E2E W #\A &2 request-response ZEIR A il

-A

-A AT ZEIRALH 1) H Bk

H BIETIT T2 ptp4l 1) E2E £ 3. anA F 2, ] LLekak P2P i,
4.6.3. MELANEOMA PTP

TEAN A X 2 1 22 42 VS PTP, A 40 22 00038 I ) B8 A% e A B XA B =

sysctl A RN NIZBT IS o MIEEBITR RS, 7] LMl ar 247 80
B M /ete/sysctl.conf ST

BEMCA loose X, &R

~# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TR AR DB U A AR KRR, ] net.ipv4.interface.rp_filter
AT, B, eml %
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~]# sysctl -w net.ipvd.conf.eml.rp_filter=2

N T MBI B K A R 1B /ete/sysctl.conf LA Bilan: N 7 AEST
HEIW R, Bete/sysctl.conf, 1T s

net.ipv4.conf.all.rp_filter=2
IR FRAB R — R AR R, W P

net.ipv4.conf.interface.rp_filter=2

4.6.4. HE—NEEXMH
BOAABONIECE ST, e ZAE IS AT I R TR e, A -f 1R T

~# ptp4l -f /etc/ptp4l.conf
—AMCESCFNES, 2T eth3 -m -S T, W FAR

~# cat /etc/ptp4l.conf

4.6.5. {FF PTP BHE i
PTP M % P i, pme A LLAHSRIERHEUETSE ptpdl 15 8 o

~J# pmc -u -b 0 'GET CURRENT DATA SET'

~J# pmc -u -b 0 'GET TIME_STATUS_NP'

BE pme a4

~]# pmc help

4.6.6. [FIZ A H
phc2sys 27 H >k R geht 8] [F] 22 2] PTP [ hardware clock (PHC). phc2sys
A 55 K & SCA/ete/sysconfig/phe2sys. BRIANECE U1 -

OPTIONS="-a -r"

-a R IUE 13 phe2sys AETS DK H ptp4l N B 8. E¥ EREE PTP i IR
WAL, AL R BELE 2 B RPN B0, KRG e A gt FED, BRAE
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IR E . WR AR RGN B O —NE, 8 - I K
&4 /etc/sysconfig/phe2sys J&i, HJH phe2sys k55

~# systemctl restart phc2sys

IEHEEO T, 8 systemetl a5 2K JE3l, 17 1IEME S phe2sys k55 -
U RSB ANAEAE T I 45 3 1 phe2sys, %8 AT LUl ar 447K A 5

~]# phc2sys -a -r

-a EIUf##53 phe2sys RERS A DK B ptpdl N R BR . WS ARLE R Gea o
FN— AU, FRE - TP IR
18 F -s 1T [A) 20 RGeS b 22K E 1 PTP SEAFI &b, {514
~]# phc2sys -s eth3 -w

-w RIS RFIZAT [ ptpal N[5 PTP B 4f, KE TAI £ UTC fifé =
EHAE M T, PTP #:/ELE nternational Atomic Time (TAI), ZZi Al {RFRLE
Coordinated Universal Time (UTC). 47j TAI 1 UTC f{f#e &2 35s. ME
AR, WP AT, I BNEIVESKAE R H-wik
AR, AT RS-0 G Bk #E AT i #% & i i
~]# phc2sys -s eth3 -O -35

4 phe2sys servo A THURANS, BHEREAE, BRAE-S TR H .
X WRF phe2sys 7L AIFE ptpdl R/ LA R AN PTP fEAFIN £ [R]85 fE 3 . 48 -
w LT, phe2sys AHTE ptpdl JG /a8, FINE SR, HE ptpdl D& FD,
phe2sys 7] LUE R IR 55 15 3

~# systemctl start phc2sys

YRS AT IR B, A LUK IETUTE fete/sysconfig/phe2sys S TR 7E -

4.6.7. WAERTE [F
24 PTP I 8] [R] 25 LA 1R B fige, 38 B0 A #8 58 DA K R R JEOR 24T BN p
tp4l F1 phe2sys. XLE(E AT LLLE /var/log/messages CAF
ptp41[352.359]: selected /dev/ptp0 as PTP clock
ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIAL

IZE
ptp4l[352.361]: port 0: INITIALIZING to LISTENING on INITIAL
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IZE

phe2sys i th 1451 1

phc2sys[526.527]: Waiting for ptp4l...

phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 sO freq +0 delay 2
729

phc2sys[529.528]: phc offset 54658 sl freq -37690 delay 2
725

ptpdl A —/Ng4 summary_interval, B LLB/DHIH, BOIAMEOL T, e
FIEI—2545 5 o W LME MO EE 1024s $TEI— IR, f£/ete/ptpdl.conf SXAFERIILA AT

summary_interval 10
— ptpdl FH ]+, {4 summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIA
LIZE

I/ I phe2sys Hfar s, AT LAE ] -u 2B 50
~]# phc2sys -u summary-updates
summary-updates s& I £ B F £, a0k

~]# phc2sys -s eth3 -w -m -u 60

4.6.8. fH NTP k% PTP K]

ntpd SFHHERE AT ARG BN R GEIT (8] 2 KIS 1R],  ZR G [A] 52 B ptp4l F1 phe2sy
s {1} LOCAL W (8] 3R 20 #E47 [7125 . T i 1k ntpd % RGEHEF, ntp.conf SCAF4
INANRENS AR 5B AT NTP RS 8% AR &— Mol 7

~# cat /etc/ntp.conf
server  127.127.1.0
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fudge 127.127.1.0 stratum 0

4.6.9. f#F PTP f}k% NTP B [H]
NTP £ PTP [F & HER . 24 ntpd & HRIED KRG TR], ptpdl 7] LA H
priorityl JEIUAC & A grandmaster B84, @i PTP R4 £ K50 & 4] .

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

AR (R 8K, 75 2243 phe2sys SR[FI2D PTP fEARI 2 R 8h . (R0
phc2sys & —MR55, Ywi/etc/sysconfig/phe2sys A, BRINFIECE W R

OPTIONS="-a -r"

{FH root FH /7, 4l

~# vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

TEIXH, -rIETBETEE 2 Ik, FUVF PTP MR B N R Ge i 2hdt 47 [R50
# 3 phc2sys

~# systemctl restart phc2sys

B7 1 PTP B S e phodt (1) 284k, , W7 LLE I i & 55 /ME P (proportional) 1 1
(integral)

~|# phc2sys -a -r -r -P 0.01 -I 0.0001

4.6.10. f# F timemaster [E]F PTP B NTP K [d]

A LA A timemaster F2)F 15 2 S8 8] 2R 0] A BB ()24 T [R50 . PTP W [A] 2
Hi phc2sys Al ptp4l #&4t, J#iLf# A shared memory driver. NTP 5F3 3 FEREDS
FCA T BRI IR REAT [F] 25

JA NS, timemaster 23 B —MECE SO, AL E U448 € NTP A1 PTP
IFIEJYR, Aor A IR LE Y 2% 422 L1 B C B2 (1) PTP BEFI 9, A2 B ptp4l #1 chrony
d 5% ntpd FCE S, JA 30 ptp4l, phe2sys Fl phe2sys B ntpd.
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4.6.10.1. Y — 1 IR%S )3 3l timemaster
1% F root FH

~]# systemctl start timemaster

Ja sy, 21l /ete/timemaster.conf it B S04
4.6.10.2. Fif# timemaster fic B 44
NN D= T NPT

~]$ less /etc/timemaster.conf

# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces ethQ

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]

path /usr/sbin/chronyd
options -u chrony

[ntpd]
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path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /ust/sbin/phc2sys

[ptp41]
path /usr/sbin/ptp4l

ER B ar A4~
[ntp_server address]

X A&~ NTP R 55 28 X 381451, ntp-server.local f&— /N7 LAN ff) NTP
i &
HERB T

[ptp_domain number]

PTP domain 72 —#1 PTP IS4, EATREUEAH B[R . EATA] LLEE A AT DAAIH
BIRGAT IR . A M R T s — N 8 X R — > PTP ) grandmaster i}
B

TR a4 T

[timemaster]

RN timemaster BB SCAFE A T ntpd #1 chrony it & (/ete/ntp.conf B¢ /etc/
chronyd.conf), A BE#EAL S U5 0] FR 1] (T FC B AN GIE S 8H . IX B REALAT 8 2 10 NT
P 55 #RHEfAE A timemaster — 2 H A
4.6.10.3. /L & timemaster £

6. Y% timemaster ACE SO
1) FJFF/etc/timemaster.conf Fitt & 14
2) XTHE—A NTP Jjg54s, A HIfEH timemaster, @l [ntp server addres

s] 7B

3) WINEEE R R, gifE4ptp domain 0] BRI, 671 F:

[ptp_domain 0]

interfaces ethQ
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[ptp_domain 1]

interfaces ethl

4) AR EAE A ntpd /F 8 NTP 5793t F2, 7E[timemaster] 7 BB SR NI entr
y, chronyd B4 ntpd.

5) fEanfEi A chronyd fEJ9 NTP R %5 #%, 7£[chrony.conf]¥-BCAs ARSI 1% 1T,
FEERIAH include /etc/chrony.conf entry Ko

6) EunfEF ntpd 7E N NTP k45 %5, 1E[chrony.conf] ¥ BLASINANANI LT, 7EER
NI include /etc/ntp.conf entry T

7)  {E[ptp4l.conf]FEL, WNIMEATIE 5 DL 2 ptpal A= B Be B SO i I

8) fE[chronyd]) 7B, WIMEMIAT4AT, ¥ timemaster U7 Al 1% ay 4 75 2AL 18

% chronyd.

9) fE[ntpd]FE, WHHEMTar2AT, 4% timemaster U7 ] B %Ay & 5 ZAEH 2 n
tpd.

10) fE[phc2sys] 7B, WHMUEM 41T, 28 timemaster V7 7] I %7 2 75 £ A% i3
% phc2sys.

11) E[ptpdl] 7B, IR 24T, 28 timemaster U5 W %oy & 75 AL H 2
ptp4l.

12) PRAFECE CF, #E )5 timemaster.

~# systemctl restart timemaster

4.6.11. $R =y Em 4

ptp4l A phc2sys N F B U5 AL & 18 BT adaptive servo. X3 PI servo K
i, BERAET AT ELE PLIAGECE U . 1E ptpdl H{EH, 75 Z27E /ete/pt
p4l.conf it & AN LA T AT

clock servo linreg
5 ptpal 55
~]# systemctl restart ptp4l

7E phe2sys H# ], 75 B 1L /etc/sysconfig/phc2sys i B SCAFAR N LA R 47
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-E linreg
# J5 phc2sys R5%

~]# systemctl restart phc2sys

FhE KVM B

51. #E#ERE
5.1.1. FREER

LA LB = SR 55 AR R E R AL VIO B, TERRA I BRI ) 3% RE AL 5%

Kylin Linux Advanced Server V10

=

EXE

O BihER

BAINEE,
) BRigMERESE

AT IREMLE EatlighehR S PRS2,
) XHERITHORSSE

ATz, ITENRiFisRsS s,
O BEMTIRSE

s EEREMN SRS,
) BEMEEN

s ERE L
O # GU MRS E

HE AT M EERR AR GUI RIRRE 2.

EEEFAMRRIBE NEEIR

7 TERE L
BHTRGHIZ PR MM TE,
[ | PostgreSQL # i@ E=FR 55 B8
PostgreSQL SQL $IREARSS FELARER IR
[ | fTENRRSS B8
SEFIG R I I TEDRR S 2206,
[ Linux fi B EE
Kylin Linux Advanced Server fiZiSEERE, EPES
OpenLMI #1 SNMP,

[ RLE W

&% RIUL Hypervisor

[ FEIR

ATERHERELLEHNE R

BB ENR R,
[ | BukTR
ATFEsELNREEENTA.,

E ::3:3:7:7
TR BB RS 0 AR 55 3218 B R0 Z AR AR PR R Y
MFREFNREIEFE,

BEAFTRIRE,

[ | ®2#TR
ATFREEHEREMZ2ETA,

[ Bt

B 5-1 RO REER

5.1.2. FiaBiltb RS

RGN e, BERGIT R BIMEARSS OF 5 AR 55 I 75 224681 root

R D
systemctl start libvirtd
systemctl enable libvirtd
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5.2. EHRALKIER

5.2.1. BIIERHL
el LSt R - RS T - B RSB H 8, ] DLE &% N virt-ma

nger >KJ5 3 AL

5.2.2. AR

5.2.2.1. HrE Bl

A - BN, B ST B A ] B R R L.

BREGEHEES - o X

HFR EEE EAN AEIH)

Li_-_| - TR , n -

& ~ CPU fEHRI%
A 5-2 FEEL

5.2.2.2. AHuA R
PRGN, FRHT R URM 23N R Y, B E LS 5E
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) &5 5] 5 PXE)B)
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w Sk
TR ()« aarch64 -

MR M) . virt -

T ik B) 1l 4t (F)

B 5-3 FrEEl

5.2.2.3. EF1SO 5%
ININAHL 1SO 8545 5C2F, FRHUH MR 38 22 250 i E S it 1 R 407, #
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{#[f] CD-ROM = DVD:
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(&) {1 1] 1SO Mefé :
/tmp/Kylin-Server-10-aarch64-Release- | = || W)

(oA AR e 5 A I8 ) sl T 2 S )
PpfE B4 250T):  Linux

A V) Kylin Linux Advanced Server release V10
() (ERELL) AT

& 5-4 i%&FE 10S &1

52.2.4. EFENIEA CPU E
MR A SEARMUE 0 CA K R RN S fm i AR 0, AR B A7 R/ CPU %40
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HEEN TR CPU
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% 320

i FIL®) i 2 F)

B 5-5 EFENFRM CPU RE
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B B E A ), R H Al BRI

Gl B A% 4 gemu-img  create -f qeow2 xxx.qcow2 xG

(-F NG, ZHIEHNIER qcow2 #3; xxx.qcow2 NEG XK, 7] HAT
B xG REAR KRN, ATARYE S bRt DLk E)

BRI x |
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(O My et LA R R R ®)
10] - + |GiB

9.4 GiB available in the default location
(o) a1 1 A2 AT S)
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Kylin Linux Advanced Server release V10
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ok
Mff: 2048 MiB
CPU. 2
fififi:  10.0 GIB thomevm/kylin10.0.qcow2
[ el A SR L)
v PR ER(E)

HEUIE 28 default - NAT «

HEH©
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WEPERE AL M 2k: %9 SCSI CDROMI, Aim ik, wish sekik$E SCSI.

kylin10.0 - QEMU/KVM x
o Trads 8 WinR
= R
{} cpus R - | O
&= jL# 457, SCSICDROM 1
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[ controller Uss 0
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aarch64
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IR D) HEiH©
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=& fHid sy [LJ
<8 USB Fflit [ Show password
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B VLR RS
5 Panic 055
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Kylin Linux Advanced Server U18

Install Kylin Linux Advanced Server U18
Test this media & install Hylin Linux Advanced Server U18

Troubleshoot ing >

Automatic hoot in 51 seconds...

B 5-11 ®EE3
5.2.3. Qcow2 FAIFHIAEH
55 A PGB B AR AL R UL, 7 B A S i e B R 14 -
1 B L, &8 NI R A
5 8t x|
R T |

EFO):  QEMUKVM

it KM AL CRTAREE R i e 5 KM R f, b
S A KVM i, BRI TR AT

L=

. A 3 s e A
1&4 e BRI s T 520

A B A T (1S O ek {5 5 25 (L)
[l 252 (, 1k HTTP, FTP s# NFS
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AT Kylin Linux Advanced S¢ | «
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B 5-13 EEXHBEREL
3. FIRSESHET 5.2.2.2,
53. BV EEE

FERE L R RSO BEAF PRSI 2 A AT R AL ACE, IRt i2e, &
B BRI LR BT ] M BUB AL A AR . s 22 512 (1
Feo AEAMATLE BITENS, IF AT UM ER % .

kylin10.0 - QEMU/KVM - o x

b
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(v} L
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[ S SRR | kylin10.0
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& s15amm
(2 SCS1 it 1
(E) 5CSICDROM 1 g Ey:

B NIC:1fc2:2f
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- A

o it i

g EHEF:  QEMUTCG

- 24 . aarch64
B 5 it vNC

a #1

B 5 f virtio

B controller UsB 0
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m Controller PCle 0

B

FRAL) -

{usrilibexec/qemu-kvm
ML AT virt-rhel7.6.0
[P+ = UEF| aarch64: /usr/share/AAVMF/AAVMF_CODE.fd

AlinFELt- D) C
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AT DRI WL 0 N AE TR, DL S BRSSPI AE . TR e
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5.3.3. INEAERS

A Ja S R BN RE S, R IR NS, A] AR B I -7

NN R AR it

B 5-16 AFES

R A x

il
Bk
[P
e
PR
i)
FHH
ikl
fHid

B mE

Add

&

i

A

TPM

HBROSVORLAESE &

5.3.4. BIMMLE &

UsB ALk
POl AL

Watchdog

RS
USB T n

FEATLER 2

Panic 1!

(o) S ERE R R
20,0 = | + [BI

40.9 GiB available in the default location
O FF il F R U7 (S)

HiL (MY

REARD) . | O BERLEE =

ek zip Virtl® =
» TR EETH
it SEAE(F)

B 5-17 I RE

INIMAEA A e 33 0 22 ] LS IR R R 150 4%

IR AU

UsB il
PCl L
ik}
Watchdog
XHARE
e F

USB HLHTEN
™M

4 LR
&2 Panic i

4
=
L
L
@
&}
<

5.3.5. USB & &4t

AR, GEFF USB ENLBLE, EAMIIR S 25 A EHLE) USB B

RRAUFES default : NAT

(¥ 52:54:00:e0:fc:1a

EARRERA =

HH© FEHUE)

B 5-18 MG &
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USB HUFEM
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54. BHRWLMSEIEE
Virt-manger S FF PN 2580 Nat 1 Bridge. Q& EMLES, ERINIEFE

[¥)2& Nat #i5X,

33N AL 32422 D9 2% 1T DL LA FH I 2%,

DL AP UR 2 Bridge HI% B D IR
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54.1. WEXHENMELE
BE AR ENLAT LR FE AT M T, Fl40 enp3s0, FCE L M: /ete/sysconf
ig/network-scripts/ifcfg-enp3s0, oS Ml A ZIAHFERAR T, M4 ifcfg-br0,
1 FTOTA I LA P 25 C B S
vim /etc/sysconfig/network-scripts/ifcfg-enp3s0
HIAFNE R
TYPE=Ethernet
PROXY METHOD=none
BROWSER ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4 FAILURE FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE FATAL=no
IPV6_ADDR_GEN MODE-=stable-privacy
NAME=enp3s0
UUID=6¢3601c7-1€71-49¢c4-9413-617ca9690cc2
DEVICE=enp3s0
ONBOOT=no
IPADDR=10.1.80.145  (ZAHh 341 IP)
PREFIX=24
GATEWAY=10.1.80.254
DNS1=114.114.114.114
2. BCEMEE
DI 7 20 B 4%, 1824 ifcfg-enp3s0 SO CF T 68 11 A9 B it iR P 250
TYPE=Ethernet
BRIDGE=br0
#PROXY METHOD=none
#BROWSER ONLY=no
#BOOTPROTO=none
#DEFROUTE=yes
#IPV4 FAILURE FATAL=no
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#IPV6INIT=yes

#IPV6_AUTOCONF=yes

#IPV6_DEFROUTE=yes

#IPV6_FAILURE FATAL=no

#IPV6_ADDR GEN_ MODE=stable-privacy

NAME=enp3s0

UUID=6c3601c7-1e71-49¢4-9413-6f7ca9690cc2

DEVICE=enp3s0

ONBOOT=yes

#IPADDR=10.1.80.145

#PREFIX=24

#GATEWAY=10.1.80.254

#DNS1=114.114.114.114

B b0 i DU SO ifefg-bro (HSTFA4FT MBS, (B S EEA ifcfg-e
np3s0 SCAF TSN BRIDGE=br0 fHX 8, E4& 04 8L E S+ NAME 1 DEVI
CE MEX NG, AROHKNESGIRAN ), ONBOOT L nl A Z L, B
I no, Bk yes ZJa, RGP = HBELM .

TYPE=Bridge

PROXY METHOD=none

BROWSER ONLY=no

BOOTPROTO=static

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=yes

IPV6_AUTOCONF=yes

IPV6_ DEFROUTE=yes

IPV6_FAILURE FATAL=no

IPV6_ ADDR_GEN_ MODE-=stable-privacy

NAME=br0

#UUID=6¢3601c7-1€71-49¢4-9413-617ca9690cc2

DEVICE=br0

ONBOOT=yes

IPADDR=10.1.80.145

PREFIX=24
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GATEWAY=10.1.80.254
DNS1=114.114.114.114
3. HJF MRS

systemctl restart network.service
54.2. BEBHMNE

1. RAM LR
FI7F virt-manager, 7E%& O mfidmEsg b f) DERES Y, &8 [
Y EOiR, A E DA AL AN bro B2 Ok

QEMU/KVM #EFE V1S - o x

AR(F)

Wir  ERRENV it (S) MO
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= o PR LGN
whftiisl: | none w
T -
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+ | 1Ol @ A

B 5-21 REAMN%KEOD

2. TNTNHE AU R 25
sl CREARIZ% Y kTR, (2 1EIFMIRR default 2%, 6 midh 20 % gt 1k
2%, P el doc A (A% R B 9 25
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i3 AT | YNCIRSH - |
3 orus . o

t 3 -
= 7 isten type: ress =
B olsmm | o, | e -]

VirtlO AL 1 = == =
ol P O F0 GAL 590
‘\2/" SCSI CDROM 1 -

2 NIC :55:77:9F #ihs): U

() Bkt [ Show password

T B

= BRREE N LD -
& L
e {51 gemu-ga

B g pox

[} controlier virtio scsi 0

[ controlier usB 0

[ controlierpcio

[ controller Virtio Serial 0

IR (D) MR C A

B 5-28 VNC REKE

WEFEAL I VNC PRl BT m REE R, REMNLEEA I . S\ IE+¥ EvTou
ch USB PRI, 75 00 2 I R DAL B SR AN X N2 14 il o
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FR QI S A x

G =y

fl‘:l-i“j

USB ALitt &
PCl L e
fila
Watchdog
ARG
R

USB i il
TPM
[ty A e
Panic

0@ 0V0 0% A4A0AME 0

HEH© SERR(F)

B 5-29 VNC thl i g4

ZLFEIE T remote-viewer $T % Fiity; 8 vne WS NP ER EALI i bE,
BRI 15 5900, f40: vnc://10.1.80.145:5900. W15 R 2428 2 A e IMLIF I A7
e, iS5 kKA.

5.6. BHUNEH

IR RIRIC— W K — GBI, T — e ENL L.

IR 7 AFGTE N TR, RITRE I T I AAE RGN, RSN LA T B
HIIEOL N REATIERS o A IERS I B Al 30 75 ST A% 1) R SO L A 5GBS A
S 2 HOYBENL L. SERRR T, eI E 2.
5.6.1. #EH

IR RS AL T I A2 RS, PEL, REBIM— & ST A7
BA(NFS 5543
5.6.1.1. NFS JIR45#%

MBI K ks

systemctl stop firewalld.service

245/ 5881 nfs A rpebind B A

yum -y install nfs-utils rpcbind

Qg H oI B s 1

mkdir /home/kvm-fs

chmod 777 /home/kvm-fs

B /ete/exports SCAHF:
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vim /etc/exports

ISIMELT N 25

/home/kvm-fs *(rw,no_root squash,no_all squash,sync)
A E

exportfs -r

e B2 SRR

showmount -e localhost

f£/home/kvm-fs H 3% T O B M Bi1%

cd /home/kvm-fs

gemu-img create -f qcow2 test.qcow2 30G

5.6.1.2. JEEANLEEENL
1) R KBS

systemctl stop firewalld.service

2) GURHEEHH I E R

mkdir /home/kvm-fs

chmod 777 /home/kvm-fs

3) JFJA rpcbind fR%%

systemctl start rpcbind

4)  H:#F NFS k%75 L 1/home/kvm-fs

mount -t nfs 10.1.xx.xx:/home/kvm-fs /home/kvm-fs

5) AERLGHEHNT)

Is /home/kvm-fs

6) HTEERENL, EIIEAL AR MO /home/kvm-fs/test.gcow?2

7) IS HP TN ssh

TR R GG B, SO B R IngE s . e RS EHL)
Jitk: SSH, FAHL4: HEWIELENLIP.

MWD T openssh-askpass 18517, 7] BE& KK E & AR, B
yum ZHERIAT (KVM T4 22 36 10 75 25T yum JEESOZATHIVERD .
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- SR BB PS5 SR E R S V10 RGUEELR T4
B inEE x
PR F-(H) - QEMU/KVM -

(0 e FlE A L)

Fridn SSH sl

HP (). root

EHL#ZO): | 10.1.80.145 -

HahEmw [
E T URI:  gemu+ssh:/root@10.---

HEEC (N

& 5-30 &N

5.6.1.3. HPE ML
A BRI 5.6.1.2 Y REAUALYEE EHLACE 1-5 25,
5.6.1.4. iT#
A WA T 2RT LAST I I ST -
1) BIVERES I, ARSI RN, R
2) FEATIFH UL A A, e A vh R AL AL 7%
TEFRH SIS H (BN 1P CH NI M4 ASEEN localhost,
BPH M ENFREZE R EN A, SRR .
Rk P ) RVF AT EE, SNERA KD 25 REITER.

THELH x

IETEILfE VM:  fs
[ L 10.1.80.125 (QEMU/KVM)

HEALH) : | QEMU/KVM: 10.1.80.145 -

ERE

Blio): | Hik~

Hitilbar: (W 180145

£ ERIENLE ) localhost, libvirt 4B f8. {Rah
AL Fs 2 — a2 AT el L&

SillP s (v 49152 - +

> e -
VA (A

s
Iy (D [

iIeEl(e] TEEM)

& 5-31 T8
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KKKKK

5.6.2. ¥iL#
5.6.2.1. JEEH LY EHL

1) BN, BRI AR A AE S B
2) @5 HWE N ssh &

FIFF R GG EA, SCHSERA R N INaE % . 158 DEZREE ]
J7i%: SSH, FHL4: HEE L IP.

o e x
R H) - QEMU/KVM P
(WA S S P L
FiE SSH =

HIF#0): | root

EAL#©) | 1180145 =

Hehidtw [
ELA B URl:  gemutssh://root@10.-+-

s RN

B 5-32 AR

5.6.2.2. HWE AL
T 2 5 YR R A LAE R 28 42 B qeow2 LA
5.6.23. iT#
TiES#TRE T IEARRE, APRFRT 7
1) EVEES M, S AAET R, R
2) FEATIFHREAUNL A A, et A vh R AL AL 7%
e H SIS H (EENLE P CH BN ML ASEEN localhost,
B E M ENLFR B EN A, RWHELIT# .
Rk P ) RVEA T RE, SNERA KD 25 REITER.
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ER701EARE
KYLIN

TR R x

EFEILFE vM:  fs
L 10.1.80.125 (QEMU/KVM)
FElH . | QEMU/KVM: 10.1.80.145 -

RS
fildio): | Hik~

Hotilbay s [# ) 10.1.80.145

Fay I\||IIJI Hl#4H localhnst' llt:wrl:l £ | TR A )
kR h Pt ke Tl L

BRI P): (o] 49152 —  +
- R : .

A G [+

A
I T L
B T

B 5-33 BRNLER

BANE HEBENEZM

6.1. RGETH

TEME KRR, ERWEEEAM RGE RN E MR EE, B, BR%
RS WA R SN AR RS TR ), R X O R, DARIEfEIE AT
PRI B A A5 o AN U0 B G o] A FH LA 17 S5 157 >R MR BRI BBt i 25 25 # 4
RGP RIXLEEE.

6.1.1. E RGHE
6.1.1.1. il ps ir %

Ps i1 R RGBT NG R, BoER - MHEYIR, §IR BN
& U IEPAT A BT REUSAT HEFR I — AN PR o G0 SR AE Hp 2 B0 7 SRR B 3R
18 75 ZAEH top i A FN R G 1 MH .

WERAB G U HT RGP BT A RS, P LALE shell AF 0T 454

ps ax

X T RE—AFIH B3R, ps ax dr 422 BoREFE R PID,FEREAK I 1) e, dF
PR, BERE SR CPU I TH], IR AT SCAFIIA e N

~]$ ps ax

MR B RN TEE, FHUTHS:
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ps aux

BT ps ax i 2 IRALAIE BAL, ps aux BB RBEREIA A% T, #HFE S
CPU FIWNAEIE 4 b, LA A B 7 R UL A7 R /ISR S 3 ) 38 N A 1K
N, EREIT RIS AT I TH]

AT LR ps im0 grep an S WA G REF RGBT B, 2
FIE Emacs #& S (EEAT, T FIHIXA 52

~]$ ps ax | grep emacs

AR SATIEDI 5E 8y, &F ps(1) man Fit.
6.1.1.2. f§iH top AT %

Top & /R RGUEAT HREFERISER FI R . Bk & BoRnG BaR R40E
IR, MET CPU MNAFINE 2R, BT bR g XA AT DU R (i
BE— 2B R, a0 e] LA IR HET B R AT — AR

iZ4T top T4, 1E shell B N1 R4

top

XFFAHRIEERE, top i 2 Won 3R ) PID,BERE T H 4 7, #EREIL e
2, BFENICE {H, MMM AL, SRR H BN AE, 2L
EHRILZ AL, BERERPIRES, MR NAF AT CPU B o Ee, BERE (5 A CPU
RIS R AT R AT SO 447

AR LA top — B2 H R B3N i 4

R 6-1 T H top W4

[ Ei::pa
[Space] ST R R 2
[h] SN )i
(k] AICHHFE . WP RM N ID DR RIR G EHES
[n] R B RN RS . WS RIR RN
[u] e P e
[M] A BT
[P] % CPU i I A e
[q] B H top
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6.1.1.3. i ARGz TH

M P aTUAE R g s TR EIE A EEE A ERERE, SUR R ey
DA S AR HEIERE o

AT IRE RS s T AT EAE shell M gnome-system-monitor. U153
{7 GNOME $1fi, #% Super S NIEZNHEA, B System Monitor, A 54
Enter . HIRFEWMAS T H . Super SAF/EZFPONEE, XH T e
fF, {HIEH1Ey Windows B command #, J Hl #7825 4& S 1 220

s CHRE ] a2 TSR IBIT IR

PuRL il -7 4 Qll= x
a abrt-applet root 0 31066 18.8 MiB 8.0KiB OMiB 0KiB/s OKiB/s i
(@ abrt-applet root 0 13673 188 MiB OMiB OMiB 0KiB/s OKiB/s i 1fi
w abrtd root 0 3047 7.4 MiB 83.7MiB 268.2 MiB 0KiB/s OKiB/s i
w abrt-watch-log root 0 3050 6.9 MiB 412.0KiB OMiB 0KiB/s OKiB/s 1l
¢ abrt-watch-log root 0 3051 6.8 MiB 832.0KiB OMiB 0KiB/s OKiB/s 1l
¢ accounts-daemon root ] 3024 51MiB 2.3 MiB 448.0 KiB OKiB/s OKiB/s {1l
(acpi_thermal_pm root 0 108 OMiB OMiB OMiB 0KiB/s OKiB/s k5
¥ agetty root 0 3398 704.0 KiB 92.0KiB OMiB OKiB/s OKiB/s {1l
watd root 0 3597 1.8 MiB 11MiB 3.1MB OKiB/s OKiB/s i
@ at-spi2-registryd root 0 13397 5.4 MiB OoMiB OMiB OKiB/s OKiB/s il
@ at-spi2-registryd root 0 307% 5.4 MiB OMiB oMiB OKiB/s OKiB/s {1l
@ at-spi-bus-launcher root 0 13390  3.4MB oMiB oMiB OKiB/s OKiB/s 1 ifi
¢ at-spi-bus-launcher root 0 30789 3.4 MiB OMiB oMiB OKiB/s OKiB/s 1% 1ifi
B bash root 0 11165 2.2MiB OMiB 256.0 KiB OKiB/s OKiB/s i
Ebash root 0 11233 2.3 MiB OoMiB 192.0KiB OKiB/s OKiB/s il

B 6-1 System Monitor — Processes

PR, R TR BRI 4T, RS, 3R NICE ﬁ,
BEREAE I NAE AN CPU By E 0 bt 2ERE Y PID, ERR S5 457 (0 38 TE AT E RS 2 145 i L
Ao A R T RERE A A AT DO HERE R IR A5 B BEAT T Y B B PR RS

BN RS T H & Bon a8 i - RS, I R AE 8 N 1
AR, R w] DS F 4 -

> BAEESIERE

> BRI e

> B HHTE S AR

> B AR KA

> T35k, AT AR
> RS R

> R A R AL
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6.1.2. BEHNEFERBER
6.1.2.1. fHiH free fn 4

i H free fr 2 A LR RAT WM C A AAE, 7E shell THIALIT A

B

free

Free fig & n] LR SEVIEE A AE RIS e (8] (045 2. e n] LB R A7 B i, (8
MINAERADN, BRAAFERA, FEERNLERD, buff (RN cache 1R/ AL &
HE . BT

~1$ free

BRI free A7 5 o RV, An RAR LI Oy Bz ) DAAN-m 3R, 4R

~1$ free -m

6.1.22. i RGHETH

ARG TR BRI LA E RS H 25 W ) N A7 RN 248 F )
Ko

E 21T B ) R G W18 T H ] ILE shell F#i A\ gnome-system-momitor. 73
Ak, W H{EF GNOME 1, 4% [Super) ##iE NJEshHEE, N [System Mon
itor), #AJ54% [Enter) ##. HI RGN TH . [Super] SEFAELZ MR, X
H e T A L e A, (H3@H /E Y Windows BY command £, Jf Hi# % 7E k%
TR A

R R IRFR S AR RGN AL TE D

CPU
>4 e o
[ crui 8.2 I cruz 6.2 I cru3 7.1% I cPu4 7.2
PIFF R
. 11 - = ‘
4.2GIB (44.6%). JL 9.4 GiB 0.0%). 3t 3.0GB
EEYd
IETEH2H 3.2 KiB/s EfE%&iE 1223 KiB/s
@ HitE il 99.4MB 4 HitEB kit 386.7MB

B 6-2 System Monitor — Resources
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TEW AN e oy X BT, R TR SR AFFIAS 73 IX (1) )77 s 4 FH R
FNADER PN AT AIAE 353 IX (2 KN BA B AR 26
6.1.3. &F CPU & H
6.1.3.1. ARG IHIETH

i R g ¥ TR SRR 0] LA R 1T R4 CPU TG OL.

EMmAAT RN R G s T A LAY shell F#iA gnome-system-momitor. 7
Ab, A GNOME %ifl, #% [Super] fE# NiGzh#EA, A System Monit
or, P8)51% [Enter] . B AFGMA L E. [Super) #AF/EZ R3S, XHL
TR AL E M, (HIE % /A Windows 5% command £, 1 Hil 5 75 2 k5 8
e .

M B RPR S U R RS CPU A HE L.

£ CPU %71, R4 T HER CPU K Al R M CPU 24 #ifii i
K.
6.1.4. BREPEZEZENXHRS
6.1.4.1. ffH 1sblk x4

Isblk T4 7] LLE 7S R 48 0] LA ] Ui & . B EE blkid fim & 52 5 2 115 5
A A% U . B udev BHUE S, [FIIE root FI AR AT LIS . BoRBRLE
%5 T EAE shell BN T A4

Isblk

B — Pl PO, Isblk #R R4, RIS S, BCE A AT LU
bR, WS RAN, g e Rk, WAk, WRHERIE. BT

~]$ Isblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

srO 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M 0 part /boot

“-vda2 252:2 0 19.5G 0 part

|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

“-vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

BRI Isblk fiv& LAB B 46 b tE BB 4, an RABSRIUE 2 1) e 45 15 B n-1
28, Bl

~1$ lIsblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
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srO 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0O part /boot

vda2 252:2 0 19.5G 0 part

vg kvm-lv_root (dm-0) 253:0 0 18G 0O lvm /

vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

AR AT IR e AR, A 1sblk(8) man i .
6.1.4.2. f#H] blkid fir %

blkid fir & F LUB /R A] A R R B B . B % root KR, E[EIE root ]
FBEE Isblk 774, LA root B (E shell Fi NN F 4

blkid

R MU H B4, blkid &SRB HEM, #a UUID, S #2402k
B, B, Bl T:

~]# blkid

/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4

/dev/vda2: UUID="7IvYzk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"

TYPE="LVM2_ member"

/dev/mapper/vg_kvm-lv_root: UUID="a07b967c-71a0-4925-ab02-aebcad2ae
824"

TYPE="ext4"

/dev/mapper/vg_kvm-lv_swap: UUID="d7ef54ca-9c41-4de4-ac1b-4193b0cl
ddb6"

TYPE="swap"

ERIA blkid &2 Bos A TR g % . IR B R R — st &, F AR
i o TN 44 -

blkid device name

flan, RN /devivdal MR, LA root I AUPR S A\ &
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4

£ R a2 AN -p Fl-o ZEIUAT AZRECE 2 45 (5 B, fir 2 [RIAE R 2 roo
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t BLRR

blkid -po udev /dev/vdal

Bilhn.

~]# bl ki d -po ud ev /d ev/vd al

ID_FS UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84

ID_FS UUID_ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84

ID FS VERSION=1.0

ID FS TYPE=ext4

ID_FS USAGE=filesystem

A RA e ATERIH 58 8 F13%, BF blkid(8) man Fi.

6.1.43. f#H findmnt #7 4

findmnt 74 B8 R G AT SO R S8, AE shell AN T 74

findmnt

A SISO R 5, findmnt 474 SR BN, &, SOHF RGHRA
R eI

Blin.

~1% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw, relatime, seclabel,attr2, inode64, nogquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| |-/proc/sys/fs/binfmt_misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “sproc/fs/nfsd sunrpc nfsd
rw, relatime
=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime
| /sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRA findmnt DARS BYSE R 50 S0 E R G0, i SABSRECE 2 (1% &5 B -1
80, lan:

findmnt -1

filan
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~]$ findmnt -1

fEm] DAk ot A SR SO R G, -t SR T, ST S SO R G,
g

findmnt —t type

Bln, SaRPra R xfs RS

~]$ findmnt -t xfs

B R Har AT DU e85 %K, &F findmnt(8) man T/,
6.1.4.4. fii [ df mr &
df iy &% RG2S AR 2, 76 shell B30 T fir 4

df

B NIIME SRS, df fr S H S B RG M 4 T, KA (LK
TN AALD, kA S T P S AE T K/, B A 2 TR R R RN SRR R 9
TR

~]$ df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot

BRI df i o 70 XK/ CBLK S 15 N 8D, RS I P B, AR
R P& (LK T8 8AD . AL M T8 G 54715 R 75 B H-h 18 151,
AR IA] LA 55 13277 AR 20 s g A 2 1) K/

i

~]$ df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /

tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot

AR ATRI 5885136, &F df(1) man T

[F Ay Do B TR “Hat” (SR> T R>HRD REWESE

% 201 W/ #3017



fx

ER701EARE
KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

FBA AR I AN Y R0, B 2 TR R R R/ N SO 4R 3
PRED, HEEMIER X, 8

SN F T
o TR AT AN BC AL, a0

8.6GB #&
fdev/sd

evfsda

= =] X

am, &6 B i
VMware Virtual IDE Hard Drive

f ;\\‘ CD/DVD izl

" VMware Virtual IDE CDROM Drive
—— 6.7 GB it &

== Ideviklas/raot

y 860 MB bt %

== idevikla siswap

#V)

105 VMware Virtual IDE Hard Drive (00000001)
| 8.6 GB (8,589,934,592 ¥ 11)
MR ERIFER
5 OO0 T
fifi A3 SMART

v 1]
S Ide
UuID 52
4 Lin
M XF

6.1.4.5. fiiH du 4
du 4 7] LEFH ST R RN
IR/ i

7.5 GE LVMz PY

- Shift+Ctri+F
AT e

SRS T

g
fots iz
s
R

A [
M X e
a1 P s

du iy & IS EAT LR R AT H s ot

~]$ du

14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla

15004 .

PRATHOL T, du i@ BLT 7 O AL B s AR A I O A 2RAR DL 5 i
Jil (MB AT GB) Sn Ky, vl LLERINZH-he 140;

~]$ du -h
15M ./Downloads
4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins
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12K ./.mozilla

15M .

TEFNR AR du frS 2 Son a0 B s A ST RANEIAT, i R EoR H s
HSCAE R K /N AT LS N 2 3-8, 151 4 -

~]$ du -sh

15M .

HRA HmAATEHRIN5E 85 %, &F du(l) man Tt
6.1.4.6. M ARGt TR

fE RGN TR RGEARZE U] L LLEIR 7 BB U R e
27 ] A A0 o

TEAT AT 5 3l R g i 4% 12 75 22 7F shell T4\ gnome-system-monitor. 73 4F,
AT GNOME S£ifii, #% [Super)] Bt NIESIMEA, A System Monitor,
SRJ51% [Enter] ##. HIMRG MM TH . [Super] AL FIhde, KR T
BRI RS, HE % E N Windows BX command £, Jf Hi# % 7E S 2

{1
N — S
R X RGBT R U RGPR, A
e B AT R x

2 Idevfmapps / xfs 27768 20768 6.0GE (D 21%

(=) /dev/sda2 /boot xfs 11GB 917.2MB 146.1 MB (D 13%

=y /dev/sdal /boot/efi vfat 2095MB 2014MB 81MB @ %

£ /devisr0  /run/medialroo is09661  35GB 071 35GB
=1y /dev/sdbl Avfat vfat 4.2 MB 42MB 0 0%

B 6-3 System Monitor — File Systems

B—MIH RS, 2aihs TAMSBRERS, Hinddos, Xt
RGRBIFNKN, T2 (A8 /N FIARASE FH RN
6.1.5. BEEBMHER
6.1.5.1. ffi ] Ispci fir %>

Ispei a2 A] LLE 7R PCL R4k ERRA(E S, SRFrA K PCIL XA 1E shell
BN A4

~1$ Ispci

TR LA v 226 Ty H Ve e AR S, A8 -v v e 0L H e 4 BE VR BUAE B
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~1$ Ispci -v

AR A H A SATIEIU e 53, #F 1spei(8) man Fiff.
6.1.5.2. f#iH] Isusb iy %

Isusb 772 Al LR 7R usb WA EE . SR usb W45 BAE shell A
W4

~]$ Isusb

&AL IN-v ZHCE R TR R .

~]$ lsusb -v

B R Har AT e 88K, & lsusb(8) man F/}.
6.1.5.3. ffiH] Iscpu 4%

Iscpu T2 R HHT RGN cpu R, EEAHE cpu 2LH, 420, FHHFE
fZR, 1 shell BN\ 4

~1$ Iscpu

BRI H AT C K, #F Iscpu(l) man Fiff.
6.1.6. FEREMHIR

RTAT LB v IR S5 AR AR RGN TR B A R AL XL A
DIMMs W8 A7 48 R A1 B A A A S AL 4R A (R %, O HABES DRI 2 28
[ o H P 2 A B SF 4 R FE rasdaemon 2 4 $EF1 AL B X 6 by Py A% AL R B2 )
AFSEVE AT PR R 4 M A R AR, JRIESREAT. XA DIRELLHTHH edac-utils 42
ft, ILAE 53R rasdaemon FE it

%% rasdaemon 75 & root AR o

~]# yum install rasdaemon

JR B SS frnR

~]# systemctl start rasdaemon

BN R H Ry 2 B A A 1A Pk I

~]$ rasdaemon --help

A 7E rasdaemon(8) man F} BLUT A fiik .
ras-me-ctl T H$2ft 7 —Fa] LU H EDAC IRBh W 77%, Sl a4l LA
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B ML,

~]$ ras-mc-ctl --help

A 1E ras-me-ctl (8) man FH il L H iR
6.1.7. #F Net-SNMP M5 g%

T AL 1 28 R 45 2R A VE R A HE Net-SNMP B, Hh i —4Rig
[T Ji ) T HA X 48 A BRI (SNMIP) AR o % ARER Je FLORIR (1 52 AR 5 1T BA
BT IKER RGP SRtk S — RV TR, XL A S SNMP )
W

ARATHEAE TR THCE Net-SNMP ACHRIE i W 2% 22 A i fe e e s s, A S
NMP R 2= E A9 e SNMP ACHE DUR 1 & LRI MEREFE s
6.1.7.1. ‘%% Net-SNMP

Net-SNMP 8 w] 1 AR AT IS = 200 95w B F R G0 V10 K47 i) — 21
RPM # AL, R 6-2 T Net-SNMP A EMER T BA A EATTI A2

FH 6-2 ATH Net-SNMP K fE4

L/ E e $EALRS
net-snmp SNMP AR EE <47 HERE AN SCRY 4 M e s 75 X M.
net-snmp-libs | netsnmp ARSI ELE BE (MIBs). % M RESHE 75 22

XA

net-snmp-utils | SNMP & J' 5545 411 snmpget #1 snmpwalk. 75 Z1Z 5444 DA
1) SNMP RSP e EdE .

net-snmp-perl | mib2¢ FEF 1 NetSNMP Perl #5542 f AT e i@ IE H2 L1 .

net-snmp-python | Python ff] SNMP & /= 3y 2 . M A2 HH Al e i S L1

ZIAE N0 R J7 A yum iy

yum install package...

B, 22dEAEATT I H AR H A R A B SNMP ARHE s 3 @ A2 A1 SNMP &
uii, DA root S AE shell BT Ry 4.

~]# yum install net-snmp net-snmp-libs net-snmp-utils
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6.1.7.2. BT Net-SNMP 574 2

net-snmp KA H A S SNMP AAFE 74 32 snmpd . AT LA O Wi )5
A1, 1A E RS 3 snmpd R S5HAE B o A RAEARIMT U = RS BRER R V
10 RGEHVE PR VRGNS BiE 21 3.1 i systemd BB R GRS

R BNIRSS

1217 snmpd Al %5 LA root S 4375 shell BEA U T 74 :

systemctl start snmpd.service

Fic Bk 55 (6 AR R SR 3l JE A ST iais AT - A0 R a4

systemctl enable snmpd.service

5 1R %5
% 1E snmpd iz 45 LA root F 43 7E shell BN U T A4

systemctl stop snmpd.service

Fic B AR 55 (6 AR R SR 2R I AT UaisAT, AW~ a2

systemctl disable snmpd.service

HE RS
# J3 snmpd Ik 55 LA root B3 7E shell AU A4

systemctl restart snmpd.service

i AR LIRS FF R B R B HNRRCE, TR w LIS, 8
LR A4

/4

systemctl reload snmpd.service

X 2iz4T snmp AR5 L EFINERACE
6.1.7.3. L& Net-SNMP
BAE Net-SNMP A3 1 FE L &, 448 /ete/snmp/snmpd.conf Bt B S .
SRR TR = B R 55 AR AR R V10 BB U ERIA T snmpd.conf ST 8K BEERE,
AT DA E N — MR i AR T B SR ke R
AT NP WES: KB RGE BRI EINE. AR HWEEE
B RIS S, 1620 snmpd.conf(5)F-M . b4, 1E net-snmp BHAFEBEA
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— %A snmpd.conf FJSERIFEST, AT AR R CASE B 5 A AR ERBC & -
7 B R 2 net-snmp-util BT 0000 204 22 R A BE A TS TR ) snmpwal
k SRR

systemctl reload snmpd.service

WERAER
Net-SNMP J#id KRG AL | — SRR G5 2. Flan, THA snmpwal
k B2 2R EA RN E RFW .

~]# snmpwalk -v2c¢c -c¢ public localhost system

BRATEOLT, sysName X R E N F M4 . sysLocation HI sysContact X 5
A] PL7E /ete/snmp/snmpd.conf SCAIE L 20 syslocation 1 syscontact FI{E #7 i &
i 4n:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example.com>
M E )G, EFNEACE, IR ERET snmpwalk #r &I — T
P B e A AR

~]# systemctl reload snmp.service

~]# snmpwalk -v2c¢ -c public localhost system

B B AR

Net-SNMP EESF 3R 7 SCRET A =ANRCA ) SNMP B BTN RA (1
A1 2¢) IS AR A H R TR BRI B A e o 2R E R AR AR ART 25 7 Sy
SEHRE P Z B IL A . X TR AE M LS E SR, XN RA L2,
SNMP PSS 3 Wi SCRFAE 22 R i B T P DGIEANS SN %« Net-SNMP AL HE L
SCFF SSH iE, A X.509 iE+ ) TLS TAUEF] Kerberos WA .

Be & SNMP JRAs 2¢

FHLE SNMP hRA 2¢ BI4EIX, 7E/etc/snmp/snmpd.conf it & A4 T 1# A RO
FEIX L RW #E X $54. 18402 T

directive community [source [OID]]

Hr, community ZFHAHXFZR/FH, source s IP ksl + M, OID % S
NMP $HEE U7 el g v . flhn, T i 4 x 2 bde it R B R M vin, %
27 i Ad FH A H U H AL B AL X PR e <kylin”.
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rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

f8 ] snmpwalk i & H-ERIN-v F-c ZH0A] LLIARC & -

~]# snmpwalk -v2c¢ -c¢ kylin localhost system

o B SNMP 4 3

BN E SNMP fiiAs 3, 1§ net-snmp-create-v3-user i< . Han2Unimg H
#l|/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf LA, X PHAN A4 7] LAY
B P A . VR, net-snmp-create-v3-user fir 2 R A IR A BITH A R
BAT. FHPREIE)E T “admin”H 7, # i “kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user 7 21 rwuser $54 (B EEAE-ro Ay & 1T L T

H rouser) #l|/etc/snmp/snmpd.conf H A rwcommunity F1 rocommunity F5% =X
VEIEE

directive user [no auth|auth|priv] [OID]

Hrr, user & F 4, OID /& SNMP WMLV A BRIMEHL T, Net-SNMP
AREAN R CIBES ARG R Cauth £T0) . noauth 1T A LL 01 R AL IR iH
3K, priv 146 T8 {5 FH 0 %% ,authpriv 126 50048 72 015 K 2 20016 it 452 ASURA B 52 48 %

B, FHE-—ATERE TR “admin”iS U5 1) BAN

rwuser admin authpriv.1

NTIMARE, EEMAHA B N somp HX, EZHX A
nmp.conf L4 (~ /.snmp/snmp.conf), {EHUITF A4 :
defVersion 3

defSecurityLevel authPriv

defSecurityName admin

defPassphrase kylinsnmp

snmpwalk 7y 275 2 W) AR H I 28 FH X L AL iR B -
~]$ snmpwalk -v3 localhost system

SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.

123.el17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64
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ER7DIEARE
KYLIN

[output truncated]

6.1.7.4. Frg Bl ERg

L] RL IR /= 2R IR 55 2 R AE R B Net-SNMP fCFEAE SNMP Bl 424t T £
FhPEREE B Ah, FTLUEEACEE A RG22 3¢ RPM BINFIR, REHiTie
TR ARSI R R A NS E

AL T T OIDs 7£ SNMP _ERITEREMEIR . BBUE R4 0 %34 net-snmp
-utils B, IF B P2 T U5 SNMP B, 4 6.1.7.3 Bt EAR R 1.

e &

£ 55 Net-SNMP [ Host Resources MIB #2441 F A1 2 7 i £ e HOBE AR AT 4K
PFECE . F£H6 6-3 AT OIDs &45 1 #E MIB T A LISREX AN ) OID .

% 6-3 THK OIDs

o1D ik

HOST-RESOURCES-MIB::hrSystem | & — B R G(E 5, Wigirwla, i
ECH, STt RS E

HOST-RESOURCES-MIB::hrStorage A0 A AN SO 2R S5 I A

HOST-RESOURCES-MIB::hrDevices AL BT A AL B 28, 28 15 26 A0 &
SRR

HOST-RESOURCES-MIB::hrSWRun & BT A IEAE IS AT FI B RE I 51 25 o

HOST-RESOURCES-MIB:: hrSWRunPe | £ & 2 £ F 1N M CPU Siit12
f B, #FEEkH T HOST-RESOURCE
S-MIB::hrSWRun.

HOST-RESOURCES-MIB::hrSWinstalled | 54 RPM %3 e (513 .

1F Host Resources MIB 1, 45 —&6n] T2 1) 7] {5 B SNMP 3% .
T %) 7 HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 18 "W HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 9-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readWrite false a5 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" """ HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

KT HOST -RESOURCES-MIB HI¥ 215 5, A LA# % /usr/share/snmp/mi b
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s/HOST-RESOURCES-MIB.txt 314,
CPU FINAFE B

UCD-SNMP-MIB 1K 2 i 7 4 14 Re £ 2 vT 9 - systemStats OID #2417
— e b 35 8 FH T AR

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

Ke)ie, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Fl1 ssCpuRawldl
e OIDs $RULIITH AR LM E R G0 0 AL D 1 K5 I Ak 3 288 I [) 2 PN % 7 ] B
F FPasia)ak /O B E# A H . ssRawSwapln il ssRawSwapOut ] fffi 5E R Gt W AT /&
Y INEISCEEYER

UCD-SNMP-MIB:: memory OID R 2 o] I NAAE BAT free 2 FALh:

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB H] 11 % 2 it & 7] F ). SNMP [ UCD-SNMP-MIB:: laTabl
2FIH 1 438, 5 PN 15 43 B ) a1 E

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [¢] 0.000000 noError

ARG AHEEE R
Host Resources MIB #24ECF R A M K/NIE ARG E . BN RS (LA
MFEAWAFM) /£ HO ST-RESOURCES-MIB: : hrStorageTable F#HH — A

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures

1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory

1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory

1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers

1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory

1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space

1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /

4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm

4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot

1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize A1 HOST-RESOURCESMIB:: hr
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ER7DIEARE
KYLIN

StorageUsed H 1) ODI # F K 1T HEEH U RA M PR AR

/O #4fE £ UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT abl
e RPAER . JEERME T EFEMESE, 5351 OID A diskIONReadX
Al disklO NWrittenX HAZHET1242%, FHT7E R 408 3N il ke UM 5 A Bk &
AR

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead NWritten Reads Writes LAl LAS LA15 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 s 7 ? 216886272
139109376

26 sdal 2455552 5120 613 2 = ? 7 2455552
5120
27 sda2 1486848 0] 332 0] ? ® ? 1486848
2]
28 sda3d 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
REEPS)

Interfaces MIB #2248 % 4515 B . IF-MIB::ifTable #2ft T —/> SNMP %,
RGP AT O N A E A S MR A BES IR AR A — AN H . N H S
TR ifTabel HIE43%), EER T R4 LRI PR 45482 1

~]$ snmptable -Cb localhost IF-MIB: : ifTable

W 28 B MR IF-MIB: : ifOutOctets 1 IF-MIB: : iflnOctets $2£t. T
SNMP &Pk 2 R4 EAE— N O IR & .

~]$ snmpwalk localhost IF-MIB: : ifDescr

¥ & 1] Net-SNMP

Net-SNMP {RHE ] UL BB LR R A RGE RN FH 2. X EEAEM
R B i) 8 W SR . BN, PRI H RIE R R Gk 15 0 ERE S Bk
TE I EOIRAS R A I, (BTG 02 AIE I RS A3 8000 4H
BN 15 i IR 20 . N R R A ) R AT I A R R R
RGP R, X ARVFEANFR PR G N REMERE T (i, &
W40 10,000 2545 B2 N~ 51 84 % 100,000,

0, 3 AR BB BB 1 2 IR 5% 2R 4 VE R4 V10 ) — L3 B AR i it SNMP 7 Ne
t-SNMP R AR F . A LR T oky AR B e I M R T . A3
i shell JIASAITTIE K Perl ffiff kY A . (Bi% RS net-snmp-utils F1 net-
snmp-perl £ L8224, RIS FH P AT IR SNMP ## o

% F shell JIAY & Net-SNMP
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1F Net-SNMP fCHRfit T —ANJ& MIB (NET-SNMP-EXTEND-MIB), #] A
FH R A W4T 2= 1) shell A . B4 2 1Y) shell JIASKIZAT, W] LATE/etc/snmp/snmpd.
conf LA extend #54. —EHE X, REKIRMRHISF £ SNMP Ear 4
AEAT S . IR B IR XA L, RS E AR ERE R httpd SRR )

EE:

Net-SNMP ACEEHE i 7 — AW @ ILHE proc &t A FER . B2 HE
ST PAEFE snmpd.conf (5)FM L.

N shell 1A 138 H A5 72 72 25 7€ I [R] jU) R 48 HI84T 1 httpd HEFEEK.

#!/bin/sh

NUMPIDS="pgrep httpd | wc -I'

exit SNUMPIDS

N T AEIXAAALE SNMP ERTH, AR S 2] R4kt BRI E,
BB AT, FFAID extend $54 F)/etc/snmp/snmp.cof 4. N extend $54
iN) S IR

extend name prog args

name &ARiH extend I FRFHE, prog ;2 EISATHIFES?, args L AP IS
. Flan, WS B shell A & i £]/usr/local/bin/check apache.sh, T [ 145
LR UNIMEIA 2] SNMP # .

extend httpd pids /bin/sh /usr/local/bin/check apache.sh

JIAS A PLAE NET -SNMP -EXT END -MIB: : nsExtend Objects H 25 if] %],

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
/usr/local/bin/check_apache.sh

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendCacheTime."httpd_pids" = INTEGER: 5
NET-SNMP-EXTEND-MIB: :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
NET-SNMP-EXTEND-MIB: :nsExtendRunType."httpd pids" = INTEGER: run-on-
read(1)

NET-SNMP-EXTEND-MIB: :nsExtendStorage. "httpd _pids" = INTEGER:
permanent (4)

NET-SNMP-EXTEND-MIB: :nsExtendStatus. "httpd_pids" = INTEGER: active(1)

NET-SNMP-EXTEND-MIB: :nsExtendOutputiline."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutputFull."httpd pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutNumLines."httpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd_pids".1 = STRING:

HER, BHEREANEMN OB A &), H e Rt N7
KM, NT BB L EEE, extend I8 T RIS EL. Hltn, D
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FEIAS T LA ] T 5 DL B 3 5 47 £ O ERR 4, JF AR At — A SO 45 H3 oK
R REE:
#1/bin/sh
PATTERN=$1
NUMPIDS="pgrep $SPATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS
2 b B A4 # U1 2] /usr/local/bin/check _proc.sh T, #47  [fi/etc/snmp/sn
mpd.conf A H HFE 42 B~ H httpd F1 snmpd ) 2EFEER
extend httpd pids /bin/sh /ust/local/bin/check proc.sh httpd

extend snmpd pids /bin/sh /usr/local/bin/check proc.sh snmpd
NI T T8 snmpwalk 74 X} nsExtend Objects OID 1% H :

~1% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects

NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
susr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs. "snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult. "snmpd_pids" = INTEGER: 1

NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd pids" .1 = STRING: There are 8
httpd processes.
NET-SNMP-EXTEND-MIB: :nsExtendOutlLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes.

Th:

HOEOR HALHE BRI AE 0-255 ISRl 6F T 256 (4, BERT DA A 1)
PrEf . (BT By A RANFE T %
6.2. OpenLMI

TR linux BHEIE &, BHE A OpenlMI, E2 5 linux R4 1)IE
A2 B TIA TRIER B, F8 TRESR A RAE B R NEE R
GREE MM NS 2185 . OpenLMI Fl— ZR 51 0] A Hb 5l 70 £ 5 Fif 1 IR 55
ERAT, RMIEZEFIE bt APIs fInf H TERIRMELE. BIERS. R
GRS IR AL AS .

6.2.1. XF OpenLMI

OpenLMI B 75X fEYERA LR R AL 13z 47 ER 0] Rl ik =y IR 25 2 B 1E R 4L VI

0 RGN i iR S5 ettt — M@ E S, EHELT =AMk
1) RGE AT — KR 2228 T E L RS, LI RIS FRAExS
G E] B 0 SRAB AL . 7 OpenLMI I B 4] () A QB A0 F5 A7 (i e B AN 2 e &
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HJE R TAE A3 KRG E EL M IN 02 - R 90 BRARHIE & PRk o id A A5 B
TSR B8 CIM $4E .

2) —MARAERS G A R —% R ) R A EEARE IR T R R . At
o G A 1) T AR AR Y CIM. X % i #% 8 CIMOM.,

3) &P ity S A 7 R AR ——— 2% 7 i I8 FH A 5 0 B0 A e o A v o 5 o i) 7
W RS0 E FACHE.

OpenLMI Tl H @it 2 {1 — AR Z 82 L SL i BLA & S i, XU EH0 ]
AR AS B R Gt B A= ) 5 6/« AT OpenLMI — 2 & ATHIFE 45 C, C ++,
Python, Java Fl—/N38 B xAr AT % F b, AT T#SSAEAR IR 1) 58 42 U fn) B4R
SCHL T RE o IX AT DA ORI 6 28 B8 U ] 58 A AH [RI D RE, TG 8w e 158 F e~
YL
6.2.1.1. F B

N SRR R G b A0 E ] OpenLMI F 32 B4R 34

> OpenLMI #&fl— MRz (1R E, BHMEEAHATE RS

> ERWEERE, FHEMEEEYENAENL_Z TR IR A .

> FESLFERATH— 25 CIM 424 p v DUE AL B, B IS A 1R %
AT AR R 28 T A

> B LLEE I C, C++, Python Al Java f2 /7 H R G E B IhAE, WL
MiIShell, X$Eft 7 — AT 5

> B AR TR AT AR R ) G B A
6.2.1.2. EHEE

OpenLMI [ F I RE U IEAAE R %, WL, REMSHEE, HAMKP,
WA R AL, YR BN AE BAE I Z0 A H 5o BEARIAT LS 5 IR 25 23 #R4F &
4t V10 9558 RATH) CIM $ LR 1) e B HIR, IS HE 6-4 v H CIM $2 4R .

FHk 6-4 AT H CIM RALE

(B Ei:13%)
openlmi-account &P CIM $2HER .
openlmi-logicalfile T BB AT H s CIM $2 £ 7
openlmi-networking T I E ) CIM 4L
openlmi-powermanagement F 5 PR CIM 2tk r
openlmi-service & RGNS CIM et
openlmi-storage F T2 5 B CIM 124t R
openlmi-fan T2 cpu KU ) CIM 42 4E 7
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ER7DIEARE
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openlmi-hardware F T FU BB R5 B ) CIM 124t R
openlmi-realmd FFHCE realmd [ CIM $24L 7
openlmi-software [a] T8 AFE PR CIM $24L 55

[a] FEARIAIBLIE S I 55 A5 A R Gt R, OpenLMI B AF LR 2 AF 9 — 4%
AW IR R EIIREN, EA - ERERE, H5H T RENERIT R,
FIREVHAET N AE AT () 22 o B PR AN R, 13 DR AT A IR AL

6.2.2. %% OpenLMI
OpenLMI 5 —4] RPM B0 & K17, HAFE CIMOM, M7 CIM $24LE,
DA R 25 P i L FH AR o XA AT DA IX 438 Bl o L% P o R 48, R e i e B4,
(e
6.2.2.1. {ER IR %% OpenLMI
PR A S E I ] OpenLMI % /7 ity T 2 S %, & HEL
PR P 22 % OpenlMI, 1 5E LA B 1R:
1) %% tog-pegasus i, 7522 LA root S 1L shell EEA U T4

yum install tog-pegasus

iy 4% %% OpenPegasus CIMOM Fl'e Fir 5 IS 44, FH4 pegasus i
HRIEH MR
2) I root S IEAT AT S, AP CIM St .

yum install openlmi-

{storage,networking,service,account,powermanag ement}
dhar @ 2% CIM 140, PR TA7E0kE, WE&, IRSS, IR AEBRE . B
BRI AL = IS5 SR AE R G V10 482 KATH) CIM 1R IR R e B H 3R, 165
Kt 6-4 I CIM HAE R %A% .
3) #miH/etc/Pegasus/access.conf H & L VFIEHZF ] OpenPegasus CIMOM HI 7 [
K. BRUIEOLT, R AUVF peg asus P A] AACHIURTZAE U7 7] CIMOM., %2
BOm L K B root SHIEAT T HEIAr S, R RCE R

passwd pegasus

4) JELEE tog-pegasus.service K JH 5] OpenPegasus CIMOM, LA root &173isfT
LU

systemctl start tog-pegasus.service

fit & to g -peg asus.servi ce fRZSITHLHE JHF):
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systemctl enable tog-pegasus.service

5) WREBENTFE 5SS RGEHATAREH, i 5989 {# A TCP 4% 4% (wbem-htt
ps), LA ROOT H4igfTin Fans:

firewall -cmd --add -port 5989 /tcp

AN tep BEFE K ABIFT T 5989 it I :

firewall -cmd --permanent --add -port 5989 /tcp

BAE, f&a] s fE H OpenMI & 7 i L EIEZBE L RS, W 6.2.4 fHH
LMI Shell #il[1. WIEREFTH BT H K5 _FIAT OpenLMI #:4E, 218 6.2.
2.2 1E 2 PV i 22 %% OpenLMI FRR (125 R A .
6.2.2.2. {E& J' i ¢34 OpenLMI

BRG] DS EBEHRRALHN RS E@EFIHELT, & inR%
M R BAE M B A RIS b, HEW ] DR RS0 b 223K P i L
HMEH ARG HELL.

TEZ 7 Ui 22 40 22 3% OpenLMI #2 JE 1 R 2D 8%

1) DA root 1) %% openlmi-tools £l

yum install openlmi-tools

EA 422 %¢ | LMIShell, ‘B2 — A A% i AR #s FH oK U7 1) B Op
enPegasus $EfIL) CIM X%, K HFTH K.

2) A OpenPegasus it & SSL iE4541 6.2.3 & OpenPegasus it & SSL ilE i ).
6.2.3. A OpenPegasus it & SSL iE$;

OpenLMI {i FH £:F Web ({4 (WBEM) B, HIhfgidd HTTP 1%
2o EXN PR HATARHER HTTP FEAAE, X B 1% H P 4 2 b A
K—RIKIE.

fic & OpenPegasus CIMOM 1§ | HTTPS #4718 15 LA R &2 A IE & A EL 1 o
EM ARG LES - MINEFIEEFREZEERETE (SSL) 8ifkmE%4 (TLS)
EF.

RGP A PR AEE SSL/TLS k45,

> HRE AR TR B D R, (H 2 B A DL 4 )30 8 2% P LR
¥ o
> WU RS R IIE A5 50 25 5 ER 8 211 P i, AH AT e 75 2 B R IR Aa 1 1% o
A NGRS R IESS, sl AR 2 o R 4t G B 2 A5 AR R - AR LA
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MUK AT LA FH R 28 I B B R S CIMOM IE 15« UEF5 AT DL —AMIE 15
HEM—HB 7y, BT DA 254 1 R G IE T AT 56 S 5 — AN B i — R £
I (4l Verisign, CAcert, RSA MK Hfth) %44,

ERIE B AE AT A AL B AE RS 6- 5 IERAEAE M AE AL E .

g 6-5 EPAEERTFAEE

Hic B 1% I (DA=R 3%
sslCertificateFilePath | /etc/Pegasus/server.pem | CIMOM )8 HE1S
sslKeyFilePath /etc/Pegasus/file.pem CIMOM KA H KEY
ssITrustStore fetc/Pegasus/client.pem | SCAFEL H A2 AL 15 AFUE 15 A0

IRALNETIES
HEYH:

WIS AT LA 6- 5 UEBAUBAT A6 AL B S BIM SC:, FEHiE 3 tog
-pegasus 55 LA DR ERBEHIETS . DA root S8 A U0 T Ay 4

systemctl restart tog-pegasus.service

6.2.3.1. EHHBEHIET

H IR B SRR AR & IR A SRR £ — DM E
AgH, WH tog-pegasus Mk 55 o ah 2 s B R A IR ALIET, —EHZ A IE
T B34, R R G0 F LA OIE R

HEHH:

H s A B B 2 ZAE BEBONEI T 10 456 2 A3 B3 B8 Dife
AEATECER 75 2t OpenSSL 8 Mozilla NSS #HCE 77 XA R - AL A EFR m ok
FEIEFIE+ .

TER 7 240 FRCEF AR B AR 154% T 28 PR

1) WEH RG] /etc/Pegasus/server.Pem UE 1525 F ML /etc/pki/catrust/
source/anchors/ I, LA root F 7 7E shell EHATUI F 4

scp root@hostname:/etc/Pegasus/server.pem /etc/pki/ca-trust/

source/anchors/pegasus-hostname.pem
BHEMAGHNTENA. BT, Had Dﬁ sshd EEK%T%&IE/%?}EJ:‘@
ITAAR, B RGHHCEYE SOV root il SSH MBS 5. a8l B i S
#ﬁ%l#%&%ﬁ%%l#%%ﬁ@'TEE%%LﬁﬁMMQMMMW%%
m SO B RAE, PA root B IEATUN T v 4
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ER7DIEARE
KYLIN

shalsum /etc/Pegasus/server.pem

1E % i A 56 /ete/pki/catrust/source/anchors/pegasus-hostname. Pem SC A4 A\

Wmrms:

shalsum /etc/pki/ca-trust/source/anchors/pegasus-hostname.pem

& K51 E M4 & 4K hostname .
2) 1228 F ity B BB AL A7t 75 22 DA root FH P47 W N A4

update-ca-trust extract

6.2.3.2. BHNMZE K FIEH S 50 E B AHER)
BRVAT REURE v R 55 AR R AE R0 B BR D RS A4 T T 40 %) SSL AR A
AN RGE R 28 . Hdr, S EBIRS aS gt 7 — M ASUE BRI .
T B 2R 40 ) B A B 00 LI 0 25 P i 2R Gt (R A AT IR T
P B AT a0 R AP IR
1) %% ipa-client .
2) BN HMHEESLAGIERATMERS, U root HMHATIN T a4

cp /etc/ipa/ca.crt /etc/pki/ca-trust/source/anchors/ipa.crt

3) A LL root AR HATUN T T %

update-ca-trust extract

4) (ES 0 E BEIIE N Pegasus ARST, DARFBUEA P HAT U0 fiv 2

ipaservice-add CIMOM/hostname

RS 1 F 144 B4R hostname.
XA A AT A4 T ipa-admintools €L ) 5 4 8 BRI AT R4 ig
7o BEIE N H T AR SSL k- 5 & B SS AN H

5) B AHLE) PEM O3 /etc/Pegasus/ H 3¢ (FEFE) .

6) LA root FH P HAT AT dr &K R UET:
ipa-getcert request -f /etc/Pegasus/server.pem -k
/etc/Pegasus/file.pem -N CN= hostname -K CIMOM/hostname
&M R4 0 FE L4 B X hostname..
UE A2 B SO BAE IR A7 AE & A B . 183 ipa-client-install JAIAS %22 ce
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KYLIN

rtmonger 47 BEFE A R IE 15 5B & A LT
TR 7 R R RS AR AR i T A 5%
1) %% ipa-client £,
2) I GmEMELIEERIFERS, UL root HMHATI R a4

cp /etc/ipa/ca.crt /etc/pki/ca-trust/source/anchors/ipa.crt

3) BEHAFE LA root BB AAT AN T T 4

update-ca-trust extract

WER % i RGFHARAE S EHEM, 16 0L PR W E A .
1) BL root FH P MAEART—AN I 21 5] — A B 3 BRI 2R G845 D ete/ipa/ca.crt 3C
4 B AT A7 il 38k ¥ /ete/pki/ca-trust/so urce/anchors/ H 3% T :
2) Lhroot H AT N i 2 BEBTE A A7 A 45k

update-ca-trust extract

6.2.3.3. FBEEHIZE K IUET
A58 FH JEC A AL o) 7 L AA 25 R TR AIE T B A 5 4 B B ML 75 22 50 22 1 T Bh
B
A BB AR ORI A B2 7 i S AR A E I E R GRS
> WHHEPRRERAE ATAE, WA D AT AT IR 1420 Bk 52 B
> WHAE PR BRI A EAT R, ISR i R AT
P8 ULUE 5 BB AR BIAAAE 8075 22 DA root AR PAT 4 R w2

cp /path/to/ca.crt /etc/pki/ca-trust/source/anchors/ca.crt

RS ARAF IR TR 2L root S AT U w4

update-ca-trust extract

TEE P R 4058 ) T A2 5R:
1) B8 —ANHTH SSL At & S /etc/Pegasus/ssl.enf AEAEIE TG B, TR AN
SN -
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ER7DIEARE
KYLIN

[ req ]
distinguished name = req_distinguished_name
prompt = no

[ req_distinguished_name ]

c = US

ST = Massachusetts

L = Westford

0 = Fedora

ou = Fedora OpenlMI

CN = hostname

it FH A B AR G 193844 154X hostname .
2) LA root BHAHAAT UL B A & AEE B AR GUAE LA B -

openssl genrsa -out /etc/Pegasus/file.pem 1024

3) LA root AT IR A A AR BGIE

openssl req -config /etc/Pegasus/ssl.cnf -new -key

/etc/Pegasus/file.pem -out /etc/Pegasus/server.csr
4) ¥4 30 /ete/Pegasus/server.csr K% FINE R R BT 44 . 358 I SCAR IR v
A3 AR B T4 € DALY o
5) A MIUEFIUR HUAE U 225 405, 5 SO A7-4if 9 /ete/Pegasus/server.Pem.
6) ¥ VL5 WL IPIE T3 31 Pegasus 15 1T FIAF 1635, #ifR Pegasus BEMSAHIE H T
EF5 75 22 P root IS AT U0 T Ay 4

cp /path/to/ca.crt /etc/Pegasus/client.pem

FERUTT A R PR IE , MRS RBURN 2 7 ER RS i D 5 52 R 25 4%
f¥) CIMOM i il

HEHH:

ANFT S & B AR D7 R WERUE RIS, TR, PR TP
B, DAURHREAT . A B BT AT IR TS .
6.2.4. ¥ LMI Shell

LMIShell & —N38 B2 b [7] i H AR A2 B A RE w17 18] HH ) OpenPe
gasus CIMOM $&4Lf1) CIM X %, ‘&2 T Python fERess, [FINEIESLHL T K
0B eR BN S FH SR AT CIM. S 548 B
6.2.4.1. Jazh, fEH, 1BH LMIShell

LT Python fiRe 2%, #A] LLf# A LMIShell T8 =AEA—AAE B RE " b
B N AEAS B A RE 23K 52 i LMIShell A

AR HALA JE 3 LMIShell

PAAZ H A5 305 55 LMIShell, 21T Imishell f74>, Joi5 HAth

W

#.
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Imishell

ERINTEDL R, 24 LMIShell iR & #5375 CIMOM [RERE, "B IE HUEH i &
WU EATAF i IR 55 28 0mAlE 5. SR IO, Ay 4 fd F--noverify 5¢-n 01,

Imishell --noverify

{3 Tab 858 5%

R HAERFIZATIS, LMIShell fifRE 2% 50 VR 1844 Tab B8 58 BHE AN 1) 2 F5 25
PR CIM Xt %, BfEd A2, 2K, A S E .

NG

RN DL T, LMIShell £ BLH/R A7A# A 184 A 1) i 2 2l ~/.Imishell_hi
story 3. IX A DALESR B B AT BB T dw A I Ll sk, RS BT B A
IXLE Ay AT T P . [ R e A i seid sk, #% [ EgTR ] ek [Cul
+ pl HEHE. ZRArME AT EIER, & UF&H k] 8 [Cul+ n)] H&4#.

LMIShell i SCRF & R A 2R . G0 FHREFR K & P s id 3%, 1% [Cul+
r] IR 2 AR . Bl

> (reverse-i-search)'co nnect': ¢ = co nnect("server.example.com",

"pegasus")
TE 7 P s i 2l sk A clearhistory()BRi 4

clear history()

& 0] DLIE IS AE & ~/. Imishellre SCAF A history leng {E A& M0 3% P 52 iy & SC A
(K475 BeAh, T DLl S BuX AN B SO I history file 32 3 0 4E 5 B0t <C
AL E . B0, B8 H 8 SCE A B N~ /Imishell history FA B A KATHCN 1
000,

history file = "~/.Imishell history"

history length = 1000

LEER R

FRTEOL T, LMIShell a6 1R mHME AL PR PT A W e . EZEF AT N
DAL FRACAS () B 55, {8 use_exceptions () PRI%K:

use_exceptions()

TAERE H AL ESRE, WA

use exception(False)
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ER7DIEARE
KYLIN

JE 48 M~/ Imishellre Bt B A4 use _exceptions {E %8 7 L7k A 2K FH 7 AL FE .

use exceptions = True

Bic & I 247
FEERBCE T, LMIShell B RALH — M 224747 CIM 2844 /1 CI
M K LAED P28 AE . ZLERRIm I 2247, {8 H clear_cache () J7i%, WI'F:

object name.clear cache()

FIEHEX G 14 7B object_name.
BN E RN RAER IR 2247, G {8H use_cache () J7i%, WI'F:

object name.use cache(False)

fil eI I 2247 -

object name.use cache(True)

B & 2~/ Imishellre BC B SCAE T use cache {8 75 ] LU0 57K A 2% FH I
B 2217

use cache = False

iB H LMIShell

T E LMIShell 828 31% 71 2] shell #2775 F, % [Crtl + d) &k
R quit O RELITT:

> quit()

~1$

iZ1T LMIShe 11 fIZA

1247 LMIShe 1l A, $RATAN T A4

Imishell file name

A4 AU file_name, AT /EHRAER) LMIShell 4, AI4EE --interact BY-
1A AT IR T :

Imishell --interact file name

LMIShell A {5 1% SCAEY e 44 42 Imio
6.2.4.2. #E# CIMOM

LMIShell o ¥4 ZEREF ) CIMOM, B A RER —NRG EAMIBITEAE
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7‘%
h=!
2

%

pGiBUN G NN v R ISTB vy o = ] R

EHITE CIMOM

Eiﬁl‘cﬂ % CIMOM #24E[) CIM X %, @I H connect (O BREL, W1F T
NI AN R R

connect(host name, user name, [password])

MEHRR ) FENLAE host_name, HTEZRSG AT LUEHE OpenPegasus
CIMOM [ H /7 4485 user_name, AP HZ65E 1R password. WISREHE T %15,
LMIShell 27~ H PN E S . 1% K 20k [5]—> LMIConnection X % .
6.2.4.3. {42 [A]

LMIShell i 4 723 (B $2 4L 7 —Fh 20T IR B AR T, 50 HoAth i) i 44 =
[E RN N — o0 JZHEN L W 44 75 (AR I RIS — NN R

Fi H4 AT FH ()i 42 22 (A

BH WA R Hfr 4 218, 1518 M print_namespaces () 775, W FFR:

object name.print namespaces()

X %4 B4 object_name, 1X A7 v% 2 ) br S H T ED H AT A 42 25 1]
IRE a2 2| B2, U7 inl 0 G 42 2 h) JE@ 1k .

object name.namespaces

EATTER B F R H B3R
6.2.5. f#H OpenLMI 4
LMIShell #2358 E2 37 1E Python fHR |, WTLLHR A HE N EH TR
enLMI JIA T H #2447 K& 1) Python % 5 OpenLMI $2ffp5 82 01, thoh, BA11
—[FRA, Imi 22—y R ILE, "Rk S kA MSITRIERL .
TER S b %% OpenlMI JHIAS, 7E shell N W R4

easy install --user openlmi-scripts

Ly & 1E~/ local/ H 3% T % 2% Python B AN Imi T H. A TH & Imi TEM
IjJHI:n ZAEB I OpenLMI bk, {4 T w4

easy install --user package name

SERE ] AL E ) 51 375 2 % Python ‘B J5 Wufi, B8 22 % OpenLMI A 115
B2% OpenLMI B 7 HIA SRS .
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6.3. BEME®HHEXMH

HEXMRAE RGE BRI, BN, ks &L s T iR AR «
ANEE HE S ARBE S, #lan, F—FEON RS HESF, —F R 2N
TAE RN HE, AT RS HE X

L B e R Gt 1) R e, sk B BN A% SR SR e BT FR AR B AN ) 6 %
Raint, HEXHZAEEAHR .. AEHOER R DR R H &30, T iE
HESCHE, URAEHEHFHEE 4,

— e H B SO — AN 420N rsyslogd BISFHPHERESE ] 1% rsyslogd SF4 iR 2
BAR sysklogd H)—Fhg s BUERE, JRIRAL 79 AL JERS, W EmE LRy, KA
PCE LD, B, @i TCP 8 UDP Wil AT 5. 5 Z3F B A2 rsys
logd 45 sysklogd & # 2 1

HESXHIETT LA journald ~F3 24T B 2, % p 3 i FE /2 systemd 4
o journald SFH KRG HENEE, WEHEHEE, V146 RAM BN &
WA sV BN B hsiEdm T B, DL A RS AR RS DR th, U B
BATR G, RGP . A HE R, B — R AR 5] k] 5T
fF, ootk TR, IR ERAE, T HE WA RN R B 7 ID BT
#15 5. M journald 4RI H ESCAFAEBGAE O T AR —BAER, HEXFR
PRAFAE W A7 B /run/log/journal/ H 3% F IR LR X o 10 4R EHCR T AN
17, HIIEBNEEWRRN, PP B2, wEAT UL - 1§
Z 4 6.6.5 (ERERF LAt . A RIATIVEAE R, EZ0 6.6 i H

BEOL T, XML TRIFFAEETN RS journald 74 HERE 2 MGk 7]
AR FEETH, Bt 7 hEZ AT ad s i HEH S ngdE . @i
ournald 3R H ) E 4 4 % & 2l/run/systemd/journal/syslog £ 4% 7, A LA rsyslogd
Db H YR . SR, rsyslogd ERINIETT imjournal iy ABLEL, Mk 1 Hik
MERET . L] LMEH omjournal B M rsyslogd #| journald 7EAH & 77 4] b A%
s . 20 6.3.7 Syslogd g5 Al H BRI H o B HE T 3OAR M H B S0
F— S0 g 207 (8 R 4ES, AR DR AT BE R B R 7 BRAC B AR T rsyslogd 5
w4, TR LRSS R — BRI LE S rsyslogd H & . (S 6.4Syslogd
H&E M)

6.3.1. HEMHIME

Y% i rsyslogd i 1) H & SCAFTE fete/rsyslog.conf BL B S Bidsk. KL 4
(1) H B E /var/log/ H3R T o — 288 AR 7491 401 httpd #1 samba 7£/var/log/ H 5%
THHBACKHZXE

AR B B4 var/log H sk T 24 H E XA 75 B E A (1]
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4, cron-20100906). JXLEH RGNS B H B B TAIER.  H B30
B8, TUH KNSR K. Logrotate 815 | — N a &1E5, ‘€0 LURHE /ete/lo
grotate.conf L & K H h 4 & HE XM, 1%L E S /ete/logrotate.d/ H 3K T o
6.3.2. Rsyslog FIZEARE

Rsyslog M) 3= B H0 & SO /& /ete/rsyslog.conf. TEIXH., &R LAIEE £ RE4,
R A E 2 P F AN B EH 53 o BeAl, R RT DLLLSCATE A PER s Infig e (LA
#5IK).
6.3.2.1. iJEd

RN e ds i) —i 5y, BiEFERGHEHEN T8, AT —&8
g7, ‘Eig Xk TE BT A« BEAEIE ) /ete/rsyslog.conf [IC B S € SCHLIN,
FE— A7 [FII 8 SO JESRMNBNE, FH— B AN B R A7 70 o

RYE Pk JEYE, rsyslog BAERRME T AERK 7 i RGEHEWHE . ATHE
TR, A R EAE TR, FETEMER), FIEE T RN R U
Ao

WEB/ETHAEHR L IESE

i AT BT B A0 5 2RI R g H EE B2 2 T ik B/ 2L T
R JERs, FHIUE syslog 1 BT WA %KAT: HASHRBEEMNIEH . Zo)
ANk, BRI

FACILITY.PRIORITY

> FACILITY #5%E —MEERN T RGUREMRH EHE . #ln, wifhr R4
WOFRFTA SRR OC I R G H EW S . FACILITY A BAH DL R G872 — (alih
AR KFEK IR kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5),
Ipr (6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), FI local0 throug
h local7 (16 - 23).

> PRIORITY #5%E &4 HEH SIS . PRIORITY A LAHI LR K8ty
Z— (BLHETAE) KEKR: debug (7), info (6), notice (5), warning (4), err
(3), crit (2), alert (1), A1 emerg (0).

EREEARYE E NECE IR R G HEHEE .. B BT (=) W
RS, T8 e MRS R4t 0T B pkit b, Bird Fh il 5e ek 4 2
W&o FHB, ARSERBEFZATA —A (D, mFER T 2R TG 25 HEHE.

bR ERHEE I OCH Y, WA DMEH RS O SkKE XA BBl (X
Bk T AR CE BT, 1252 ATE 5). A e gk &g
& HOGHE TN none. B AL KM RAX 4 KNG
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B N2 ENRH, HiES () Bellnit. BEE—1TrheE X Ei
EEE, Has G) aRReil. dE, ERBFEaSE 7 BaeieE & nl i i o,
'BAT LR R B A B SR IR

Sl WE/ETREZILIES

PLR 2 0 {E/ete/rsyslog.conf HH 5 7€ 15 B /3L T 00 5 2 1 1 S8 248 1 T LA 1] B 451
o BRI ANARTAENZRGEHEWEE, BI0F 0§ 57 2080 E S0

kern.*

BRI N R G HEH S, RIS erit BEEm, R E:

mail.crit

BRI cron HEHEER 7 ILJ200 info AT debug . {5 a1 ~4% K.

cron.!info,!debug

ETRERIIES

T RN s b E R g H A B AR E %, 40 timegenerated
8\ syslogtag. & 0] DURH RN 48 8 @ M AE Lh s, IX S R4 6-6 FE T &k
PLEHRAE B LLERE . B R LR E R 2 X 7 KN E Y

ETRMEREIERUES G G, & Gz igds, RN EE:

:PROPERTY, [!]JCOMPARE OPERATION, "STRING"

» PROPERTY & X 75 2 JE ) J@ 1%

> ALEREBCS (D) S e R . T R PRI EAS B AT A SR
A RIS AT

» COMPARE_OPERATION J& 7€ X | LU, 25 FMk 6-6 HTRME
[ B R A e T R MR I LA ER A

> FRFEREME E R, RN SRR LA 55
FEEER . AT AR Ao (Fln—AN515 O, ARBUTFRF (D).

i 6-6 ETRIMER B ERIE

Compare-operation description
Contains A SR 74 H A2 15 A AR AR & 0 AT SR A R SO
PP AT R ARG . EPAT RN G BURHI LSS, 4/ co
ntains_1.
isequal AR L I 25 B A SO SR A JE M E 2 A/ . XA
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B AL ZRPLC .
startswith o PR A5 H A SCAS 1 JR MR 45 R OT SR B VGG . 22
PATAX 7> KNG RIS, ] startswith_i.
regex b e e[ POSIX BRE (GEAIENFRIE ) FISCAHT
i) GRS R
ereregex EER AR L) POSIX ERE (§17 & IRk ) ASCA
i) GRS R
isempty REZEEST AT EHER. EEHE—1r%
Pam, e BT T, XA ERAE RS A
L. BT RERTIER
PR /& A £E /ete/rsyslog.conf fi& 7€ F& T J& M A P a5 10 ) LAME 1o 723 B OCA
BB error FAFERHE, WHNPIR:

:msg, contains, "error"

RS e N EHLAA D host] SRk EEH ETH R .

:hostname, isequal, "hostl"

EEEH H EME BAELE fatal A1 error CL&H 2 (8] B SCA .

:msg, !regex, "fatal .* error"

EHTRIEANT IS

SRR A PEAARIE E SR, ARECF AT R R F R RS HEHE .
A RIEALIE S rsyslog B CAYIIAE 5 I ] RainerScript JIAS, w] DAt

FEAR T RIE WL JE ST

if EXPRESSION then ACTION else ACTION

> EXPRESSION MR/ R EH R EREL. Flan: TFrmFRER

$msg startswi th ' DEVNAME' or $syslogfacility-text = = ' local0'f&A] LA
E X ZNRIEA, HH and 835 or #IERT.

» ACTION Jg AR AN R FIAE R [ HEHAT HIBE. XA Bl —A 5
—HIBIE, B EAERH S HAE R R A .

> E—NHATHIMG, BTk A oot - if fh s . KBS then 71
JF EXPRESSION I ACTION. 5i#, tBAILLHISCHET else KA e MRLEAI{E2 1
RAFATAFAS B R BEHHAT .
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BT RIA AW ILIERS, AT CUE A RHE S E A A Emt B i e 2Rk 5
UL E A o A ] DR S R0 5P (I B %/ 28 TSR i Je s . 55— T
M, TR IES, AENAEXE . RainerScript SZH74F 2 4L re_match O
F re_extract () [IENFIE,

Skl BTREAM LIRS

THMRERNEEHAMREZNE. progl F2/7 BUE M H & SUIF#E 4 s T3
SR B “test A R (TP AN SCAF

if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progitest.log")

else
action(type="omfile" file="/var/log/proglnotest.log")

}

BEMRTETREXWLIERSEAL Y. RainerSeript A E rsyslog
Hrlic Bk R, B S 6.3.3 [ RUE B EC B A .
6.3.2.2. 174

1T AR E R T PR T B4 o T A — 28] DUAE S B R0 A S
E:

4% syslog H B 2| H H 3044

FEAT 18 syslog T EMARAFWIA H E 3 1K 42 I8 8 SRR AT 58 i)

FILTER PATH

FILTER fU% A H PG00 B brsCHF I Bg 42, filan, F i m Al & &8 prf
() corn syslog VM /298 J5 # H A7 i £l /var/log/cron SCAFH

cron.* /var/log/cron

PROAEOLR, HESFRRHRAE R — ARG H S H BRI FED . e S
e C - ) AFNSCIF AR AT SRE € B IS A 2D -

FILTER -PATH

HER, BRRSAEELR, MRRFRZIERKEAT A HE, XiikE
R REPERE, FRal R R TR P 27 AR AR E PN H S5 2

148 5E B B AR T DL RS B A o 5 SO B —N e SCfr A, Ik
I R B rR ORI o SISO AR T ST B R A AN ShaA S
AR AN (2 ) TSR ER:
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FILTER ?DynamicFile

DynamicFile E—/\% o AH T TIUE SCIEAR ) T e o th B 4.
DM AT S ss ¢ - O SREHFD, SRR -85 ﬁj\ﬁnmz/\ﬁ%
TR

B #)2 X Window RGHIIR, 40 R AEFE T B SO & A7 18 ) 24 B 0/
dev/console &, FR4iHEIH B AEBIbRAERH (S R IR B 2 i b 2D Bl il
& (ff FEFE ) /dev/console HI-AbFE) .

I 4% & A syslogiH B

Rsyslog V& ] U M 2% KIEFIIN R A HEH S . thDRe R vr e —
EHREHZ N ENR ARG HEHEE . 2K syslog 14 5 2@ 1HENL, 51 H
DL B

@ [(zNUMBER)JHOST:[PORT]

> at {5 (@) FIR syslog 1 B4 K 28 UDP Ph sl EML. ZfEH T
CP Wi, fEHPIAS at 55 5T EEAETK (@@).

> AL ZNUMBER W E N R4 H LW S0 zlib [545. 1% NUMBER J&E
FEEMEARERD N1 - BAKE 9 - F K)o A2 HENH rsyslogd ¥y, 40
AR T B2 k48, wREE /DT 60 75 WA

> HOST J& M & LA™ EALIEFE syslog 1§ 5 -

» PORT J& M & L F ML

> MENLE L IPVe Hitk, HFFESREHAE (D

Sl @it P4 R IX syslog TH B

DL 2l it 2 (R, BT SR A ~/\1‘iﬁ%§, FIRPEAT A
ALK AEE) Rk Z%HEEBREER—L584]+. 238 UDP i,
W 2 5 31 192.168.0.1.

** @ 192.168.0.1

i 6514 i AT TCP PSCHEH B.4% & 2] example.com:

** @ @ example.com:6514

NHE4EE B LL zlib (9 E48), F LR 45[2001:db8:: 1], /& i f# ] UD
P #pi3 .

** @ (29)[2001:db8::1]
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A HH

i A T T2 B TR H SO AT DA 3 10 oK RN I H SRR
EHARK CEREMEE, B30 6324 HERE). MHBHEREALEXT
o R AR 05 R4S . i HBIE B Soutchannel $54 52 3. 5 Yetc/rsyslog.c
onf #iy HEIE, VHMH LT iEE:

$outchannel NAME, FILE NAME, MAX SIZE, ACTION

> NAME JEMH457E 1 thisiE i 44 9K

> FILE_NAME Jg 48 7€ T it SCh 44 . fan ol iE R ge 5 AR, %
AETE, %, BCHARSERY %

> MAX_SIZE J@tEde € 13X nT AR i RN, DL N B,

» ACTION J& M€ 430 A B i R R/NAT N

> EAPHE SR EE A E AR B —MT e, T

FILTER :omfile:$NAME

sefl. HHIEIE HERE
T A B AN I TR T AR R H SRS . f @ IE S B Sout
channel ¥5§4 %€ X :

$outchannel log rotation, /var/log/test log.log, 104857600,

/home/joe/log_rotation_script
8 B AT L e T syslog T8 2., SR B J5 $hAT TS0 2 I

** :omfile:$log rotation

— H R (ZEAFH 100 MB) #71X %], /home/joe/log_rotation_script 2 #f i
1T o ZBATT DAL B AT AT R 2 2 A SO R N 25, B AR N 2, B
m i oy 5 e

Ki% syslog ¥4 B 4% & A P

rsyslog IS 45 E H 7 444 syslog TH B RIXZBIFREMH P (A E L 4. $&
EZIT . BRREZ MR, HIES () 2REBMNHP 4. B ERIES 4T
GaxTERS, MHES (%),

PAT—MEF

rsyslog ] DAL E N RS H EH BPATIER, F-EH system O JHLE she
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N HPATIIRE . ZHEE MR RIAT, () FRRiza <. Bk, 15
SE MR BRI R B RS 3, IR FLAR 38 B € 1 R AT SR —MT S

FILTER "EXECUTABLE; TEMPLATE

X B JEAIRA 14 @ EXECUTABLE $5 5€ IR 7 047 A0 3 o 1X AR
70T LA AR A R AT AT SO R AR (19 44 F5 B 45 TEMPLATE.

Sl PATER

FE NPT, BORBFERAEFILEREM ARG HEHEE, Hkad 5
template BEAR ULHACHAE NS H 4L 845 test-program F2)F

* % Mest-program;template

%%:

MATAR] = WIS BB PA A A shell $1ATHRAE, AIRE 2 Bam A TEN. W
% AT LA a2V E AN BT € AT N EHATIFR P . v 1 AT AT BEIK %2
Sy, 780 % AL shell $UATAT M.

4% syslog ¥4 B 25048 22

T B S A, WA RS H EWEE AT UL EES NBIEEFEE.
ot B 5 N BRI R

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEMPL
ATE]

> PLUGIN i 5 € i, XL fF mT DAL BB e S 4 AE . (Biltn, o
mmysql 1)

> DB_HOST J& 48 & £ FE 1 E ML 4 .

DB_NAME J& 45 € #dfs e 4

DB _USER J& 48 €& dmEH P .

DB_PASSWORD J& P45 i& 4% 22 F ' 1558
TEMPLATE J& V45 7€ — ME 2K syslog 15 B AR

HE.

HA, rsyslog X 37#F MySQL F1 PostgreSQL % #f % . A 1 18 ] MySQL A1 P
ostgreSQL #¥&FE 5 NThiE, %% rsyslog-mysql A rsyslog-pgsql L. L4k, T5Hf
PRAGAE S 1 /ete/rsyslog.conf BT B S AR B AR B«
$ModLoad ommysql # Output module for MySQL support

YV V V V

$ModLoad ompgsql # Output module for PostgreSQL support
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T2 HUTTRABE R 25 B0 R V10 RECEFI T A

B2 X T rsyslog ({115 B 2% 6.3.6 16 [i] Rsyslog .

Fh, AR LE A B omlibdb LB HEIE ] 0 BdE PE 3% 1 (SZRF: Firebir
d/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle, nSQL)-

E3F syslog HRE

B8 EFEE PRI I B A HBIERT (~) .

FILTER ~

FFAT N EE R R BAT AR — B A B 1T, DSRG0S . iR
AR L E TR, KR ARRA RN, &0 E S B HE . %
FrARAE B 45 ST BT AE (R B S v R e BB A B S B R ) &5 AT
IXEAT TR BT NN R BRI » WEER, — ByH B8 570 )5 W EC B S )
AT WA THERIL R E

fian, H RN E S T AR cron [ syslog 1§ S

cron.* ~
EXZATH
TR, BT EZMT A N NERERE 2 NMEE, &
—AMTRBERI—4T, FHFHMFSEAm (&) 74

FILTER ACTION

& ACTION

& ACTION
a8 Z N ERAETR 7 AT A RS R R AR B, R 5 38 T R B VR A
6.3.2.3. &Rt

L JRTRARIEH T rsyslogd SFH AR IIECE LTI AR 18 246 w5 e Tile
B RIE, 1%EH R rsyslogd SFH R AT ABUBME IR . BT 425184
WALEITCFFS (9. RA—NMELSRETRE. FTHE—1MERELS1ET,
HAaE 250 H EH BT 5K

$MainMsgQueueSize 50000

AR B/ AZ 10000 NVE R, &R LAk E i B4 1 S A R £
&) AL /ete/rsyslog.conf FC B A H € X284 — MBI B A B
BIRWHAT N, BEE— G20 55— 2] . 4 m1E2m LR EAT
N, B\FIFIR. FrA R BB AR 2 N e B R AT LS B AEL . Bl —
e C B A% N 20T & AT DL ARS EE Al 15 (6.3.3 BT B A& 2O,
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SRINT, 22 S ) A R AR TSR O9 IR RS S S HRF

6.3.2.4. HEHRH

I THI A& — AN ] 5 [ /ete/logrotate.conf FC B S T
# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# uncomment this if you want your log files compressed

compress
A IE B S P BT BOAT I E ARk I, HodE TR AN H A Rk
B, HEXHRERRE, B8R HEXHRE A2, Iramies &
A gzip R4 k.gz HIRg U DS T Sk KARMIAT 23R, At 2.

AT DU RE i 1 H B0 BRI, ks Ol B AR 4 SR ik L) il 28
M, Bl & {E/etc/logrotate.d/directory H 3 T N4HEE 1) H & SCAFG)  sp i e &
SO, JRAERC BT L E T
N & —ME ete/logrotate.d/ H 3¢ N EC & SCAF I T

/var/log/messages {

rotate 5
weekly
postrotate
/usr/bin/killall -HUP syslogd
endscript
}
%A R PR B % 0 A Ny /var/log/messages H & SCAFRCE - 7E R BERITE LT,
MR ENREKREGRERRE. Bt 31 /var/log/messages H & LR AR
B, AN 4 R IR IUE SCE SCRIPY R o
MR iR A AR, AT VRS H SR B E S BB
> weekly- f57E HERB WY, KB aSaafFEnT.
daily

monthly

yearly

> compress-f# REFE B SCAF ARG IIRE, UM 2L BT -
nocompress

compressemd — F5 & H T 454
i
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uncompresscmd

compressext — &€ H T E46 T

compressopttions — Fi& & H TAE 45158 7 1 R 4 e 1

delaycompress — iBH R4 E 2] N — B .

> rotate INTEGER -#87€ | —MHEE R B RS R E, B8 E M
H & SR M B BR 27 21— /MR o Bk« a0 S48 28 0, [H A0 H & ST B
mA=RE.

> mail ADDRESS -Ji%Ti, 4% 2 i HE SO R IRk . SRBU
EREREIR R

nomail

maifirst-45 € R 250 8 1 H S0 A, BRI H S XA HEE

Maillast- #57& 2 H E 0 i ar, 508 00 H BTS2 HB5 DI
FIFFI, e T BRI L T

KT E L) 0848 2 511K 2% logrotata(5) T L
6.3.3. EAHFHIERKK

L] L v 0 IR 55 B A R G 35 I rsyslog BLERIIHIL 2 26 8 i, /4H
FOR BB BB . XPET B EAS SN H AR B sk, R, i A vriEL
TR G 7 18 DL R o TRV 9k () s e 2 83 RainerScript AN B 40 P
FRIEH. BRI AAIRIERISCRE, B ER AT /ete/rsyslog.conf BC B S HE A o

RainerScript /2 —MIATE S, & 78 T 403 0 2 S5 R A0 B SR A PR A%
il rsyslog. RainerScript it 52 Fl ok & TRk il v, W 6.3.2.1 ifyk
A I T RIA R RS FE . RainerScript 7E rsyslog7 FIRASHSZHL T inp
ut () A ruleset (), HRRVFFTd/etc/rsyslog.conf e B A4 5 NHTIEE .. Bl
TEAFZ A F LT, BB, SEE NS LIRS ES], Wi,
1709, B, AP, 1RGP IR ] o X oA, IR R
ORI E R IR EE . A — DB E RIS . F L DhREEHT IHER A AT LA
M, BEREFEET LA,
5 IR XHS ()2 2 B 3R

$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state

$InputRunFileMonitor
[ B E B BT B BC B TR A AR
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input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
K ERZERDAERETHBSEINEHE, $em 7t JF Bidsett 7 e
(IIZ4T# . A 2% RainerScript 1B HJ S E R, 1ES WAL T,
6.3.3.1. B4

BREFIRTE & 251, rsyslog ALBR I S EFIU E SCo AN ph st 98 2% 1 A an SR
M N EEPATIIEAE A . 1E/etc/rsyslog.conf SCAEFHATIHFLN], BT A BRI DA
AN B I R VPl e BRI AR A — R, JR4ksE, ERIrA I
FI U] 20 4 Ak 3 e 3890 SR A L R B — B 25 5

SR, FRI A4z 3 BAS [8] PP SR 9 R AR o AE RN Ay, AT DR i) 2 L 0
Mgz, SRk A BGE g 85 2% € %A BT IR T rsyslog )
PERE. Heh)ihud, LSRR BAS AT S KA PP Al 9B R, SRR IS D8 2%
HRT DAL Bk . 7 /etc/rsyslog.conf FR IH RN EE 58 SCEN R BT :

$RuleSet rulesetname

rule
rule2

57— R E S B AR ERES R 1, B BRI ER SR AT, R -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 HIBTIEC B A0, input (O Fl ruleset O BRJPATHILREH « Hihg
(1R U £E 7 /ete/rsyslog.conf HH 58 X, 1R Fs:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

}
FE A48 J0 U] 4 AR TR 5 46 rulesetname. 1ZA0 U 4E 4 FRANBELL RSYSLOG FF
G, BOARX A ZFRS A 2R ), it rsyslog ff /. RSYSLOG DefaultRuleset &
SRR W E RN, R BACH o AR N AR e AT o AE BT SR EIHY 1
ule M rule2 &, AT LAE L JE- B AF IR AN . X FIRH S8, BT BLiRE
T £ H P S i R 0 S i AT
QMG EBFHEREEEMN T AR
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input(type="input_type" port="port num" ruleset="rulesetname");

X HAT DU input_type IRAHIAIH S, X2FTWEREE, s8iE @ port
_num - ¥ 45 HASEL, W file B tag AT LA T4 %€ input O FHFLNLER 44
FRE # rulesetname. /73— AN ATH ERHBAE RIS T €, BRI 24
fithi % o
6.3.3.2. sysklogd %45 F e 25 1t

rsyslog 2 5 JUl IS -c Mg E BB, (HAESE 8 AR, [FFE,  syskl
ogd UG [ i AT W T i I, 7 3 O 3 e T e iy AT IR TIUAC & rsyslog. {HAE,
180T DUME 2 AR $E 2 it B rsyslogd KA 1% sysklogd BARIAT Ao

B2 R TAFE rsyslogd IEINHIE B 5% rsyslogd (8) FMii.

6.3.4. fFH rsyslog BA%

BAZIH T1E rsyslog I 2 (AL 16 N2, MBI EEN TR ARG HEH L.
FERNFIMLE] T, rsyslog AR RIS AL BEZ AN B, AT LA Z2 M7 0 ANH B
SN RN . rsyslog FIEHE R UEBA AT

% ion TN @

Action Pracessor autput

Dueue

Farser
aproceEtor Fi& Pﬁ-ctlw F‘
er FoCessor sutput

Engine

=

output

B 6-4 rsyslog 4 BIR

Tk rsyslog H AR EIENHE S, BEHIEXMNEES A, RE/kHHE
VSBT3 B SELEIE EA tH A FEAL 6 2R AL B 25

KU AL EE 28 2 — AN AL JE 51 2. TR, 7E/etc/rsyslog.conf & SCIFTHE I B
FEFH o HETIXEERUIN, TZR A PR SR VAL MR B AT . BT RESE EH O
PIPAT BAF o 1 S I8 A G4 35 BT A B 88 B 2 P AE A N i o T, FEIX
— b, JUMT AR LR —AME EE1T. N TEANEHP, —ANH B8R I
fRIE BN Z AT A

REFMT A DT RFTRER) . IREBCERIAE, 278 B 7T LR KX 2

% 236 T/ #3017



fr
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1T RS AN BN AT BAS . X E BRSO 30 AT A . e R R
WG OL T, AT AR IEENPATEAS, — BN TR B RE AT b PR A8 Mo 2L
ARAEFE JHE, FRER

25 ERTIR, rsyslog B\BIA AN E : ot 5 R AL HE 28 E A — A F2 0
BRI T EAE & A (R 1 AT AR AR BAB R T T o BA B PR A 2 240
RBEAS PR = B AL R -

> BN MES, 1E rsyslog IS5 o3 B AR P28 AIVH 9 3
> EMRVFIHTHATH S

Rtz 4, BAFIAT AR T LARAS [F] IR 2 3 B B R N R G i it i I RE . X
S0 B A IUAE DL 25 4

B

WA R AG I TGIEAR L — AN R, B A E AT TR W 2B . an RAERA
TS, SINPHZE, BERIEA . R R Sk A4k B ZE 1 B BA 1 . 7
B A EHAT SIS LT IZZz:f*EE}EEH’J}:% B pH 1R SSH H &l 3%,
X oSk MFH IR SSH Vi) o PRI, 32 350 A T e e sk o) 24 2 A 381 000 2 1 i S e
& H AT NI BAF .
6.3.4.1. 5 LEAFI

RV BAEME ARG, 70 9 LA SR AL RAZ: direct, in-memory, disk A1 di
sk-assisted,fix) 2% FH 1B\ Z1) /& in-memory . & 7] DLk e Lesf A Horp 2 —{F
RNEENH BRG], HA] CLERBATEAS . 4 T 1 IS A s i 2 /ete/rsyslog.conf 3L
G

$objectQueueType queue type

EIXH, EarblyFEE RG] (H MainMsg £ #t object) BHATEAS (H a
ction fX% object) HiE ¥ E . A direct, linkedlist 5% fixedarray (in-memory BA%1),
o}, disk 5 #t queue type.

BN E EVH B BAFI 2 FixedArray BA%1, 5 KAEfiE 10000 M B . AT BAF1
BRI\ B N Direct PAF.

Direct BA%

XTIV 2 M LR, B, HH S AN BRSO, EPAT RIS — BB
FATER) . RN T RN, ST

$objectQueueType Direct

8 F§ MainMsg B# Action #4X object,iX ™ 1] LA 7E 3= 75 B BAZ1 Bl 1
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KKKKK

1T BBAF . X T direct BAFY, 8B EEALE, BB RMNAE " EAEL B .
Disk BA%]
disk BAZIAE il S BE R IK AN 2%, XA A TEE AT S0, (HM 2 A mlie
PIHEBA X A B2 1. e nT H TR b s R B H S8R £k HE, K
ZEEI A EBAE disk BAF. ZE disk BAFI, fE/ete/rsyslog.conf HHEEA
DA N2

$objectQueueType Disk

1 ] MainMsg Bi# Action # 4L object,iX AN 15 7] LA FE =79 B BA #1534 Hh,
1T EBNF . disk BAFIE N5, ERIAK/NA 10 MB. BEERIAK/NAT DLd
T I TC & 45 & AT 1B 2

$objectQueueMaxFileSize size

Hrp, size FRox disk BAFIRT KA. 58 I R/NR AN Z 5| PE 1Y), rsyslog
BN NEREANF%E, BIMEE A RNRE] . disk BAFHIREN A 5
PRI SCAFARTGHAD . XSSO 24 48 2 00 R s :

$objectQueueFilename name

XONEWRE A EE T SRR . HoCHE2 L, 7 AN, i —
AN HF- B N.
In-memory RA%
7t in-memory BAFI Y, HEBAIITH B ORAEAE N AR, XA AT R DL
2 SR R R 0 R BSOS, U HEBA R B i Rk . (B2, ST LU F S ActionQueu
eSaveOnShutdown 1% & FH LT PRATFELHE . A A2 in-memory BAF):
> FixedArray queue —ERINMFEH EEBAS, £K 10,000 NIGER . XFf
SR I BAZ FEASE P [ 2 T 53 B R B2 AR AT BA B T R (4R 5T . T IX EE 4R 4,
RIS RAZI S s VH#E — € EIAFitas . 21, FixedArray #2417 i E: iz
ITHMERE, ISR RN B SRR A S R RE, SRR S R
> LinkedList queue —IXH, — MR BIrE WA LBNETEH,
I, A2 AE 75 20 0 ic . LinkedList (14 BAZ AL BRAR R 98 & T8 BAEH 4T
E—MIEOL T, 24 LinkedList BAZUAHEE T FixedArray BA%1, EVHFER 2>
RINAE, FERRAR T AL FEIT45 .
it & in-memory PAFIAd T [ 15k

$objectQueueType LinkedList
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$objectQueueType FixedArray

i | MainMsg B{# Action #1{ object,iX 4N1EI0 a] DA E 2 94 5. BAF 5534 34,
1T BT

disk-assisted in-memory A%

disk 1 in-memory BAFIFSA 2 H FIL 55 rsyslog 1E&E T LI H A 4 disk-ass
isted in-memory BA%1. gk, BLE IR 1) in-memory BAFIA 5 s IN$bjectQu
eueFileName $i54 1 € SONBERE R BRI SO 44 o IXASBAAI AL AR disk-assisted, X
EAF in-memory P\ disk PAI#E 77 HpE

R in-memory PAFI CH B 75 B M LA TH B A E W disk BAF B0 . 78 d
isk-assisted PA %17, AT LAFIAS % & disk-specific B¢ in-memory specific Fit. & 241
X BRI BA B AT RE A2 dpe IR, “E00) AT B IR [R] 3 AT B ANAS AT S I8 e il 6
.

8 € disk-assisted in-memory PAFI{E A so-called 7K E:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

5] MainMsg 50 Action & {X object, 5/ Y AT B 7F 31 LA 0 44
ATVH S BAA o A S AN BN B KT B AU A number. 24 in-memory BAF1IA 2|
T EKALE SCHECY, IR R BB NS, I — B 3F4:5] in-memory BA%IK
NT BRI SAUKEE W EE . R E KR E D A D E RS 53R AE, [F
BN T BN, BB NSO A 2418 1 . BRI, KA 20
LEEE AN BA 1) 25 B ¥ B SobjectQueueSize K. HiK AL FEARBAZ R /N [6] ) 22 & &
PR B R & AR 2 X o 25— J7 1, BOE SR AR A E AT
ESIEAPIR RN
6.3.42. B\

T 2RI () BAF AT LAt — 20 e B DA a2 S B 25K o ST DAY LRI AN [F) B 48
A RABEHATAIIFI LSBT HET, 20 Z2ABIISEATH, WAEL .
Forp i — Loy B LAY, HAthig an TAREARE 3, SRAER BAFIAT 2 A,
RS =SB EH. EmPET, WAL rsyslog HITERE, AEHERA,
BB R G R NS AT

B #5 BA 51 KA

T mT LABR I A Z AT PAEL &V B R, S an N 3 A

$objectQueueHighWatermark number
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i MainMsg B3 Action #1X object,iX M T n] DA A 7E 3= ¥4 2. BAF1 3535k,
AT R FHBAFIRT DAL E 9 B8 H B4R number. 7] LB E BAFI R RN,
AR AE A EATEBR A7 o B KA o 52 2 BB FI R B2 BA B BRI A Z1 R 7Ny
10000, #4AT FAFIERIA KN 1000,

Disk assisted BAFIFEERIANTE L T 2 TCPR G, ASGEH $8 4 kagif K/, (Ha]
DAL R B O B AT T P B A S 1A, A DL R I E

$objectQueueMaxDiscSpace number

{1 F MainMsg 53 Action &1 object. 4PAFIHIATERS, Brid B4k &5,
HLRIBAFRETR T 2% 123 ] .

ZHHEE

BB Bk 2 —E HHCE, N 1A, R PAEAS h E A K E
WEE, RS & I S . J83hE SR E B A %€ discard ma
rk:

$objectQueueDiscardMark number

{5/l MainMsg 50 Action 2% object, AN HE 5 AT LI FH 75 =91 £ BA 51 3k 1
TFMBBASY . S, number %7 T R A 2 B IO BAH . 2 LR
REWES, 0T

$objectQueueDiscardSeverity priority

M FHR Rz — (8—1%) X priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Fll emerg (0). fFHILKE,
BN EFFHE G, HE SRS FEBART R AT S AR BB Z I Ex .

{5 F e PR

A DABCE rsyslog 7€ —MRFE WIS R BUAL BT . A T IX ANk, %nr LLEE
il oy TAEBIHE SN B 8 C—MINEE & BA TR R

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E SR B IHESR, DL oY B, (61 24 /N, ANSCRFBCE.

Ao B TAELAE
TARRREPATIH BB TR BA T B0, ETHERAS, — A TARLREM
SR IR AT I BN BRI 2 PR LA RIR AT A S =3 B 2
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BN, A TARLRENS 3R JHENEEERS € 8E N, 54 LTIFEL
e R . e s, AW

$objectQueueWorkerThreadMinimumMessages number

FE B B2 R AR number Wil #b 78 TAEZERE . #1W01, number B4 100,
2100 Z2ME B EIER, —DNHH TAELE M. S 200 N B 2AR, 2
A TARZAR G 3056 . 2RI, FFATI84T K2 B TAELRE AR, Fr A AT LARR
FIENT R K E, WHPR:

$objectQueueWorkerThreads number

number {4 AT 3FATIE AT LRI ROCKCH . 4 F 275 BEAD, SRR
W AR, — R TR DA, B BT EBEN . #i)
BRI K, 0 R

$objectQueueWorkerTimeoutThreadShutdown time

FAFFEERT ] (LAZZRD AL Bk timeo WA W HE time, FHEH 2450
H, EBRAEE T DALEGE, TARZREIEZ& b, R G E T 8-1, %
AR o

#HLE HEAFI

N T RRETERE, &R ARG E rsyslog [AIIN 22 BAAIHTH S 4. #0E HBAAITH &
BOH W ERR, A R

$objectQueueDequeueBatchSize number

FH AT A [ IS R A A9 2 1 5 R B80 H #  number . 18VERL,  HYBASITH 24K
H & BB AR 2 1) TAF AL RN E AT & S BUECR I WA THAE S

A LRSI

B ERIBA A RIS S, S AT DA nlal 45 5 I 18] 18] B A5 AR 2o
K RBAFIALEE, DA HE 2K -

$objectQueueTimeoutShutdown time

fRIE 1 time LAZA AL, R — Bt (el R 0528 — LeHEBARIE B, A
LR TE AT B AL P, SRR 2B A R, RAEERTH BRI ER. S
AN IS 1] T B8 AT AL A £ 58 e i PR A Ak 2

$objectQueueTimeoutActionCompletion time
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FEVCE ) time N TGOS, AR TARLRRHAR A . FERHUIN ZLRAF L

$objectQueueTimeoutSaveOnShutdown time

itz BRI E T, Fra AR EAELE rsyslogd 2% 15 Fi &R 2> 4% 47ifs 211
S

o1l o

6.3.4.3. ¥ [ rsyslog B\ 1Bk
rsyslog 7 $&fit TR HIIETE, PAZIRT RAE action (O WHE S, BERTLLER A
FH 81t /ete/rsyslog.conf FH— MM AR FH o SAT BAZI ER)A& dn T

action(type="action type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")

FHELRAT AR AR ER 42 R B 8 action_type, FHVH S BAFI AT LA G811 5 K2

H &AM queue_size. XTT queue type, A LLIEFE disk BAFIEL M in-memory PA %1

HHiEPE— : direct, LinkedList [J5} fixedarray. % file_name {48 & — 31

Y, MAREAS. HEE, WERAE—ASH R H 5RO/ H E3CF, SELinux 44
DRI E

6.3.5. fEHEMRSEE LBCE rsyslog

rsyslog IR 55 it 1) vt °T FH A ki 47 H B R SS Ss L E 2 Rt R KIA H
HIAFRIHEMRSSAS . 1ES WS R R HEH B 2RS4, BER i
rsyslog FCE 15 S -

rsyslog IR55 LA RAE AT HAE N HERFSHNRAE L, FHHBIERN R
SR E R HERES HE MRS E . A B S PR 5 2 24 V10 BT
LR 22223 rsyslog, WIRTE, UMIRRAMSL LS T syslog, UL root S %
AL T4

~]# yum install rsyslog

Syslog it & BRI BRI H & UDP Ml 514, HAE/etce/services SCAFH I H .
SR, rsyslog BRINER TCP 7E%i 1 514, £ E S /etc/rsyslog.conf #1, TCP
@@ .

e s e A B2 A 2, 28 SELinux FERIARC B AN SR VR R IE AL
WACHE I THI 51 HE R g 1

~]# semanage port -1 | grep syslog
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semanage 2 #2/7* i1 policycoreutils-Python G, [ —#B4r $2 4t o 4 5 35 B 3%,
R

~]# yum install policycoreutils-python

eAh, TEERNE LR SELinux fY) rsyslog 2B2AYJE rsyslogd t, HAGACE AT
VR RIEFNESCR A JE rsh_port_t FIEHE shell (RSH) ¥ 11, H TCP ERiA ¥ 2 5
14. R, X028 LB semanage 1B HA I FCVF TCP i N 514, flt0,
B SELinux VT AREFAEN 1 514 1815, MAMSWT:

~]# semanag eport -1 | grep 514

HEEGITHEM ] SRS SRS L, A TIERETRPER. R
BT A5 BRALZI LA oot B4 AT AT 2> 6
6.3.5.1. {EH L RI5as B AR

rsyslog7 FAG ZMA FFIBARAE . FAF R e IHAS e HI 77 3 4%
AAE R BTG o AR, 4R s

template(name="TmplAuthpriv" type="string"

string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathr

eplace%.

log

)

template(name="TmplMsg" type="string"

string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathr
eplace%.

"

log

)
X LB B ] DL i T X R s 281 3%
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

}
template(name="TmplMsg" type="list") {
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constant(value="/var/log/remote/msg/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XX rsyslog FrMLNR UL, X AMBARCCARK AT RE = A5 3, EIn]
LASEZE By N H o

SLSE RO BRI O, AT TR E A R BN B &, ISR, AR5
PR WML, i RN DU F AR«

module(load="imtcp")

ruleset(name="remotel"){
authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
b
input(type
6.3.6. f#H Rsyslog iR
BT RS BT, rsyslog R A& M, X EERIHER (ARSI 1) Th g -
i EVE R A AR AT DL 8 =5 R . K2 B Ao it AN (LR SCH N
B BRAa Y LR SCH I ARER ) o AR PR AL A 1) R AR R RS 2 T g
g — S, FLRT SR At AT B IINEC B A 4 o ZINEARE, 15 PA R i

imtcp" port="10514" ruleset="remotel")

$ModLoad MODULE

Hrh$ModLoad #2& IN# 45 E LR 4 i $E 4 . MODULE 7R 75 (1A%
Yoo filan, wnREEMBN A ARG (imfile), f# rsyslog KR FrifE
FISCAR MR ARG HEE R, 1E Jetc/rsyslog.conf it & A8 € LR AT

$ModLoad imfile

rsyslog $&fit VP ZHEHL, X EEHL 4 9 DL 25

> AN A TSR B & MR IEITE S . A RS 2
PLim BUZEFF4A, 4 imfile T imjournal

> A LA A DR AR 25 &M 5 AR K I B T 2 ks,
FEAEERAE e, B INE S S . AR A RS2 B om FITZE, 1o
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msnmp, omrel p %55,

> TR XA B B ST, B AT e T B R
HHE. H CHEFHHEEZE, KT | OB ST as. T asiih
A FREAZ L pm BTZEIT46, W1 pmrfc5424, pmrfc3164, %5,
> HEBUER - HEBMERENRGEHEHENAE ., X
HI4 PR EL mm BRTSOT 46 . W B B2 RS mmanon, mmnormalize, BGm
mjsonparse H:H T 44 58078 B 1) IEF AL .
> PRSI - B AR A T BN B TR R, IS 1
yslog #R AL T e AH LU ] A R TELME R, 1S 5.3.2.3 B
A USRI A4 PRS2 BA sm TSRO 4R, 40 smfile B smtrad SCA.
> PERRE - PERRHOY AR AT N B Rt Th e o X LERTERAE rsyslog T
BN A g, AreH A CE .
Fr A R AN EATT B TE AR IR 1) 56 B 31 3 7] LAE http://www.rsyslog.
com/doc/rsyslog_conf modules.html $£F),
B
s ST B2 rsyslog MR, XA ARATAT LT A B O eR EOR %
o X RISAE ) Z 2 B . N T SRR B> 22 4 R, AN AS R AT S
R R o
6.3.6.1. FA text 3CfF
AT NS, AR imfile, ff rsyslog BT R XA AL R G H &
TH B AT LA imfile AN GIEE B SR SCA SO H BRI AR S A H EWH
o Zhn# imfile, 7E/etc/rsyslog.conf ZsIILL T A 245
$ModLoad imfile

$InputFilePolllnterval int

B2 LUINEL imfile —ik, SAZADICHFNHAZ M. $SInputFilePolllnterval
2 )RR TR IE rsyslog A A IEHE I SR SR AR B9 . BRI RIS TR] TR] R D 10
P, FOURE, LR Ay BRAL IR I [H] 18] R 5 6 int.

N TR SR F N, £ Jetc/rsyslog.conf SCAFH 8 B EZLE W T -

# File 1

$InputFileName path to file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
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$InputRunFileMonitor
# File 2
$InputFileName path to file2

2 4 MRCERIEE — MRS
> FHSUARSC 842 B X path_to_file
> HHEEW tag “HER tag
> FHME— BRI 4 B4R state_file_name. RS EAE M AE rsyslo
g MTAER S, NBEEF U REIRG, trid Qb e X . S
BReAl, AU EREN . ERRIETEE T — IAEER AR,
> ¥ N$InputRunFileMonitor 5 fE A% . WA RXANEE, TR
A2 2
B T AR IHE 4, AAEFT LN H RO AR LN E R E . B HES
(1) B 7 B e OG- severity RIKE R NS MM E M. ST B H# facility
K E SR BT RS
6.3.6.2. WA HIE B
AR E T, B H GBS LA BSOSO AT DB, BE T . BT Al
] DBMS 2R, EH&- P sk, %141 ommysql, ompgsql, omoracle, B,
ommongodb. fFEAEA, 18 HKIIT libdbi & HJ3E H omlibdbi i i AE . omlibd
bi B SRR IE R St A Firebird/Interbase, MS SQL, Sybase, SQLite, ingr
es, H'H, mSQL, MySQL F1 PostgreSQL
6.3.6.3. fEREINE AL
[ 28 A2 A FROHL 25 PR AT S8 8 ] DL TLS 5 GSSAPI Jns Hp SOk 4 it .
fEf 2t (TLS) 2 B SRt i W 258 (5 i 2 e m & il . 248
F TLS, rsyslog ¥4 B RIE Z BTN, KIRE S 18] () 75 EEAH BLAAIE.
22255 APL (GSSAPD) & —FiOARE P U 0] 22 42 IR 45 1 S FH F% e 2 15
. AT rsyslog BFEREHMEH, WA —AIEH 1 Kerberos 355
6.3.7. Syslogd fR&MHEMARZE
i ERTIR, rsyslog 1 journal, ERS WA HENHERF, G L6
RRr R, EEATEH TRE S FEIRZENT (W, 6.4Syslogd HE4E5H)),
AT AR, et @ s Mt i1 &, IR e £ — A S s .
T X AR B — AN I8 A5 12 T2 A A\ R HE B RS ALY, IXLEABIE i Rsyslog
F1 journal HJ3E{E socket SCFF.
BRNTEDL R, rsyslogd 148 H imjournal #EEAE A H E SO FIERIA T AR
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R XA, A AT LR ATH B, 0] ELS N H Journald $2 41 (1) 45 44 A0 2504

A, IHREdE T LA journald N (BRAEZE1EFS ImjournallgnorePreviousMes

sages 182). 7% 6.4.1 \NHEH ZAHHE /KT imjournal (AR E .
ERNEAR, HBE rsyslogd SRIEHUE journal IRELHI B FAE A — AT syslo

g MBI . BT 42 /run/systemd/journal/syslog. 4IEA4EY rsyslog TH

B, EEHIED. AL imjournal, EREFRIASZMETE ZHThEE, WLk E HN

Eaat ey . Bl EE T FANHELE, 7E/etc/rsyslog.conf F11# LA AL E :

$ModLoad imuxsock

$OmitLocalLogging off
IR TEEINEL imuxsock ABEER FF 9 FF1$OmitLocalLogging $54, 1 EEIHIT R4t
BTSN, BEFIEESE D 01 /etc/rsyslog.d/listen.conf HF5 %€, WIT:

$SystemLogSocketName /run/systemd/journal/syslog

& AT LA Rsyslog %t v S 24# H omjournal L[] journal. 7£/etc/rsyslo
g.conf HPC B i W01 R
$ModLoad omjournal

** :omjournal:
i, TG E e R A U R 145 Bl TCP % 10514 2] journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

** :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

6.4. Syslogd HEZH

e AR E R H SRR R G L, — St tis N B S5 80T LU7 {8
g W EER, IRESEZREEE, ARG THE B B H
AAFA—EL, rsyslog /8 H JSON (JavaScript Xf & 555 ) 32t H EE B RI4s
k.

HERC T AR AL H ST S -

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially

AR H EHE R
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{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

n.n

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}
A58 FH B 0T 45 2R 5 A A 0 LU ASE P T T 20k Q4 2R S AR S ) e i B e
Ko AR B W] DALE S8 2R 25 b S A e AR i A [E] 9 B . 534k, JSO
N SO AT DA E SCRS20HE 22, 40 MongoDB, ‘& #&4t 1 Zi4MrI 1 RER 43 T ThiE
A7, — MR B R ARG AT B 2 R A (A
£ rsyslog, 7 A 7oEHE 1 H H45 S48 imjournal AR journal HEH o A
F mmjsonparse 3, BT UUENTR H journal FHAdSKRIE S AW E G, Fit—2
XPHFEATA R, i, fEN— DR . 9 T AETELY), mmjsonparse
KRETNIE B AE G, W HAE lumberjack T H & X HIABEE
Lmberjack Tt H 1) H 172 UL n) J5 #2510 75 208 rsyslog 38 ings M4k H B 5%
P — N EMAHTE S, Lmberjack T8E@ cee: F47H, HHETE JSON 451,
T4k, Lmberjack & X T MiZHTE ISON H bt 7B 451K . 5% Lmberjac
k NEZELR, 1HS WAL,
N THI /& lumberjack A% 27 S A5
@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}
BAE Rsyslog ARG, — MERSPAER, ES W 6.4.2 W JELH
E R o N TR P AR 2525 T LR A libumberlog 72 >R 4E B lumberjack 28 JE =X
[FJVH .. A K libumberlog K 25 5., EZ WAL .
6.4.1. NHEHIAHE
imjournal FH2 rsyslog FI%m ABLHH SR 32 HL H 30 (I 6.3.7SSyslogd Ik
FHHBEMRZH . FEAHER syslog 115, HEHELSCARR sk, 80,
b — DB, RSN B journal $RAE I TCEHE R PR B AL HTTH S
AT M Journal 5 A\ %4 £ Rsyslog, 1E/etc/rsyslog.confi X4 H 5 F R THIAC & -
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages off/on
» fEiH number_of messages, TP LARE IRAF H EBIEIAIZE ., 524
15 %] number_of messages 18 & (174 S, o fid Ak B (/A7 -
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> FPIRAS SO B 2842 B AR pathe HESCAFERER journal 105k, a2 ab#
I JE— Ml
> A4 H seconds, & B I1) PR il 3 2 (1 IS 1] [A] B o 1kt ) o S8 ) A B 19I5
[ AN BEHE L E burst_number F8 € FME . BUIARE VB 600 5 20000 f1)7H
B.. Rsyslog 2 EFH7ELE HI IR 4 I £ K burst_number {ETH S .
> f#FH$ ImjournallgnorePreviousMessages 1] UL 20 24 Hi 7E journal )74
BRI R, XY B R e RS S A o BRA B N
Mo TEER, WARIZBER KA, BARESXM, Frf journal H)7H B2
AhER,  BIEARATT CAAE rsyslog PART I 2 if g A H it .
R
f& 0] LA 8 imjournal A1 imuxsock #58k, imuxsock fRHLZ IH I R4t H
RN, R, NTERHEEES, EUAFHIE imuxsock 2L journal [ RAE
B, BEMFBIIX— &, fHFH$OmiItLocalLogging 154 :
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

AT LUB A AAAELE journal HZEHE A o8 48 BIIE A MALTH B . P i —
S8 T HHE IULE A 2 S48 “journalet] ) verbose fii ™ 51, AEZRHN journal 3K
SEH| K, 1ES 1 systemd.journal-fields (7) FM L. Flan, v LLKE SEN
#% jouranl ¥ By, IR N AL TG A BT B AL o
6.4.2. FIWHHULHEE

A rsyslog fETHE TR ZH) lumberjack ¥ =CAIH B, 15 DL
R

template(name="CEETemplate" type="string" string="%TIMESTAMP% %
HOSTNAME%

%syslogtag% @ cee: %$!all-json%\n")

XGRS & @cee: 7T LN ¥ JSON 48, 40, 4812 {EH om
file R )% HI SCAFIY . 22571 JSON FEBA4 PR, S 4. wlin, MRS
N TR IE AT RIE S, fRE TSR N4 A UID.

($'hostname == "hostname" & & $!UID== "UID")

6.4.3. fEHT JSON
mmjsonparse FRE T AT 45 /AL TH B o X 815 B 0] PLK B journal oAt 4
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AN, I H AL lumberjack I H e H 77 At ATH#6 040 . IX L9 B2 HH@ce
e: PR RN IR A M 285, mmjsonparse 2345 2% JSON 45 /2 15 2 A 241,
IR %I BT .

A1 H mmjsonparse BEE AT lumberjack %31 ISON J§ 2, 1E/etc/rsyslog.
conf SCAF AL T IR L& -

$ModLoad mmjsonparse

** :mmjsonparse:
FEZXA5 1, mmjsonparse BIERAESE —ATHINEL, I BTH B K S E .
Hl, WA HMEEZ %M T mmjsonparse.
6.4.4. [f] MongoDB F7EAEH B
rsyslog 371 ommongodb i i B HAE MongoDB ) SCAS B E 45 g o A7
JSON Hi.
B H & W B3] MongoDB H, 7 /etc/rsyslog.conf fdi ] LA R &% (ommon
godb Mt B K A F TR B A% 20 0 6.3.3 48 FH B (R T A% 20D
$ModLoad ommongodb

* * action(type="ommongodb" server="DB server" serverport="port"

db="DB_name" collection="collection name" uid="UID" pwd="password

> MongoDB Jlg 525 (1)t ik 8575 44 7 854X DB_server. it & i 1 75 22 A
MongoDB il 55 #5165 — N AEFRHE IR 3 o BRI S FHEZ 0, JF Hal s %H
WEKBRZSH .

> ffiF] DB NAME, #fi@ &8 B4 2] MongoDB 1 ik 55 #% L 11 9k
NI . XA A 1 A AR collection_name. 7F MongoDB 7,
Lo R, EHM—A RDBMS #2521,

> B E UID Al password SR N 4015 S .

T T DU PSR ok 284 f 24 38 e 0 B T2 200 BRSO T, rsyslog 18 H
FASEAR 2 T b i) lumberjack F-EX 44 7%

6.5. AR Rsyslog

£ debug B AT rsyslogd, {8 U1 A 2>

rsyslogd -dn

R a4, rsyslogd F=A G BIFFTENBIFRdERIT H o -n K7R"“no fork”.
] B SO A S AR =, Flin, o] e H B A s s S . B3
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KYLIN

rsyslogd Z Hif, {EAT24T LT BL R 454E
export RSYSLOG DEBUGLOG="path"
export RSYSLOG DEBUG="Debug"
@R e R RS B S A7 B B 4 path. XF T 7] H T RSYSLOG_DEBUG
AR IR SEREANR, 15 S rsyslogd (8) FMATAHRZF .
for 25 7F /ete/rsyslog.conf S HR ST FH 17522 15 A 4K

rsyslogd -N 1

Horb, 1 R B A TEAIRE L I 0] o IX A AT TR AR IE T, [0y H AT,
RE =D H . B2, ERBNntS8ekie T iRiE.

6.6. FRHHEZE

journal /& systemd ] —/NHAF, B TTEHR MG HE M. BRI IHATEH
B EAE AN syslog 5F93ERE, Wl rsyslogd. journal HIFHF AN T ik 51H
) H B R A E . E BB S KRG R ER, SR 2 M H Rl
AR ) B H S

ORI H journald IRFUREE, 176, FRALBE. ERIEMYEY 4 journals
() R SO, XSRS Bk H A%, F P HERE, Friifah, Arudedlimm i,
sl R A APL UARAERS R o X 2L journals #E &5 ML IR R 51, ERHE T IL
BRI A WIEIT (8] o journal 2% HA —/MME—HIFRIRAT. journald AR S5 WEE BN H
HWEARZ TR 7B . HEXH 2N, ARt FahmiE.
6.6.1. EFHHEXH

N T Uiin) journal H&, f#H journaletl T.H. LA root B &F H EFRA A
ENFEYSE

journalctl

I 2 B 2 RGP A BB RIF1ER, BFE RG AR AT R
20 H B 25 R 2R T /var/log /messages A HTE B AER,  (HA — 2 S0t
> AL MARICE AT W BRI OL S A B = A e A T
S0, RN AVE 5 A S AT F IR A
> IRV o R G I ACHBIN X .
> AR SR, OFERENHE.
> Gl REIHER bR BT
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6.6.2. i j]#= ]

BRNTEIL T, A root BURA journal FH /7, REEEFHENI=ARHET
PF. RGEH B LA INGEE FH P 3 adm 41, 42 FA0AT07 i) 58 58 H & SCF IR
PR EMENX— 9, Lhroot P HIALIT:

usermod -a -G adm username

M ZEA N2 adm 2HHH F 44 & 4K username. 1% 77 B 5 #2UK journalet] 7%
Hr%ar 5] root F P SRER S —AF . TEVERL, ViR iEH R A 208 journal JHH T
FEALENEA 2 TAE.

6.6.3. f#H Live view

A ZHARH, journaletl AR B % 1) 4% H TR, B2k H 58571
Ko BT live view, BATLURIESIN I HEHE, BOAFIN%KE BB S 34T
EPHiK. ZIF)5 journalcetl [ live view Rz, %iA:

journalctl -f

a2 IR B AN H EAT 513K journaletl T HB R EREIT, ZEArHT009H
E‘F_\Lﬂﬂmﬂ?ﬁﬂﬂ]o
6.6.4. LIEHE

AN Z AT journaletl A7 4 4 HE B RIRZ 0, IR LIS A & Fhod
TWEERBIUE S, U2 TER.

i bR R vt SUR

H 570 B H TR RS FAENR AT N BB L E e m Il g 2,
TE I LU

journalctl -p priority

FEX R, HINm ARz — (B BHiisid: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), Flemerg (0),

. BSOS R

BEMNILN error BUE mFTHE, {EH:

journalctl -p err

B [A) I 98
HEAEMNNGRET 5 2 H S H
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journalctl -b

IMREH/REEF RN RGE, -b A BEHED journaletl HIfH . FEXFER
THOLR, J TN TE) (R 8 A BE AT 5

journalctl --since=value --until=value

f§ H--since M--until 3. & IEFTRENFEENGZNHEER. &
R LAR time (1% 50 data (R4S PB4 35 80 R] 1% 3 value 253X PRE I, 4 LA
Foasbl.

Sefpl: B I SE LA B ) i

AR H AR E R BT LA &, DA/ 45 RSt o Bt AN 1]
e BRETEEREHIHE, Wk

# journalctl -p warning --since="2020-3-5 23:59:59"

TEAZ S “journalctl [ verbose it %1 8w H &% H I —H 7B, HA
AL T 8. X T systemd A AEA (1) TR S8 8B, 22 DL systemd . jounal-f
ields (7) FMil. fAHEE LR CBIBEE IS, mHRHP 1. ([Eils
FEFETSORRY, (HA] DICSRE I AR ME; BARA AR E WL, Ha 7Bl A
Srle 2 ME -

BEE RAEAE R g™ A W ME— B F1 3, TE I BL N

journalctl -F fieldname

AR B 7 B 4 B AX fieldname .
TR e EAMHESE, MM B

journalctl fieldname=value

B2 MiZ 7 BAE I EZ A fieldname fl value. 4559, & X%t
AT =i

EE:

wniEsd systemd A7 ) ToEHE 7 BU B E 2 A S ORI, BARE B it B R
BT A FR . WRAREME, A

journalctl

LMK tab . X2 Won Al AT B4 . Tab S FRAN T2 T2 7 B
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ER7DIEARE
KYLIN

BN SIS U SR AR BB T BE, SRR 1% Tab HER B B 5E X A4 T
FIRE, AT F B s mE—{E.  ah

journalctl fieldname=

1% tab B IR, G HI N journalctl —F fieldname —#%.
AT LE— N FBREEZME, Wh:

journalctl fieldname=valuel fieldname=value2 ...

Al BARE AT AL RCHIE, BI2H or —FEILAC. FFEULHECMHE 1 5L
52 Mk H SRR,
MR, AT LUFE E 2 A field-value X Rk — 5y -

journalctl fieldnamel=value fieldname2=value ...

IARIRE T AFER B4 ILES, e 525 AND 4&. BAILE
KA AT A = 2R,
I+, AT E I or A5 ILACE 7 BL:

journalctl fieldnamel=value + fieldname2=value ...

IR B EALEC—aRAF R H . AGR LT AT H .
Lhl: RELIEHRE
P N avahi-daemon BY, crond.service 818 45 H . HiZsH A Ul
D 470, WEfEMHLLN 4
journalctl UID=70 SYSTEMD_ UNIT=avahi-daemon.service SYSTEMD U

NIT=crond.service

HT_SYSTEMD_UNIT B ] LA B W ME, DLECH# 145 5 BoR, 3
UID= 70 2204k i /2 » 1X 0] LATR] L HL 3R 7R (UID=70 and (avahi or cron)).

T mr AR 2 AT i B2 20 A g as, LA live-view 5 HR R EF U € 4110 H &
TH B

journalctl -f fieldname=value ...

6.6.5. fERERFELTFME

BAIEHL T, journal R AE P A7 H 8/run/log/journal/ H 35 T FI/NATE G ph X H
fEfi HE S . journaletl Brn i sk HEB L8 1. % HFH 2Kk,
HEHIRASKALGRAT . EEANBLE T, syslog SeHUH EZid 3%, IR EAFEAE/v
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ar/log/ H3X T o HRFEMEHBZLTKIE, HESUFAA# A /var/log/journal, IX Sk
HEW RSN MIIRAFAE. X —2H P, journal BEAUE rsyslog.

fERERFEL AR A T I A AL

> K IN A AT FH SR A ke Ir) R BE R IR sl % .

> N TRRESLZI R R, B R S AT DORECE 3 E ] H AR .

> MRS AEGE A E N H E R EEdE, A HE SO

FREL VA7 i oA S e ik T

> FREEEAE G TR i R B BOR TR IN BN AR, ANERIE AT DU 3545 1€ 1
inglaIficcyi a8

> i B 2 A (R A H

journal i FFFEEAFA, 3% T B 617 F8h 8% journal H %, PA root
EDak TP

mkdir -p /var/log/journal

H 5 journald KA & B A 2.

systemctl restart systemd-journald

6.7. ERREAMEEAX

YERN—F B Bk an AT SRR 7, R TRT LS /= IR 55 28 43 R 48 V10
et 7 — AT Ug I i EE P AR E B H BT S
6.7.1. EEHZEXMF

K2 B H E A LAl AN A o 18 AT DUHAT AT SCAR G 4 25 W vi 5 B
macs KAE T FLeHE XTI RS F v P &5 28, 72 root AL
PRk 58] 52 K 22 i H A5 00 A

PLAZ H ) SEmt ) 5 NE R KRG H ESCHFRIN AT . nTLM#EH SystemLog.

EE:

N T AT DA SystemLog, B ACHITRIE N RS %3 T gnome-system-log .o
A root F P HATUN T

~]# yum install gnome-system-log

B2 K THH yum ZEARGEE, HEE 2.2.4 ZEHMH,
TEAR 23558 gnome-system-log €12 &, it & N IR -> 24 1 H->Syst
emLog BUH AW N4
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~]$ gnome-system-log

NFEFF R 2 SRR H ST, IR B IFATE 6-5 SystemLog i

N BTAE .

e

cron % |q = o x
boot.log Mar nodel CROND[14305]: (root) CMD (/usr/lib64/sa/sal 1 1)
Mar nodel CROND[14637]: (root) (MO (/usr/lib64/sa/sal 1 1
btmp Mar nodel anacron[10336]: Job "cron.weekly' started
_ar nodel anacron[18336]: Job “cron.weekly' terminated
lar nodel anacron[10336]: Normal exit (2 jobs run)
dmesg Mar nodel CROND[14782]: (root) CMD (run-parts /etc/cron.hourly)
firewalld Mar nodel run-parts(/etc/cron.hourly)[14762]: starting Banacron
Mar nodel run-parts(/etc/cron.hourly){14713]: finished @anacron
grubby_prune_debug  Mar nodel run-parts(/etc/cron.hourly)(14762]: starting mcelog.cron
» maillog Mar nodel run-parts(/etc/cron.hourly)[14719]: finished mcelog.cron
Mar nodel CROND[14829]: (root) CMD (/usr/lib64/sa/sal 1 1)
» messages Mar nodel CROND[14964]: (root) CMD (/usr/lib64/sa/sal 1 1
I Mar nodel CROND[15898]: {(root) CMD (/usr/libB4/safsal 1 1
Mar nodel CROND[15228]: {root) CMD (/usr/lib64/sa/sal 1 1)
spooler Mar nodel CROND[15523]: (root) CMD (/usr/lib64/sa/sal 1 1)
talivt Mar nodel CROND[15656]: (root) CMD (/usr/libe4/sa/sal 1 1)
ylog Mar nodel CROND[15681]: (root) CMD (run-parts /etc/cron.hourly)

vmware-network.Llog Mar
Ma

vmware-network.2.log  yo -

wvmware-network.3.log Mar

vmware-networklog  yar

vmware-vgauthsve.log.0 Mar

: o Mar

vmware-vmsvc.log Mar
! licant.l Mar
wpasupplicantlog,
Xorg.0.log Mar
Mar

Xorg.9.l
rg-=-log Mar
» yum.log Mar
Mar
Mar

NNOOO OO0 OO DR

nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel
nodel

:@84:30 nodel

run-parts(/etc/cron.hourly) [15681): starting Banacron
run-parts(/etc/cron.hourly) [15691]: finished @anacron
run-parts(/etc/cron.hourly) [15681]: starting mcelog.cron
run-parts(/etc/cron.hourly)[15693]: finished mcelog.cron

CROND[15818]: (root) CMD (/usr/lib64/sa/sal 1 1)
CROND[15966]: (root) CMD (/usr/lib64/sa/sal 1 1)
CROND[16223]: {(root) CMD (/usr/lib64/sa/sal 1 1)
CROND[16420]: (root) CMD (/usr/lib64/sa/sal 1 1)
CROND[16637]: (root) CMD (/usr/lib64/sa/sal 1 1)
CROND[16776]: (root) CMD (/usr/lib64/sa/sal 1 1)

CROND[16799]: (root) CMD (run-parts /etc/cron.hourly)
run-parts(/etc/cron.hourly) [16799]: starting Banacron
run-parts(/etc/cron.hourly)[16812]: finished Banacron
run-parts(/etc/cron.hourly) [16799]: starting mcelog.cron
run-parts(/etc/cron.hourly) [16818]: finished mcelog.cron
crond[6648]: (CRON) INFO (RANDOM DELAY will be scaled with facto
crond[6648]: (CRON) INFO (running with inotify suppart

B 6-5 SystemLog

SystemLog N FI e /3 Fo VR AR AT AL 10 H B S0 o sk 3 IR AT 5 (10
AR ER IR, SN (EEID >3O ->8 B IR R g 8 T 75

{DpURYE

3 x

|

AN

WERR

FRHIC)

B 6-6 RGtH SIS

%
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fy
A SRS 5 0T 05 B R R V10 R I AT

HIFHEEE - o x

T Filter_CROND
= IJ!'I |JHJ,£LQ"R1 CROND

e
L hirst: | |

(A 745t

P ==
®) el

S
J 1wy
ek

HEiHG R FH (A

B 6-7 HInFTHIE e

IS hnekgmiEad uEds, AT LUE EWMZE, ZSHEERIE 6-7 i
AP RN,

E LIRSS, NS S A .

> Ak — s O IEER I 44 T

> IEMERREL -Fa e N H 2 H BRI IE N FRIA R, Har UL ST A
HAF AR AT RE 45 HR

> R

S-Sk, RIS R PR ER B R, ATRLE
BLR M SR EOCA A 5t
fagl - ik, KIS R NG IR E B H SR

MIEE T B ERY, B AT LATE Filters S HIER, ©o2HEHRE
FEILPESR T L RF S, R o BB 4 1T IR AR & H & SUF R — ek
DIVCECHITE S o

=

2

® T O

ﬁ
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cron Lupdated today 04:23.55 PM Q ¥

boot Ld ict 1:02 localhost run-parts(/etc/cron.daily) |
189 et :02 localhost run-parts(/etc/cron.daily) |

et 4 localhost run-parts(/etc/cron.daily) |

et localhost run-parts(/etc/cron.daily) |

dmesg ct i localhost run-parts(/etc/cron.daily) [
et & localhost run-parts(/etc/cron.daily) |

¥ firewalld ct 17 localhost run-parts(/etc/cron.daily)[
et localhost anacron[4239]: Job “cron.d:

grubby Det :01 localhost CROND[5010]: (root) cMD (/L
b seisitlo Oct 11 localhost CROND[5182]: (root) CMD (/L
9 oct localhost CROND[5247]: (root) cMD (ri

» messages ot localhost run-parts(/etc/cron.hourly)
et localhost run-parts(/etc/cron.hourly)

pm-powersave.log ct localhost run-parts(/etc/cron.hourly)
ict localhost run-parts(/etc/cron.hourly)

b secure ct 2 localhost anacron[4239]: Job “cron.we
: ct 6 2 localhost anacron[4239]: Job “cron.we

¥ spice-vdagentlog 5.t 5 o1 localhost CROND[5417]: (root) cMD (/L
siisnlat S - :01 localhost CROND[5570]: (root) CMD (/L
p et 2 localhost anacron[4239]: Job “cron.mc
tallylog ot 02 localhost anacron[4239]: Job “cron.me
sk 02 localhost anacron[4239]: MNormal exit

Xorg.0.log + lncalhnst crondl58RR1- (CRONY TNFEN (F

B 6-8 SystemLog — & FHitygss

4 i B O R TP, FAT DUMRAG 5 e e 24 i IE7E 25
B
6.7.2. WhNHFEHF

BRI H SRR E TR, P >, XL B RT
TF IR, {23 5 10 T DL B A A 1 H M F 5. 1 6-9 Syst
em Log — ¥ H &SR 14T HE % 1

Huiy TTFEE Q

e B {TA = pi i [RS8
© BuEHH
= NLAS_V10_System_Administration.pdf fusr/share/doc/NeoKylin_Manual-Adv 9.0MB =

ar LH®

L
o MEiey
O Sc#s
& F#
& T
[ boot a
[ efi

B it

»

»

+ HihfrE

A 6-9 System Log — %N HE

fidt Open ¥4 RIT I SO, XSS ENR BB IE B E HIF)FR, X BT
DL B B M Z
VEE: System Log tHRVFEFTILL.gz #& L4600 H E 3
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6.7.3. M¥EHZEMH

System Log PAZEERIATE AL N I IrA FTIFH H & WER —ANBAT 87 in 21
Z IR H B, HEAFRCUH A BRE B ESIR T i B S SC gk ek
TN, HTAT UK BoR7E HESCH I RHES . K] 6-10 System Log - #i HEZ
fRULEH T —ANBT HZHRAE cron H & SCHFH AIE messages H G XHFH . s mess
ages H & F, H G LUFHAT A EIR o

p messages 5 Q _ & =
boot.log Mar 15:408:49 nodel systemd: Started Session 11 of user root. :
Mar 15:408:49 nodel systemd-logind: New session 11 of user root.
btmp Mar 15:40:49 nodel dbus[6043]: [system] Activating service name='org. freedesktop pr‘n
» cron Mar 15:468:49 nodel dbus[6043]: [system] Successfully activated service 'org.freedesl
Mar 15:42:16 nodel journal: g simple action set enabled: assertion 'G IS SIMPLE ACT.
dmesg Mar 15:48:28 nodel dhclient[8488]: DHCPREQUEST on ens33 to 192.168.186.254 port 67
firewalld Mar 15:48:28 nodel dhclient[8488]: DHCPACK from 192.168.186.254 (xid=0x4f75dd22)
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5257] dhcp4 (ens33):
grubby_prune_debug  Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
» maillog Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
[T = 6 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcpd (ens33):
¥ secure Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583488908.5259] dhcp4 (ens33):
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480988.5259] dhcp4 (ens33): s
spooler Mar 15:48:28 nodel dbus[6843]: [system] Activating via systemd: service name='org.T
tallylog Mar 15:48:28 nodel systemd: Starting Network Manager Script Dispatcher Service...

vmware-network.Llog Mar 15:48:28 nodel dbus([6043]: [system] Successfully activated service 'org.freedes
15:48:28 nodel systemd: Started Network Manager Script Dispatcher Service.
15:48:28 nodel nm-dispatcher: req:1 'dhcp4-change' [ens33]: new request (4 scri
15:48:28 nodel nm-dispatcher: req:1 'dhcp4-change' [ens33]: start running order
15:58:01 nodel systemd: Started Session 12 of user root.

15:58:33 nodel systemd: Reloading.

15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown lvalu
15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown lvalu

Mar
vmware-network.2.0g  par

vmware-network.3.log  Mar
Mar
vmware-network.log  par

vmware-vgauthsvc.log.0 Mar
Mar

vmware-vmsvc.log Mar 15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalu
wpa_supplicant.log Mar 15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu
Mar 15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalu

Xorg.0.log Mar 15:52:49 nodel systemd: Reloading.
Xorg.9.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown Llvalu
Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown Llvalu
b yum.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalu

Mar
Mar

15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
Mar 6 15:48:28 nodel dhclient[8488]: bound to 192.168.186.130 -- renewal in 734 secom
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalu

B 6-10 System Log - 31 HEEH

6.8. HAIIMRGIES

f£55, WEFRATAE, FTLUENEE, £ MaerHIH, £ 8 E R
[N, B A REHF AT 0.8 I, HENMET.

B LR = I S AR B E R A TUEILE T IaT — R E E I RFEES, UIREF
RGN H . B, locate iy 2 {F F 1Y slocate £ FERF R = 8T . RGEHL R
A DM E SRS R AT R & 0 . IR RSt 1817 B € UHAESE

HRTAT RO v IR S5 A R RGPt T LU BB ESS LA cron. anacron. at
1 batch.

B—Fh THRHARN T REAR RS R % 111, Cron 1 Anacron
RS KAERMES, At Batch W EE— RS (&2 6.8.1Cron f1 A
nacron £l 6.8.8At 1 Batch).

SRR TR = R 55w A R4 V10 SCRHE A systemd.timer 7£— M5 i€ I
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(B HAT —MMES . S W systemd.timer(5)H P F M 0T T T 215 2.
6.8.1. Cron 1 Anacron

Cron 1 Anacron #RJ2& R % 1 B 5 52 AT 5575 — AN o B s T) s PhAT (1) < 47
BERE, IFIA) SR HERA TR . AR SRR Ay — AT RIEER . FARE
X o

Cron LSS AT AR 3 BhERIE AT . HAE, XA T REE RG2S RFEI81T 1,
WERAEAE 554 I (B RS R A BT, WHESASHHAT .

H—I7M, WR RGAEAT S AN R4 % 1847, Anacron 2 icfFIX 4>
O 2T . —BRGIRETT, XMESEHES EIAT. 81, Anacr
on Xf T —AMES— R A fEiziT —k.

6.8.2. %% Cron 1 Anacron

P42 4% Cron Al Anacron, &7 %42%& Cron ¥ cronie B2 Anacron [1] cronie-

anacron I, (cronie-anacron #& cronie H— T ).

BB RSE LT OR 2R VMK, FTRHITEL R 2
rpm -g cronie cronie-anacron

MR CLLHE T, FiRarA ¥R A cronie fLA1 cronie-anacron 4 [ 5¢ 2 & B,
75 DU 388 0 48 AR N R B AN AT H
B IR LA, DL root F P EIE R TH AU AE CRAE ) yum Ay

yum install package
#iltn, FE[EEF2%E Cron 1 Anacron, B PATEATATIERTFT FHIALL N4
~]# yum install cronie cronie-anacron

BT R QAT CE AR BB R IR S5 AR RGP 2B A, S0 224 %
B
6.8.3. 3&1T Crond i%

cron I anacron {55 #B & H crond 55 KA M N AT U E 3 5
1EANEJE crond k%, PAKUAECE R ANLE B30, 2T 24 e AR i
W% v R 5 24 E R G V10 Hran e BRI S5 i@ %, WS 0 3.1 i syste
md B H ARG -
6.8.3.1. JE%)) Cron %%

B IR S R EIEEELT, EHEAU T4

systemctl status crond.service
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LAE AT 2 AT crond ilkS%, 15 LA root F P TE A AT IRARAF FHIALLT

2

systemctl start crond.service
LB MRS IHLE ES, 75U root FH P AT LA N i
systemctl enable crond.service

6.8.3.2. 121k Cron IR%%
B 4R 2 1E 5 1E crond RS, 15 UL root F P EE AT S ATIROR S I LA R

A
v

systemctl stop crond.service
LARERSTTHLE EBh, 5L root FH P AT LA R w4
systemctl disable crond.service

6.8.3.3. HEJ5 Cron IR%
B E J crond RS, i LA root H FE AT SATHERIT FHIALL R

systemctl restart crond.service

Ztin 245 1R MR 55 e R AR BRI B R R Bl 55 -

6.8.4. EEE_ Anacron 1%
W AT 45 1) 32 B IC B S M4 A& Jetc/anacrontab XU, & R RSB root P EEAT

Vil o ZCHFRE BT WA

SHELL=/bin/sh

PATH=/sbin:/bin:/ust/sbin:/ust/bin

MAILTO=root

# the maximal random delay added to the base delay of the jobs

RANDOM DELAY=45

# the jobs will be started during the following hours only

START HOURS RANGE=3-22

#period in days delay in minutes job-identifier = command

1 5 cron.daily nice run-parts /etc/cron.
daily

7 25 cron.weekly nice run-parts /etc/cron.
weekly
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@monthly 45 cron.monthly nice run-parts /etc/cro

n.monthly

A =AT € X HKECE anacron {15518 17 P55 FIAH AL &

® SHELL——HIRIZ1T4E55 1 shell #1858 (749 /& Bash shell)

® PAT TP

® MAILTO——iid AL 7~ S AF 42U anacron 1550 H () 1 44 F

WHEA E L MAILTO & & (MAILTO=), A2 K%Ml .

FER R IANAZ B F RAZ 2 O ST S5 B VR BE I [A] «

® RANDOM_DELAY——¥2s N2 Y &ME %548 € 11 delay in minutes 22
LB PN

BEOL T, /N E R ER R BN 6 8.

f4n, 4 RANDOM_DELAY # % &N 12, IB-AIXAMFE5E 1) anacrontab HH
48— MES5H] delay in minutes [HACKEA N L 6 £ 12 778 . RANDOM_DELA

Y BB FT L E Y 6 LT, B35 0. B E N 0 HIx, U”JT/\i"‘bﬂﬁJﬁmibo

BEATLAE IR AR I AR Y, B, B2 GHZE—ADMERRN TR 28R
H T B R B R I

® START HOURS_RANGE——i1 RIS W] LUIs AT I 6] B, BL/INIRF g B

AN

7o

Ji—45id TIRAN TR BE, B0, B AR, W R RS A
AT
/etc/anacrontab SCAF IR RATAT T RIMES, I HEM LT R

period in days delay in minutes job-identifier command

P RO BT S AT AR

ZJE A P AR 8 SO — M EE — A% (@daily. @weekly B3 @mon
thly), @daily F#%L 1 RoR P2 F—ME, @weekly MEE 7 —F, Tfi@mont
hly WFERAES—H Rigtr—k, AMERPMARREBGEZ D,
FEPATAESS T, anacron 55435 1) 4 B0 4K
ZJE AR T A 2 SO — AN, SRR E N 0, WIRIREE LR .
F T H ST h SRR — AN AT 55 A E— 44 7
AT I A 2

X HL ) A RE AT LA — A28 Is /proc >> /tmp/proc [ fi 4, AT L —
PAT B € SUHA R 54 o

® period in days

® delay in minutes

® job-identifier

® command
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PLHS () Tk FTEATE LR, AR,
6.8.4.1. Anacron fF557~4
PLR A& —Ma] B /ete/anacrontab SO 7R -

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM_ DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days delay in minutes job-identifier = command

1 20 dailyjob nice run-parts /etc/cron.d
aily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab U E L FTE 4TS5, #ABENLEIER 6 F 30 474,
F HKGTE 16:00 F 20:00 2 [A]#IE1T
B —ME AT B AERER 16:26 F 16:50 (B # i’k (RANDOM_DELAY
FETE 6 3| 30 7380 2 [H]; delay in minutes J&TEE N 20 7340 . ZAT5S AT e € 1
2444 H run-parts A Crun-parts A2 —N H AR N ATSE, I b
PAT H ZEHHE—ANERF) 4T /etc/cron.daily/ H & FHIFTEFEF . 20 run-part
s FH P M iTH T g 58 22 9% run-parts A TIE B
B AMES B IAT — IR ete/ H 3% T weeklyjob.bash JHIA
BEAMES BT S, a2 /proc NN S 2l/tmp/proc S,
MNH—I (s /proc >> /tmp/proc).
6.8.5. FCE Cron {£%
Cron 1T 55 T B 3 {72 /etc/crontab U, B R AEil I root F 7 HEAT V5 il .
ZXXAMEE LT N
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/ust/bin
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MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:

L minute (0 - 59)

i B hour (0 - 23)

# | - day of month (1 - 31)

#1] | - month (1 - 12) OR jan,feb,mar,apr ...

#1 | | | .- day of week (0 - 6) (Sunday=0 or 7) OR sun,m

on,tue,wed,thu,fri,sat
2 I I R

# * * * ok ok yger-name command to be executed

A =47 % 1N anacrontab SCfF—FEIAZ B 3E L SHELL. PATH Al MAIL
TO. Z [EEZHRZIINEERER, 1HS M 6.8.4 BLE Anacron {£55.

AL, ZSCAFIE T BLE L HOME 8 & . HOME e L — N H, ZH%
FEAT S5 I0AT i BUA A I B B A 9 5 H %

fete/crontab U HIFIRATARE I RIMESS, FHEM LT %K

minute  hour day month day of week username

command

LR % i€ S 1A 551 20a AT I [A] -

® minute MO Bl 59 HAF = BEEL
® hour MO B 23 HAF = BEEL
® day M1 R 31 FHEEEEE CnRFe e 7 Aoy, WX HE P H L 20

HIXT T2 H A R H D
M1 12 AR R (BE A R4 AR, B4 jan B £

® month
eb)

® day of week——AM 0 2 7 FERHEE, 0807 AREWH (SE S
JB RO TR AHR, B0 sun BL# mon)

PUR - TiE TR S e Rtk
TREPATAES I

® command——K EHATHIM S .

® username
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X By BT LU — AN Is /proc >> /tmp/proc (A4, AL —A
PAT B € XA 2

XU RS BUBHE, BS O ATRHRERIE A SME. B,
AR month FMEE UNES, WNZAE S AE HA SR AR 20 R A H #HAT

BU M ETS (O RET ADBEGEE . B, 1-4 ZoR8BH1. 2. 3,

HiZ5 () REIMESIERTEE T — MR B, 3,4,6,8 Hiffiscdsi] 17X
YA HE%

AT (D FTLLHRABE S KAE . 187E T B KA I 428 K P e 54
KIEK . BT, minute TFIEE A 0-59/2, NIRIREERG—208h. SRR
MES—&EH. Fln, W month WIFMEYE X N*/3, NEFKEE = HH
17— G HD.

DS () TR AT ER R, A tab .

4 root A /A LA#E A crontab T HKECE cron £55. H /7 7€ LY crontabs 4
{RAFALE/var/spool/cron/ H %, I H LA EATTHIH P K447

FLLL—AMEFE F PR B crontab, 16 LLZHH P T3, JFHEIA ML cro
ntab -e K VISUAL 5 EDITOR 4548 & 5 %€ I 4 545 4 F /™ 1) crontab
AT G04E . 12O Al /ete/crontab 5E 4 AH A A% . 2 H %) crontab HIE L
B ERAFES, crontab %M P % kR ERAE, FF5 N/var/spool/cron/username A H
LA 2 FH 7 ) crontab ST, A crontab -1 i

Jetc/cron.d/ H 3% 8L & 1) XA A /ete/crontab SCAF A FHIE 5. HA root
F P e VA 1% B 5 GRS ol E

@ cron SFHHERE S4B 7 /eto/anacrontab SO Jetc/crontab ST Jete/
cron.d/ H 5 Ml/var/spool/cron/ H 3k 17484k, FEAERCINZI P O E B A7 H .
I, 23— anacrontab E{ crontab UAFHAB U, JFATEEH S PR
6.8.6. IZHIXT Cron K1V H

BRI Cron W5 1], & AT LA# A /etc/cron.allow Fil/etc/cron.deny SCAF. iX
SE 7 a5 i SO AR R A& 20, B — A7 — P P 4. 18T, A SURARAS
SV %

WRAFAE cronallow S, RAG LA A H I 2 A G fEH cron, JFH
cron.deny UGB 20K

W cron.allow SCAFAAFAE, W cron.deny SCAFH 41 1 FH Pl 25 B AS €
ron.

WS A SO B T, AU E S Cron sFH#EFE (crond). &RHRAF
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R EAIMEBR — A cron AE55I],  # i A U7 Al 42 61 S0

ANE U R HISC R P A4, root P HIGR 24 BEBE 4 H cron.

fa i a] L 46 N =CEREER (Pluggable Authentication Modules, PAM)
AR HIT ] o FH N 3 B ARAELE Jete/security/access.conf LA . I, #ES04Frh
MW R —172 )5, K RA root P BERL I crontabs:

-:ALL EXCEPT root :cron

PEEE BTSS0S AR IE A H B S, 80, 48 crontab -e a4
W, R B BRI . T EZEE, 2% access.conf.5 H P T ILIH
6.8.7. Cron {E%HIEAZE

FE55 10 38 B 44 B R E SUAESS IR 0 AN TR E AT o A 7E— A Cron H 3%
B (#lan, /Jetc/cron.daily/) ¥ H] run-parts BIARIXIRAH: WERHPHEXAH
K NHIREFIN T A4, run-parts A A SHATIX LR,

BRI EL R, T5/E run-parts JIANS EHATIN H F A1 — jobs.den
y CAF. B, 0 JAE T B M ete/cron.daily/ H & ZBE — AMEE FE R, S G
fetc/cron.daily/jobs.deny 3L . FEIXAN SR, F85E 75 BEAE AT I % 20 AR P
WarE CRAAMTE—AHFENRUEFREE ISR Wk —TE ST —4
4, %4 Mlete/cron.daily/ H R HATFEF, 140 run-parts /ect/cron.daily, NI j
obs.deny A1 E SRR FF A HHIIAT -

BN — 1A%, 502 jobs.allow X,

jobs.deny F1 jobs.allow 11 FHLI T 6.8.6 42 i1 %] Cron 7 18] F 538 Y cron.
deny F cron.allow M8 F RN —4F .
6.8.8. At f1 Batch

Cron #¢ R IAFEE S AT, At T HAYEHRAE —AN85E I [ E — )t
f£5%, Batch T H A FH KR EHAE RGP AT 0.8 IHHAT I — IR IHEAE S
6.8.8.1. %% At fll Batch

BERMNARA LRECELHE T atf, HPATU T4

rpm -q at

WROE 7T, LSRRI at BREEATR, & U@ S AT
.

B P AL, LA root FH P 4% T T 1A% 2ORMEH yum i 4

yum install package
fian, ZEEIN 3 At A Batch, A PAFEAr SATHERAF FHRIALL T a4
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~]# yum install at

6.8.8.2. 11T At 55
At Al Batch A5 #52 H atd B 55 RAZMN 1 o AT U AT R 30 45 AT
JA atd Ai55, VAL UNTEC EiEHIFHLE H 3.
JE Bl At R 55
T E S5 15 IEAEISAT, WL T a4
systemctl status atd.service

AL LT 2 IS AT atd 55, 15 LA root FH P FE A AT FARAT R LA A

4
systemctl start atd.service
BRCE MRS ITHLAES), 16 LA root FH P HUATEL R in 4
systemctl enable atd.service
© BN atd JRE AL RG R E ATFHLE 5 3.
{1k At iR %
THE T2 E IE atd IR%5, 15 LA root F P AE AT AT IR AF N BL T A

systemctl stop atd.service
FEREIRSITHLE RS, 15 LA root T $1AT LA N i

systemctl disable atd.service

S At RS
BLHE S atd k55, G LA root FH P EMT AT HEARST FHIALL R4

systemctl restart atd.service

iy A5 1B R SS Ja R AR PR b B B IR %S -

6.8.8.3. ALE At{L%
A At THEWRE — RS e N AT, WIE LT D IR ERAE:
1. EmA T A4 at TIME, X B[ TIME F£oR 2 HUAT 1 18 .
TIME Z3n] DU A L AR R — Pk 2UE X
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HH:MM: $55E VIR /NS A28, 40, 04:00 £ B4 mio
midnight: $& & ATH 12 £i.
noon: FEENHF 12 K.
teatime: FEEN T 4 M.
MONTHDAYYEAR #%3: #1401, January 15 2020 37~ 2020 £ 1 H 15
Ho S0 a2 Tig i

® MMDDYY. MM/DD/YY ## MM.DD.YY #%X: 1, 011520 &R 20
2041 H 15 H.

® now + TIME: XH[ TIME H—/M 4 minutes. hours. days Bi# w
eeks JUNRIUME R E Lo BlU0, now + 5 days Ronan 27 NILLE RS 1K 5 1
[F] — I TR 4 AT

WAZUE Sed e I TH), S AT DAFR e mlak ) H . 27 R 5 22 00 TN Al U
{552, 152 % /usr/share/doc/at-<version>/timespec LA 44

WERARE BN A S 2end 1, UAE 5544 AE B R I [E]— IR [R) R 40T

2. RN at>p SATIRORTT R, B AES L

A, TINES N ZPATI S, JFZ TR 8. Arkih, 7] DLE B PR,

R .

B. fEMAITHRTE RN —A shell BIAS, FREIARIS—1T 2 5% A4
i,
R85 K48 FH P 1) SHELL PRI & ik B 1Y shell. F P ()% 5% shell, Bi#
/bin/sh (TLIRSEHREBNE—N).
3. —HENGEWR, EAE DTN Cul+D HEH, 1B H ST HRRA
W SIX — 25 i A B A R AR bR R RS S, W K 2 DA
R ) T R % 25 F P
BEESLGPATIESHIE, B atq 2. 53 W 6.8.8.5 BHELEFHHAT
AES TR 25
AT LR ) at ir S HIEH . ETMEZ(EE, ES N 6.8.8.7 #HHlX At
F1 Batch F17 1]
6.8.8.4. fic & Batch 1155
Batch f2/7 75 & 40 V45 S 8 B 2] 0.8 DA IIBHEPAT O 8 X —IRPEAT 5 -
BL5E X Batch 1155, 1654% UL T DR THAE:
1. fEA 24T N batch #74>
2AE RN at i SATIRARTT T, 8 TS
A HINESPOAZPATI AT A, R P E . arki, R RLE S I
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B, Rt A
B. fEMATIRART NN shell BIA, IEBRANESE 72 /G1% R
o] ZE A
RS 4448 FH FH 1) SHELL M358 S i B 1) shell. FH 7 [R5 shell, 8%
F/bin/sh (L ZEHEIE—4).
3.~ HENGR, N7 E T Cul+D HEH, B ITIRAT.
R — F 1 i 2 5 A B AR AR e tH b R B T R DA T
R R T O E 25 F P o
WA FHSAFPATIMESFIE, HEH atq L. 1520 6.8.8.5 BHELERHAT
ES TR 2B
et aT LR 1) batch dx & H . 2T REZEE, 1HS 6.8.8.7 =% A
t A1 Batch H5 ] .
6.8.8.5. BHEERPATIIES
BEEFRPATH At M1 Batch £55, A RAHAT atq A7 4. atq a4 s —
NERFPAT LS PR, AT S BRI R N — 1T AT IR TS S 5
HIH. ARS KRB k. AP RAREEMAITE ST . W3R root H 34
17 atq 74, W& BRATA P RTEES .
6.8.8.6. AN )i 24T 11
at Fl batch iy 2 ARG Mig AT LT R P

FH 6-7 at F batch iy 17 &I

IR ik
M A SO A 4 B shell JIAS, T AN 2

-f

FEA AT IR AT N H A i BUEA
-m 255 SE A [ RGE LT A
v SRR S5 BT (KU 1]

6.8.8.7. #&iil%} At Al Batch #1917

& 0] LA F Jetc/at.allow Fll/etc/at.deny ST A FRHI X at F1 batch #y2 V5 7]
X ey e 45 ) SR AR E A% X, BB —AT AN P 4. A, A SUIRER
AN FRVFAS 245

WERAFAE atallow X, WA FIH K P4 fefH at 20 batch,
It H. at.deny TR 4 200

Wk atallow SHFANFLE, N at.deny SRR 1 W I FH 4 4 247 1 As Y at B
# batch.

% 269 W/ £ 3017



£
1 RIS G O 2R 36 V10 AR I 5

U R P SO B T, AL E S at SRR Catd). B SR B
1T at BY batch fy &, #P2EELT A4 ) SO .

AN a5 SO N AR H 4, root I P EBUE 4 BEIS AT at F1 batch i
&
6.9. HIEFHERMRE TR (ABRT)

6.9.1. ABRT f&j41

AR A TR, @ W58 ABRT, 2&— ik HT# B A -~ &
AR N RS A R I AR o e i T2 2 E RS fT A o I A A R AR R T SR Y

ABRT £ abrtd sF4P i FEMVE 2 FT-ARBE . J0 A AT o s 0 28] 1) 1) 2 1) SR 4
MRS AN T AR PP BERE R 2 B0 [ AR BR AR Jo 21817, kil 2] — A
T2 PP 7 15 B A AZ SRR N A TS BRAEE R o SRS ST AP BERE I AR A ¢ 1Y) Ir) R KicH s, 4
o3 RA D RN EF RTS8, UL E .

ABRT HAJSZF4f C. C++. Java. Python 1 Ruby Ftém 5 i 8 FH A2 3 B 1t 1O
K, PAKR) X.Org fiist . PIAZ A AT A R ™ SRR R IR I o B2 1 A B8 2 A7 SR P
SCHRF R R BO(E 2, BLAS AR 2 8B i 7 20, 162 I 6.9.4
G I A i

Ab PR CAFAE Y ) e (5 60 T i ) U s AR ) ABRT 4UF 2 — 144
N libreport (AL IR H (1) &B 7)o libreport FEGEfIt AN Afr AHi 2 il UKD 3E
B, EAMNHE ABRT {5/, tHREIFEGE N R S %81, ABRT # librep
ort ERIFANCE O A RHEMBESE K 1, Bk, AR N — A8k
AT TR
6.9.2. %% ABRT #2351k %

NTHF ABRT, 1EHRIER ARG H DA %3 T abrt-desktop L5 abrt-cli
£, abrt-desktop Z2E 4 ABRT #& 4t 7 —ANEIJEALIIH 51, abrt-cli AL F
—MEMATIEN ABRT )L H . &0 LLFEIN 2236/~ . ABRT EJEH] - St
A AT T H BE ] AR AR, I HB AR R =

AN Ve, 223 ABRT #8406 2278 5 /proc/sys/kernel/core_pattern SCAHF, 1%
AR T T a4 AR A SO IR . 230 N R 458 S O

/ustr/libexec/abrt-hook-ccpp %s %c %p %u %g %t e %P %l

Z 0 2.2.4 LA TR IATAEAE FH Yum 0058 BEAS 22 A

6.9.2.1. %% ABRT BT /1 it

ABRT EJEH P A et 7 — ANE S m A S+ 2 T8 A e L H . &8P
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YEN root FH 7 SRAAT BATR i 4 22 2 i 7 ) L
~J# yum install abrt-desktop

LA J5, ABRT MR PN & 9 S BRI R R =<1l R 3h e H 3R 3.
R AT DL A 28 S P PRAT DL i 2 R EHIE ABRT /IMEFF 2 75 IEAEIZAT
~]$ ps -el | grep abrt-applet
0 S 1000 23029 22660 0 80 O - 112932 poll s ? 00:
00:00 abrt-applet

WHR/NEFEFIZEIT, 0] LEIE 21T abrt-applet F2 /7 >R A8 AT 1 SR 11 2
W TR E:
~]$ abrt-applet &
[1] 2261
6.9.2.2. %% ABRT #4417 T A
AT AT SN T3 B S LA I I 28 1E 2 1 s B R Bl AR A
H, RIRAE B AT LMEN root F 7 SKRIAT DL T Ay & 2236 B 75 ZE IR A -
~]# yum install abrt-cli

6.9.2.3. %% ABRT /8 T.H
B ABRT A 21 1 9T 1ot 1 FL BRI g0, 18 75 2222 3¢ libreport-plu
gin-mailx B, ] LUER root H P RHAT LT A & e 35 Fir g EE 0

>

~J# yum install libreport-plugin-mailx

BRNTEOLT, EREARMNLES 45 root P KEE . BT IR B fthar
PLTE /etc/libreport/plugins/mailx.conf SCA4FHH HEATHC & -

BUE G S F BoR R s 6, 1 %23 | abrt-console-notification
AL,

ABRT e il 73 #r IF 4 & 2 PR B i . BRNIS LT, ABRT
GRS OB IR A, B C A CH N FRR P 0 it . 0 H B iR S A
() SRR IS A AT R IR . BN, EZAESCREX Java B S KN H R 7
S AN, 1 BA root P HAT L R i 4

~J# yum install abrt-java-connector

Z L 6.9.4 FEIE AR ] BISREL ABRT Fir SCRF IO U AN R4 300 H 2138 . %15t
ARG T —N B FH 22 Pl e S 2R P A 0 e 75 S5 22 26 (R0 . R B I B3R
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6.9.2.4. J25h ABRT k%%
abrtd SE IR EC B AITHLE B 5h. A LU DL fr 2 SR BE B 24 B 11
RS

~]$ systemctl is-active abrtd.service

active

AR systemetl a5 23 [F] T inactive B(F unknown, W /R~F R @R A 11T .
TEAT LIAE A root HI AT BAF i & RAE B AT 5 R B E

~# systemctl start abrtd.service

FACIHR, A8 T L 3k AH 5] 1) 5 R RAG: 7 A B A4 o 5 2R R 1 AR 45 B A TR A
FEshiell. B, wREAE ABRT WA C o CHAii, 15HILR abrt-
cepp M55 IEAEIZAT . S . 6.9.4 Kl AR/, SRECPTA v ¥ ABRT farilll ik
55 S EATE B N ) 2 e AL ) 1R

% 1 abrt-vmcore il abrt-pstoreoops JIit 55 & 7E P A% 7™ B i [ B3 P 1% 3 S B
A AR Ak, BT LT ABRT IS #ETEEA 15 B 2308 e 250, Bl
Wik BEOAFEHLESN, FHALEPEBhE . #iin 3.1 T systemd B3 R GRS Fritid
FIAREE, & aT LIAE A systemctl T E. 2% A 85 LT ABRT AR5
6.9.2.5. X ABRT ji i3k ]

ZER ABRT 2 75 e IEF L TAF, AT LUEA] kill A& K 1% —> SEGV 155K
b —ANERE. BN, %IRRT B —A sleep #EAE, FFAEH kill A2 1k
ZHE R

~]$ sleep 100 &
[1] 2823
~1$ kill -s SEGV 2823

ABRT 7E#UT kill 542 J5, ARPRARI 2] 7 SR A, (B IEfEis T A
TWasil, HP 2k BT F P F 8 N R e a8 o A 21 () 1) R A o AT MR
H, REAT DU A abrt-cli list #4222 S kil 2] 7 3 it iR A, Bl il ke A
£ /var/tmp/abrt/ H 55 B8 I 5 50 4% 1 R A € - 16 2 W, 6.9.5 AL B A 21 1) 7] JE 1
fif B 22 A7 S e A B 0 1) E4) A v A R
6.9.3. BCE ABRT

7£ ABRT H, —7> [l @ IR A2 i Jo S0 a0 AR 3K B () . 43l

® = {#1—AN I B s H %

® H{FH2— o Hinl BEE .
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KKKKK

® AR ——R i

TR AT I AT I B — AN ] @2 J5 , ABRT 4% 0] UM BT A7 £ 1Y 7] R4 gk
ITHEG, i 215 2 AT s AR [ A 1) R o 4 SR 2 AR A i) L, D SE 8T A7
FER A AR, I HEE ) (EER)D WA RIE S GRASZ AR F ]
AL, U2 A — A ) U H e — A R H SO@ H i DU R SR 4G anal
yzer. architecture. coredump. cmdline. executable. kernel. os release. reason.
time A uid.

HE S, B4 backtrace, RE 2 7L I R 0 A i R R A, X HUH T P A
PRI 73 AT B AN E B BC B RE » XL P R — DR B IR A R RG]
FIUA 5 (RSB (5 2. BN, kernel SCHEHICSR T A3 35t A% BIRRCAS o

QIR T IREEEE H %, JRIUER 1 R AR s, T LLEE ABRT KA
JH T abrt-cli 6y AT TRERACH AL 1525 0L 6.9.5 AbTHRAS I 2 () 17 481 1 figé
B2 KT ABRT At pgab 3 chd s @ THAE .
6.9.3.1. MLEFHT

ABRT A A1 R SIS B (R T 45 A o 7 0 P SR Y A 28 )
Hod B SR /N TR @ik f# 61, ABRT RE881RIAN R H (R 8, 1ML
PR RE HOH AT E - E . FlW, Bugzilla TE—NH 4. %6,
LA K — M 1H) Bugzilla 55 5251 i) Rk

— LB B A0 AT DS ERUME (9140 Bugzilla k), {2 H ARG B 40 755 )0
A EHENENE (B 4). ABRT R E S h &R s &5E, Hi re
port Bugzilla.conf, 1% f41E/etc/libreport/events/5# SHOME/.cache/abrt/events/
H 5 73 G AR 22 4 v Bl AR I B AT 52 P R L B B SR T B 17 O 4
AFUH.

XL A AR 1B AT SN AL B ) R R BT TR . gnome-abrt Al abrt-cli T..E
MR LA i BOC B e, RIS e T Is AT R F T

RKTFARBIMEE (BIHINENTRER . 2FR. BEWIE IR EfLHS T
MRS EERA, DRI TR fRAF1E /ust/share/libreport/events/ H 3% N ] event
name.xml 3/ H . gnome-abrt Al abrt-cli ## FH 71X L0, DT P AT E K
0o TEANEGR L AF, FRAFEAE SRR E 200 o AR S ST SRR, R
¥ ZAE LB SO S i ete/libreport/events/ H 3K, FHAESGH E Bl ST 1. ix Lk
AT RER A LU ME B

® U T FHA AR AL

® [ H ok b /R E AL B 2K H AR

® BLRELE ARk H BRI 55 ] 126 %
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® K H 7 S & AN B A

® {ATEMIBCE LT, EMIFIZEA (string. Boolean Z5). ERIME. IR TFHF
B A AT DALR T F P IR R 36 H 4 0 BT 1 HE

%, report Logger SHAF Al LLBESZ — M SUAF AR N S 8. i & H
[*) event_name.xml L4, ABRT B F Ftii o] LA E R L 24 n] DUFR e 45— A
T E A, JERVEH P RS E SR . IXEEH ABRT EJEH - AL
A7, FFEESIXEHER AP EH . FE, ABRT BJEH -~ S H GN
OME Keyring T HRRAFRCEELI, JF B eGSR FI, XKE G AUR
Wi B A A SR AR

EITIFEIEAC [ECE Y &, 15 1E gnome-abrt N2 P (132 47 54 A i ¢
[ AR RS TR - [EEm ), XA 12 Bos e H EE - 5t
AR AR, AT R R AR . Ak T H A AN E N E AR, &
APl (ECE Y #dl, NE OO E .

AEE - o x

. Analyze C/C++ Crash
[FILFEEHIAR S Eim e L AT . DR iE SRl iT
AT -

WELETA
fEA targz I LE (fEH FTP/SCP/..)

| 2@ © | | EE (o) |

B 6-11 it ® ABRT Ff4

fetc/libreport/ H 5 JZ 0N I BT A SR 2 A1 AT SR, 3% FHRAE R &R %
B Bk, AEUAEREFRAH P4 S aE T e BuREdE .. 5
WHE (£ GUI MHEFH I E, REEHSHOME MATE & 1H0 % RF1E G
NOME Keyring H, 3% ()52 abrt-cli, X284 E 1 7] DUEAEESHOME/ .abrt
EEE NN W= &L

TS IR T ABRT Ariff 22 58 BTS2 A (o0 BROA B 20 A SCBE AR 5 48
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ER7DIEARE
KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

Bk, B HIH TN AR FRIRFRF. Jete/libreport/events.d/ H 3 T 1
PO S, PAR—ANRENHIA . EE, HTEE SRR HHAR R, A
BRT EIJEH P SR BT ARk 5 S AN FF . AAFEERRZ, A2
B BB nT DU D P A AT B 27 R 8 SCHE 8 A, 18
SEQIEH E LFMET .

F#¥ 6-8 FRUE ABRT FEF

AR PR IRRF ARG B SO i3
uReport report_uReport A& —nReport F| FAF i %5#8 L.
Mailx reportMailx H i Mailx T HAE ] @4k 25 % 2
mailx_event.conf — MR E I T B A
report Bugzilla . X
Bugzilla W in) B 45 45 5E 1Y) Bugzilla.

bugzilla event.conf

Emergency analysis

report EmergencyAn
alysis
emergencyanalysis_ev

ent.conf

AL RSB E] FAF 55 a5 Lt
Irt— b, EARUER TS TTIER
WL A

Analyze C or C++
Crash

analyze CCpp

ccpp_event.conf

REAZ O e il AE B — NI FEIE B
S5 o LREAT o0 AT, BCE AR R AT
AT A7 B o

Report uploader

report_Uploader

uploader event.conf

i FTP % SCP Hir ks 6L 5 1n) @i 44
PEHEZR AR SO Ctargz) EAEF]
BTk i) B i

Analyze VM core

analyze VMcore

vmcore_event.conf

1E N RZ = 1) in) @ s 1217 GDB
(GNU Wik2%), A—WZm
i (backtrace).

Local GNU Debug

ger

analyze localGDB

ccpp_event.conf

£ N FHRE e 1 IR) @304 Hiz 47 GDB
(GNU #R#), AF— AR
W (backtrace).

Collect.xsession-err

analyze xsession_err

P~/ xsession-errors S4B AH R AT 44

- (():f)p_event.conf A7 A -
Logger report_Logger ﬁ'Ji%—/!\ ] E@?&% » FEREILORAT 2
print_event.conf —ANFEE B A ST
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AR PR IR EC B S it
report_Kerneloops 4 N % in) @ 2 1% 31| kerneloops.org |

Kerneloops.org

koops_event.conf P R R S .

6.9.3.2. G HE LFEM

BN AL 7 A C B SO A — AN 254 ok e S o L B A
JH 5 R A7 1 /etc/libreport/events.d/ H 5% T o IXUEHC B SCAF #2100 AC & S /ete/
libreport/report_event.conf SRANE o 1% A FT LAEESZ shell TLFAF (5, $. 2 56D,
FERT DUAEO T~ H AT B R AR AR AT B AT o

B RN B — AR TS R AT ITAG B S BT LR AT B R AT
U8 HIAT HRR A A XA R B — & 73 o B — D AN ER o L, — A2 A8
D= REF o SRATER B LR A S — REEom B 2% A

® VAR=VAL

® VAR!=VAL

® VAL~=REGEX

FEIX L

® VAR Z25% EVENT Ky, B H xR sk ()
U executable. package. hostname %5 )

® VAL H 22— NEMARR, EAR B TR

® REGEX /& IEMFREN

FEFP 87> AR PP A4 FRAT shell PIRREACRS AL . W R AR BT 70 I T 25 1R 4R
S, NIRRT KA shell 3847 DL 2&—DFRRp:

EVENT=post-create date > /tmp/dt

echo SHOSTNAME ‘uname -r'

XA A 2 F 4T 8 H AR [A) 3 5 /tmp/de SCHFI N ZS, FRRALER I &
BLAGAVE B N R RRASHT B B A5 7R 4 o o

FER RN EE RN E IR, &b e E W F 2 — . e~
xsession-errors A AH AT R A7 21| abrt-cepp Hi 55 FH R AL EH (AT AR [ A5 1) ) @+
B, X BARRE B 5t R R AR A R O AR R X1

EVENT=analyze xsession errors analyzer=CCpp dso_list~=*/1ibX11.

test -f ~/.xsession-errors || { echo "No ~/.xsession-errors"; exit

1; }
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test -r ~/.xsession-errors || { echo "Can't read ~/.xsession-errors
", exit 1; }

executable="cat executable’ &&

base executable=$ {executable##*/} &&

grep -F -¢ "$base executable" ~/.xsession-errors | tail -999 >xs
ession_errors &&

echo "Element 'xsession_errors' saved"

A RE AT AR B H IR E - RG0S B 51 ] DU ARA T 75 LR I =4 H Al
FRUERK) ABRT 1 libreport 22242 (it 1 DL R ZHAF 45

post-create

XA AL abrtd FIR AL PR G ) ) VB H 5% . 24 post-create SHAFIZAT
I, abred A AT 0] REACHE (1 id A& A AT f] CAZLE I 1) /1 H 31 id DU, G i)
AR 1A H =3, DU 0 i) S g A e

notify, notify-dup

notify S 7£ post-create TEZ JGI181T . HiZH ST, H 7 A LA € ]
FRAEAHABA TE B B o notify-dup fEJLR, RANIE & I T4 [R] 1)t i) 35 2 2

analyze name_suffix

X B[P name suffix & FF PR 0] & 355 o 12 F A4 SR AL ERIEE I 508 -
%0, analyze LocalGDB A4 H GNU ik#s (GDB) L H RALEE—/N R HFE
Fr B oA, I A R vt 4 [ o

collect name_suffix

XL name_suffix ZHAFAFRIT AT Bl oy %S AT RIS iR R Ao

report name_suffix

X B name_suffix & F 4R AT B AL 7> o 1Z SR FI R 1)
6.9.3.3. WEHIMRE

ABRT W] A I B oK H 3l A AT Ar] Ao il 21 (14 17) 5 B 25 i 35 (4] d5e 40 1) B 44 4
T 8# uReports, MARMERIHFH. 24 EHREHITE G, 8BRS
IR T AE B B R A% 1) BT 1 uReport, K¢ AE A I 21 15t J5 SL B G% . 3X AT BABT
13T AR A B AT R SRy . BR Bk 5 ThaE, 15 LA root FH 7 44T BA

Thrd

~]# abrt-auto-reporting enabled
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PL_I iy 4 K4 /etc/abrt/abrt.conf Bt & S 1) AutoreportingEnabled 164 % B N
yeso X —RGEH K BEMNH B RGP RIFTA R R, @S iz,
H Bk 5 75 B S PR 5 HR 4% 5 - 22 J 3 ABRT BUEH - S E 3
i, B [ER RS ] W HHR [E30KE uReport] IET )4y

[F)E ). B HXANED, ETE gnome-abrt N HEF 47526 ik [H3)
B RRE THREY > [ABRT BiLE ). ZieiTZNHET, HEsFE [NVHET]
— [4:0) - [HaFEFEERRE T R)Y. 4T system-config-abrt iy %, FTIFAC
BRI A, WE.

A ERIRE
7E L O A @
& B B R AT @
HEREERIERTH ticket x|l | ©
BEN%E uReport ' % | ©
HRRIRE %l | &
AR TR IRE %M | ©
TBH ANGEE iRl %M ©
#RIA(D) =[ (C)

B 6-12 it H ABRT ja] @i 45

@ uReport (AR ARG I k] A A% e 7] B G JSO
NG R IOHHR R 2 Pl rlie, JEHE A, KR4 T
AEM T B3l S o uReports fEAFXFHREE A A VIR BRIV AT RE, (B EATTHE H ANE
MG B4 TRIME R 6.

6.9.4. 8 ER A4 18] R

ABRT REBEAGI 3 b R0 AL FR A F 22 Bl AN [ (R SR RS 5 2 55 1A L FH R 3 i 95k
VP2 SCRERINAS R S B R S O A6, 7R 2235 2229 ABRT #1146 (abrt-des
ktop~ abrt-cli) I, BLOGW s 7. BFE NEH IR T MRFT SR iR
FNE ELX LR AL
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ER7DIEARE
KYLIN

R 6-9 IR S MKMFRE

ES/HH THEA
C 5 C++ abrt-addon-ccpp
Python abrt-addon-python
Ruby rubygem-abrt
Java abrt-java-connector
X.Org abrt-addon-xorg
Linux ( AAZHEE) abrt-addon-kerneloops
Linux (A% ™ B i) abrt-addon-vmcore
Linux (K AfEGE) abrt-addon-pstoreoops

6.9.4.1. Kl C A1 C++ 5t
abrt-cepp IR55 %3¢ 78 H O O TRET, NSRRI E, He
7 i W) core_pattern 28 & IERUME, MM iE abrtd KALHE C AT C++jiit. 4
RAIEAFIE T abrt-cepp M55, Z HiTH8 %€ 1) core_pattern 28 & A4 HH Tk S NERE .
BRI, /proc/sys/kernel/core_pattern SCAFII N B E T FR/FHF core, &
WK N AZAGLE R IR B 24 Hi H s A2 B A “core.” BT S8 1 S04 abrt-cepp R 5%
P S core_pattern AN, HHASW N HS:

/ust/libexec/abrt-hook-ccpp %s %c %p %u %g %t e %P %l

%A 2 TR WA AZ Uit FE T8 3% HE 2 abrt-hook-cepp #2/7, ZIEfF 2
HARTE 2] ABRT WAL E, FF@%N abrtd FERRA B A . BT H B 1,
‘B 22 M/proc/PID/ H Sk H R A7 L R 3044 : maps. limits. cgroup. status. &2,
proc(5) R BUE Tt UK IR X LSR5 S
6.9.4.2. il Python ¥

abrt-addon-python 3% 04 Python W HFEIT %23% 7 —A H & I 77 b #
T2 . Python R 2544 2> H 3l 3 A\ %2 3¢ 3| /ust/lib64/python2.7/site-packages/ H 3%
N i) abrt.pth X, abrt.path SC£FE X 25 A\ abrt_exception_handler.py. 1XFf, Pyt
hon [P BRINIF] sys.excepthook 4% H & A BEAFE P B 7, AbEERE a8t &) So
cket APT K ARALER )75 7 & 45 abrtd.

A A A E A B RS, I FE LE Python 2P £ 1T I Al ABR
T HE KW AR, 1% #-S T4 Python RS

~1$ python -S file.py

% 279 W/ #£3017W



£
1 RIS G O 2R 36 V10 AR I 5

e bk an &, R file.py & N AE AT F R E A B AR IS Ol T AR AT
] Python JEIAS 1Y 44 F5
6.9.4.3. failll Ruby 7%

rubygem-abrt R AL at_exit RN 7 — AN HE LHEERE T, 403
FEFAGAE — NP AR I AT o IXFE T LAV X R AL B S 3 AT R 2 o BRI
RE|—DNARAEB R E N, ABRT AR iSRS
FAERT ABRT T HEAT4R22 .
6.9.4.4. | Java 55

ABRT Java E#Ha8 & — /MBI IR Java 5 ik 25 abrtd 1) JVM AR,
BEACHRYEM 1 2 A IVMTI S04 Bl e 2, il 48 -agentlib 47 2 E0m#
FIIVM o VER, ACFRVENTR B R E 2 5w N AR R TR . FTRAMER BAR
4 kik ABRT \—A Java FEHHHf 3K 574

~]$ java -agentlib:abrt-java-connector[=abrt=on] $MyClass -platform.j
vmtiSupported true

1E FiRkan 4, A AR EEIR ) Java ZRH 4 R R & #$MyClass. 8L 1%
iy “abrt=on BTG RS, TEAT AR IR 7 R 2SS H abrtd SRACEE . R ARALEIE
FEAR e BRI A S ZIE T
6.9.4.5. il X.Org fiiint

abrt-xorg [t 55 M /var/log/Xorg.0.log SCAF H AR FH AR BEOG T X.Org k55 A 1t 1

SR VR, WM T BN B BE) Xorg B, A Rk . BmAR
o WA R s H skrp Q8 — A S SR AN AT R SR TSR LU /e
tc/abrt/plugins/xorg.conf SCAF 14 3] — N B A BRI FIER . BRNE T, RA
LA K IR SER IR .
6.9.4.6. il A A% i B A 7 B i

IR A A H ER R, ABRT G808 3 RN AL EE BT U5 (1 9 4% W fs
x WZBIERAT A AR 22 . M DI REHH abrt-oops k55 H24t

ABRT 5B f8 FH abrt-vmcore 55 SR Aar il 71 4 P A A% 1 2 i s ——— 350 A 1)
AT WA R, TFEE R RGURAE R 1%RSS R A 21t /var/erash/ H FH L v
mcore SIS A &R BN . 23R B O AE ST, abrt-vmcore 5 7E/var/tmp/abrt/
H s H N B0 1) RO H 5%, FFA A% O3 i ST 30 303 1) S 1) T et 25 e
H3w. fE# &R 58/ var/crash/ H X2 5, ZRSHIF1E.

N 7 ik ABRT Gef kel A% ™ kb, L 2ifE R4 8 H kdump flR55.
I IR M i B A 9 kdump WAZTREA N AF & . AT LS system-config-kdump

Linu
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KA THR B E .

1E 37 ¥ pstore ) 245 1, iBIL{# ] abrt-pstoreoops k%5, ABRT REME UL R
PR RN AZ B BEIE R, 18 BORAELE B 331 /sys/fs/pstore/ H F F
HIF- G AHIGH pstore £2 1 GRASEMD FRAE T —MPAE SR G0 5 5 I8 A7 0 20 L),
M BEfE PR B8 N A% ™ S5 S5 1145 B . 12 IR 55 K515 /sys/fs/pstore/ H s 0 H B0 N 4% 38
TRFE SO B 3R B .
6.9.5. KCEAT I F] 7 1 B

abrtd PITORAF I ] @S 7T DA A fi s AN ER, &8mT DLl ar 247 T H a
brt-cli B KA T E gnome-abrt >R 58 X L4

© E, ABRT M35 0 e BRI 7 A 2 M A5 A7 1 0] FEE A7 L, Skeii 3l
HE R 0T EIRHB, ABRT R Z 000 R E—0 . S8, an S Emikx
TR 1) R I i, IR — IR RIAE IR i) @R A2 B, ABRT KB B AR 8T
FRIARACHE . ABRT 42> [ 08 &% i, SR GIHARIAE S, HREZ M.
N T G ABRT [n) %808 2 B 2R AR B IR0, 38 AN EE I R e 1) 1) RO
6.9.5.1. fiHlfn %47 TR

FEAATHEL Y, PSS ol 55 i i (5 B, REREH P Ca%
%% | abrt-console-notification F {6, 5] &1 & H ALK T Frox:

ABRT has detected 1 problem(s).For more info run: abrt-cli list --s
ince 1398783164

EEFRI B R B, BRI abrt-cli list f74:
~]$ abrt-cli list

£ abrt-cli list iy 1% tH 45 F T 81 0 EE— S s i, #0H — N ME— AR IR AN
—/NEK, ATRATEAEFH abre-cli {0 — 20 M ERAE R F 2 EAT.
BEEFAFE R E R, ATRME abrt-cli info #y4:
abrt-cli info [-d] directory or id
FAEAE ] List A info 7y & I BT AN R (045 B &, I (EH-d (--detailed) i%
T, %I WOR 22 R A1 ) I R A OO IE B, B35 % H 1 backtrace T
(R e AR 1z .
LM RS —AMREE F L, T abrt-cli report @i %
abrt-cli report directory or id

U R 2 AR TS AR R R T R, mT AR 22 1) IR — 4 1]
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A, DME ABRT AFRE ST BRIE S, BT

abrt-cli rm directory or id
LR IRFAS abrt-cli fp 2 IS S, 1518 H--help L1
abrt-cli command --help

6.9.5.2. fHEIEH 7

TSI — AN I AR 15 4 B I, ABRT SF4PBEREKS T 3% — > D-Bus 1H ..
WRAE— N EAL S RS HIZAT 7 ABRT /MEFE, ERHHFRXANEE, HER
[ R — AN AE . ] DU S XA AEE B ) (R Y A2 4RI
ABRT W - St . fSdnl DU s [RHEFY - (0] - [A 3%
Freg iRt TR Y SBIORTTIT ABRT K H - 7t

AL, BERTRLE AR AT A LR a4 oRis 4T ABRT (W EIEH P 5 -

~]$ gnome-abrt &

ABRT [ EE R Al & HR o 1A CAI 2] i R 91 3% . B4 1R 2% H
Fh A 2 FH R e 1) 44 R I R P R 3t 1) SR R, DA K% Tt | — &kiﬁﬁﬂﬁﬂéﬂﬁk

BEREFHRHETR

Q TR fiER)
it £45 ) open-vm-tools i
open-ym- E ﬁ vmtoolsd killed by SIGTRAP

open-vm-tools
open-vm-tools-10.2.5-3.el7
20206F02 H 20}

B 6-13 ABRT KIJEH F Aim

U 1A SE VRN Y ) R I, VR O A R ) R 28 AR R ) 1) RS R
e (3R Y 2. ZEMER—AN R, 35 sy CIRRT 28
6.10. Oprofile

Oprofile »& —MEITH . RGEHKIPER IR TR e A2 aS LATTERE
AL IRE AR 48 ok T WA AT RE P BB ., 000 =4 AR 51 T I i,
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KKKKK

L2 A7 M SRE, DA SRS B REA v o 2 SR TT RS v I 55 2 4R A R G
H, BE R L T R 4123 | oprofile H4EL

V2 AL TH 2800 & 5 (M e W AR 1 o 2000 e A A I A B i i 2E T st
€ I FAF O R (B8 SR AR AL A D o T R I AT S
PR, BR—AFEE R AR EES P E R 3G 0. AT S g by, &
Ay, AT RE A 45 14 B B AT AR R T

OProfile {8 X AMEAE (55 11 BE W AWLATE A DU 48l FH — A2 T 0T I 288 10 B
Al SRAEBETHECES 7 A v BTN S B 11 BEAE SC B AR AR o X LS RURE I S 1
HH NBIRER Y, 25, XSSO A i B8 RE % 15 FH R A2 U R B R B
PRI VERE R

{E{# F Oprofile B 157E = LA T BRI -

® = A H— L = ARSI PR A B V8 TR e IR AR, BR
JEAd ] T --separate=library & i .

® 1 fE I AL URE R ARSI I ——4 — YRR A B A7 A AR — ICHCRE I
ANSAZ A EE R B A EETSAERE O, B0 AbFRA BRI FE 0 R . T A3 A
TR FIAT, BUFE AT BEROC AL — DM RBIT )45 2P .

® opreport A IEAfHE Y A I bR E R R BIURE——opreport A FH — ™ fii B FR 3
B5E FE AL A it ki iy BRI BRI ERODURE BB A 8 T N R R EUCAS &, T
SR JE T 1 PN K R A N IR A BRI 2

® OProfile ZRiz17 g RAR 1 Hdi——OProfile & — > RA G FITFIE,
W S TURBRER B sh A k2 k. T2, BRI Z igi7m RR. FTLL
{5 774 opcontrol --reset >Kif Bk 2 AT T HUFE o

o HIPERETH AR AE H T R IUNUERIE RGE—— NGV Re v S i 7 18
WHLERAE RGP AT, BT AR5 2246 timer 230, 4 A\ fir4 opcontrol --deini
t, SR JEHAT modprobe oprofile timer=1 >k )5 H timer #3.

® i CPU 2[R M4 AE 0 Ml——OProfile T 1] T- x4k CPU AZ[RIEFEM &, O
Profile N2> 22U Ak T HERRIRZAS I BERE , RN BEATIEE SR at sl e — e i
KA (FINFER—A 10 && B R,
6.10.1. TEAMEK

TR T oprofile %2 A H f E FH ) T ) — A ZEHE

FHk 6-10 HHAS

4

e EiE:3%)
ophelp TR RGP FEAE, BANFAEE AR E R .
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frd it

. FEREA I e SO NSNS — gk il s 4 oy Rge A g . A
CPIPOTE | e R A B AR S 7S P B

T 2R AR 2R A A AR B B, WD AT AT ST 61

opannotate ——
opcontrol P B 75 ZEUSCAR R
operf HEFE R 3 opcontrol FPEMN T H .
opreport IRECPE I £ 3
oprofiled PLspar it REoRIs AT, S s O 2 s 1 A

6.10.1.1.operf A1 opcontrol

FEA$ ] OProfile A FINELHEINT, A WM BRI 7% Sm] DA R ACHT i
B HEEAS I operf, 4] LA8FH opcontrol.

operf

ZHEE P . operf T ¥ Linux MEaEFE/F T R4, FATFE o
profile WA%Z K5l . operf T AT LATESR R GEVFIN BE RS A, oI 200 B> HERE
s ZGtju s Haee it OProfile A4S R4t b H & s AP g I AR AE A1) T HL S
Hi3tA7 . A% opcontrol, operf To7 root AURHL AT LIMFE . ANid, operf 764 F--
system-wide JETUHEAT R GeVu R VERT, 598 75 2L root H2AL .

operf N T5 B M FIECE o 7] AZE A operf I3 B iy 4TI TR Fi 2 811
PR E . Z )5, AT UEATAE 6.10.6 7 Al PR S LB T A 1520 6.
10.2 {#iH operf T iR Z15 2.,

opcontrol

AU opcontrol shell A<, oprofiled 5F$HEFE AT LA™ o AbFE T2 2 2H %
opcontrol w7 & SR E . & AHF 1E— PRl 216 . —/> OProfile W% UK3N G
WA EN— N NAREEED R R REA, IXEEFE A oprofiled 10 RAEFEAS
. RA U EAE root BRI, R84 AT DU At st B AR . 78 Bt LU A e 11
THOLT S 500 224 9 75 226 25 i R 0 DXCIBUBUORE IS, A X — A b 1
YT

6.10.2. i F operf
operf ;2 HEF A FH PP 0, EAE RN T EW IR E . IrAwE
H LA AT ASGE, EWRA BIE S SRR a4 . 24715 ope
f, 15H% Ctl+C HEHE . ST operf f 2 WV T Fios:
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operf options range command args

A FH 75 B A AT L T B #e options, SKFe B HIEM R & . 7E operf(1)H F
FH R 1 e8I, AfH PR Z R — R Bk range:

--system-wide: 1% AR VFREAT 42 )/ PRI .

--pid=PID: ZiE A K PE — AN IEE IS TR R AR, X B PID 2 &4
PRI BRI HERE 1D

i command Al args, R LAE X —ANEPEN H)dr & BN HER P, AKX
i A BN R T T E AR 240, command 75 2 --pid BLF# --system-wide T,
{H R 3X PN I A R [R] I A H

MIEAE AT A A operf BF AN range I, P IEE T 3ERE O£

© BIEAT operf --system-wide, T root FEAL. MM ERKSGE, EATLL
R Ctrl+C H A8k A% 1 operfs

WRAEIZAT operf --system-wide I, ZAEA—NMEE#HE ((HH 7&) Kizs
ITH), 52 —Mrar i 77 Aok (b db ke, DA(E AL 38 2 v P s o 224
1EiZzE G, HHEH T w2

kill -SIGINT operf-PID

1EIE1T operf --system-wide iy & W), EWE 21T LAE B SN 1% 2 /root BL#E
froot FHJ—AF HK, DUMEREASERE ST A A7t 72— A>3l H P se % U 1)
kA=
6.10.2.1. 5 € W%

BN Z, BPITUL T4

operf --vmlinux=vmlinux_path

IR AR, 5 0] LU € — AN FHIEAEIZ AT I W AZAH UL EC Y vmlinux SCHER)
FEAE . WAZIURER 29 V8 T3 A ki) S, AT s vF e A0 3 T R AEA )&
TEERNERTT . WEREATREZET, T )N AZ B ECR 3 8 T — 1
%4 N “no-vmlinux” i) O — it 1] ST
6.10.2.2. ¥ € AL FAF

REZFMEIRE L T 1HEES, OProfile F MR IEMURE & B, Wk 6
-12 OProfile AFEESFNTHEER T BRI, AT FH B TH GRS B Bk T Ab P 2%

BT EES FATA] DUy 47 B0 B SRR & 2 T s T
REKEZER, EHSN6.10.9 EEA M. RIS AR E —MEENHE
fF, BaBr—1MERER.
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KYLIN

© REM Linux PEASHAE T R 5 WAL SR —Be L IF ) Ab 2 28 473
I operf A SCRFIX LE A PR ALY . a0 SRAEAE 22 F H operf M2 BN 40 F BT
OMEPSE:

Your kernel's Performance Events Subsystem does not support your

processor type.

Please use the opcontrol command instead of operf.

A LU H opcontrol KV, & & W IF OProfile 115t B AR X BE 98 S FH I
AEFRAR R,

© FIREAEAE RS BORSE ERWLRIE RG AT, (BB LR 1F
ZgH A A timer B AR FH operf. /5 A timer B3, & LA root P #ATEL T

PANyS
FIIJ/Q’\:

opcontrol --deinit

modprobe oprofile timer=1
ELEA AT AR AR E TS BOE FAE, IR R a2
operf --events=eventl,event2...

FEX L, KOs — A LUE S 0 BRI F IR . & D HEIE R
—ANUESREAEESIER, BT

event-name:sample-rate:unit-mask:kernel:user

T 6-11 FARTEX KR RS, & = MRt TEr, Wi
g T EA, CATR B E NS B BRIME . ER, FEEE s F R 7 2 i Y .

£ 6-11 HEMTE

B %)

event-name M ophelp 3R HUE] PR DI A5 44 FR
FRRHURE AT 5 B AR IREGE)N, BURE R E: . X
TASIERAEREM, TR EEE —MR/MIE, UEAE
sample-rate Givh b RERS IR IR 05 22 M FAF S . Sy — T, BURE R
i RGEE . BTSN, OProfile i FH 3 T (Al HAF 1 &
B ENMLHEEE 100000 N A HGEE— N REA
unit-mask FRCHEAY F Rt — 20 @ U4, W ULA ophelp v &K A11 255
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B %)

PR TR o AT DU — AN PO Sk 1) 7S dEfilE, B
& ophelp i 4 HH R BRI HEAD A o IR 44 FRAH UGG A 745 R
Kefg g oo . I A FRK 8 R X IBLELSE ophelp i H
gh Brp WORIAREE, B “extra” SE TS A L. X—
KI B TR A BEE I 7S BEHIME R E o TR, ER L LR
H, FIREA 2 BN HoA AR R R S RME . 2R RR G
o, BT A el L ERORYEE .

kernel e A ETFMNAZARES (BN 081, ERIMEN 1),
user e ATV P2 AR (EoN 05 1, ZRIMEAN 1),

A SRR AL B 28 R AL RO AN R T AN R o A 2RBCA 1€ FAFRE, MR
FIEAEIZAT AL B ER SR AL I BOAN S R BEAT PRI 355 2 LA 6- 13 BRIANEEATK
TRERINEEAE . B AT T PRI S, 1518 ophelp fir 2

ophelp

6.10.2.3. FEA 32
--separate-thread ZEIUE T 28 FE4H ID (tgid) FIZFE ID (tid) RXFFEA K,
XAEZ AL R Th A H A SR BRI R H o 2 M --system-wide 15
WA fd I, --separate-thread WIRA A, LUIE—XPFNEAT I RS, A2
HAREPAT R — MR, G T LA E &R (RN ERIRAD BHUE.
--separate-cpu EIUHEIE CPU SRXTHEA 7K

6.10.3. fE R B AR E OProfile

OProfile W25 N LARC B 74 fig LLg Bz 47 . /0 75 S0 Bk 15 A N %
(BOEBEAMMNAZ) . N —/ N1 e ¥ F opcontrol T HKECE OProfile.
24 opcontrol A7 2 #E AT I, 15 5 W TR R A7 2 /root/.oprofile/daemonrc 3
e,
6.10.3.1. 45 5E W%

156, BCE OProfile #& 5 MiZ AL N % . X215 3)) OProfile Hif ME— 75 2T
BRI, FE e I P B A AT

LS NAZ, 1 LA root FI AT BA R A d:

opcontrol --setup --vmlinux=/ust/lib/debug/lib/modules/ 'uname -r'/vml

1nux
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ER701EARE
KYLIN

AT RN, Al EAE T R B4 N %11 kernel-debuginfo %2 2%
(A
FHCE OProfile N NIZ, 18 LA root H A HATLL N Ain 4

opcontrol --setup --no-vmlinux

%2 G 22 INEL oprofile WAZIRH (n S B H M AR INE 8915 ), FFAIEE/de
v/oprofile/ Hx& (M1 1% H FKEAEAERED) . 1EZS . 6.10.7 Ff#/dev/oprofile/ H
TR RZH F 4R .

WEFEA TS 15 NAZAE N AZ HUlcEE R 2 B2 B s B8k , A 2> B3 i s 4
I 0 77 15 B A7 b R
6.10.3.2. ¥ B Z WAL S

KEHMEZREE THES, OProfile HENIRIBAR € HIH4F. ki 6
- 12 OProfile AL a5 A THE s B 71, AT HT B THECES B HCR Bk T AL R A

FEK 6-12 OProfile AT S F01F 52

b3 2R cpu_type THEHE

AMD64 x86-64/hammer 4
AMD Family 10h x86-64/family10 4
AMD Family 11h x86-64/family11 4
AMD Family 12h x86-64/family12 4
AMD Family 14h x86-64/family14 4
AMD Family 15h x86-64/family15 6
Applied Micro X-Gene arm/armv§8-xgene 4
ARM Cortex A53 arm/armv8-ca53 6
ARM Cortex AS57 arm/armv8-ca57 6
IBM eServer System i and IB )

M eServer System p tmer :
IBM POWER4 ppc64/powerd 8
IBM POWERS ppc64/power5 6
IBM PowerPC 970 ppc64/970 8
IBM PowerPC 970MP ppc64/970MP 8
IBM POWERS+ ppc64/powerS+ 6
IBM POWERS++ ppc64/power5++ 6
IBM POWERG6 ppc64/power6d 6

% 288 W / #3011




fr
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R iR IR 55 2 R A R GE V0 R HE 2 T

A2 cpu_type HHBRHE

IBM POWER7 ppc64/power7 6
IBM POWERS ppc64/power8 8
IBM S/390 and IBM System z | timer 1
Intel Core 17 1386/core 17 4
Intel Nehalem microarchitecture | i386/nehalem 4
Intel Westmere microarchitectur |

1386/westmere 4
e
Intel Haswell microarchitecture |

1386/haswell 8
(nonhyper-threaded)
Intel Haswell microarchitecture

1386/haswell-ht 4
(hyperthreaded)
Intel Ivy Bridge microarchitectu | ) )

1386/ivybridge 8
re (nonhyper-threaded)
Intel Ivy Bridge microarchitectu | ) )

1386/ivybridge-ht 4
re (hyperthreaded)
Intel Sandy Bridge microarchite
cture 1386/sandybridge 8
(non-hyper-threaded)
Intel Sandy Bridge microarchite | )

1386/sandybridge-ht 4
cture
Intel Broadwell microarchitectur |

1386/broadwell 8
e (nonhyper-threaded)
Intel Broadwell microarchitectur |

1386/broadwell-ht 4
e (hyperthreaded)
Intel Silvermont microarchitectu | )

1386/silvermont 2
re
TIMER _INT timer 1

M 6-12 OProfile 4b P &5 A THEES KA E 5 1) CPU S8 REAS % 7] I
WAL S . A FR AR A SR I M RE I AR, THI 2% (timer) R 234
FAAE Ab T8 38 257

WIERAEH T 2%, SR T A B 28 15 B A, RIS S Rt 1
RETHEES . M, TIET 88 H T2 Bl F R AT VR
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KYLIN

R iR IR 55 2 R A R GE V0 R HE 2 T

U SR T I S8 30 i AR AL B AR 2R,

(SR

R 6-13 BRINEF

AL R R DA AR, A FR AR T
Has 0 U BBOAR E N T I R F . WA B SS BT 2T 8, 0 LA
HITHEER BOAAN B BAE P PR BON TR BoRER A% 6-13 BRNFH

pOBiE THE R T BRA B4 #iR
AMD Athlon and A X N
CPU CLK _UNHALTED Ab TR 2% R A 15 1k
MD 64
AMD Family 10h, A
MD Family 11h, AM | CPU CLK UNHALTED AL TR A% BB PR 15 1k
D Family 12h
AMD Family 14h, A . .
_ CPU CLK UNHALTED AL TR A% BB PR 15 b
MD Family 15h
Applied Micro X-Ge
CPU_CYCLES A P24 JE 1A
ne
ARM Cortex AS53 CPU _CYCLES AL 2R 3
ARM Cortex AS57 CPU _CYCLES AL 2R 3
IBM POWER4 CYCLES SOSEERIE
IBM POWERS5 CYCLES AT ER 3
IBM POWERS CYCLES GOSEERIE
IBM PowerPC 970 | CYCLES SOSEERIEY
Intel Core i7 CPU CLK_UNHALTED Ab TR 2% R P 5 1k
Intel Nehalem micro . .
_ CPU _CLK UNHALTED AL TR A% BB PR 15 b
architecture
Intel Pentium 4 (hyp
GLOBAL POWER_EVENT o ‘
erthreaded and nonhy S - B Kb PRSI A 4 1B BRI ]
per-threaded)
Intel Westmere micro X N
_ CPU CLK _UNHALTED Ab T 2% R A 5 1k
architecture
Intel Broadwell micr i N
_ CPU CLK _UNHALTED Ab TR 2% R P 5 1k
oarchitecture
Intel Silvermont micr . .
CPU CLK UNHALTED AL TR A% BB PR 15 1k

oarchitecture
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ik THE SRR BN iR

TIMER_INT (none) FEAS I35 A

A] CA#E Rl R A A B AR P B S e . AN, XA
— XK R e EEES b, R H R AR B BT e T s b
B 1T Es R, mTMﬂJT Ap 7

Is -d /dev/oprofile/[0-9]*

Tﬁﬁﬁ@%#ﬁﬁ%ﬁi@%&*@ﬁ‘]fﬂﬁﬁfﬂ B v BT YR A, i
F ophelp 14> . %2R Bl ) 51 R 24T R G AL HE 28 28 FTkE A 1 .

ophelp
& i OProfile A # IEFAMLECE , ophelp i ¥ M, FHiR [BILLF &4

)[/% {_‘E‘ A%\ H

Unable to open cpu type file for reading
Make sure you have done opcontrol --init
cpu_type 'unset' is not valid

you should upgrade oprofile or force the use of timer mode

%@aﬁ OProfile, HZ N, 6.10.3 i Hitt B\ & OProfile.

— fr’ﬁﬁl%"%m%#_fu I Ay AT B BE SR ICE 2 T ST B
ﬁﬁﬁﬁﬁii%h B, B2 6.10.9 WM. R IHEERARE R E — My e HE
%, ¥ ER—1MERER

@it oy 421 Tjjﬂ/\—.r@ﬂﬁﬁ/]ﬁ‘ﬁ%&ﬁﬁ%ﬁ:, 5% FH opcontrol i

opcontrol --event=event-name:sample-rate

2 event-name F il ophelp H W RIS FK, H#2 sample-rate B4ty
HURE 2 TA) (R A 4

HUFER

BRI E 2 1B B T I (B ISR B . BB B 100000 S
W — AR W R AT 7t s kT Ifﬂﬁﬁﬁﬁjt%ﬂiuﬁﬁkﬁﬂégﬁE@E&’J\Hﬂh
[ fG2E, 1 HIEAREH A PR E . 1R cpu_type A7 timer, BLATELNEEANSH
PRE T — MR . BURE R R R CURE 2 8] R A S

TENTTH R B A, b n] LR E — AN EURE .

opcontrol --event=event-name:sample-rate
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K sample-rate ¥ 452 N FHCHURE AT 75 225547 (0 F AR 40 RGN, HURE il bk
E . N TASIE R AR, PTREFREBE —MEUMIE, DMEREIS R E
i 2 B S
A 17V B R SRR SN0 o BURE RS 2o REUBE, SEARLEIT.
TR
LG RE M AL SR T RE R L TR R — D SO
TASFAF BT HERD B %8 ophelp 251 o AN ICHERS B DA
BEFIRR AN o B E — LB RIS, 7N 0 AU 4 o B A R A
AN
opcontrol --event=event-name:sample-rate:unit-mask
TER AR, ATRER A 2 FoT R B A A R B oS R . AR
FEOLT, e R BB AR E -
6.10.3.3. 73 B W AZ AN 23 1) PR
PAEOLR, 2B FANEE A A P RE S . EECE OProf
ile FE AR E HITHEES T RIS WA A, I PAT BN a2
opcontrol --event=event-name:sample-rate:unit-mask:0
AT LAR i BT B FE OT IR VRN N AZ R
opcontrol --event=event-name:sample-rate:unit-mask: 1

L B OProfile 7£5ME € M THEES o 208 P A U S, 1B AT B T A

P

opcontrol --event=event-name:sample-rate:unit-mask:1:0
AT A E A b T EUE B ROT AR VI A P g
opcontrol --event=event-name:sample-rate:unit-mask:1:1
24 OProfile 5§ 4/ HERERE PRI EHE 5 AFEA AR, B AT AE AR R e PF- 0 £
P50 B B AR REA S . I E ST R S ANREA SRR T3, 15 B root
M PAT L i
opcontrol --separate=choice
choice ZHAILLZ LA T2 —:

AZ BN EEE (BOMED.

AR AR N TR 7 (R PPN 54
% 292 T/ #3017
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e SRR IUBE R L 25 S F R 48 V10 R G5 HE 5 T
® kernel——y WAZ AT N AZALER AR eBEAS NLHTARE e B DI 03 -

® all— A B AN N AR P VRIS, O P AZ RN 9 R A e A g A
I FH R (R VP £ 4

A4 T --separate=library, A {4 TEALHE TT AT SCHE 2 BRI A I8
BLHE FE (1 4R

Q B (S BB ETE OProfile % 8 37 8 SN 2.
6.10.4. J3Bh A2 1k OProfile & B AR

Ff ] OProfile SKRIF ARSI AR SE, 15 LA root F P #HAT LA s

opcontrol --start
TN E TN

Using log file /var/lib/oprofile/oprofiled.log Daemon started. Profiler

running.

/root/.oprofile/daemonrc A ) 15 B K 9% 1

OProfile ~F4 #EFE oprofiled #5305 &< i HAYE U HURE 2045 5 3 /var/lib/o
profile/samples/ H 3 T o P33t F2 1) H & AL T/var/lib/oprofile/oprofiled.log .

FE AR TR B w2 IR 55 28 3 /E 248 V10 1, nmi_watchdog [7] perf T- R 4iiE
W7 HT I, perf T RGAE S SN EAR T RVERETHEAS A A AR S HIRL, AT
OProfile AfE IE% TAF.

BRI AN W], B2 LA B nmiwatchdog=0 PWAZZEM 7 Aok 5 3 R 4
BLAAEIBATIN PA root FH P R#AT BL R s 225 H nmi_watchdog:

echo 0 > /proc/sys/kernel/nmi_watchdog
B H A H nmi_watchdog, & LA root F P HUAT LA R4
echo 1 > /proc/sys/kernel/nmi_watchdog
TUFIEVFIES, 1 BL root F AT B R4
opcontrol --shutdown

6.10.5. 7E38 BB T R 7FEEE

A WHE— N8 2 I TE AR RE AR IR A . B, 2EVFEI— Al $uA7 S0 pF
B, AR A 5] B4 N B SRR AN R R A AT R 2 1R A o o SR 2 WA P A 4
T ACERAR T T BES SR, AT LUS T 2R OProfile RIS, &
RHRAERE ARG LR AT B R SR
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LR AT IREA SRS, TEPAT LM a4, 98 name Bl AT &1k
I — AR 1 44 R -

opcontrol --save=name

1% 2 231 % /var/lib/oprofile/samples/name/ H 3%,  F38 215 JFE A SO il
FNZHFET.

AR E 21 H FORMRAFE AR, 58 H--session-dir 1. WIREHIEE,
DA 4% R AT 21 A HT 8 42 1 oprofile_data/ H &K T o

6.10.6. 73BT EE

T operf ik &5t BB T 1) opcontrol SRUKEERE IV, B ATT#ME H
AHIE ) OProfile & AbHE T H. .

PRIANTEOLT . operf # V- E 4 OR A7 AE 2411 H X1 oprofile_data/ Hx T, &
A LU --session-dir PR AE E —NANF AL E W H PR S A TR, 4
U opreport A opannotate, A DA KA BIEM i 75 o IX 8 T H 1 5670 240 H % )
oprofile_data/ H s P RFEA . WIRAFAERXNHF, i TR R
H 3% /var/lib/oprofile/. ZiitHdfE, FIWE R EFEA L FREAR, BHE A
session_dir/samples/operf.log S 1.

s st FE LU, OProfile sF3 iEFE oprofiled, < J T LR AR A,
FHE e A5 Bl /var/lib/oprofile/samples/ H 3¢ & o« FEEZHUCEE 2 BT, 15 LA root F
PATUT %, DAREORIT A HURE# SN T 1% H

opcontrol --dump

BRSO A 2 T AT AT ST A FRR i 4 1. 140, 4E Pentium I
AP 35 _E XS /bin/bash BEATERINFAF VI OFEA A4 5K -

\{root\}/bin/bash/\{dep\}/\{root\}/bin/bash/CPU_CLK UNHALTED.100
000

LA T H AT ARSI R ARG 2 e, X R A i 347 P -

® opreport

® opannotate

PR T B, LA PN — 3k 1) S, mT RAAE BRAE RS A3t — 2 o pr B 75

AN I AT AT SO ALK S T ] i, RO P e . tnsRAe ik
SEHE 2 5 BB AT PAT SO, 15 2 13 PR QU AR AR T 30T ST A SRS
fRo VER, FEASSCHRAN ZEH SO B AR I — 3. SRR S L FRANILAD, 0K
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ToVEME . YENEARTTE, oparchive 1] DLF SR A ERIX A ) @
FEANTTPAT SO FIFEARSE BN — DA A SR o WA B 32
BARIREAR A 5 N — DB FEAR SR . 24 OProfile 847, W AR A5 I FL I
ATPAT SR T, IF HARAE — MZ T AT ST IREAR SO, T AR AE IR AR ST
PER R B BIINER o« PRI, 2R CARAE REAS SO A2 75 21, T 06 2500 FL kAT 254
I H R SR 2 R AT PAT ST, FERBEHT RROCAS (1) P AT ST e 2 At ST AT 25
%3 . OProfile 73 #r T HAE 73 M I 2345 A= BOREAS I AT AT SCAF o S 2R m] AT S A
BT, oA THAG TR A S REAS . 152 W, 6.10.5 7218 B 15 20T DR A7
G T e an ] & A AU
6.10.6.1. 1 Fi§ opreport
opreport T2 AJ DASE BER I 1) W A3 AT $hAT ST — M B . BT &2 oprepo
rt 72 I 23 R AN -

~1]$ opreport

B DATHAT A EAE SN R P S — AT o 58— F AT AT ST il sk R
AH o B AT S BIRE AR O T S AR I b . B =512 AT
PAT S B BB FR

&2 W, opreport(1)F 7 T/t T IRI &5 7 AT FH () A AT IR T2, 45 n-r 326 35 FH
SR T i 485 FAL BT AT ST I REAR BN N BIR AR o S A] DS FH -t 3038 --thr
eshold iE T RAZEY opcontrol % Hi 45 5
6.10.6.2. % HLANAT AT SCAFE T opreport

B[R] 56T — MR E I AT AT SO B SE VR PRI E 2, T

opreport mode executable

T R 20 AT (R T AT SO B 2 BR AR R B 4 executable . mode 7 LA & 1
R — A

-1

AT RAZFT S A AR E S . Bltn, $hAT N i 4

~]# opreport -1 /lib/tls/libc-version.so

BRI DRI () Mt 4R HEy, ) Lik-r SEI0RI-1 BT 45 &
]

-1 symbol-name

IR T RN R AT S A FRIREA S . B, $hAT R X a2

-d
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ORI HRAZ T 5 A R AR, & -1 T da ) SEvRAm . fln, AT T

T AN 2

~# opreport -1 -i _ gconv_transform utf8 internal /lib/tls/libc-versio

n.so

-¢ symbol-name...

2z, ] AR 5 R HERR — 257 5 . I LLZ 540 R, A8
HERR B FF5 51 35Kk symbol-name.

session:name

X, A DR E 1l A AT, — AMAEXS T /var/lib/oprofile/samples/ [ H 3%,
R AE ) 2 operf,  UJJ& —/MHXS T Joprofile data/samples/ff) H 3% .
6.10.6.3. 3R HUEE PEAH A A He iy

OProfile 7£ & 4t 0 [ W NS AT FEAL A% B IR N RZ ARG A A P 2 TRl A RS U R 204
SR, — H—MEIBmER] 7 Wzt KT ixNZESRREE R ER T .
IR HLAT BEAE SR BN oK 3 T inited SO, ATRESREH TR R 2 WA B H %,
WHTRER H T— N ARHL B I W AZ AR, 255, 24 OProfile N—/MEBUESRAEA
i, e AR A S 2 TR H NI — AT HAT S B, (HIXA AT R
ZABE PSR (A7 B o 18 TR AT — LB BRI DR 70 B T B R BOE A 1 AT 0T
A

SRS AR R S AR ], 180T DL 2edk N debuginfo £,

151 H uname -a W IEEEITIIN, A5G E R debuginfo £,
IR RG

ZJaE M LAT i 21 B A 8

=

opcontrol --reset

LRSRAERE, B, £E— Westmere b R IHLAS b E S ISR,
ATLMEA AR 2

~]# opcontrol --setup --vmlinux=/usr/lib/debug/lib/modules/ 'uname -r'

/vmlinux --event=CPU_CLK UNHALTED:500000

SRJE T DOREUBLER U VERAE B, lhn, wT RS BUR dr 2 3RHL extd BEER
EIENSY

~|# opreport /ext4 -1 --image-path /lib/modules/'uname -r'/kernel
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6.10.6.4. 1 i opannotate

opannotate - iz EIK 8 T8 2 FUAE AT RC BVEARAD (I RiAT b S A ik
(R SCAFAE Je M 23 R3S AT BIFEAS o &SRR BRI T A I — Nk, =
HB A2 R B ) AR

FEHZ TR, FEALRG 2R HAT AT 24 (1) debuginfo . {E4R
T RS = R R 55w B E R G0, debuginfo B AN R A& m] BAT SCAE 1K) 22 3 4
M B 2ee . T ERMIRALIF 22 %¢ debuginfo £,

opannotate i 4> (138 H EE W Fros:

opannotate --search-dirs src-dir --source executable

XKLLy AT IR s K o 16— S UEACRS I B S8 AT B #: sre-dir, I
T 7€ B o B BT PRAT S
6.10.7. #f#/dev/oprofile/ B %

7E 43 i OProfile it BARE U, /dev/oprofile/ H 5% F 5K N OProfile 47 304 %
4. H—JH, operf AN E/dev/oprofile/. Ef#H cat iy REAFBAEX N LR
Girb RSO BB . i, LUT A4 s OProfile Ao il 21 i Ab 3 25 8 4 .

cat /dev/oprofile/cpu_type

7t /dev/oprofile/ H 3, B MHER A — DX N H 5. Flan, wRE
2 AMFEES, IA7AE/dev/oprofile/0/F/dev/oprofile/1/FHAN H %
FEAS TR P B H S DU S0

® count HUORE TR
® cnabled WREN 0, MITEESE RN, N NERERA, i

EA 1, WHEES TR, B A H R A,
® cvent——E AL A,

® cxtra £ E. A Nehalem 4-FH 28 M 28 kit — D48 @ BG4 .
® Kkernel WERAE N 0, HALPRIRE WAL T E IS, A XA a5

PEMTSCARREAS . ARG 9 1, BDEARBRERE N AL RIS, sl REA
DT HCES RE SR FH IV B TR .
IERAE Y 0, HACBRERAE M 7 B EI, BiA S RS FE A
MSCERFEAS: GnSRME 9 1, BDEARERERAE P R EI, e reA,
X LA A AT LA cat fiy & SRIREL, il

® unit mask

® user

cat /dev/oprofile/0/count
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6.10.7.1. 7~ FH%

OProfile A LL# T & 38 FA K4 M SR AR PP e, AT LA 28 408 B 02 Rk
TR . Blan:

® i MR L B FH RE P RN AR 45 7E R 4t b fi FH 15 5t 2 ——opreport 85 H K
TE /NN R BUIRS AR T 2 /DR EERE . WIR RRIBIT T 2RSS, (HE
AT, THFEACFRZRIN (7] i 2 IR 55 AT AR 8h 2L FH R 4 b

® e AL ER AR H 5 i —— T DLl 5 CPU_CLK._UNHALTED 443k
B 7 AE — 125 78 IR I 1) Jo 0 PN Ak B4 1 A7 38 12880 2 5 mT DL SR 5 2 B ok
(b3 35 Bl FE P AL BB e IS 3 i R AL RE
6.10.8. OProfile X} Java F > fF

OProfile LRI Java RNl (JVMD HIBHA YR FACHS CHl R 1E RN 4
BEARAD) o HR VAT RELIE = AR 55 A3 A R 48 V10 1 OProfile €13 1 X} Java FEHAL
T HH# (JVM Tools Interface, IVMTD) ARERFERI N & S FF, 7 LA H: Javal.s
BB AR
6.10.8.1. PFll Java AXA5

FAEH IVMTI AREK I Java MEFLAL A BV 20 R4S, 3@ MELTS JVM
JE NS

-agentlib:;jvmti_oprofile

X B[ jvmti_oprofile & OProfile fXEEIEE /2. KT 64 AL IVM, &R0 R
FhR:

-agentlib:/usr/lib64/oprofile/libjvmti_oprofile.so

0, AT LA IN--debug iy 4T UK i IR .

© FAf ] OProfile ST BN 25 FACHD, W AUE R4 222 oprofile-jit %
. BTN, B B TESONNERE T .

BT ) JVM, S8 ATRE RS 2278 JVM %23 debuginfo . %I Open
JDK, debuginfo /& 7 #2245, 1 Oracle JDK ¥ A debuginfo L. AN T ik
WG RO E]& B IR RS R AR FE, B 7 2423 yum-plugi
n-auto-update-debug-info Jfif o X MG 21 R WIS B0 R F-HXT B 58T

FRINBC B 2 J5, BXAURT DL B TR0 48 /N7 ol ISR, FH A e 17
Aot TRT .

6.10.9. B H
— 1 OProfile HikWin] Lot B A KR E . ERRERN RS LO&%
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% 7 $R4it OProfile I/ 1 Y oprofile-gui B F . ZLJEahixftm, HEdr
LATHERFE T LA root A #4147 oprof_start 74> .

FEXHMTAT IR AT BN 2 J5, 15 s [Save and quit) A PRAFIES . Bk
Tk 5 N/root/.oprofile/daemonre S AFHT, ARG HFEFBH .

© B B FFEF A2l OProfile 12 1-BURE .

7t [Setup] #2501, ZK 6.10.3.2 BB B AL S AF R ISR b BE 2%
THER R E H, TR g St s, e NIRRT IR . — R
R R A 2 HIAE S ER T 7 I SCAMEH . B R 2 BoRdia € Bt ds A4
SE MR R AT IS4 . Rt 2 WoR PEN AR 2 5 IEAE IS AT, DASCPPIN 28 i) — L8 &

B ER .

—Events
@ CPU_CLK_UNHALTED ~| ¥ Profie kernel
";;,'JNST'RETIRED'JD‘NY'D ¥ Profile user hinaries
L LZ_ROSTS =
@LLC_MISSES Count IlDDDDD
(@LLC_REFS — Uit mask
L0AD_BLOCK
@ -TorE BLock ¥ Unhalted core cycles
(0 MISALIGN_MEM_REF I~ Unhalted bus cycles

() SEGMENT _REG_LOADS

() SSE_PRE_EXEC

ENDTLB_MISSES

() MEMORY _DISAMBIGUATION

B PAGE_WALKS Jd|

™ Unhalted bus cydes of this core while the other core is halted

Inumber of SSE pre—fetch/weakly ordered insns retired

[Profiler is not runring.

Start | Flushi Stop | Reset sample Files| Sawe and quit

]

& 6-14 OProfile &

TEFRZTUA M, 1%+ [Profile kernel] 16013 Ay 4 fif e 156 1 S A4 76 A A At
R EAFAT U, 1B 6.10.3.3 20 B N AZ AN P 28 [V BT i 8 R BB . 4
WA IEBZIED, WA N IZBEREA

1%#¢ [Profile user binaries] KBTSy =4 1% £ B FAFAE ] BT S
BEAT VR, TR0 6.10.3.3 43 5 AR AN 72 23 (B PFIN B i 18 IR RE o SR ik 4%
IR, AN R AR PR AR .

8 [Count] STAHER N Y AT £R I FAF B EIFER, 1E406.10.3.2 HHHL
FER TR MIBAE .

WA TR B A A AT A (ST, SR R TE [Setup] b5
ZEUTHIAM [Unit mask] X3 . 36350 O HERD 5510 (1) S ME R S J5 22
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7t [ Configuration] Fr2& 01, ZEFIIN%, 1H7E [Kernel image file] SCAAE
HON B AR N AZ SN vmlinux SCEER PRI B 20 E OProfile A AL N,
i5i%F¢ [No kernel imagel.

setup | Corfiguration |

Eernel image file I/“usrz’lib,’debugflibfmodulesﬂ.10.D—EZ?.eIT.xBB_ijvmlinux | I Mo kernel image

Buffer size =2

Buffer watershed ID

Cpu buffer size ID

™ Werboss

™ Per-application profiles

™ Per-application profiles, including kernel
™ Per-CPU profiles

™ Per-thread/task profles

calgraph depth, zero to disable ID

|DroFi\er i5 not running.

Start I Fltish | Stop | Reset sample fles| Save and quit

K 6-15 OProfile BCE

WRERT [Verbose] £, oprofiled #FE H A0k & 5 RIS B
R EFE T [Per-application profiles), OProfile #4425 A4 Bl AN B FH FE 1)
PRI . IXHAH 24T opcontrol --separate=library fiy 4. WIHi%EFE T [Per-application
profiles, including kernel), OProfile ¥ A N 1A P AZ AR A= gl BEAS N FH 2 7 FO TF
MW, 1E406.10.3.3 4B PAZFR P2 VI B i B FE « 31X AH 24T opcontrol
--separate=kernel iy % .
B2 6.10.6 3l th g R IRE,  sREIIEEURE S BIREAS Y, 5 AR
[Flush] #4#. X4H24T opcontrol --dump 74 .
PLNEY 51 JA 3l OProfile, ¥ mithy [Start) 4. Z4F (EVFMIEE, 15 s
[Stop] #%4H. 1B R A il OProfile {5 1EHUFE
6.10.10. Oprofile A1 SystemTap
SystemTap J& —/MEBESARN T B, 7] DALk BB 57 > AT AL ER 1
RGHG S EHESIFEHLR netstat. ps. top. iostat S T H A4 H S URIfE &,
ANIE, Wit SystemTap 72 7 B AE% 9l 8e 2045 B R AL 2 i JE A 73 ik 1l
BT RN A AL BE 2R AE — AR BACRE X 38048 2 I [R) DA e BARFEAT A AL B
LEBRITIE], T A5 EESCEE AR, @S OProfile. T4k A4 AL BRER S 2
AT RIRES, WA K4S E OProfile 1o
MBS R ie e A BT AR, &0 LLER SystemTap. [F4 Syst
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emTap A LLAESEHHATACRAE N, 1A F 4% LE B J5 A N BOACES o e AE 1) Y A% AT
SPYEERE T AT RN IR A A
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