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NTFEH;

5) PRI NG B2 E BAT A2 2 AR A TT

6) MEEATHERE SRR NEE, WEERERIGE. BUFE

BA TR

7) AR R AT A B AT A 1R T 4 75 15

8) M T 44 g o) /= BRI % A g BT T L /i . Wikl &
anﬂlﬁﬁﬁ‘ﬂl‘]ﬁﬁﬁﬁ'

9 HT AR RGBS AR LTR, H I IME AL AR 5T 5

RS, RS R A TS A NS BT 2R R AL H

10D VEEHERUE ) HARTETE .

=, AT AR B R BN A B

1A AT 1 1 A5

BAT 42 R AL E , WA b B 58 SR AN = A8 1A NAB BAEAd T [
BN

215 BAFAE I HA PR

— MM s, BAIBONSEILE FIFT 6 7 BN R A NG S idREHE
S BRI B AR — 2 AR R AE 2 B B BR
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AR dhBUIR S5 R AT IR IEE IS TR, AR LUE AT 2 & S5 E

R, RS ERR A I ER A NG BBt T A AL A EE, IR R IS
N EISY LR

3 FRAT A R IR A

BAVE IR P S Bz it i s, Db E RN ER. AL K&
AL 0] B % o

TRA VIS AE G R (1) 22 47K NS 25 Fh 22 A DR e it LA OR 45 B 22 4 il
WAV NS A (Flin, SSL/TLS). B4 AbAF T BRI A I N5

S|

FATESL LTI RE BRI . AR CLORBE(E R 224 filn, FRAT™ 4%
BR D5 15 B N RV ], BESRABA I <y R 55, JFEEATH T

445 RKEDNE Bt F5 5 2 FF, HAT2UIE RN MR, Hikgaes
PER, JFUEERIE A A5 E G S LRI FO A e SRR
M A AT TR SR PR A R Tt o AT TR 2 IR R 8 T T 25K, Bl
MNME B ZaHE AL E L.

=, A EEERNANER

AR SRAE O PR PP b LB R AR 507 i S B0 NG R R 2R, S TR A
Lol 55 5 226 R S BANE FH 0 S NS B AR SR ZhRE ™ it 1E U VR ]
RIS . RGEHTH . VR

FEAE ] bR LR R Gt EAEF S =5 A, iEEE D AR RS

M. RTEB=Tr AR A

AL P b LB R Gt b 22 B 58 =T IS 38 = R AR R B
ORI AL DA 26 =5 A B AT 5t

AL PP b LRI AR Gt b 22 Bl P 58 =T WIS 335 J A 4 ) 5 AT
B 0T R FERA 7S B B TR NBS AL IR

B RTREENEH

FARBABERE R GRS S BN, W RERRREN, 7R 24
F A N TR] T A P A7 o (R A Rl 55 2 3 o S BRI 37 AR BRI 4 1Y)
TR 6 R AP R RN, LA B O bR BB R R 91 S A A

N~ A BT B

AT DR B G I BB A YRR, A s W A AR SR, AT i 7 i %
PO RE B F] M3t i s A B R [ B, ARSI R R, BA14 14
ST JE 0 AR . S FRRE R NS R

% 9 X / #2366/



ikt b B 25 40 TR 26 BN R BRIV 7.0 R G5 3 R T

L. WA RIRAT

AR A FE BAEEAT AT B8 1], BT FIARDCIHR . B, BRI &
IRHALE 400-089-1870. B J5 M (www.kylinos.cn) LUK BRI S 1E HE AT 5 ) Bl e
e, fesnr DL & BB 2E 2 market@kylinos.cn 77 S FATEE R

THER RS, AL, ZEAE, BT, BRATEE 154
TEHNS TER.

AP E R HR AR, A AL RSSO R R AR, DL B AT SR W 1
X, DA SChRA Ay i .

BT HHE: 20194 12 A 18 H

REUE AT PR 22 W)

Mk BT T X R RHS G 2 ki 3 58 (300450)
el vE XACVU AP % 9 SHERAKJE 20 & (100190)
KD AR X =— KiE 156 5 LEKE 10 # (410073)
HLi6: R (022) 58955650  JbEE (010) 51659955 Kb (0731) 88280170
fEH: Rid (022) 58955651  JbiE (010) 62800607 Kb (0731) 88280166
Iy E] 3. www.kylinos.cn

HFHE1F:  support@kylinos.cn
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i bR 5 R 55 SRR R BRIV 7.0 R B T 5
B RRR U
RbR R I i IR S5 e A R G VT [RIVESCRE WS e, HEL. JRie.

6. BREMGSEE X CPU PG . AT 32 20 M) R G0 B G AT RBOR A B, n
AT MARBEEM IR Z AL, A 7524505 SR BB AT A PR 2 R SR AR 55 #81T

& g,

RFM s A RERGUUES %, oo BT RS BB
CPU 3 SR 2 SE kAL R AT T R V5 5 AT B
o W HRZ AL, PRI G55 SR RSB VT 4E Lk CPU
& E S BRRAE S S B

% 11 & / #£236/
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F—REEALXRGRE

R AN ARG E LS, WEARE. HIA RECE . M
A E DL B

1.1. RGHX A4S E

ARG X O B T8 RGUIRS A S 15 5 A E . A e e 2 TR
SCAE I & A TR R P ST A A R RN . IX S8 B T DL I & v fetel
ocale.conf it B B A localectl Ao ti4h, %A LAFEF ' KR St R HAT
5%, HEIESHZRTM.

111 RERGHKX

RO HLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd sF kR .
XANAC B SO AT DA R — A R 55 B P gk K, B IR S5 B P R AT S O B
SO BIANTE F ONTEE, HX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC_MESSAGES &I E 1T 2 B AR S H SCAKS 20, FoAth T 1t B
AR 1-1 fEFTR.

M 1-1 fE/etc/locale.conf 3C48:H A F B IR

=R iR
LANG AL RGN X [ ERINME
LC_COLLATE TE SCZIA S HHE 7 A BRI
LC_CTYPE T 55 0 B B 0B, BT B 245 i ab 2 7 =8,

BFEFFIRID, FrRRFERZ T, WS,
e E R — NI R,

LC_NUMERIC FEBT T B ECF EoR i

LC_TIME ()R H R

LC_MESSAGES RRERIIES .

1111 SRR E
Localectl fy & 7] I TECBIE & MBS A R Bon Ui E, IR

DAY
HI'J/Q‘\:
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# localectl status

1.1.1.2. Bora] X 5%
SR AT R X Z) R nT A R R 4

# localectl list-locales | grep en

1.1.1.3. Fit' B Hh X
LB RFEBIAMIX, FFELL root P 471817

# localectl set-locale LANG=locale

F P AT DABC B 1S A i X AR S 75 AR B locale, AT localectl list-locales fa
RIEAHHLIX
11.2. BEERHMGR

BERLAT SR B0 B TR SOARYE I & A1 F - S i e A J= FE ]
1121 BoR4EiE

Localectl fiy4 7] FH FFEC B 15 5 A MBS A . BoR4aiicE, o T

LAy
T2

# localect] status

1.1.2.2. WonA] S AR R YR
WoR AT X H) R AT R a0 R 4

# localectl list-keymaps | grep cz

1.1.2.3. o B4
fii B RGN R, FTELL root H 7 S3iafT:

# localectl set-keymap map

F 7 AT DABC B & A 1 B AT R b s 77 AR map, AT localectl list-
keymaps o 2 & & IR AT R . %20 H T ECE X11 % )8 B AT /B ah
A H- - no —convert ZHHTENIAERL . FFFH AT — T a2 A E X11 &

1 P B AT ) «

# local ectl set-x11-keymap map

R AR X1 T AN AT Sm SR A R A — B, T DU G A
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# localectl --no-convert set-x11-keymap map

1.1.3. HABHRE
Hoth 5 G B ARG X AN AL AG SR K N 2 T LS 25 238 T . RN i il 2%
1.6 SRIPURFALEE ST AN 6.1 &5,

1.2. MY HEE

1.21. ZhEMKEE
TP %5, LRI eth0 Dyl
Y% S /ete/sysconfig/metwork-scripts/ifcfg-eth0, % B BOOTPROTO A dhcp:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=abd9f432-1ca9-4df4-874e-Tdafaef56Tec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1

1.22. BEMEEE

FI 23, LA ethO S5 :

Y S /ete/sysconfig/etwork-scripts/ifcfg-eth0, % B BOOTPROTO 4 none,
HS 1P, TR, K.
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BEOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6EINIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6 _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9-4df4-874de-Tdataefhbfec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.165.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. HZE DNS

FI 20, Yw%E/etc/resolv.conf, % B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. HEAfR RREE

AR RGX 53 LA R PRI IX
> SIS R (RTC), I8 VE P EL B, B m] DUOL T RS BRI,
FEENLIHUIE LT AT T
> RGINIE], T G I A AR E R R AR AR A SRS
BN EHILE RGN R G, RG0S AD s S T S (8] 5 AT T E R
RGN RNEF ISR B R G —H(UTC), H Tk KRG AR X,
b S T 3gf A ) T B X P B ST [
B RGHRAE T =R ar ST A1 HE T, timedatectl. date A1 hwclock. LA
TR BN THBMEH.
1.3.1. Timedatectl T B3 F 4 B
1.3.1.1. 2o 2T H IR ]
4 timedatect! 7] LASE 7 24 H Z G0 [ AL A P EE I [R) f HPE4R(E S 0
NGRS NTP I [ 25 () R St ) -
% 156 W / #2367
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# timedatectl

A2 chrony 2 ntpd R 55K A2 L 5E AN timedatect] T A, 40 FAH LB 3
MR ERS R, EHHITUL T a4

# systemctl restart system-timedated.service

1.3.1.2. A HE Y HTHE A
L root FH F 24T LA R i 2 ] PAAE 24 22 Aif s 1] -
# timedatectl set-time HH: MM: SS

Hr HH RE A, MM R4, SS REMEL, ¥WHFEMMER. XA
A [FAE AT LSE B SR G iy (R A B 6], 28R 2R8I T date --set F1 hwelock --systohc
1)

i
RGN A AL E FE T UTC, W AL T A Hu B [A) R G B R Geit ), 753
P root FH P27 PA R i 1B 2

# timedatectl set-local-rtc boolean

WRFEF AT ], 7524 boolean LB N yes (B y, true, t B 1),
WA UTC B, U4 boolean B E N no (8 n, false, fH& 0). R4
2R\ boolean 4 no.
1.3.1.3. A2 HE T H M

A root H Fig AT BA R fir & 0T MBS AT H -

# timedatectl set-time YYYY-MM-DD

Hep YYYY (REFE, & 4 MERR; MMARGRA G, HMAiEcksr; DD
RERH, TR AL 75 E R E W 8], W] LLAN 78 B ) 25, o flan T

# timedatectl set-time ' 2020-02-17 23:26:00'

1.3.1.4. BHHEIX
PATLL R a2 7] DL R S AT X

# timedatectl list-timezones

LA root FHl iz 4T BLTE dr & T DM BTN X .

% 16 T / #£236\



o Fh bR 5 R 5 B R AEVT.0 RS R T

# timedatectl set-timezone time zone
BB X R an R
# timedatectl list-timezones | grep Europe

1.3.1.5. [P R 5 im RS A3 [a]
L root H P Ig 4T BL R fir 2 0] LA /28 F B 18] 1) 25 R 55 -

# timedatectl set-ntp boolean

A 525 75 B & boolean {4 yes Bi# no. BN E HEFEE — A fE
IR 25248, AT LAPAT — R4

# timedatectl set-ntp yes

1.3.2. Date T Ef#FH¥iH
1.3.2.1. R a7 H A E]

fir4> date TU\mTél BRGNS H . X HIHSEE R Hrr Ll 24--ute
TR ETN XN TE] . 3@ “format” bR/~ fFkf A e RA . # I format 15447
LU

#FK 12 SBNEH

¥ iR

%H PA HH #% 2 H 4w/

%M DA MM & 2 th =4 1073 8

%S PA SS #& 2 H M mrAb AL

%d PA DD #& =i H 24w H

%m DA MM & = th =410 H 47

%Y PLYYYY #2860 =4 /4

%Z BRI X, Flin C EST

%F AL YYYY-MM-DD #%5tH 4uiE HH, S T2
$%Y- Y%om- %d

%T DL HH:MM:SS #% X  tH 24ai iy |, 0 T2
$%H: %M: %S

ZNL AR
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# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + "% Y-%m-%d%H%M"
2020- 02- 17 17: 30
1.3.2.2. 7AF KA Y (A
PL root F P I2 4T PA R A4 ) DS 25 Ji R (] -
# date --set HH: MM: SS
Hrp HH ARE/NE, MM RRFE2EF, SS AR, WHFENMLER. X
A [ERE AT LABE B R Gy () A EE R B], SR 2T hwelock —systohe 4 o
RGBT [A) 0 B 3 T AT 18], dnSRAREL T UTC B [a)RECE R GRS,
T E D root H Fiz4T BL R fin 1E .
# date --set HH: MM: SS --utc
1.3.2.3. AFHE 4T H
L root H P2 4T LA T iy 2 ] P& e 2\ H -
# date --set YYY Y- MM- DD
HAYYYY REFEG, & 408K R MM AREAG, FHAEERR; DD
REBA, TR WA T B & W R], nf DAk 7e B [a) =40, npilan .
# date --set 2020-02-20 23:26 :00
1.3.3. hweclock T EA%F¥i8H
1.3.3.1. o4 HET H BAAIRS 5]

7 hwelock A DL R Y4BT RGN A, BFX . HIAZE R, LB S5
--utc B--localtime &7~ 241 UTC B X I 8] FOAS LR 1) . 7~ 48] 40 T

# hwelock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds
1.3.3.2. AFHE T H A (]
L root F F 24T BAF i 2 AT PAE 24 2 Hif s 1] -
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#hwclock - -set - -date ""dd mmm yyyy HH: MM"'

Forfdd A& H ) HH READNEF, MM ARE 81, SS ARFMEL, HIFTHAIR
No MmmARE A, LA 3 =B 5 RoR, yyyy (REFD, LAIUAr 3
F R XA IE T S5 --ute Bi—localtime [X 4B E 41T UTC I [X B 8] Fi A
i IS (7]

£ UTC I [aRACE RGN TH], 75 ZELL root I Fiz4T LR a8, 7=l
.

# hwclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [0 R HimFE R 55 23 B (]
L root 1 ig AT LA T fir & B D FE I ]«

# hwclock -- systohc
14. AFERE
FH PR AT LG P AT G A, i FRAR-> S AR > FE P I >R
B—ANFRS LU A, HFEATBCE SR R B EE R LR,

BN P U R G, s s B g o B AT A 2 T
ol Ex

L EnER
® fRERR

RERPRIERAS ST, B
TRREREHNEREMFRERPE

) BEBR

BERERSG LA EEREN
i, BEREMFRNT.

EVHE

& 1-1 Gk,
FH P BN I 5, mT DA P 260 DL R Sk AG03E 47 5587 B0 o4, o S8 s i ”
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PAR: “EEHRAR” RIVAT BE .

ila “
PHERER
ETT:
Y RuEE
M root
i BRER
s EBR(EHAR)
BAALFS Reeme
grilshel
APEP iRERR BHER LG
RER(HREBP)
v EAEE
i

1.5. Kdump Ll

Kdump /25T kexec WINAZBHRELMALH], £ RGBT SEBIESEALN H
KEAB NAFIBATSHN — D LRSS, FRAH 3R A% 3 15t iR I fige 7 A= ) crash
dump. Kdump #2124 N I1EfR AT EE R NI FE AL, B K IRAL RAE T B it e it
B A T N —ASE R SN AZ ) BRSO EREL, AR S AR A B SC.

Kdump T ZEMANARHPBEIAZ, Er- WA RN £ ek
NIEZIRSS B R: WER RGE— B, MBAEERAZREEINETAE T, {E
XA B Kdump 7724 — A TR 4TS AT E BN, 2Nz S5
(1) ramdisk CRETAAAFR: B AFAEID SR H AR — A g — M s,
W LIS B A7 P B BT 1s AT RS A SR 5 B 2] — > dump core X, —
HNAEE BT, Rl EH3IER.

Kdump #Li1| E ZAFEMAHAF: kdump H kexec.

kdump fH kexec EBNEHTRNZ, LUR/INNAE S S DR EL iR EA
NIRRT NI I SRR NAZ B B . T kdump FIA kexec JH
AR ANZ, e T BIOS, FTRAE —ANWIZIIN AR LAREE o 12 N AZ 3 1t
AR AT .

kexec & /MR JE B kernel B, EIBATER —IEAEIZAT I kernel
F1, S B —ANHTH kernel 1 HANH 285 BIOS wi AT ASERUR S B —#K
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

BIOS # e AR IS a], U AR KR I H RIS 2 4M B3 & 11 Server
RIS, BIOS 24697 5 £ R a]

kexec tU4E 2 MHAMM Y —RNEEMPIRG WA kexec_load, H1TIfE
AR NS B R SR N AZ IR B R E k. R P E R TR kexec-
tools, MAEAH IR A A% b HEAR 325 AR P~ I k%, MTATHE 2R G0 I5t (1 B i B i R 2]
IR A AZ G b B AT

VLEH: BIBYEL, Kdump HLEIYAE ARM. X86 P& HH, Wit FEE AL
o
1.5.1. Kdump fr&fTEE
1.5.2.1. %% Kdump 75 B3 AE R

FH# 1-6 Kdump FTFHHRRA4E

KR wHaUA
kdump kdump#K £
kexec-tools kexec B4, kdumpFH 38 Fh T HARLE AR

kernel-debuginfo ~ FIK#T vmcore A4
kernel-debuginfo-  kernel-debuginfoff #ifi

common

K dumpfi 55, LKL T M. 2o unh:

yum install kdump kexec-tools kernel-debuginfo-common kernel-

debuginfo

1.5.2.2 fii & grub

Kdump )8 FH 75 2200 B kdump kernel A7 X 3. Kdump ZEREEVE RS IE
AT I, A BefdE A kdump kernel BT 5 BTN AR, LB IX A 75 2450
/boot/grub/grub.conf 14, B 2IH5] FH#845, MM crashkernel. Crashkernel
kg T

crashkernel=nn[KMG]@ss[KMG]

Hor nn FKIRZEN crashkernel T £ /0N A7, ss &< crashkernel T A 17
HpY Y DA
B e B E 5, AT LAUAL cat /proc/cmdline & kernel J& #)HC B %L 1,
HAp &M T crashkernel Ti.
1.5.2.3. /s & HE Kdump IR %%
#E Kdump RS2 W
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systemctl status kdump.service

2R Kdump 25 ARIT R, AEA a0 A 4ok JE 3 kdump Ak 55

systemctl start kdump.service

1.6. FREUFAL

RGP BER A A [R H BR 1, L T 373 5 A AR 2T A
FIRBR A REPAT I a4, B AT PUER su Bk sudo #ir &3R5 B ABUREFAL .
1.6.1. Sum4THR

P AR su a4 ), 75N root FH %45, 3G UEE S J5 AT LASREY root (1)
A, — B su 28N, XAH P RIETE EESSR root I 44E
H T su BT BAZREX root A= EACRR, PR b SR HCH A A P AR, P REAEAE— 8 %
Sl R, BRI AT DA A FE B ZH B wheel SEHEATIRHI. DL root B HAT LA R A

# usermod -G wheel username

MMM wheel 4B G, AT UARRSI R X AN A o7 UAE A su
WAV . BE su i) PAM 1] PL%w#HE/etc/pam. d /su SO, I8 I8 I B4 757K
RIS I B B A S P 25

#auth required pam_wheel. so use uid

IR RN AR wheel Y RT RLERE su vy il AR
1.6.2. Sudo #y4LE

Sudo A4 L VF R GUE P 1L Il H P AT — L EE 2 ER ) root iy . 4]
& H A HAT sudo fir &I, FFERMAATA AP %, 285 LL root BERIAT

AN
T2

FEAM) sudo fr AT
#sudo command

Sudo & H IR KM, R A7/ etc/sudoers ST S0V IO H P AT ABAT
EABATTE 2B shell R EEH AT sudo #74, TIAE root [ shell FA1R . X EHKE
7E 7 R root 1] shell PRI 24 4% 137 i 1

Be & sudo W AUIE L gmdE etc/sudoers K, 1 H R A B G P A ] PMEK
‘B, WAEH visudo wiE. Z ATLMEH visudo AR, —R R Ik
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coREiER
BHAEHT - REER A . A root H 47 H visudo 4T

NeolCylin

— =

PR EESRE 2
JFECE SR, AL N

#juan ALL=(ALL) ALL
XAE EEERE juan H P AT PLDATAR ENLERZ BT sudo PFATAEA M4,
NHIX S BV users FI P v LA HE =M1 7T PAFHAT /sbin/shutdown - h now

1]

% users localhost=/sbin/shutdown - h now
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oo LB T MR T R TV 7.0 R BT
5B EATT RIS
21, Qt-5.11.1

Qt SEI 1 Android 1 i0S 4TI SCRF, 7 BB g 3 B AR A 1) 5 1 BR
RN P 2R B & b . ARSI EDE DI REFITERE . QtS 2 Qt MR
FRAS, FER N GLREE LB F P SR &L 24~ B AR KRR o B 7E QS
H1FEXT JavaScript F1 QML [SCRE, JFR A G LR E R, R AT SCRF C++
A Qt Widget. Qt5 5 Q4 A, FF MBI ARE FEA Qt Platform
Abstraction, 58 | ARSI AT FEAETE

Qt5.11 HIHr Thg

o ¥R Image JUERMNEELE SO SCRF  SCRFktx R pkm 2538 SO R

o QDoc ] libclang fi#dT C / C ++4Xfi5.

o ININTMET ID MBI

o C¥F ALPN Al HTTP/2.

o A\ DevTools, IG5 18 FH uify -1 AL TP B 25 o

e LinuxPrinting BL7Ei8 1 QPrintPropertiesDialog ' [ Advanced #1537 #F

T2 CUPS LI, MM fo VF#EAT VF 2 Hofth 1 B CH P L3RR R TS D

FT R B IR 5.11.1, B2 RS A M hitps:/doc.qt.io/qt-5/.

2.2. GCC-7.3.0

GCC s&H GNU JFKmPEis 5 Mmieds, XFRFZMIBES M, il C,
C++, Objective-C, Java %%, [A] i s6iE 5 HE XM . GCC & —Fh IR T
KILHR, IFRZMEREN, 5 T3 RN,

F A

7 HF GNU hrif;

AL T GPL brdfk;

B RSATIN B, AR

YT R RRCAS 7.3.00 VEAH B AR BT RHE & B https:/gee.gnu.org/.
2.3. GDB-8.3.1

GDB 7& GNU S RiA#E, R EERT NEHATRE, SeE R ERE R
HIHRA . GDB HIThfE I EAE:

o BUT—LBRENE IR T IS AT 45 R AR
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%

CPITERRA

Haaicyiln bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

o TEFERE MK ME LR

o (ERRFIFIRIBATR, AR AR A THA

o BEREF, USRIERES bug XTRESF IR, [RIN SR SR R V2 b
Mg, Bl B IESE

GDB SCHFEL M iR = -
e Ada

e Assembly

e C

o C++

e D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

AamiEf SN 4 gdb”, IR 7F GDB il L H.

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyle

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) W

& 2-1 BRHE
R0 OB & R OA 831, 4 A ik B M ORI A R
http://gnu.org/software/gdb/.
2.4. Python3-3.7.4
Python J& — M M 7] 28 K B T )0 R mAE1E 5, 715 Perl. Ruby. Scheme
8y Java FHIEE
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o b BB 2 2 5 25 SR 1 2R BRIV 7.0 R S5 B R

Python [1]— & {7 25 K54

o THVEMEIE, TS TR

o TEFIBATHEIH, X153 Python BNV 2 gt AE 55 I BRARIE £, RIS XA
s AT 4R

o PR —ASKISRAEEE, SRR E WHIAIRAESS, WHEEM 2RSS 35
IR RIE A R SOAR SO O 5%

o Python f5Z BB A A5 i ) 2 A QRS Fr BR AR AR 25 5, python KR
5 n{% IDLE.

o EITESINLAYR PEE S (W0 C 5L CHH)SEBL I F s, o DU A ML 3EAT o &

o AT DU BN AR P v DAAR I AT g A4 1

o (EATRATHL T 1247, BLFE Mac OS X, Windows , Linux A1 Unix, FEE R
AW AT AT Android #1i0S.

o Python /&K% I KA. T #EULH Python, B &AL & 7L 1 1 N
FERF AT BT ZEH, Python 10T DA H FHAS SUFN 2 351 K AT -

Python [ — 64w F2 15 5 R 1t G 4:

o A Z P I A B 25 A W] A :number(floating point, complex A unlimited-
length long integers). strings(f.4f ASCII #1 Unicode). lists 1 dictionaries.

o Python SCRFHT A ZAN 2 5 44 K 1) TH] [H) 5 R4

o ARG PAS AR A4 o

o XIE T SCRF IR IR H, AT SE I BE IS T B R A

o HURRA R ERBMENARY ., REAHFAWRB I, KEHN—4
FRPRM— N )RR KT, TPk R IS 3% .

o Python €& = dmfEHr, Wl generators F1 list comprehensions.

o Python ] H 3 N A7 & BRAT IS A F-3) 43 BL AVBE A RS Hh 1 N AE

YHT R BARCA 3.7.4, TEAEBDRHE A B hitps:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk £ 5 GPL YA | Java V- & FFRALSCIL, B Sun Aw|FFk, $eft T
—/ java )i 17¥R8E, SCFF Solaris, Linux, Mac OS X 5 Windows £ F#E1E &
Ao

T RSUAS B BT AR 1 T A

o Lambda ik Stream API;

o A5 HH# APL;
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Séﬁf

CPITERRA

HH A RELIBA 1= R 55 B A R G VT.0 R G B R T

o MGG

o LT AR PRI FH AT IS AT T B B A

o DT HRE RS

YRR B 1.8.0, TEANTRHE A http://openjdk.java.net.
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e e B 5 IR 25 SR F R GV T .0 R S BT B T
F=F FHAERALIAR
3.1. ZFTLTA

Brasero & i EHEMZIx T E, S iG->076 #2)F->Brasero, 1] DA%

EHERE . BdE CD/IDVD. #i4i DVD/SVCD VL & &4 %5, WTFE:
Ex

Brasero
ME(F) WEE) IRAM BEIH)
RIE—TmA: RILHE:

BESLERTHEE
-~ BSIHE(0)
flE—ERSRAR

o BUBTIE (A)
#32—1 #4E co/ovp

o TREIE (V)
#i—11%% DVD 5 svCD

@ SHIXE(C)
£l co/DvD 89 1:1 &l

o ZRFER()
* ZIRM{FH CO/DVD HET BN E

A 3-1 zIx TR

3.2. Wi
3.2.1. MAEHE
3.2.1.1. HEEH T HANA

R PR T — SR AR 0 B T A 43 X DL R B A R 4 X T,
AT LA E AT G AR A 73 X R D 30t 4 DL R e A R AR B A
3.2.1.2. WA H T AR R

s T A- UFR), SRS srs, e RF->Wa->ma, 1716

AT A
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bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

2

(k=4

FREERF

RITEARGE TG DL RENE IR0 2 S0 R £ AN A A ) A 2 B BN 45 o

V EREF
= Ho
B s
0 it
@ =5
= HE
4 BY

W IR
P ==
© =xm

B2

© xTEmes

® eEs
= TR

a =

B Pluma

& 3-2 BErMNERF
WER SR, AR s B iAW A S Rk e B 3%, AR RiE ik &

0

Dlﬁ GB &£
QEMU QEMU HARDDISK

(@> CD/DVD WiThEE

QEMU QEMU CD-ROM

13 GB g &
Jdev/klas/root

1.6 GB iRig#&
Jdev/klas/swap

#(v)
X RE TERE
- 73
HEL: EFI HE2 . 3
210 MBET 1.1 GBXFS 15 GBLvMz PV
* [ * >

3 /dev/sdal

Idev

16 GB {2
iev/sda
QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 FT)
GUID X

drive-scsi0-0-0-0

— E:‘]
210 MB — 204 MB F]H (2 3.0%)
D D676-26B3

EFl R4t
FAT (16{ilkRZ) — 2HEH T /boot/efi

& 3-3 mAEHEAME
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e HH A RBLIBE = IR 55 S A RGBT VT.0 R G B R T

3.2.2. BHREBETRMA
3.2.2.1. Fr[X ik

LR R, s [+ ERRTR A X U, Ml 5008 7 X
RN, midi T —32, MABLAEERAE SE [E12), Al sEEIE R
T s SR A3 X

= 16 GB Ef = - O
/dev/sda
16 GB & 1= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 FT)
CD/DVD 538
QEMU QEMU CD-ROM 4K GUID FEFE
13 GB Hig&E 5= drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB fRig#& #WV)
J/dev/klas/swap
SR AR
HE3
HE | P2
ZlDJMBE:IAI' 1 15JEE XFS 5 e Mz Y
* > * >
| — |
#/v 210 MB — 204 MB AIA (EH 3.0%)
&% /dev/sdal
UUID D676-26B3
SRR EFI RYE
MZ FAT (161iREZ&) — BEHT /boot/efi
& 3-4 flgsX
‘ » 16 GB B = o
'dev/sda
16 GB & i QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK
4l 16 GR (1A 106 127 60 23)

@\ CD/DVD K3 .
QEMU QEMU1 BUH(C) BRnE
13 GB Rig#
/dev/klas/root
1.6 GB 12i8{ HA(N) |
Idev/klas/swap

BIR(E) %A

%8 ©@ QAT Linux RERIRZBEE (Extd)()
ERBRIFE (LUKS)(R)
5 Windows # (NTFS)
FRIAREMIRE A (FAT)(S)
Hfth(0)

& 3-5 b E
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HH A RELIBA 1= R 55 B A R G VT.0 R G B R T

3.2.2.2. rX#% itk

R B AR B X, G s I E R MR, IR
A X, ANGES, EFERNE, ab T, Sf UML), MR 6
2k, w5 B AT IR A A

” 16 GB @ = - o ‘
gev/sda
umﬁs 33 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
p - 16 GB (16,106.127,360 1)
@CD!DVD JEhaEs
QEMU QEMU CD-ROM s GUID HER
DIB GB HRig %55 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB }ig& #V)
(deviklas/swap
xRS 2R )
oarr| 115 Lo
XD BRHLE Shift+Ctrl+F
u .
REDSE
2 REXERGS
& [d¢ g e
JUID DE
y g BEA
Kz FA BEXHFRGE
R ERY
REEHED-
gial
GRS R
MOEBRGEE

SEEENR -

& 3-6 #R1tk

3.2.2.3. X YwiE
BRI IX, Ad TN DRE]Y 4l Fhses, S8 [wmiEs
X Y, 7E5H R gmaE 4 X T 1 Hp IR et N 2R, s S BT,

» 16 GB H#f = - 8 x
dev/sda
uls GB & 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ _ 16 GB (16,106,127,360 F13)
(@ CD/DVD T8

QEMU QEMU CD-ROM GUID HER
0 13 GB RiR& =F|S drive-scsi0-0-0-0
/deviklas/root
1.6 GB 1Rig& E(v)
fdev/klas/swap
waHE | |
£3(T) | EFI i (c12a7328-/81F11d2-badb-00a0c93ec93b) -
Z#1(N) | EFI System Partition [
REHE(S)
MEHFI2REE)
et Blos HEHZIZE)
(%] vl

& 3-7 wESX
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3.2.24. fWEMH RS

R EBAR X, iy OREY 4, Sl M hse s, il [
ARG ), MBS RGN E I, B X AR, SRR

o 16 GB B =
dev/sd

uleGB B2 75 QEMU QEMU HARDDISK (2.5+4)

'QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 ¥1)

(@ CD/DVD %5ha§ o

QEMU QEMU CD-ROM GUID FXH
D 13 GB HRig& #5|S drive-scsin-0-0-0

/dev/klas/root
Q1608 i &v)

[dev/klas/swap

RERE XRRE
SE 1 EAS
210 MB FAT HEXHRAEE
*[>
= 1 bEXHRGEREEERLIEHEE.
v 2149 0|
/de; S
DORGHIC) Fh(H)
JUID D6
EFI &t

£ FAT (16{ifE %) — EEHH /bootsef

& 3-8 mBXHRSA
3.2.2.5. 43X R/N#E
R T BB X, s DRE Y %4, 3l TR,
WHRE/NY, SR ARER/NE 1, sk B NEEE F A Kb,
/NRIHT

sl [k
R

|» el

uls GB B8 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

= 16 GB (16,106,127,360 F13)
(@ co/DvD BEnS -
QEMU QEMU CD-ROM GUID SEX&

0 13 GB Rig&
/dev/klas/root DEUH(C) BEX)

O 1.6 GB Rig&

/dev/klas/swap

BEXHREANFTRRSRMERR, BUASHENNE, NRERS
HERESD, ARA/RIFRERERNNE. &/ AMUBLHNA
EXRITE, REQSPOXARAEAZEURETFOTIE

AEKNMS) 210 MB v
EENFEEE 0 MB
#3710 0 mB

B 3-9 BB
3.2.2.6. X EIERFNEEEL
PR EE X, R ) (e BT,
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HH A RELIBA 1= R 55 B A R G VT.0 R G B R T

‘ » 16 GB Wi

16 GB B2
QEMU QEMU HARDDISK

(@ co/ovD Wihes

1S QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F75)

QEMU QEMU CD-ROM Z GUID HE&

13 GB g £5|S drive-scsio-0-0-0

/dev/klas/root

1.6 GB High &)

/dev/klas/swap

TR TERE .

HE L EF 5~ HE2 e n i
20MBFAT 1.1GB XS i

* D> * >
— B
210 MB — 204 MB B (B 3.0%)
/dev/sdal
JUID D676-2683
o EFI B
FAT (161iikRZ) — BER T /boot/efi

B 3-10 2 XER
HE SRR, WEDRRNAER, RN e R T A

‘ » 16 GB &

dev/sda

ﬂls GB B 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F15)
@ cD/DVD FihE

¥ £ GEMU CD-ROM < GUID HE&

13 GB Rig & £5|2 drive-scsio-0-0-0

Jdev/klasfroot

1.6 GB BigHE £

Jdeviklas/swap

KRR BE3
SEL EA .
S0 e e 15 GB (M2 Py
* * >

B
A 210 MB (209,715,200 F1)
& /dev/sdal

D676-2683
% EFI Bk
FAT (16f18R %) — X E#H

B 3-11 2 XEERERR
sl [AY #H7HEE, HE#seiE, WRERAN DRI A .
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E
ulﬁ GB F&
QEMU QEMU HARDDISK

@\ CD/DVD Wi
lv QEMU QEMU CD-ROM

16 GB F&
evisda
QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F15)

° ‘

7 GUID HEE
U 13 GB & %5|= drive-scsio-0-0-0
Jdev/klasiroot
1.6 GB Higs #(v
Jdevikias/swap
SRR
HEL EA S
210 MB FAT
* > * >

210 MB — 204 MB A (B 3.0%)
8#& /dev/sdal
JID D676-26B3
3 EFI Rif
Z FAT (16l %) - B8 F /booy/e

& 3-12 5 XER
3.2.2.7. 4y X kxR

WFEEMBR 2 X, Ay C-1 3 HMER 2 X 5Eon, iy OIMER T BT,

DN

‘ - 16 GB B n o
aevisda
ulﬁ GB Fi 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
. 16 GB (16,106,127,360 T1)
(@ CD/DVD WEhas

QEMU QEMU CD-ROM GUID 57X &

13 GB Rig#& drive-scsi0-0-0-0

/deviklasfroot
Q) 1ocn inE &(v)
/deviklas/swap BB
xeRs o EBREESRIESEE?
HEL: EAS N C; o
Zowser | 11 SR HFRRESRES
*D> BEMBRE
— g B 2K 1/16-dev/sdal) [
v 210
% /devh
D676
EFI &
1w FATH ) #(0)

& 3-13 4 XMIER
3.3. ZmREEH
331 VNCEER

TigerVNC Viewer J& — 3 7@ LR L & E i, S-S EER
->VNC &EE %S, i\ VNC R& 235 S A&k, s,
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ot o LGS 5 20 R % A R IEV 7.0 RS ER B T
VNC EEE: EEEaT | x
NCE£E: | |
| wm. || s || mEn. |
| omE || &®
&l 3-14 VNC & E

st BT HEER, RTRAXS ISR, KA. BN B DL RCRIEE HEAT AT OK

[
VNC S78: EIEAT Ex

CUESL N
v g

L BEXERES:

vl #4F JPEG [E48:

V_J_ (U=§g

i

| oms || mE

& 3-15 VNC BE B E

332 TEREFEF SSH

ssh THAPLEH A &3 —amiEyles b, e Edrad. er
Xf rlogin. rsh F telnet F2/FH— P2 #. M telnet iy AL, AT
A E R B — G b

~]$ ssh hostname

Blan, BEEFF|— G4 N penguin.example.com HJZEFE FAL, B LPATE shell
AT RRFF FHRIA LT a4

~]$ ssh penguin.example.com
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A= LU IEAE A Y RO AS B 2 1O FH P 46 85k R AR E — A
AFEEH 4, BN a2

~]$ ssh username@hostname
%, PL USER & %% penguin.example.com, &% LA T4 :
~]$ ssh USER@penguin.example.com
PP B — IRMIGIE TR, R BRI A A AR (5 2
The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE RIS TEAE o B o) 2 W, P R iR 2k B FR BN 5 1B . B AT LA
7] Jik 55 i )7 380 3 AR DA B85 02 IEA ) o IX N AZ DA —Fh 2 421 . S5e 48 I T7
AT WOERA w] DUE AR 553 0 ERLE B, ] MEA LAR ssh-keygen 4
KA A G EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ft (ECDSA)

BN yes HEAEPIIFNER. HPRE B RS im DN
FlEMPENIRFRE S, AN E SRR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER@ penguin.example.com's password:

HEYH]: W SSH MRS i EAVEHSAL 17, 27 Ik 2 18 A i
FEA GRS, R AR R 55 v ) E AL 4H M~/ ssh/known_hosts ST A IR - 2R
FEHAT AR E 2 AT, TR SSH MRS i RGE B 7L, W AR 55 i A 52 2
o

B M~/.ssh/known_hosts SCAEH R —N%4H, AT DAE A0 T 44

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNERSZ )5, PR 2B NIZRE N shell @ @ATHRAT T . AL,
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ssh 27 7] LR RAEIZFE FHL BT — %4, A3 shell iy 4 ATHR
R

ssh [username@ ]hostname command

%40, /etc/nekylin-release SCAFFEMEA KIRIERGIRARIE R . EAE peng
uin.example.com FIZXXAFRIANEE, HiA:

~]$ssh USER@penguin.example.com cat/etc/neokylin-release
USER@penguin.example.com's password:

NeoKylin Linux Advanced Server release V7(mips64)

TER PN ERERS 2 J5, Ko BoninfE EHNEE RGRAE R, R5
F ¥R B B A shell #5 ATHRRTT .

3.4. Cockpit mFEE B
3.4.1. Cockpit

Cockpit & —1> Web =il &, HA 5 TAEHKET Web 5, &R
TEMRSS % EPATE BT S

Cockpit Web =il & 4 1] IPAT Z FhE BAE S5, BFE: EHERS, EHH
Fiks, HEMRWASRS, BEMKZEOMY K, SFRFGHE, 8
AL, GBI IZWRE, WENZHEAERCE, FE SELinux, BEHHM, &
RGIT %

Cockpit Web il & 11 1 5 ¢ i AH [F] (1) R 48 AP, H HAE & AT BT
S [ LT Web #l & Bhah, IR LLEETE Web 2 & Bl &
i A L 1
3.4.2. BIFEE Cockpit frs

R 2 G S E A cockpit AR5

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket

Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — /usr/lib/systemd/system/coc

kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man: cockpit-ws(8)

Listen: [::]:9090 (Stream)

Tasks: 0

Memory: 4.0K

CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WRIEIESE RG _LI2AT firewalld, 75 ZAd H a0 ay 25T B KBS H
Cockpit 3 [T 9090.

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent

SUCCess
[ root@localhost ~)# firewall-cmd --reload

3.4.3. Cockpit Web ¥l &
Cockpit ﬁiﬁﬁ 9090 ¥ 1, FFH Ny SSL N vsin), I8kl W8 &k, fERZ%
MY AR, @I LR URL T Cockpit W48 4% 1 &
A Hh https://localhost:9090
AR RS AR =LA B 1P ik, 4.
https://192.168.17.205:9090
Rl N A S PR R A e Ay, RSN A

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

)5://192.168.17.205:9090 v e O n @
&

< c @

>

% Your connection is not secur

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Bl 3-16 WE/REFRIR
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Insecure Connection - Mozilla Firefox

@ localhost.localdomain X  (®) localhost.localdomain X ‘AlnsecureConnect(on x |+

« 5 C B | @ htps://192.168.17,205:9090 - O n i @
The owner of 192‘168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x

You are about to override how Firefox identifies this site
1
y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://192.168.17.205:9090/| | Getcertificate

Certificate Status
This site attempts to identify itself with invalid information. View...

Wrong Site
The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

+ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 @4t
3.4.3.1. Bk
1E Web 51l & &bt fd, MANRGH P 2D EAT S, WEFR.
W ik B sudo RFBL,  WIAT ABAT & BAE S5, Bl infE Web #54 & he
W, BB ARGl E SELinux 4.

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (%) localhost.localdomain x |+
<« c @ D 19216% 17.205. ) v oo @ n o =

COCKPIT

B Reuse my password for privileged tasks

& 3-18 BFAME
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System - localhost.localdomain - Mozilla Firefox

(@ System - localhost.local: X | +

<« cC o D & hit 195.168.17,205 ) t - O n @ =
COCKPIT a
B8 tocathist iocald . (® Authorized users only. MU activities may be monitored and reported X
System
QEMU Standard PC (i440FX + PIX, 1
60c1 eca3fed24d90adeci80d8Sf547dc
kylin10()
erprir
I yidomal:
D
2 200
Restart
& 3-19 BEFEHE
) —_
3432 WHEIk#E
[ S T —
A LARHE S AT U, B PR
System - localhost.localdomain - Mozilla Firefox x
) System - localhostlocali X @ 4+
€ c @ D # hitps://192.168.17.205:9090 I v 9 N @ =
a root

Iﬂ localhost.locald... o :
@ Authorized users only. All activities may be monitored and reported

System

QEMU Standard PC (i440FX + PIIX, 1996)
60c1ec83fed24d90adecf80d85f547dc
kylin10()

2020-03-2020:26 @
Restart

rtual-gue

& 3-20 IBEEYI#H
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Display Language k
Choose the language to be used In the application
Polski
Portugueses
Turkge
YEpaiHCEKa

A

Cancel m
& 3-21 B %

I - localhost.localdomain - Mezilla Firefox

(®) 4% - localhost.localdon X | 4+

<« c @ @ & hitps://192.168.17.205:9090/sys I v o @0 In @

@ Authorized users only. ALl activities may be monitored and reported.

f QEMU Standard PC (I440FX « PIIX, 1996
60c1ec83fed24dd0adecfB0dESF347dc
7 lylin10()

«  Checking for updates...

B 322 EESEE
3433 H&E
Cockpit #4 H G545 B F2 I [a) A 52 e AT AN [F] (1) 492K

% 41 W/ #2361



CPITERRA

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

B - localhost.localdomain - Mozilla Firefox x

® B3 - localhost localdon X | 4+

<« ¢ o @ £ hitps://192.168.17.205:9090/system/log: - O I @

COCKPIT

March 20, 2020 ~ FZ1% | Error and above ~

20:31  fusr/lib/systemd/system/ninfod.service:3: Invalid URL, ignoring: n... systemd
20:23  PAM adding faulty module: fusr/1ibGd/security/pam_console.so gdm-password]
20:23  PAM unable to dlopen(/usr/1ib64/security/pam_console.so): fusr/lib. gdm-password]

19:52 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Di... pulseaudio

19:52 Failed to start Crash recovery kernel arwing systemd

19:52 Process 8219 (gsettings-helpe) of user 0 dusped core. Stack trace ...  systemd-coredusp
19:52  Failed to load module 'f’ﬂdlﬂ?-giﬁll'ﬂlﬁ& (argumn[ "'J anitializ pulseaudio
19:52  Unable to read or parse data from client. pulseaudio

9:52 PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]
19:52 PAM unable to dlopen(/usr/1ib64/security/pam_console.so): Jusr/lib... gdm-password]
19:52  [pulseaudio] bluezS-util.c: GetManageddbjects() failed: org.freede pulseaudio
19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace... systemd-coredusp
19:51 [pulseaudio] medule.c: Failed to Load module “module-gsettings” (a... pulseaudio

19:51 [pulseaudio] stdin-util.c: Unable to read or parse data from client. pulseaudio
19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access... setroubleshoot
19:51 EERE QI ZHEFIIMF fusr/libexec/gemu-kvm: BFITXHFZER Tibvirtd

19:51 Unable to watch (/root/.ssh/*) Ko such File or directory restorecond

4
Iy
a
a
4
A
A
A
gt
i
A
A
Iy
A
A
A
4L
Fey

19:51 Failed to start irabalance daemon. svstemd

& 3-23 HEAH
3.4.3.4. M
9 28 T THI T LA B AN T AL RS ARG FE I Bl . 3R mT LU 31 mT B R
MFNZ, AT -RIEATE CE, MriE, DURBCE VLAN. i -REERT L
BEAT AR A

PR - localhost.localdomain - Mozilla Firefox x
(*) &S - localhost.localdon x | <+
< c o @ i https://192.168.17.205 etwork v o @ mn o =
COCKPIT & root
. ER
203 0:32 2033 0. ' 20:30
4 Active Rules
#0 FIWE | WA | TR | F0vLAN
an IPight HiEP i1
ens3 192.168.17.2 0 bps 6.51 Kbps
virbr0 102.168.122.1/24 xa
FEENRED
¥ 1P itth Higd i1, L

& 3-24 NLKRE

% 42 W / #2361



e e B 5 IR 25 SR F R GV T .0 R S BT B T

3.4.35. k%
RS T 5 AN Hbr. REMRSS. BT THR 2R,

&35 - localhost.localdomain - Mezilla Firefox x

®) BEZE - localhost localdor X | +

« cC @ @ & 192.168.17.205:9090 ; [ : v o O W In @

BiF | RGES | EETF HeE BE

[E] 1ocalhestlocald...

#if

- Ex 1o} wE
Accounts Service accounts-daemon.service
Deferred execution scheduler atd.service
Security Auditing Service auditd.service
autovt® service iR autovt® service
Avahi MDNS/DNS-5D Stack avahi-daesmon.service WEETE)

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld.service
GNOME Display Manager gdm.service
getty® service iR getty@ service

& 3-25 R&SFHE
3.4.3.6. i
Cockpit FHTH$E HE LI 2 ui ATAE 5%, 0T DUAR S 75 SR AE Web S #l £ ui 2.
[ 5 Y, AP BATAES, R 7.

£2{ - localhost.localdomain - Mozilla Firefox

=) #iK - localhost.localdor X | + *

« c oF 192.168.17.205:9090, f - 0 0 [\ in ]

B 3-26 &4 AHE
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3.4.3.7. [\
A AR AR AL 34T 2 EHLIESE, Sl A M+ i E R .

{% 1§ - localhost.localdomain - Mozilla Firefox

(%) {4 - localhost.locald x  +

&« c ® B hitps://192.168.17.205:9090 Joart v o @ 1 o =

& 3-27 fCRAFE
35. R4iHE
AR IEE VT BRAE R G T — AN T EEH A A HEEE TR, (4
ZLHEBEXN T RAS TN H ST HENES. BR. JIEMTH.
351 EFENH
AAEEETHDESRMN A LN HRB, 28 “HE”, xR
PREIRIHF R o R S ) ST an B s
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=F E = — ] bt

EAERAFAE

AHERE

Wﬁﬂﬁ rm] H . H 1 1 1 H e . -
ze g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27

BHEE ze g_file_info_get_attribute_boolean: assertion 'G_IS_FILE---

REQE [ fH#EfF See https://www.tigervnc.org for information on Tig--- 20:21

N [[F#ZF Copyright (C) 1999-2019 TigerVNC Team and many ot-+-
XorgH&

[\ FH#£f% Built on: 2020-06-24 01:05

R EE&E _ . .
[ 2% TigerVNC Viewer 64-bit v1.10.1

(7125 applet_factory, None)
[ZF#E[F Jusr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

f7fEigs  applet factory, None)
& 3-28 H&E
M “HES” ST ERFEEEMHERN, R LAREE
ARFERGHE, AZHE. BalHE, Z¥EHE. Xorg HE M HERKEM
H&.
“HEERE UM TR B RS, D AR H SR
I UE T S B R RO FRAE , F AT DURYE B O 7 SRk i I 4 A
RIS AR A HE R B S RRTE “HENE” X,
sy CHESH” fdl, ok H BN B RA7 N S
sl “FEFPSRER” fH, W RME R PR AR AR T R
3.5.2. HEKERMTIE
P HESRNE SRR I Be . E PR PN E R T4 R AT

=
AL H AN HESCHR I I DIRE, £ 50 H G SO “ I A Ji 351 7 A« e
UE, M HEESCRE “RHIAIER T .
CINFE R R A, AR CE=R7N R R4
A7 A GE=AH N 8] R
“PREVE” UEISCRHL ™ EEGUOEIE H A, B U & LRG0 7
% 45 W / #£2367W
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R e JUIR 55 dR R VR RSV T.0 RS R DL T M

“AF B AL 7 R A L B s S DA B 7 R R DL B
CORBEN UL B, BN EGOT, CRARET M “Eragon” UM A&
SERAL IR

R H G “ MR I E “ HEEHE” M “REE” Wi
JEIT,  SCRFILIE H X PRR R HT ) H &

W FrR LA R “failed” #82IE =K PP E M ONETIR &KL BRI H &

= =

= — O p 4
LEENEFES HE ot
3

HiEFE: E=X v mEE AL ~

AHEETE

L EA=RA

[session uid=0 pid=2658] Successfully activated service 'or-- 20:27 -
BmEE [session uid=0 pid=2658] Activating service name='org.gtk.vf-
wiEn= g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g_file_info_get attribute boolean: assertion 'G_IS_FILE_INFO (i-
XOFQEE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEB®E
Copyright (C) 1999-2019 TigerVNC Team and many others (see-
Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-29 HERER
353 HEKFH
Z L E SRR 8 ok I H B N A 5 250
MAFEFHHEE, smdh LA “HESH” %8, SdErmbnEprs
(I SCAFERAERIEAE, FH P AT LUARSE B R sRie 85 H B IR R, Boe S
HHER SRR, AR ORI TR HE S .

% 46 W/ H236]
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PITERRS

eHObR B = IR 55 SR R G VT.0 R G B T
FHEE E

EHN:  REBS
* 8% 4 froot | ESMH ]
= RA E4d > Kb fEBam
O mm
= @K

pe
4 FH
iri¢:3
) Kyli---

Hfpfi®

BUHIC) REF(S)

& 3-30 HERNSH
3.5.4. HAhIhRk
R CL A “REFSRE” 75, BEMAFRHALTIRE, 0 ER.

EZRWAFES
HEO(N)

REAE BEREE
BEES: | BE=X v = | AERE * | =mH)

= -
wEaE [session uid=0 pid=2658] Successfully activatq *7 5& - 20:27

B@AE [session uid=0 pid=2658] Activating service name="'org.gtk.vf---
wiERE g_object_unref: assertion 'G_IS_OBJECT (object)' failed
g file_info_get attribute boolean: assertion 'G_IS FILE_INFO (i-

XorgH &

See https://www.tigervnc.org for information on TigerVNC. 20:21
;3 1= b
Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-31 EFRE
CHTE O DhAE SR AN H R R E O, TR R A A
MERHE.
CHERTPRGERE” DHRENTLMEF P T MR i TR P R
“HEB” hEer] AT IZ TR FM, S P A

“RTHE” g nz TRIMHERER.
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IR ZRMEERM

Yum 23T RPM QAT A B B AS,  BEWs TR E R 55 4% H 3 T %
RPM 0 Jf H %%, v ULE SIABERIE R &R, IF H— R PT A Ks  AF,
TEAEBI— IR T8 %

R AT LG . AT BR A 6 22 3805, yum P BLZE 56 rpm T H (48 2h
fE, JERrE e AT A8 . Yum 38 ] USRS 8 BRAE AL b 22 38 A0 N 301
rpm &, tHAIAIH B SHRHE N B

4.1, KMEMAZKLGE

411 BHFEAFZKRE
BHE RS OA 230 WL ] AT a] LU AT LR 4, BA X86 °F
=N AL

# yum check-update

AN 8 B -
> PackageKi t—— #4444 B
> x86 64—1?%\#@3{5‘#5’] CPU 22y,

LERENTE
(ERENR S ReNEE
W4 AT LAE ik TﬂﬁW&MWﬂwmﬂmmﬁﬁﬁu&bm%WW
%%o
4.12. FEHMAE

Yum SZEF—IRTF RN E AR AL, (RIS 22 28 5 A A D
1. A —HRaams:

# yum update package _name
TH rpm B R 2

#yum update rpm
R R BT

ins {5 &,
b) rpm.x86 _64: FI 75BN # L AR A LRI AR X AR
F 48 W / H£276W
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¢) Yum BN BIR AR EARFE, FFIRRE SN, HAm
PAIEAF ] yum dr 22 IS 20 —y, RCREER T H L Is this ok [y/d/N]: i
BN yes. I d MIHAT AR T3

d) deid R AR S B Rt FR 2k, AT RUE A yum history A4
A VYR

WER TR B e — M, vTLLRL root H P $iAT i 4

# yum group update group name

2. BTN LA
IR T BT R ARG AR, T LT a2

# yum update

4.1.3. FHARGHERS yum BRAL RS

Y RGAT B LA B ToVE Vi 10 B 77 SRR, T LA B R G
A yum P AT A . BIRINT

1. BIERGCRER B, Ll root F P HUAT:

# mkdir mount_dir
2. KRG ZFOAHEHEZHZ, B root AT
# mount -o loop iso_name mount_dir

3. K RGOLE T media.repo ST MEERL H 35 I £ /etc/yum.repos.d/ H 5%
I

# cp mount_dir/med ia.repo /etc/yum.repos.d/new.repo
4. YmtE/etc/yum. repos.d/new. repo it B SCAF LA NG HL B A5
# baseurl=file://mount_dir
5. BT yum JEIFIFHAT L, BL root A AT
# yum update
6. JHUkI)aE, EERAGOCEERH .
# umount mount_dir 8¢ rmdir mount_dir

WA AT FHIXAS yum PHEAT 22 M2, 7T LLEL root A 7 M SC A4

% 49 & / H£276
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# rm /etc/yum.repos.d /new.repo

42. BHEREL

Yum $#ft T 52 B KRG B AEHE IR, OERR. AEER. AN
538
421 RERHEL

AT yum search v 4 0] DU R BAAL, 61 U0AS 2 AL S “meld” F1“kompare” 7
BRI, LLX86 P& T :

# yum search meld kompare

SR yum R 25 R L, b LLETT shell 4% & [ grep 883 1E N R 18 XG4T
422 ZEAFIR
7R O AT 22 38 A8 R AT AP AT AT i 4

# yum list all

R R T AT ) O RN Al 2B A A AR R PARAT AT A2
# yum list glob_expression...

W7 abrt AHRBAF IR N dr- U0 .
# yum list abrt- addon\* abrt- plugin\*

R BRI O R A R AR AT AT A T A2
# yum list installed glob_expression...

B A keb BT 2R HAT AR FIINT
# yum list installed "krb?- *"

R A B ) A B 5 2 T DT B 4
# yum list available glob expression...

S8BT A Y gstreamer plug-ins 4,51 3%«

% 50 X / #£276/
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# yum list available gstreamer\*plugin\*

BERMCE
IEM G, AR yum KRS E AR
EE T AP ETT AT BT iy 4

# yum repolist
R AR R 2 A5 BT PN kv &30, 50 A yum repoinfo iy & HAE ..

# yum repolist -v

# yum repoinfo
W R B oR B ] AN AT TG 2, TR T LR 6
# yum repolist all

423. ERBRHEEER
BIR AN EA B A PUEH LU 4

# yum info package name...
RIREATAL abrt FEARAE S A4
# yum info abrt
R TT DUl A ) yum 280 22 & W AT A 55 B
# yumdb info package_name
SRR yum VRS B4
# yum info yum

424, ZEHKMHEQ
F P A] BLRL root F P FH AR i & 2 2 A

# yum install package_name
23 sqlite F) 1686 S FIARAFEL 191
# yum install sqlite.i686
bR T 223, O] DL BRI gk S, ST U N STk, B
% 51 W / #2763
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root FH 1 AT %%
# yum install /usr/sbin/named
LR RWIT
# yum install httpd
IR AT, P RAHRAT
# yum localinstall path

425 THHZHAR
FEPAT 22T, EoR AN RIRE :

Total size: 1.2 M

Is this ok [y/d/N]:

BN d, FTUASAT AR T 3 A RLERA T 38 12 v/ var/cache/yum/$base

arch/$releasever/packages/

4.2.6. MEREAE
T B B ) AFAAT BA R i 42

yum remove package name...
JHIER totem A AL R4«

yum remove totem

43. BHEHBHR4HA

AT LIRS — RV E DI Re R, e R g T AR R 4
LRI A AL AT DL — 8 22 2% LA
431 HHGEHFIR

Summary 326 AT LR 7R AL 2 R AE B

# yum groups summary

LR Dt s 1 -

% 52 X / 276/
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# yum groups summary

WIRFEA A H R A E B AT AU LR 4
# yum groups info glob_expression...

CAR 75 A A i o -
# yum group info LibreOffice

YU
‘@%#@&ﬁﬁ%ﬁﬂmﬁAﬁﬁ@@W@ﬁﬁ
“ERRA LR AR R AT A L B2 TN R e
“fﬁﬁﬁﬂﬁﬁﬁﬂﬁﬁ&ﬁ%—%ﬁo
No symbol: #HfFLo & zd:, HARTaH.
432 “ERHERA
MABAEAANAE H WA 1D, EEREH id ol UEH LN a4

# yum group list ids
AKX KDE S B H AR 1 7<)
# yum group list ids kde\*
AL ALEAE R LB Y, B, A58 A R L iy 2 e TR 161«
# yum group list hidden ids kde\*
AT 2 e v] DOl g A el A PR e, i A id 2.

# yum group install "group name"

# yum group install groupid
W] s LT W & 222 -

# yum install @group
# yum install @"group

T A2 4 22k KDE SRR 4L R

# yum group install "KDE Desktop"

# yum group install kde-desktop

% 53 X / 276/
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# yum install @"KDE Desktop"

# yum install @kde-desktop

4.3.3. MBRZxAEH
AT DL3E o o 2H 44 B A id IR S . B root ALPE AT

# yum group remove group name

# yum group remove groupid
IMRBA > HAE @bz, WA ELT a2 MER. LA root S43 HHAT

# yum remove @group

# yum remove (@ group
MR KDE S8 73 4H o1 -

# yum group remove "KDE Desktop"
# yum group remove kde- desktop
# yum remove @"KDE Desktop"

# yum remove (@kde-desktop

44, BHEBMETREE

Yum P A 4R 1L S BN AE T /va/lib/yum/history/ H %, 3 7] LA A yum
history 7 & AT B HLERAE
4.4.1. BEBRME

WoR PAME 20 26 yum BaEidsk, ATRMER AT 4. LA root AR AT

# yum history list

IR RS PR yum ARk, FTRMERI BL R 2. L root BLER$AT
# yum history list all

U AR TR 4 yum RIS, W RMEH DL R 4. BA root BUFR 44T
# yum history list start_id. . end_id

2 5 2 yum 15 BoRBlin T

% 54 X / H£276/
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[root@localhost ~]# yum history list 1..5

PA b yum history list % H s NS LA a0 -

ID—— U5 8 10 SR AR 7R 3
Login user——[X | yum iy & EAEH 7 5

2RI A H AT 8]

Date and time

Action(s) ERAER BAR N2
Altered——ic sRARAE 2 ¥ 2% H 4L
TEAE Action (AN A TE A -
FH& 4-1 Action T8

Action 5 it
Downgrade D NECEHTE
Erase E I o3 2 A
Install I LR,
Obsoleting 0 A OARE R FE
Reinstall R LN
Update U TR A,

W R AR ZL R 2P rpmdb B0 yumdb EodE FE, W DUE R BT A 4
# yum history sync

N RAE SRR yum I SR PEARESAE BT BUEFH LT dir 4
# yum history stats

#rH4 yum history stats 77130 -
[root@]ocalhost ~]# yum history stats

Yum & SCFAR A KD SR ZE R, BLroot S HATELTME R
# yum history summary

IR AEERE - BRIdsR S84 EE, B root B AT PLTHE B
# yum history summary start_id. . end_id
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CPITERRA

NeolCylin

# yum history summary 1. .5
Yum 103 R IE SCRFE A A AT AR,

# yum history package- list glob _expression...

442, HERE
F R E IO S B AR B E, AT RABAT L R4

# yum history summary id

Hrbid Z2EERR id.
R E B R A BRF IR EME S, A UE L a4

# yum history info id
IR T BRHE P BERAF IR EE R, TR BL R a2

# yum history info start _id. . end id

ZN/LUNE
# yum history info4..5
FIRERT, M e LA HRHER, adinT:
# yum history addon-info id
AR 7 B e AR s B IS B i 2
# yum history addon-info last
ZNALUNE
# yum history addon-info 4

4.43. MEEBER#HME
0 SRR B A yum EE, BT RLLL root BUR $AT — T HRAE:

# yum history undo id
AR T E RS yum #4E, TTLLLL root BUSR AT — T H1E:

# yum history redo id

% 56 X / H£276/
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4.4.4. JRFFTHBIER S
Yum FJEAEE SR AT N — N ) SQLite B St . oS 75 B R B R
i3k, ATELLL root ALPRAAAT 4>

# yum history new
XA 23 AE var/l ib/yum/history/ H 5% 81 @37 B P2 SO, TH A EHE e SC
R RE
45, BLEAMIR

Yum 24T RPM BLRRTOEAFCETAE, REf TR E MRS 2% H 3 T4k
RPM £ H 22 %%, mILLE SRR K R, I H— I3 fr A R R A,
ToAE B — R T 2%

F P AT CAGEE WS AT BR AR A 0 22 3505, yum AT LA 6 rpm L H K496
Theg, A s A A TiRE. Yum 35T DA (105 BEAE AP b 22 B AT
B rpm A, WRHIH B SRR T R
45.1. RERHEE

PAT yumsearch iy 4 0] AR AR AR, 1 WIS 2 AL 5 “meld” A1 “kompare™ <
B R Bl an F

# yum search meld kompare
Loaded plugins: langpacks, langpacks, product- id

Updating NeoKylin repositories.
INFO: rhsm- app. repolib: repos updated: 0

N/S matched: kompare
ko mpare. mips64el : Diff tool

Name and summary matches mostly, use " search all" for everything.

Warning: No matches found for: meld

WER yum MRS RE L, JLUEE shell KM grep B IEMIFRIE R
AT -
452 BHHEAE

Yum SCRE— IR TSR AL, IR 22 2/ 55 3 AH L AR
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1 THR— a2
# yum update package name
& rpm BB
#yum update rpm
Loaded plugins: langpacks, product- id, subscription- manager
Updating Red Hat repositories.
INFO: rhsm- app. repolib: repos updated: 0
Setting up Update Process
Resolving Dependencies
- - > Running transaction check
- - - > Package rpm. mips64el 0: 4. 11. 1- 3. el7 will be updated
- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:
rpm- libs-4. 11. 1- 3. el7. mips64el
- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:
rpm- python-
4. 11. 1- 3. el7. mips64el - - > Processing Dependency: rpm = 4. 11. 1- 3.
el7 for package:
rpm- build-4. 11. 1- 3. el7. mips64el
- - - > Package rpm. mips64el 0: 4. 11. 2- 2. el7 will be an update

- - > Running transaction check

- - > Finished Dependency ResolutionDependencies Resolved

Package Arch Version RepositorySize

Updating:
rpm mips64el 4. 11. 2- 2. el7 rhel
1.1M
Updating for dependencies:
rpm- build mips64el 4. 11. 2- 2. el7 rhel
139 k
rpm- build- libs mips64el 4. 11. 2- 2. el7 rhel
98 k
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rpm- libs mips64el 4. 11. 2- 2. el7 rhel
261 k

rpm- python mips64el 4. 11. 2- 2. el7 rhel
74 k

Transaction Summary

Upgrade 1 Package ( +4 Dependent packages)
Total size: 1. 7M
Is this ok [y/d/N]:

iRy B AR
a) Loaded plugins: langpacks, product- id

BN O ZEAMAT A yum plug-
ins 58,

b) rpm. mips6del 4: F 7 77 22T R B AL AR AR

¢) yum ERIAZ R RBABMEREE, IR EMINGZE, Hw
DIFEAE A yum 522 NS3 -y, R T HIL Is this ok [y/d/N]:BHA
yese HIA d MIFEATHAE T

d) R R R HI R R EC R R b, PTRME A yum history i
AEFE VEAREA

R T B R — IR, FTLALL root F AT M4

# yum group update group name

2. HLETHZ AT R A -
IR T BT R ARG R, wT UL a2

# yum update
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FEAE HEARS

ZENNHNMEEE RG RS J5 6 daemon LA 217 7] NeoKylin Linux
Advanced Server V7 R4t .

5.1. £ systemd BH AR

5.1.1. Systemd A4

systemd #& Linux F—"5 SysV Fl LSB #IiHL A He 25 1) R Gk 554
HEE% . systemd {1 H socket Al D-Bus KT a3 k5%, $RALEE T sp 4R #E R 0044 75 5 30
Hig, PREH T Linux cgroups W FEIEFRTIRE, TR RGUIRESIKE, 49
RO B R, SEIL T B IR SS TR T B o8 SR I — AN BE R 4 ) e A ], 3
AT PHFFATIERE . systemd BRI ARATE S E AT LLEAR sysvinit.

systemd FF A A BN RG AT T unit FIBES . unit 2 H— D58 E SO
Xt N ) 44 7 RN I A B B (51 40 avahi.service unit A —/N E A F R 44 7L B SC
fF, ResFP iR Avahi [)— BRI, unit A LU LAY

R 5-1 unit REANH

Unit 267! IR ik

Service unit .service SRR RS AFiE. HEMERE
IR

Target unit target B unit AHA unit HEATZ 504

Automount unit | .automount I unit B KRGS E P —E

Device unit .device U6 unit B3 —MFET Linux &R
B

Mount unit .mount I3 unit B3 KRG 45 ZE PR — A

Path unit .path IR unit 30 R G ) — AN SR EE
Hx.

Scope unit .scope I unit AN AR AT .

Slice unit slice S unit A—ALEH KRG FE R 52
unit.

Snapshot unit .snapshot 5 target unit AL, PREGAR S AT 4,
ME— %) H g2 51 H AR unit
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Socket unit .socket 62K unit 3528 5 G0 B H R — A
socket.
Swap unit .swap 2K unit F2E swap 1% &8 swap X
o
Timer unit timer I unit 352 RGN [A]

Systemd unit )34 H &l I T
FH#& 5-2 Systemd unit /28

B3 E1:5%)
/ust/lib/systemd/system/ | RPM {2z 3& 05 KA 1) Systemd units .
/run/systemd/system/ IEATIN B Systemd units, % HREFH B H L

LIS H 47 [ Systemd units
Jetc/systemd/system/ AG0) 3 5E N Systemd units, 1% HXITLHSE
I8 4TH Systemd units.

5.1.1.1. FEARE

systemd FEMLLL T HREME:

> BT socket [FFATIERE: A T IEEEA RGE A FHAT A 3h 5 2 KL,
systemd 1ESEFR BB i FE BTG IR UT socket , RJEHiE socket 45 Fd it
o ERGVIRIET, BN SFR R socket, S35 FEsIITAE H5FH
R IR — MRS BN T E S — DRSS SRR A 58 2 8 8, XA ERRT
REIETESE HE IR S5 R BAZ R FIERA , B2 X AN %5 P s ik R AE I T K st Ak T~ FHLZE AR
e ALRSHRX Rt i ZE, M HAGRERX — G R i fH ZE
JIke 55 1) B AR5 0% Bt AN P 7 2 E B R SE L S IR AT R B (B — IR T
FrA 1 socket , HIIR — MRS T EHAMKI RS, & W AR AT DU 42 30 AH B 1)
socket).

> D-Bus BUSHRIEE I RS: WA S 2B0E 5, jSS AT LAEEE IS
B FJEE). RN, SRS RS R R SR LN T ARSI D-Bus RS 1Y
RMEFE 5EBEWRZ I EE R (FNHEZ MRS, R —ADHELEER
B A IR S PO AE D-Bus HHFBAILIE SR, B 2IHARE B H SRS E R
Hik).

> Peftsr R L S B A

> {RE VA Linux cgroups BFEMIEERDhAEE: B UT 7 IHEFE SRS
EHCOK—A cgroup , ALE sysytemd ffiH 7] AFFAE cgroup A V&4 4h
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OB E B RS HEH i 5. (WfF R libegroups utilities )

> SCRPRIEA RGUIRS IR . PRI A] LR R IRAF/ K B R ST 6 A0 BT 1)
55 unit WORA . BEAE WA EEMAMEREN: RVFH PN HEAN MR
"Emergency Shell" FIFRFFCIRAS, 21 HTIARSS ;s A4 (51 320 56 BiRRAS (1) ] 5
J7i%, BRSNS I 2RSS

> YEF ORI B EE R A systemd  BEALPT A BEE R IE S oL, AT DL
RAE R BUE AR B Ao Jete/fstab AT DAE g S350 (10— AN B DR e B U it

i comment=fstab 1L 2 A DUIAR L Jete/fstab 2% HAF H A systemd
P B0 B R

> BT MRS TR T O OC R B — MRS LR B . systemd SCRRARSS
(B unit)[A] ) 2 K OC R 7 unit BLESCHHE ] After/Before. Requires Fl
Wants &I PAE € unit HEEIIF . Requires A1 Wants &7~ — ™ 1E [A] (3 ]
BYAT ) B 75 SR A < 52, Conflicts F7n— MR B 75 SR A OC R . HoAhike
A B WER—A unit FFEJS BN, systemd AT E A E FKBIOC R
IS INENEE AT IR, SRS HIN BRI B¢ R 5 — BB A unit 158 /5
FRAEGEIER). MRERZREM, systemd F2 BT e, MIBRTT LA BRIE
WA TAE
5.1.1.2. FeatE

> 5 SysV WIALIIAFS: WiRknTRe, ‘E<HF A LSB Al chkconfig 1k
BFENE, &N, P T HER, W fete/red o XEEYIIRAIAANAE
HN—ADMEMPIBCE N, CAjkb sysytemd g 55 [ 1250 H -

> Jetc/fstab FCE M XAZS —AMECEVE. W EH comment=fstab 1%
TiARIC fetc/fstab 25 H, 1 systemd 7] DA¥&H] B 2 5.

> SCRFTE B REAR/ SEBIALE]: B an A — ME N RBI getty@.service 3T
e, TIARRASA getty FRAES—DECE M. 42 05 0 B 2 0] Dok B4k K,
ot A& Ui, WL R I B avahi-autoipd@ethO.service ik 45 A B
dhcped@ethO.service , fHf5F4FER eth0 [KME AT LB 2@ @A AT UL R /S 2

> fEEFEE B (dev/initetl o IXANHEBTESERR B2 T HRAT FIFO-
activated 55, (2 HLHUE IR 20 G SR L3 o D-Bus 1ER)Fs2 b, Xt
B HR Upstart Ml sysvinit Hf¢] shutdown. poweroff FIIHARAH LT 4 AT LA
£ systemd HHARZLEfE A .

> 5 utmp 1 wtmp 4

> ER] DA H] e R A MR
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> ARG B SCIF S desktop SCPFAHIT AUTRE: AR 2 0P 20 FR 04T X
AR TEIR I M as o B R B A 1 B PR AR AR S5 4tid TR, TE7R#G2
FAACARY, A I B 2 2 IR

5.1.2. BEHRGMRS

systemctl #& i EE I T H ., EfE service 1 chkconfig [ ThEE T —44& . &7]
DA B 7K AP A R 2 2 1d v s AR IR S5

R 5-3 service 5 systemetl X Fl

service systemctl Hhid

service name start systemctl start name.service HR B E— RS OF
ANEHEFIA )

service name stop systemctl stop name.service FRAF IE— RS (OF
ANEEHFIWAM).

service name restart systemctl restart name.service | FKA% 18I E 30— Mk
% o

service name systemctl try-restart HH— N IEEIET R

condrestart name.service %

service name reload

systemctl reload name.service

MSCREIN S ERTRE AR
B A AN R T S A £
k.

service --all

service name status systemctl status name.service | Er AR FSARES
systemctl is-enabled
name.service

service --status-al 1 systemctl list units --type BRI IRSIRES

FH¥ 5-4 chkeonfig 5 systemctl ] [X 5]

FE R R B I Bl a2
il fid A 26 A I e B AR 55
NIEH

chkconfig name on

systemctl enable name.service
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1E N IR BB B0 2
il fid A 26 A I e B AR 55

sk

chkconfig name off

systemctl disable name.service

RIRIG & RSS2

TSRS B o
ERAH.

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service

ftAE RS NI IT O T
HI 55 ) JE AN 1 5L

chkconfig -- list

systemctl list-unit-files --type

service

2o unit 7T &R 3RS

chkconfig -- list

systemctl list-dependencies --

after

7R unit J5 3R 30 ASS

chkconfig -- list

systemctl list-dependencies --

before

5.1.2.1. SRS
o HH S O B G

# systemctl

L i & 5524

# systemctl list-units

G 7 O IR S5 R R TT, AT R R A2

# systemctl list-units --type service

B IR S R BT, AT A T A

# systemctl list-units --type service --all

S T RS I BTT, AT A TR A

# systemctl list-units-files --type service

AR D 7 2 i i A 0 I 55 1) i 22

# systemctl list-units --type service

BRI SR S5 It A 2 U T

# systemctl list-unit-files --type service
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5.1.2.2. SRR
TR IRE 4

# systemctl status name.service

R 5-5 IRSFHITEBAIIR

A iR
Loaded k55 2 A
Active R 55 2 A5 T
Main PID =i A GRS PID
Status LT R SRS I InE B
Process FHICIEFE i InE S
CGroup #H2% CGroup [ 15 &

s gdm.service ISR -1«

# systemctl status gdm.service
7R gdm.service Ik 55 J5 31 Hil B WK 55 7~ 41«

# systemctl list-dependencies --after gdm.service
7R gdm.service Ij 55 JE 3N 5 T AR5 7«

# systemctl list-dependencies --before gdm.service

5.1.2.3. JBEIR%

JR BS54

# systemctl start name.service
Ja 2 httpd 55 7~ :

# systemctl start httpd.service

5.1.2.4. 1F1EARS

{5 iR 55 A2
# systemctl stop name.service

{Z 1k httpd IR &5 7~ B
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# systemctl stop httpd.service

5.1.2.5. HEJEIRS
HFRS 2

# systemctl restart name.service
)3 httpd IR 557~

# systemctl restart httpd.service
5 IEAEBAT B RSS2

# systemctl try-restart name.service
HHRST L

# systemctl reload name.service
4 httpd AR 557~ :

# systemctl reload httpd.service

5.1.2.6. & HRS
Ja RS54

# systemctl enable name.service
R A AR S5 2
# systemctl reenable name.service

J& M httpd k55 7= 151 -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' fetc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. ZH RS

SRR 55 i 4 -
# systemctl disable name.service

% bluetooth AR5~
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# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'

rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

51.3. BEAR

JA 2 A (runlevel) & —ANHPIMERS . BULE, systemd S| T —ANFE 2%
) D REAFAL AN [R] IR 2 Hir (target). NMEETFERARME S0, AH
PR s AR Th e, JF HRe R A H 24 . — L8 B AR bR AR B b IR 55
HIRBFRSs . systemd $RAE LB sysvinit 534 H H AR, 3R LUEH
IFF telinit 5 3028 ] a2 Dl .

JABNEIN 0+ 1. 3+ 5. 6 #BER T4 Hig, FHHHXT R —A> systemd [ H
bro EESZILH P B E U Hn TiRe, 7T LALUR A IR shZon v ELal, 60 —4
oW H br o Jete/systemd/syste/< Hr H 5 > C "] DL & FK
/usr/lib/systemd/system/graphical.target), Gl /etc/systemd/system/<:#T H #7>.wants
H, R IABISMR S EEE: (4511 /ust/lib/systemd/system/ H [ HL 034D .

K 5-6 SysV BEINFHIS systemd BHFRXTH

BATEH Hr 8T R

0 runlevelO.target, | Wi RS (halt)
poweroff.target

1 runlevell.target, | H.H 7
rescue.target

2 runlevel2.target, | F P B & A s1Z00, 85 IR A

3.

3 runlevel3.target, | ZH /', JTCEIES M. AT PLEIT A
multi-user.target | ¥y B X 245 5 5%

4 runleveld.target, | F P B E A s1Z00, 85 RN
multi-user.target | 3

5 runlevelS.target, | ZH P, BB . AL 3 KAk
graphical.target | 55, /AN AMIIRS -

6 runlevel6.target, | /3
reboot.target

emergency | emergency.target | SRR (Emergency shell)
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KK 5-7 SysV HItH AL 5 systemetl XT
IH#r & Frind i)
run level systemctl list-units --type target N2 H bR
telini trunlevel | systemctl isolate name.target AR 2 HT H bR
5.1.3.1. &F I Hir
(EE N VNER VN RO

# systemctl get-default
LU BB B AR ITHI 7l

# systemctl get-default
graphical. target

5.1.3.2. &E4E Hr
BEYH H A2

# systemctl list-units --type target
SN E H AR TS, BT B

# systemctl list-units --type target --all
PATR N SR 240 P A s H bs s 1)

# systemctl list-units --type target

5.1.3.3. ZHEIERIAH b5
’EEE%U)\ H ﬁ i]H] ?

# systemctl set-default name.target
PATRARSE 2 I H bR -
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'
In - s ' /usr/lib/systemd/system/multi-user. target'
' fetc/systemd/system/default. target'
5.1.3.4. AFHE 4Ff HAx
AR BT H AR 4
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# systemctl isolate name.target
LANAZEE 22 H 7 H bR sl
# systemctl isolate multi-user.target

5.1.35. VJ#RdzE
systemd.unit=rescue.target & — MW EEAR KRG MEIR shell 1IFFHE target

unit (532474 1 FH1L);
BEA R :

# systemctl rescue

R T EE AR A EA T HE, fbl T s
# systemetl --no-wall rescue

PES € 3 S wRIE

# systemctl rescue

5.1.3.6. JJ#rE S
systemd.unit=emergency.target 5{&E R B S0 init=/bin/sh 45 R4ufE R4t

MAZARAS R B
BENRE SN AL

# systemctl emergency
WMRFEHNESELB A HE, WL e

# systemctl --no-wall emergency

5.1.4. FEZmENEE EAEA systemd
BRI RN AR systemd A A0 R

# systemctl --host user name@host name command
TE A B Ay 2 25451«
[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service
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5.1.5. BIEAMEE systemd BG4

5.1.5.1. BN

BTG S S =AM 7

[Unit): EAECED, WHZ unit BEEAE R

[Unit type): Unit 288!, A[FEZEAE AT LIS systemd i/ N4
Cinstall): EL36 75 E42e%E . B HAZEHA RS A& .

Fi% 5-8 [Unit] FBRECE DU A

[ =R

i35

Description

A, BRI  FEAE R, DGR TR A,
— AR T IRST U

Documentation

TREZHEMIMFNZR, PLEK IR URL B, @
http://, https://, file:, info:,man, XJ&HFH, 2L
EREIX AN RS B H R4, AR5 2B R a T e B Y,
MR e R, XA L2 XIGE, S’ 21T
WEJF, mRdaE ¥ — D0, BasHEILI, [
P B ANE AT

After/Before

Bo B MR 25 R B a3 s, tean—A> foo.service B T —
1T Before=bar.service, IS4 GMbATIFIN & BhHET,
bar.service 2%54F foo.service JABNTERG A JE8N. &
XA EM Requires= FIAHHEMSZHE), FINAE After=
A Requires= 2% WA, Bk min] BLE & —Ik Ak,
X A& AZ N 238 )5 35

Requires

o E MRS A B RS, WERA RS, R4
Requires J& [ RS M HBOE, K2, W% Requires
Ja PR S s sk a8, WIARS 51k, X
AMETAT AR € 20K, IS4 EE SR I 48 7€ I IR 55 # 4
WO o 75 B R AR XA IR TAS MR 5 2 545 1 R
¥, AP A H After= F1 Before= SKRIECE .
fldn, Wik foo.service fKHfi bar.serivee, {HfZRBLE
7 Requires= M¥#AH After= B{ Before=, A4
foo.service & ZlIT 2 [F I #0E foo.service Fl
bar.service. HHF ] Wants= X% Requires= J& ¥ L1
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W, IR G E U A AR AR 55 R 1 DL o

Wants

FEXT 59461 Requires= , X B HH RS a5, H
R IGVE B A EOTRVEIR IR H 55 b B, FFA T A R 5%
HOA— AR R B X R HEFERI AN IR S5 RBR I 7
o XM AT ARG BSR4, 8T wants/ B KR
m, BARRTLUE b i B

Conflicts

BoE — M oE, R E 7, Ba, J—Mk
Ay, BT IEIAR T H RS, gk, nRIX H
I RS B8, ARG L, BER3IA
BAERH. HE, B After= f1 Before= 52 HAHM
S WERARSS A A B R, HAE B BBHINEFE
WHEsh, MMAERReEANRM (HEZL TR B
BUMERE (HEHEZ B EARDLFRD, J5—FhE
O, SR TR E RTINS, BT IR

F# 5-9 [Service] FEREC B IR

Ao E 3

ik

Type

WEIBRER )RR, S TFIMEZ —:

simple, forking, oneshot, dbus, notify, idle
> WK N "simple"(W B T ExecStart= {H AR &
BusName= I [JBRIME), HAEKIR ExecStart= ik &
IRERE LA 12 R 55 1) R
> R R R N HAD RS AR S, A4 L aiAE
ZHERR I B W S A AR R (B BT, LN
P 4k 5T S B .
> "dbus"(W B | ExecStart= 45 BusName= I HJERIA
)5 "simple" 2L, AR ZAE T XM E T Z/E D-
Bus 31— H BusName= f8EMI % FR. systemd
YRR IT R, B RZERE AT
HIZREL T FRE H) D-Bus #AFK. WE NIRRT
FrIKH T dbus.socket T,
> "oneshot"(A W & ExecStart= K FIERINE) S
"simple" AL, AN[FZAAE T IZEFELAE systemd
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HEYR TG AR . BERP R ALE E TFE R E
RemainAfterExit= 1.

> RN forking", JFAFK/R ExecStart= FT ik &
R A B A fork() RGHH. X2
fE48 UNIX SPHP#ERR I & i . 2 4 frfy 138
SIREH CEL. BRI )G, KRR
R AE Z RS B R AR BE AT . X T
SEAhEERE, FFEI B PIDFile= G810, LAY
systemd R ENIZ MRS B EFFE, SN S 4k T
1) JE B3

> "notify" 5"simple" AL, A[EZAE T IZ R 2
ERsh5E N Jailid sd notify(3) ZBMIFINKIE—
AMEHE R systemd ¥AEB BN EARRITZ AT, B
WPRZIHAE DA DN RIE TIRMHE . R EE N
A, 4 NotifyAccess= ¥ H g% B N"all"8
"main"(BRiN). FE, HET Type=notify HARELE
PrivateNetwork=yes 15~ IEH TAE.

> idle"5"simple" KL, ASFZALTE TR 2 pk
SEIR B A IR AR T8 I Ja AT o IXAE AT DUk 4
G LRPREERES shell A% B IR 47E—

i o

ExecStart

TE JE B2 R SS IT 7 ZHAT I i AT (fr 2+ 230 -
INAEWE T Type=oneshot FIIEM T, A APk BALEAN
AT (EFEED), HULaiH R E — w27,
2N AT RE T PAZE[R]— ExecStart= Hi% &, A LL#
T EZ A ExecStart= Kk FIAH R 18R
WERE RN — DT TR, A i E R IE 217 #0K
PIET . MRAW BT ExecStart= $5§4, A4 LI TR
W H | RemainAfterExit=yes &%

W AAT LI LL— A5 B 12 R s AT 0T S 4s, 91 E
HJG IR Ee S HOEAK AE N argv[ 1] argv[2] ... &35 245 1% A
AT HIHERE
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U RAE LS BRAS R IN EPTEH) " @ AT 4R, 4 3L 5 R L
SRR IRAE N argv[0] argv[1] argv[2] ..."f& I 45 #E PRAT )
R .

U RAELEXS BRAZ TN _EPTRe i -" AT, R4 BIfs izt 75 DA
RIMCRZA B anE 2 B3R FHMEEE H IR IR, el
MR . FTEARIRHE A - 5 @ T g),  HIFPATE

=z
o

MARWE T 2017, BAXE i A7R DLHAE 030
1 rb BB FPAR RAT

IR BT - AT SR B A AT AT R IR ARIAR B A 24T
RASHIAT, RN B TTR AL Y R (failed) R

MR E Type=forking W, X5 & & 1217 F 5 301
BERERE AN 12 R 55 () 3 S 4P A

ExecStop K=k e 4, TR E SRS kA Ik By
AT A 24T« VAN ExecStart= 584 AH[A .

PAT AR B Har 24T 25, 2RSS I F R IR
2R KillMode= & EH ARSI systemd kill(5) F
).

WERAR W B IR, A MRS s 1B, % ARSS BT
A HREHECK S HRYE KillMode= 18 B 47 BN 438 A 5E .
L ExecReload= —#f, WH —MEHRMIHEALE
SMAINPID #] LA T3 x F 2] PID

—fekul, UNEE —DNERIRS K4, AT
B RANET

KA AL BB R AT S 2 5, AR B3R 2
SIGKILL {55 7RI, X Res SEEEE £k

PRI, 3 L A & U AR DA, AN RE 2 S oD 4
k.

ExecReload | iXZ&—/NAEMHES, HTRE A MSPEREH A
P B T AT Iy 247 . TBIEMINS ExecStart= 5E 4 AH
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G
FEb, BH AR & SMAINPID A] PLH 3%
TN EHEFER PID, 4] DL REAE -

/bin/kill -HUP SMAINPID

HE, AR EBORRE, i m s R R IEE NS S, i
FEFMEBCE A, IEAR M I
RONIZ & — A7 AR, B AASE H T /R S IR e 7
M E S RS

FAI5EZIE B ExecReload= 1% B N— N6 W8 A £r 2557 N
B0 B S IR AR TR 28 78 B i 24T

Restart YRR IEE IR . R BRI R e,
VARIEN=N 1 P RE S

"Hr 553 FE" /& +E ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= 1% & M3 £ .
MR T systemd BIIEFEEEWGIU systemetl
stop|restart) M #AF 1EE), 1ZHRSS A M HTE 80
"SR] DU A T I I "keep-alive ping"#E ), AT PLE
systemctl start|reload|stop #AF AT .

1ZigEmn] DL #I{E 2 —: no, on-success, on-failure, on-
abnormal, on-watchdog, on-abort, always

"no" (BRINE) R R A S o "always" KR 285 T & AF
HF.

"on-success" KN AE AR S5 #ERE IR R I EE A, FTIR" IR
HIR A

RS0, B HEFEYLE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 15 57 HiBHBFF& SuccessExitStatus= )i
B

"on-failure" RN AE RS AR S W AR I LS, il S
SERAAPR=F

BHEIEAA 0", B R RS R AE(E$E" " core dump" LA

% 74 ® / HE2T6 |



CPITERRA

NeolCylin

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

F i3 SIGHUP, SIGINT, SIGTERM, SIGPIPE 2 411 HiAth
55)

B HRE T E& T IMEE systemd FIERVEHREE MHHRIE .

Remai A" yes " B no" (BRINME), Rom iz I it 4

nAfterExit | BRIRHZ )G, SRR LR ST S 5 (active) N7

## 5-10 Linstall] FEAC B R

=R E1:5%)

Alias FE 2 A8 F B AE - A 44 7 (RI4E) . 2470
RS A G AR EE (BPFRFERZEAD .. X ANIE I
ALMREZ IR, T4 FHEIEN, S\PUT systemetl
enable A&, X EENLAH Y HHERE

RequiredBy f£ .wants/ B .requires/ - H 3 AR SS EESLAH N 1) BE

WantedBy oo XM RBCR & AR T IR R, ARG
Ja50.

Also R 55 2 A (R I 7 B2 B B IR 55 . SR P
TR LRI MRS HECE T eI, W systemctl enable i
AT I 2 H B = REAR T T 4R E RS -

DefaultInstance | 27~ unit Jii F I BRI 52451

N IHiAE postfix.service BT A IR

[Unit]

Description=Postfix Mail Transport Agent

After=syslog. target network. target

Conflicts=sendmail. service exim. service

[Service]

Type=forking

PIDFile=/var/spool/postfix/pid/master. pid

EnvironmentFile=- /etc/sysconfig/network

ExecStartPre=- /usr/libexec/postfix/aliasesdb

ExecStartPre=- /usr/libexec/postfix/chroot- update

ExecStart=/usr/sbin/postfix start

ExecReload=/usr/sbin/postfix reload

ExecStop=/ust/sbin/postfix stop
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[Install]
WantedBy=multi-user. target

EARBIH, [Unit] 7Bk id IR 55 4R S0 R15 & . [Service] 3k
KR5S S o EnvironmentFile IR TE %R AL &, PIDFile %/R
5518 B 451 PID. ), [Install] F2BC SR EZ IR 55 1 25
5.15.2. G HE LRIl

B H & R Iu U A IR

1) #E% B E RS IPAT S

AT HAT ST AT L A, AT DR AR R B e, R B, NHEE
XSS H) TR HES — A PID 30, —fRIE PID fRIFAAL . F3AME AT BEFR ZEHY
MBI AR A, ORI U EA o] 4T B P T HA TR 2 L.

2) fE/etc/systemd/system/H O @ BT A, H HARUE A BEHE root FF 9

i

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

AN ZEPATALR -
3) FTJF name.service SCF, WRINARSTECE, %R & T e E AL 780 1Y)
AR5 SRR RE T A2 — AN R 48 IR 55 1 T L8

[Unit]

Description=service description
After=network. target

[Service]
ExecStart=path _to executable
Type=forking

PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) JBH systemd HAHAR SIS0

# systemctl daemon-reload

# systemctl start name.service
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{1 emacs.service X1+
1) QS IR PR IE AR :

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) JHFI systemd FFH G RS

#systemctl daemon-reload

#systemctl start emas.service

B1% sshd-second AR BT
1) #£ D1 sshd config U1

#cp /etc/ssh/sshd {,-second} config
2) 4w’ sshd-second config ST, #IN 22220 H%H, A1 PID SO

Port 22220
PidFile /var/run/sshd-second.pid

IR T BRSO S EL, 15,
3) ¥ IEITIC
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#cp /ust/lib/systemd/system/sshd {,-second} .service

4) YRk 0 sshd-second.service
B iR 7B

Description=OpenSSH server daemon
s hn sshd.service IR 95 7E After KT )5
After=syslog.target network.target auditd.service sshd.service
F& % sshdkey @17 .

ExecStartPre=/usr/sbin/sshd-keygen
BERIX—AT
FEPAT AL, AINEE — sshd AR 55 I B SO
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second _config SOPTIONS
1B UG 1 sshd-second.service SCHF AU T :

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) W RAE A SELinux, #sAN tep %, 4157 sshd-second Ak 45 B it 1 3t 2 4
R E -

#semanage port -a -t ssh_port _t -p tcp 22220
6) BCEITHLE BIFNA-

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

TR BT K Sk o 1A
5.1.5.3. & CEAFE R BT A

systemd A TCHC B S ERIA R AEAE Just/lib/systemd/system/ H 5%, & 4 FE i
AW EEABEOXAN B NSO, B € XS lete/systemd/system/ H 5%
WRAY RKFTER, ATLMEHT TE:

B —AN H & /etc/systemd/system/unit.d/, XA R EIEFFR—F R, ATS
RGO L S i BON R ER WL S ST NG DLW NN ST LAy
Rk AN FH AL 6

MJusr/lib/systemd/system/#5 DL —17 [ 4G TC B SO 2l fete/systemd/system/, 24 J5
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B, EHIMMAERFEEIE, XM ARG EA, HTAR
LI Th REI 7 5

R B BIEAN I B S, R R ZEM B /ete/systemd/system/ T [ BC &
SRR ALY, ATREEENEE, EHWT a4 N H SR siaT P

# systemctl restart name.service
EiES NN -
RNTYRERBOANFR IR E, 75261 ete/systemd/system/ T Al & — 1~ H
3%, H root AT AU HIF A %
# mkdir /etc/systemd/system/name.service.d

FENIA B H 32 T B R B S, 2 BL.conf SCAF4S R »
Blansld—A 3 e ORI, WARIR

[Unit]
Requires=new_dependency
After=new_dependency
T AT, T UABCE HUR R, £ EERRIR G 30 MEE)E, RE
Bilrun

[Unit]
Requires=new_dependency

After=new dependency
PRI R P A — AN, B SO R BT — DN IhRE, RN E S
TR 20 4% B o A 4 38 A IR 95 % O TC L H s
N TR HINIA BB, A root AT PA T 484k -

systemctl daemon-reload

systemctl restart name.service

#F: ¥ J& httpd.service IR &5 &
N TAE hitpd ARSS 5 SIIHESAT 7 H € R IIAS, FHEAZ S httpd [
TCHCE S, AT UL LB R, Bt —AN B SO B 5% B E SO

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf
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i % B & X XA AL & 1E /usr/local/bin/custom.sh , ¥ 1X 4~ 15 B ¥ 0 3
custom_script.conf H & S HIA A

[Service]

ExecStartPost=/usr/local/bin/custom.sh

o7 FH B

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) & —Md %5 F - IR 55 i 2844, AHAS AN RGE L [A] () %2
IEEAARA S I, R iEH P IR SR B RS w EHL R G . AR
Wl FTP 853 Telnet MEZFEIEAE PHMCANE, SSH IN% T & F &1, BENIRE M
DLIE o S 42 R ORI 1) 257

ssh A2 P4 Bt F T B 4 U telnet B rsh, iX 26 ELEE T L 22 A P AN =1 T
R EFEFE ENL RGN LN T . 5HAHK—A 4 scp e, AT
B i rop X R HORAE ML 181 ) ST AR T o« RO S22 H R N FH AR
AN 0 A5 P v AN IR 55 i (A0 388 R 3605, BT AR 1% A e bk b (58 FH 41T
R 22T RE R RS, Al RN PRIRE 7 i 5 48 A AR AL R S8 KU

HH s R = IR 55 AR A R AR T A B OpenSSH %2 3 i, ——
openssh, LA OpenSSH Jli 5% ¥ %2 3% f——openssh-server 1 OpenSSH % F ¥ ¢
% 41— openssh-clients. 737, OpenSSH %% 4 4 #i T OpenSSL ) 2 % £y,
openssl-libs, XM 7 JIANEEM NS E, 6145 OpenSSH Retg 4 it in % i@
&

5.2.1. SSH #HX
5.2.1.1. Jytt4fiiH SSH?

BERNREA V2 0T MK T, BefS b ATy, #2800 =557 % o
gema, MM EERBOS — DN RGEW VT RIAPR . — Mok, X288 m] LAy 9 A
L.

1) ZHHEN ARG REE

ek 3 P Re A0 T35 BT P 2E P 28 B Ak, S HIARAT T 2 TR0 A% 388 AR AT S
AT Re S EOFREE S, B BSUE B H IR G TR e .

XX o A o 08 o A S FH B L MRER A SR AT 1Y), B B R R AR e — AR
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HOLRI LS TR, AT DUR SRR R s e, FR i 25

2) H7kEEN

Bl 0 RGN E R B e fh ik P HUHECE o iR B SRR e 1
M REHA S KL E FH SR AR — MR B RS TIELE

XA wT LUE A —Ff 4 N DNS A7 R, sl pris 1)
“IP SR O SRS . AEEE — PR, NREEH— S DNS ARk 55 28 K5
% ARG G BB E R BN B S ROREId, NRE RIE I R 2% H
A, BRI A RGN — B R EER R .

TX G AR R 0% H2 8 T REA7AE R BURME 2, 17 HL U R X S 02 TR
IR DR, TR 5 SR 2 9 ME I 1Y o n S A SSH SRFEAT I8 F B s A ST A S Al
2 388 BE A R bl A IX e 22 A iy . IX SR DN SSHL %% 7 i R AR 55 ity 15 FH 450
ZERBE S . MhAh, P AR S R G B T SR IE . ANE
SRR IEAS W —J7 AT S 0 SR B AR 2 AT AN IR, B — N R AR =2 A H —
AR A R G FE R G874 R8BS RN 1
5.2.1.2. EEfRME

SSH #his it 1 PL R Ry i -

1) T U I IR 25 vt

TENIUGERE 2 5, 7 Ui Be 0 Bor i e 22 1 BT 422 (%) IR 45 o (1) A e B 2 Wi P
Fead (0 5] — > IR 45 i

2) TERSIEE B

% P At 128 AL HNEs BRI IEAS B AR 5 45 IR 55 i o

3) LikEiduE(E

FE— il A ROE R B R #2 f6 F 128 i Bk & i1y, 15
F2 AR 1) i P i S W PR HE R

UbAh, SSH PB4 7 DA i 5

1) $R4E TAEMZE FAE A B AR AR 1 2 T B

WA A X1 R ER, 2P Rty MRS i kK X11 (X W H &R
g0 R

2) POt T —F R H A A T

SSH WSkt e & IE FERS 1 — DIEAT N o ik 3 FH 44 ooty VG R I ER,
SSH Mz 45 sy o] PR — MRS H B A LAl (il POP) 1S, M35 e
T 2 G 1) 2

3) WL RAIE % 4 iEiE
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OpenSSH i 55 uiti A1 725 = i v LA A P 78 0K Sy FIR 45 it R 5 i AL 2 [0 F 19X 285
T, AN — ST R 1L FH ) 4 Y P

4) ZFF Kerberos WAilE

OpenSSH iz 55 %t A1 %5 7 it AT LAY L B A ] Kerberos 2% IIE #1311
GSSAPIL CG#l FH 224 ik 55 B AR 7 dmA2 42 1) S RIFEAT IAIE
5.2.1.3. WHMRA

SSH H AT B ANIRA: WA 1 FVESHTIRARAS 20 P bs BB = 2 iR 55 s 5 1 E
ARG 1) OpenSSH B8 H SSH AR AR 2, 12 A FL A 18 3 1) % B 28 e 500,
NG FAR 1 p RISt . SR, N T IREMHEIJER, OpenSSH £E4f
[FIRE SRR AN 1 i+ .

H L
N T ARG RERE A R 22 4t U R B rT RERUAE ] R A SSH i 2
PR 55 S A0 250 i o

5.2.2. SSH EEKHEFF3

DA — RV H 0] R B A EHLZ 18] SSHEAS ) 52 8

1) HHATINEIRT, DA i A 5 56 UE T I 7F BR IE A 1 IR A5 vt AT s .

2) KR GRS SR 25 7 i Az R 2 AL [ () e B A B J2 AT N 2%

3) w5 AT E BRAINE

4) B N E BT AR E LT RS B
5.2.2.1. L2

8 J2 1) 32 B R AR PR P A ML RIS 2 2 A TR, B R EER
{1 DA R 76 I8 i 038 15 J9 1) o A 2 0 3ok o e b A7 s A s ab B, DA R id
SRAMSOH B A0 R IS RN BRI (1) 5 B PE LRI, SRS — B b o f5 502 AR LR 47
IS B ThRE .

SSH % P vty Ik 2 BR 55 o B, K 3R AT 24H A 3, (E 3P R G0 2 IR RE S IE R Hb
PR . BRI P R T

1) T

2) W AN R

3) e X FR Nk

4) HEHE B IERE

5) fEMAEIE

TEFARC I, RS — N ME— 1 BN R R P R B 2 S0
U SR P ity AT AR R IZ AR T IR 55 i e A5 0k, AR 25 o R RT3 B % 2% 7 o
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KU RN, 2 RS ERE . OpenSSH i 1252 I 45 i 1) ML R
WEXAN ). P e, I EE I ENVEH e MIRuE 2 5, 4kl a8t
o FEZJaREREY, 27 hnes FH O ORAE I RRAS KA 25 IR 55 dim 1 AR B, LA
PR Ui B S A2 75 A0 U 0 R 25 il 15 o W SRR R WL AR A T84k, P
WA IAE 34 2 TN B 5 P i 48 PR AR B AR

H YL

Wi B Al RE ST B R BUOA S  SSH Bk 453, RN AR HL R 88 FE A
T8 TR A9 IR 55 S AN B s 250 T PRI 55 3 2 T A HE A X 30 o R T 7 LR IR R A
KA, WEE SR — RIERECE ENLE AL, B3 IR 45 o i 2R 02 LABS UE SSH iR
55 Ui 1) L5 S B A

SSH #1521t i J LT v DAFAAT AT S 28 1) A H 02 B i A AR 25 - AE )
RSB T — N T RS A B — DR E A S, WA RS
BUHRCET S NS, LRI AR IR B AR AR AR .

TR R E M A A — e B (ERIIE BT SSH s28l) %udE
ZJa, Mo RAEN—IREHZ, £8N—ERAEN AL =% E. R
Wi 5 R B e Ve A (B AN 3L 2, X — (5 B AR IR H A BR A — B T A H
5.2.2.2. \iF

— BAERE MR — A 2 R RRE A N R G BAL IS B, IS5 i R 2
i He T SCRFIIAS B GIE 725, Blanfli F — DM FABHgR S 12544, B A — 5%
5o SR 5 %5 7 S 5 A A0 FH B SRR R G o — A 7 32 ) R 35 B 1R AT DA

SSH ik 55 ¥ A1 %5 7 v AT ARC B A8 AN R B (A E 7 20, b 7 #F B i
ARG R . MRSS T DAk e 2 T2 A, e n] DASCRER L s ik &%
g A AR 36 10 A 32 38 S5 IE 7 Y IR
5.2.2.3. jHiE

7E SSH &4 2 5E l— IR INWIEZ J&, B imd g 2 A" (£
A HEERZME S AR, XG5 T A=, A R T R
XF SSH K, AS[EHEEERAE — NI FE I 22 T RIL) P ARIT 2
HIEE . B 208 7 SR BN A ) A 2 1l A R X1 231

AN A 5 i 30 i IR 55 B 8 AT DABI T PR T o g — B A S T P i
BT — N T o 4% P AT — N s IE R, 27 bt SR IE 9 5
—EAIE I . XA BRSSO R, B TR T R R . ik
—K, AFERBPZEASHER, IFHS—MEERRIEE R G, KPAE
[PyadTE Ao T R B SSH %z .
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SR ERCRIRYS &S ik sl TL)ib;i_L)*%EF%@ET“E‘J?‘?EKE%%D%W%&TE
LA A7 3, R 2% 7 i W B8 TE Q24T T S, B A4 i il TE A% .

B S AT 55 i 9 500 P G A 2 AT FRVRFAE » DR T2 P B SRR IR 55 2R A LA
L AR R 2% (75 300 IR RETT DLEEAN 6 A BiMBL R S Ak e Bt A 17 L T 5 D9k
BN [F) SR P R I R i RAR K 1 R M

5.2.3. ECE OpenSSH
5.2.3.1. ALESCF

Be B SUHFA I AR RS, — R 5 T2 P o i 7 (1 0 sshsep 1 sftp),
FAN—FRFIH T M550 (sshd 73R .

ARGV SSH FL B 15 BARFE ete/ssh/ H R, HERER 5-11 RGTEH
(R E SO o e 1) SSH IE B AS BARAEAE~ ssh/ H3R T (1% H RKAER € A
Iz H B, VERFEK 5-12 Ke H P IR E S

R 5-11 RGVEE R B0

XA iR

£% 7 Diffie-Hellman 2 43758 75 2148 F
'] Diffie-Hellman #1, Diffie-Hellman %% %A
MRS T 2 A A R S S . Y
/etc/ssh/moduli FERAE—A SSH 21 () e WIB T B AT #e 11
s, — LR AR AR, ZEE L
V5 AT B — T B E « XA EE B FE
Je B SRR A FEALNIE

BRIANH) SSH 75 F i e B S0 e, Wi

/etc/ssh/ssh_config ~/.ssh/config fEAE IS, 12O B HC B R
#~/.ssh/config 78 i -

/etc/ssh/sshd_config sshd ~F 4t 2 () BiC B S0

/etc/ssh/ssh_host_ecdsa key sshd 7§ FE AT 46 B 1Y) ECDSA FA%H

/etc/ssh/ssh_host_ecdsa_key.pub sshd 57§72 AT {8 B 1Y) ECDSA A%H

SSH WM ARA 1 1) sshd <747 2 A2 i 45 FH 114

/etc/ssh/ssh_host ed25518 key
RSA FA9.

/etc/ssh/ssh_host_ed25518 key.pub | SSH WM RAS 1 [ sshd 573 F2 Fr s FH 11
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X

i35

RSA ~HH.

/etc/ssh/ssh_host rsa key

RSA FAHH.

SSH WhMAS 2 1) sshd 574733 A2 B F 1)

/etc/ssh/ssh_host rsa_key.pub

SSH MMM RAS 2 1) sshd 574733 A2 B F 1)

RSA A,
Jetc/pam.d/sshd sshd P EFE 1) PAM B & S
Jetc/sysconfig/sshd sshd k55 (R IC & S04
KK 5-12 FrE AP R EXXH
XA Ei:3%)

~/.ssh/authorized keys

NSRS ANGED QINTI RN

PSS S DR B — R ABIR . 2% b
BRI S5 o, R 5% v e e A DR A7 AE S

~/.ssh/id_ecdsa L5 FH P Y ECDSA FAEH .
~/.ssh/id_ecdsa.pub F P ¥ ECDSA A%

~/.ssh/id_rsa

SSH i AS 2 1) ssh AT fd FH ) RSA FA%H .

~/.ssh/id_rsa.pub

SSH A 2 1) ssh AT fd FH ) RSA A%H.

~/.ssh/identity

SSH Wi As 1 ) ssh AT s FH 1 RSA FA%H

~/.ssh/identity.pub

SSH P AS 1 17 ssh B s F ) RSA 2A%H .

A5 P U7 Al 1) SSH R 55w F EALEEH . 1004
X Ok SSH %% /7 i IEAEIERZ IE R SSH IRk 55 i
FIREEM

A % SSH e B A i fds FH ) 5 4 4
Al sshd_config(5) Tt T
5.2.3.2. J35h OpenSSH Ak 45 ki

2424 openssh-server £l.2 J5 4 B8i21T OpenSSH i 55 Ui o

B YT 215 )5 8 sshd SFHP#EFE, 8 LA root FH U 7E shell iy 2 ATHERTE T
BN 4

~/.ssh/known_hosts

5 S, 1S ssh_config(5)

~]# systemctl start sshd.service
AR HT 1 P F 123847 sshd SP4P#ERE, 15 LA root F T 7E shell 7 24T #27R
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FFRHINLL R4

~]# systemctl stop sshd.service

A AL R G0 ST (1 B B0 SE LR, LA root i P17 shell 434742
T T 4

~]# systemctl enable sshd.service
In -s '/usr/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. f#iH SSH HHTimfEiER:

NTAk SSH HIERFEIEA, MNiZ2s b A 24 fiER i, &, e
[P RGATREE— A1 TR A SSH I ORISR EF, HRENEZJE{EA Telnet
SR AR T o TR EAE RS B4 telnet rsh. rlogin 1 vsftpd.
5.2.3.4. fHHETHHIAIE

NTHEB—PMIRE R G4, ATLAER SSH B8}, SR 558 & T
TEHIRIE, FFAEF RS IE . S, T vi 803 nano S5 SUA YR 4R 4T
FFletc/sshisshd_config it & SO, F1K PasswordAuthentication JE TS SO a1 N P

e

Y
PasswordAuthentication no

B S A SELE — AN BT IR 225 10 2R G b AT 4R 10, R PRI SO %
H ¥ & PubkeyAuthentication no 3G . 05 & TARIESRE BT, 1A {8 H 4|
AEEWAMTN, BAERE R B IGEZ BT RA — F T 340 B S .

9T eSS sshy sep BUF sftp /N5 P HLESE B B IR 55 0, 1R LA
TR ARSI . VR, S B AT AN A A

e b AL 7 R 25 SR 1 R AL VT BRI AR 2 (9 SSH. HMSURT RSA
%4,

R
ARG A root B S 3 7E B TP BR, A A root HI T RERS 1 Al X 2L 4]
FriE

R EEEIE RS, R AR A, & ~lssh/H=. 1E
HEESE, BEEHREARHSX. X—IdETFEILRSG LA P #UT, 85
root A /.
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5.2.3.5.

Az il AR

B R SSH BRSUAS 2 /) RSA Z54H%T, 5% LT 5 e .

1)

2)
3)

4)

5)

1 shell iy 2 ATHRRAF FHIA LA 24 ) RSA 4%

~1$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

T2 Bl ZERR R VOB B 2 1 B I BR A B8 12,  Bl~/.ssh/id_rsa.

BN E %, I HAEFRRBA IR B A Z H 2 N T 2240 I,
TR AN ELAL AR 8 SR A R T 7 R[] 1) 25 A

BRNTE DL, K~/ ssh/ H R IAUR I E Y rwx------B0F DL\ BEFIFRiER
N 700. XA T IR A XN USER RES BRI A, R
AE, FTRME I PR fir & R EEAT A -

~]$ Is -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

LU R a2, B AP EH R — G @bl L.

ssh-copy-id user@hostname

IR AP AR ARG, %72 B H I — KB~ ssh/id*.pub 4.
FIIER, St LS E AP SO A

ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

% i 2 2 ¥ ~/ssh/id_rsapub B N A B ] B AR E BB HL A
~/.ssh/authorized keys A4 . U5 authorized keys X E&AFAE T, HiHE S
1B BNZ A AR -

LA R SSH PMMARCA 2 1) ECDSA Z X, 1E 4% LU T A SR ER A

1)

2)
3)

fE shell A AT IERAT M LL T 52 2E i ECDSA #4147 -

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.
Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

P I ZE B DR A1 8 1 B H I BRI R 12, Bli~/.ssh/id_ecdsa.
BIN—%, I BAESERFN R A% 2. N T % AE N,
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i bR 5 R 55 SRR R BRIV 7.0 R B T 5

T AN LA FH RN A8 S 4 K AR () T 250

4) ERIMEOT, K~ ssh/HZRFIMPRKE AN rwx------80F LU\ H| FRiF R
N 7000 XN TR RA X M USER e &/ H NS, R
HE, TUAEH DR a4 Rt AT A
~1$ Is -1d ~/.ssh
drwx-—----. 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) LI M4, HAHEHR— Gyl L.
ssh-copy-id user@hostname

IR AP AR LR NG, %7 = R H il — KB~/ ssh/id*.pub 24
AR, SR DR E ARSI 4

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

% 2 2 % ~/ssh/id_ecdsapub 1) N 25 & il B & A IE B HL A 1
~/.ssh/authorized keys SCAFH . WIS authorized keys XAFCOAAFAE T, HHKS
BN ERZ SRR R .

HEUL

AHALIEAN N, BAEEAIEMA, X — 2R HER
5.2.3.6. OpenSSH % ) i

TN %% openssh-clients 9 J5 , 4 B8 M%7 il 85 1E 4% 21— OpenSSH filk
% (EZ N 4.2.4 222388 1 AT 46 bs OB & IR 55 S 5 E R 3AT
H 2SS HIRLD 6
52.3.7. fii{ ssh TR

ssh TR LRG3 — G BEiLEs b, e BT a2 . 82X rlogin.
rsh 1 telnet #2757 B — > 22 = B 4t

A telnet iy 2 AHAL, A LAF dp &8 %3 — S @ iElas .

ssh hostname

fihn, FESEF|— G %N penguin.example.com [ FE ML, T LLLE shell iy
ATHORFF TN LLT fr 2
~]$ ssh penguin.example.com
%A AW 22 DU IEAE A H AR HU AL AR 1 FH 44 8 5% o RIS AR AR € — AN A
AP %, BT a4
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ssh username@hostname

#tn, PL USER % 3% % penguin.example.com, 154N LL T ir4:
~]$ ssh USER@penguin.example.com

BB — IRWIAGIETEI , KB B A AR (5 12

The authenticity of host 'penguin.example.com' can't be established.

ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?

FE B B T AE P ) 1) 2 A, FH P ROZ IR 2 AR B2 A 1R . P T LA

17) Ik 55 S 147 B 53 ARV B IR Y o X BLZ DA —Fh 22 ). AL I IT7
AT o R AT DA e 55 3 (0 ERLE B, T DME A AT ssh-keygen i &K
(oREE IR

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub

256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

HN yes A EPIIHINES . R 2F B RS In Cagaiins o
KR ENFE P A8, DL DM N R R -
Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of

known hosts.

USER@ penguin.example.com's password:

SR
ISR SSH R 55 um i) BNV IR 1, 20/ ot @ R P IE R A R4k SE,
S A48 A 25 i ¥ 2 A1 % 85 M~/ ssh/known_hosts SCEFH IR o SR, 7EREAT hHAE
AT, VEEKAR SSH MR S5 um M AR SUE B O, B0k e 55 S A R Ml

E M ~/.ssh/known_hosts ST H MR — A28, AR a0 dr 4
~]# ssh-keygen -R penguin.example.com

FERNENZ )G, B 3E Z R ENUH shell @7 SATHRRAF T .
FIEM, ssh FEFP AT BARAEZARE BN EHAT — 2%, 1A 83k 2 shell
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N

S A

ssh [username(@ ]hostname command
40, Jetc/kylin-release SCAF R A REBEFE RAF R AR E B
penguin.example.com _FiZ AN E, HiA:
~1$ ssh USER@penguin.example.com cat /etc/kylin-release

USER@penguin.example.com's password:
KYLIN Linux Advanced Server V7release V7Update2 (Potassium)

AN LS 2 5, B Bonim fE EALERIE R GRAE R, R

PR 8] B A H 1 shell #7217 HERIG T o

5.2.38. fiif scp TH
scp AT VAR SRAE EML 2 [adat — AN 22 4 g e fi etk kit b, &

Al rep ARHARAL.
AR — DA RERE R Gi T, ATRME A R B a4

scp localfile username@hostname:remotefile
Blan, anRIEAE taglist.vim L34 N penguin.example.com [JIZEFE F 41
E, ATLAFE shell 7 AT 4T R LL R dir 4
~]$ scp taglist.vim
— KA LAFR S 2 AN SO . B AL Hi vim/plugin/ B %R [ P9 25 2 3 FE 3 4L
penguin.example.com HFIFHE Hx T, ATLUHIALL T ar4:
~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — AR RS B A R g L, AT DU DA
scp username@hostname:remotefile localfile
filtn, EMZAEFAL BT vimee BEE SO, AT

~1$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. fiif sftp TH
sftp THEATPLRRITH — %2, 2 HAR FTP 216, kit b, B0

T ftp, AFRZAET sfp £/ 17— DL ERINEER.
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HEEIRE RS, W LME A AR a4

sftp username@hostname

filtn, EAdH USER AP &% 24N penguin.example.com [ F 4L L,
CIRYE DN

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
BN I 2 )5, BSE R —A sfip N AT IR, sftp T A
A DME R — RBIA fip RIS (S WERM 5-13).
TG 5-13 FERH sftp frd>

né ik
ﬂﬁ—AﬁﬁE%%W§ WA ST H
K, B 40T AR H %

Is [directory]

cd directory JE)H@JZBEIVE Hxffe e H= .
mkdir directory B — NI H 3%
rmdir path JHIBR — AN e H 5%

put localfile [remotefile] WA A B AL E AL L
get remotefile [localfile] P FE ML BRSO T 2B A E AL E.
FORA] FHfn & W52 853K, 1555 sttp(V)FH P F M oL .

524. ARE—AREK] Shell

— AR A AT S AT Z SSH %‘%@fﬁﬁﬁﬁ‘]ﬁﬁﬂ”ﬁ 24T R
e, T LAE SSHEIEBET X11 2 ih e k. B, @i TCPAP ¥k, R4
DA AN 22 4 1 3ZE 4 ] LB AR 3148 7€ 1Y) SSH L_JELLO
5.2.4.1. X11#%

FUMIT SSH HEEATIF X11 21, 7 LMEH LR IR 2

ssh -Y username@hostname

Biltn, EAFEH USER AP &3 344N penguin.example.com e 41 L,
CIRYE DN
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~]$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

M4 shell A 2ATHRRAT N T4 X RE/PI, SSH %/ i MR 55 v =
U AN L AEIE, X R B 8 X B TE I W 3t AL 2% LA b

TER A X1 R AT, AR R G 2350 X & H R4 LA root
R N BT a4 ) L2238 X1 3o 4.

~]# yum group install "X Window System"

RURRTHAAE T HNEZELE, HS T 42 EEEMTE.
X118 RAFEA M B, X1 FR TRy TITE i E ] TRAE 4
LENZEA S BXFE, Sl ssh BB 00, SRJEHIA:

~1]$ system-config-printer &

CITENRE ] TS BRI, R vl U/ fE 4L b2 e i &
FTER,
5.2.4.2. R

SSH AJ Lid ik uify 175 % 22 4 in [ Fofl AN 22 4= 1) TCP/IP $hi. TR IX—+;
RIS, SSH RS uti N T SSH % F uify () — AN S48

i 17 R BR) A R B g 2 P iy ) — > A e i 11 RS 380 AR 2% v P — A Sz A
i 1 b o SSH AT RAM IR 55 it 45 A 7 i 11 e Bk 3810 80 7 s RO 33 1 o X —FORIE
AN T Eii 115 B AH UG AL

P

Y i 1R R AT 1024 DLUR B9 1, 752 root 2450 AT Il AL PR .

FOEE—ANMEWT localhost | FIERE ) TCP/IP ¥ I 4% Rk @iE, v LUEH LR

A2
ssh -L local-port:remote-hostname:remote-port username@hostname

i, EfEH POP3 L —N N % & Bk A 44 4 mail.example.com )ik 55 2%
A, AT RAE R DU a4

~]$ ssh -L 1100:mail.example.com: 110 mail.example.com

— BB P AL 2 R S A2 il 55 4 2 T £ i 11 AT HE % 25 ), R RAAE
—> POP3 WS¢ 3 7E localhost _EAEH 1100 S I SRAG AL BTHEAE 1o ARATLERS
i R4 ERAE 1100 3 5 3K, #RREA 22 42 H1F 7] mail.example.com ik 5525 .
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W% mail.example.com % H 12847 SSH A%, {HAZR—MZH 1A —aHL
#RIBAT T SSH M55 uii, M4 SSH SRR AR R AT 22 Nl . 4%, Al
F B 2 2= 085G AN A :

~]$ ssh -L 1100:mail.example.com:110 other.example.com

X R/, W ERHLES G 1100 3 1% ) POP3 53K, K@it 22 %
1 _F %) SSH ZE a4t 5% /& 31| SSH Il 45 ¥iii other.example.com . %X J5 , other.example.com
3| mail.example.com b [ 110 i 1 RAS A2 BT MR o VR, 7R IX —HoRES,
HA % i Al other.example.com k55 ¥ < [A] FIEFE /S 24 1

ity 1% g AR DA SR ad sk 9 286 5 K 4 2 A4 IR HUME 2. o an B KBS L B oA 7o
VEIUTAE AR 1 CRI 22 35 1) (¥ SSH diint, (H2RH%E 1 % H e v
], HRAFEEALE P & E ML (A FH A S S8ty VS B o8 R T RE I, B E
ATV B {5 I — 25 B S AP SSH #2147 H e [l BT

L

PAIX 7 SR AT P g 11 2 R BEARGE AT e I, ¥ v 2 7 o 2 48 B IAE
] F P # R AL BIA LIRSS b o iR P o R NAR, Bk & R FE Re e U
71 % 2 B IR 55 o

FHOou R R RGE B 0L, 7] LALE IR 55 ik fetc/ssh/sshd_config ST
AllowTCPForwarding i£T% &~ No, FEE 5 sshd k5%, SREER um ¥ Kk Thie

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — /MBI R HEE R4,
A DAk AR ) e L

TigerVNC K F IR 55 oif- 25 7 o 200 . IR S5 om e 2 e e (vneserver), 51
it (vneviewer) &4 3% i o
B
HTCLHI R H B BEORE v IR 55 S A5 E R G A AT RRAS— %, b LIt o= IR 55 2%
BEVE RS VT F 1Y TigerVNC 1 systemd RS FE P B gb 4T E . i
B X fF/letc/sysconfig/vneserver # %5 4t 5 1 Jetc/systemd/system/vncserver@.service
53.1. VNC k%5

vneserver | HHRJEB)—4~ VNC (Virtual Network Computing) £[f. &%
& S L BTUZ 1T Xvne, FHAE VNC IR JE3)— AN & L 2EES . vaeserver 1t
VAP E— S Wl LTI AT 2 AN 21, 2 e X e iE o] AT S 4=
%5 i MR AL B VT 1]
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5.3.1.1. %% VNC AR 55 b

~]# yum install tigervnc-server

5.3.1.2. At E VNC k%5

VNC M55 n] IR E T A— A EE M (A XS P IR fEET R
gl Jsh— AR, TURERWENEE . Wghbfbg T, Pk wekE
ERIRSHL.
5.3.1.3. Ja3) VNC k55 i

B shall & FFHLE 3 VNC %, EEmITHIREE SRS . 7£5.3.1.2
P& VNC MRS R El: < NH—HHPEE VNC Sl H R E SR
R A, SO % B 0% systemd SR 5 B . 8 — N %00 2
NS RPAT L R A4

~ ]# systemctl start vncserver@:display number.service

WA DIERSE R G A s B8 a3 . 25, & xN, vneserver B4
HzE35h 7. PAroot P HATLA Fan4:

~ ]# systemctl enable vncserver@:display number.service

X, HAb R PR DS A VNC BE R, LLAE 1) B 5
W RIERR] VNC k55 . R CE e 7T — M EIRARTE, ¥ RRizE
T — NS5 o 3X AN SEATRT B ARHILAS EIEAE S 1R S AN AH ] 1)

AN F P AP AN AS [F] B s B B VNC R 55 v

XNTHWANCAEREGFH VNC Mk v vneserver-USER_1@.service F
vneserver-USER 2@.service, AT LLE AR BoRdw's . @i, DL R arddes
ffi USER_1 ) VNC k%5 imfE wondm's 3 LJE3), 1 USER_2 i VNC Ak 55 i
RS 5 FEB:

~ ]# systemctl start vncserver-USER _1(@:3.service
~ |# systemctl start vncserver-USER 2(@:5.service

5.3.1.4. &1 VNC &1f
KL TF B F vneserver BIJTHLE B30, A DAZEFHZ RS KITFHLE B 3

~ |# systemctl disable vncserver@:display number.service

B, UK ARG IEAEIEITHS, 0] LR root F P #UAT BA R 42k 15 1k VNC
® 94 W / H£276K



Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

~ ]# systemctl stop vncserver@:display number.service

532 HE—ANCHFENEE
BN LT, —ANOERIH P A — Nl X RS it £5Rm5 0
ST P A PAMEH TigerVNC 45 % i) xOvneserver KA S ARATT ) S 1H
Sf: HE—AN X EEH
FEH xOvneserver FZE— NG IR, 1H& LN P ERIEAE:
1) Ll root HH A HATUA T An4:

~ ]# yum install tigervnc-server

2) JNHFEE VNC %

~]$ vnepasswd
Password:

Verify:
3) VA ESH M ST LR

~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

MR kRO A E 7 RYHERE 5900 11, TAEEH A ILE B Al L% R
Todwms 0 b, FEFCEEFHINEN . B30 5332 4 VNC BLEP K
B,

53.3. VNC BEE R
vneviewer 7&K B 7x I H P 5T R 4% /1) vneserver EI’\]%;%F‘
N T EAE vneviewer, A —MNEEFL KB BT SR, X L2 H Al A

PATHE WY 20V B A R, B AR SRS 2 ME. Efﬁif@., SIS |
i v KA vneviewer. TE@T AT HHI vneviewer -h 1] LA vncviewer 2
5.3.3.1. %4 VNC B &

B % TigerVNC & ' i vaeviewer, 1 LA root A PP HATBA N i 4

~ ]# yum install tigervnc

HERE R VNC RS b
—HECEI 7 VNC BR% 0, Eatn] PLMET VNC &F 28 1E 2 212 AR 55 i
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5.3.3.2. A VNC It & [k #5

2 AR N R, firewalld A] g FHIEIERE . S8 T ik firewalld 701 VNC
e Aidad, &nT DU E 1 TCP i o 2448 FH -via B IR, i
it SSH it 7 #H g\, 1 SSH ¥ I 7E firewalld FERIN R IR
e

VNC fik 55 i I BR DA i 1 /2 5900, 295 21120 A% 56 TR 45 U 18] i i 115, AT BA
MEA S D50 B A SR T . B, T35 = ANBREE: 2+ 5900 =
5902.

ST BRGS0 2] 3, nLAEBEFIH firewalld X VNC IR 55 89S0 RE R HEAE,
BARZ @ DU R RER Y service IEIUERBEAT 1 VER, X T KT 3 MERES,

XTI [ i 137 4% AR o (R4 1< R IR T VSRR I

5.3.3.3. f#F SSH iEH: % VNC R 55 i
vm:%~A@%E%i$W%ww,EL%*&%HW%%%N%%&%
REMM BT O T (S 22 4, RS nT LB R FH -via 3% 00K s 65 1) iR 25 vt - 25
Uity 14 o 1JWJDMCW%mﬂEsz®@@—A$m%ﬁ
I VNC R 55 diii- 7 1 i e 422 1) i 26 X 1

-

O

’1

vncviewer -via user@host:display _number
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FAE R
6.1. Web R%2%

Web 55 2 Ret N - R —FR 2L T web BUMIZSIRSS, @ DIMTUER 2
s P BT 2845 B o ZETHRAALH], AR AT LA G 5E 22 ) % A0k 1.
N web [R5 &5 A8 F IKR BESCARAE R (HTTPD, BT AHFR web iRk 55 2% 4 HTTP
5525 o
6.1.1. Apache HTTP fR%:%%

oA LS = R R S5 AR B E R A BRI T web R 55 %5 & Apache
HTTP k%54 (httpd), httpd FIRAN 2.4, B & H Apache B34S R ET—
IR web IR %525
6.1.1.1. HEEAH

httpd R 5542 il

BEEITRIEF T SysV WIIRALINAS, RGE B G Bz ] apachectl A
systemctl 17 2 K E B S, AT service 4 1 FH%H T A5 httpd ik
e ikl

A A
fir 2

service httpd graceful

A i

apachectl graceful

£ httpd ) systemd TG SCAF AR UG AL BIAS , G 40 R B AN [R1 B4 -
> HEFINEARS R, EBRIAME AP Z graceful H 5 5 R
> HiFE IR, BRI E graceful 157 1k 77 2

AN
iaey

service httpd configtest

PRk T

apachectl configtest

A /tmp
NTRE ARG ZEN, systemd HFIUIAFIEAT httpd SFHGERERS, P )
/tmp ;e FAH KT, FRG K /tmp &5 FFH .
e E A R
HET RS, AT ARE0E BB E AR I T Jete/httpd/conf.modules.d/
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H3X T 4 httpd $&fE ) — L8 m] In g f s S iy il B S AF Tk, 4n: php.
/etc/httpd/conf/httpd.conf 3 fF H 1) F E AL E W Include ¥t 2 A K # &
Jetc/httpd/conf.modules.d/ H 3¢ NI include SCAF 1. Xl B L% 1E httpd.conf [
RZHT, JEALPE conf.modules.d T4 HSECE S fE/etc/httpd/conf.d H KT
A, 752 IncludeOptional 8785, 7£ httpd.conf SCAF I 5 N LA A,
BT, X2 7E httpd.conf FARZ JEHALEE.,

H httpd A AL — Lo F e it B S

> /etc/httpd/conf.d/autoindex.conf --- Fit & mod_autoindex H X% 5l

> /etc/httpd/conf.d/userdir.conf --- FC B 7] U5 W H 7~ H 5%, I @0 -
http://example.com/~username/ ; N | ZAaEE W, MZEEHXFERINYTH

> Jetc/httpd/conf.d/welcome.conf --- {EAd F F-HARRASES, 24 http://localhost/
BAHWNAREOT, Bk S E R T XA T

NN

BATEOLT, $RHEH httpd.conf U2/ NECE . VF2H IIMECE D, 4.
PLATERIAEC & A Timeout B¢ KeepAlive #3ANF#{ AR E T M gmid 5t & gl
HART o XA B B FR 7 Uil 2 60 v B AE M H A VAR U0 .

A B WTEVEAR

WUR T Z NI [ httpd 2.2 BL BT F) httpd 2.4, WAFER KEHTE A
A httpd MCEIEETEB SN B2 H KT HEI K Apache XY, HZFH
http://httpd.apache.org/docs/2.4/upgrading.html .

A RS

FE bR B BE v 2 55 4 BRAE R G AT B SRR A, AN TR 22 A BE AT

(MPM) 24t 7 AR httpd il SO 40 BT AR /] DA “prefork”

3R /usr/sbin/httpd; FETZEFER AT DL “worker” X3 /usr/sbin/httpd.worker -

FE R = R S5 A RAE R G A, AT T #—1) httpd. 3 > MPM
VBN AT IR HOL S 45 R0 : worker, profork (default) Al event, 475 Zhn#—
AN MPM FRBLE, B DL i 9% 48 /ete/httpd/conf.modules.d/00-mpm.conf Ft & L1,
fEAHIE MPM BEHHT R A7 # 2 , BEAT LASEE MPM BRI I, 1 .

AR B

HHMAZ ) 536 mod 1dap SEHUEIELE) LDAP S0y ub A4 AL . BT it 76
mod_session &AL mod session A1 helper. HiHTHI 7L mod proxy html $&f
i mod_proxy html 1l mod xml2enc. X L& AFELER AT DA AT 3L A4S HH 3R1S o

TR R Gl Rl
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ASE5 FH /var/cache/mod_proxy/ H %, HUIM A2 ) /& /var/cache/httpd/ H 3% T
] proxy Fl ssl F-Hx

httpd F A AT IREE AT AN 22 & M /var/www IE#%5 2] [ /ust/share/httpd/

> /ust/share/httpd/icons/ - & 7 —HH T HRXRII B EPr. FIARALE
/var/www/icons/ H 3%, IWAEIEFEE| [ /usr/share/httpd/icons HX . TEERINE T
~, http://localhost/icons/+&H Z{H. 7E/etc/httpd/conf.d/autoindex.conf SCA4FH, 1]
DATC B B bR 1A B AT FH M

> /usr/share/httpd/manual/ --- /var/www/manual/ H % & & i& # 2| T
/ust/share/httpd/manual/ H 3% . XA~ H 3B & 17 KR H T httpd-manual A G A2
% 7 httpd 1) HTML JRFFe w222 3é 7 aix ML, I hitp://lo calhost/manual
[FE 3] . 1E/etc/httpd/conf.d/manual.conf A4+, 0] LRC & F M AOA7 & A e
P

> /usr/share/httpd/error/ --- /var/wwwlerror/ H x & & i # 2 1
fust/share/httpd/error/ H 5% . fEEVAECE Y, CMFR 7 B X2 EES HTTP 44
5 BRI & . 7F /ust/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf 3
b, SR TG E ST

Sy I, BRI A $a ]

F T4l B gy il . FAH UG RS Hl L E 48 2 O R E TR SR, 7
LA i & SO g I Order, Deny A1 Allow 154 Mi&E B T8 ) Require 1872 .
H X Apache X B W ¥E £ W M K B , H B F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTREARGW LM, OAF S suexec ik T, BUMACZ 22 S
ROt IAgE, RFEMAEKINRIKE. 46X 5%, suexec A FH{EH
Ivar/log/httpd/suexec.log HEM 1o A, HEREBHER T syslogs ERINTEOL
T, ¥ IS/ var/log/secure H ECAEAF

B

H T httpd 2028 7R BEE O e X, R, FET httpd 2.2 R SE 3 5 AR L
httpd 2.4 AN . XK, BT MR hitpd 2.4 BEHE OE X, X AR LERIEAY,
M ehE BN, &G, FHEK. K httpd2.4 APL AR B K TEE BAE, 152
E

http://httpd.apache.org/docs/2.4/developer/new _api 2 4.html .

T MU R B apxs AT $44T SO 48 M Just/sbin/apxs 1T # 2] T
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/usr/bin/ap.
WO AL e
FE R BRIBEBE = IR 55 443 F R Gt b, MR B httpd AR FIZR 0T -
mod_auth mysql, mod auth pgsql
7f mod_authn_dbd "', httpd 2.4 $&4t T I EBHY SQL il FE A EMLH -
mod_perl
7t httpd 2.4 H, AFIEASCEF mod perl T
mod _authz_ldap
7F httpd 2.4 {1173 mod Idap ', F mod authz ldap $2{t T %} LDAP f52
o
6.1.1.2. EHACE
AT R Apache HTTP Server version 2.2 it & SC4, 752252 LA TP IE:
1. TR ARRA TR EE T, Rth, 75ZSeHi\ BT A B AR 75 1 .
X OARE [ ARRBEE TR, EA A% LoadModule 4

SRR
2. (EFEINECE = T, FEEFmPFETA]. KB EWREFES 4
BOAE A AR

3. WHREAF ] mod userdir AR, NIZE UserDir f87~iH, 75 B H 3%
Y% (JEH N public_htmD) .
4. INREALTH] Apache HTTP &R 5a300ih, WAHXKEHZEERT R
(SSL) MBI Z EEE L, iE2F 6.1.1.8 5 H mod_ssl fibk.

AL EA R 4, w2 e B OCFHmT e IR R
~]# apachectl configtest
Syntax OK
HRufT¥ Apache HTTP 52 HFIFCE M 2.2 AT 2.4 WA, 1ESE
http://httpd.apache.org/docs/2.4/upgrading.html -
6.1.1.3. 11T httpd k%%

KERRUNAI G5, 15 1EME S Apache HTTP, DL Uk 2 Apache HTTP
HI 24 FIRAS O 1 BEAEFH httpd R4S, BESE H AR dir & B R 5 £ 4 %248 1 httpd.
~]# yum install httpd
W, FEH AR PR ST SRE R G AT, Ak — L H AR A I A EE AR
GRFHIEZ(EE, E2SFE 5.1 i H] systemd & HRGRS -

JREN RS
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Hi root FI/ $AT L R 654, 53 httpd 55

~]# systemctl start httpd.service
AT AT fir @, 7T MBS AE R G851 1, H3NE3) httpd k55

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service

to /usr/lib/systemd/system/httpd.service.

ik
R DL 2 4 e 55 4577 U5 3l Apache HTTP fiR%5 4%, WRAERG BB )E,

SR TN SSL AN 1B 5

15 1k iR %%
H root FI P AT L R4, 151k httpd k%5

~]# systemctl stop httpd.service
PATCL T4, AT LLE G hitpd AR S BEIERIE RGLH )5 -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

HE RS
AU 3 5%, PTLAEE hitpd k55
H root P HUTUL T ar 4, B2 HE B RS

~]# systemctl restart httpd.service
XHE, EREEIEXANEITER httpd RS, AEHERE. @, E25%
BB — A BhAS I (i PHP) B, SHRXAm4.

H1 root HI/7 $AT BL R dir4, AT LAEET N HC & -

~]# systemctl reload httpd.service
K2 FBUSATHE I httpd RSS2 EHOINEE HIRC B SCF. BT IEAE AL )
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(LT SR 22 B F 8T, 7 B8t 2o B0 B BT BT TR 52
9T TR LT SRS 4 AT 0R, ATLA oot P HAT L

T

~J# apachectl graceful
XH 2 RBOSATHE N hitpd j 555 F R INECE FIBCE SO, 4T IEAE AL
FEARTIE SR ARG 23 FH IH (R C B Ak 22 A B

FE PR BRI 55 2 E R A, AR E R GRS E 2 E R,
WSFE 5.1 FH systemd BH ARG MRS .

LoATIR &R N
fE shell $27/7F K, PATUL R4, MG EIEATHE 1 httpd A 55 PR

~]# systemctl is-active httpd.service

active
6.1.1.4. ZmHNCE I

BRAINEI R, 24530 httpd B, 2 iEERE 6-1 httpd RS & SO H1HE)
httpd Al 55 IC B SO

FH& 6 -1 httpd JRSECE

B & R
Jetc/httpd/conf/httpd.conf T ERLE
/etc/httpd/conf.d/ A9 FE 32 B SO R R B A
I ETAE H 5%

BIR, BOARCEREE & T RZHGIHH], A, S e EEE R
Fe BRIt AR L E N . FER: N e B R AR e B R w2 E
Ja web 5 #%. A8 T AW E T httpd RS ZAE R, 1ESE 6.1.1.3 1817 http
ik 55
HEARSS .
ALV EA N a4, g e B aT e IR R
~]# apachectl configtest
Syntax OK
AR R ) T BT V2 R T B SR BB AT RS
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6.1.1.5. fif HIREER

TENBBRAL S5/ IR, httpd iR 55 4% K AT I T A K ERIZh AL Z X R

(DSOs), HR¥#ETEEAT AAEIZAT Tl sh S N EE 2. 78 bnIBUSE = U155

AERAE RS, XS AF T /ust/lib64/httpd/modules/ H 3 T .

JIlIE=RTEER

N T In#EE E ) DSO #ik, 7% H F| LoadModule $87-, & : LIRS
PHEE PR AR, J@H, fF/ete/httpd/conf.d/ B 3% F & & H SR E S
. ARk
LoadModule ssl_module modules/mod_ssl.so
ERE, T EE S web RS AR RINEALL . AR U HE S httpd IkR5HIEZ
FE, B5F 6.1.1.3 1817 http MRS K

HR RS .

iR

R ELE) @) DSO e, I 75 22223 httpd-devel BAFAL . ATEA T a2,
LRI DA SE 22
~]# yum install httpd-devel
XA A S AT T include SCPF, header SCAFFIZm 3 AE % T
H Apache eXtenSion(apxs) M FH 27

— H5HFED, T F DATE i & SR A AR R T

~]# apxs -1 -a -c module name.c

PR T, HUAT LA IR Apache HTTP 45 # S e i H 5 ok in#k e .
6.1.1.6. WE ML T

A LM#E A Apache HTTP JiR 55 a0 A B REAU T AURRE, SEBIET-A[F 1P,
P44 Al -5 32 A B AN TR P 4543 IR S5

N7 WERET EN LR EN, 7 EL# U /usr/share/doc/httpd-
VERSION/httpd-vhosts.conf HC B 3 {4 £ /etc/httpd/conf.d/ H & T, FF & e
@@Port@@M @@ServerRoot@@ i A7 7. FR4E 75 22 H € il Ik I, 40T B Se 4
J7 o
L. B FE P E L

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common
</VirtualHost>

VER ServerName W2 & A R DNS % . <VirtualHost>Z a5 )R] H & AR

U, LR ERSTE TR ZHBER R TACE . A& H) User A Group 7£
AR T, BUMAZ /2 SuexecUserGroup.
ik

A SRC B P R AU, AL T e AN BN, R AR SRR ER, Bk
T /ete/httpd/conf/httpd.conf H [ 4> J5j F5 7~ Tl Listen.

N T BRI E R TN, TEEE web RS- a5, A XU T httpd ik
FMEZERE, 1HSFE 6.1.1.3 1217 http FIRE K
HEARSS .

6.1.1.7. g SSL %548

CREETE (SSL) &M Re {55 a5 M2 7 i i AT 22 4 8 7 1 WK D 25
. L8224 (TLS) WM& SSL (I3 R AR A, BES B B AL AN %
P aVEF e . Apache HTTP 4528 A1 mod_ssl BRI &5 A, 1SR T
OpenSSL T. ELELAREH, AEMg 44X SSL/TLS B0 HF, W FR el SSL IR SS 2% .
Hh b BB BB v IR 55 B VR R IMF S FF 3 T TLS LI Mozilla NSS .
mod_nss FRHFEHE T X} Mozilla NSS 3 FF .

AME HTTP &+, AR Re 220 e I AH T DL E U e . Frid HTTPS
SUEAE HTTP 380 7% SSL/TLS HISCHF, & Re PR 4% 4 N 25 A4 57 W AiZ 24
AR5 E B/ AIE Apache HTTP R&-#5HCE L, Qnfir 5 GRS ) — Le LAy
%, 48 S U AR BT B ZAE P HE R

NEIRUE A 22 4

HHTEM T 240w ARG HAR A, 2555 1 W iz FAH A ()
BRI )R, SR, FEAFLERAE RIS R AR T, 2 NI
—MRBEREWFRH: 51— R ATUEER, AW H ARG EEE A
BEFH 6T B AL R AAEAD s FHRABH 2R () 550t T B8 P X B2 ) A B SR A

T BT SSL I 2 Al R, SSL AR 55 06 20U EAE H FHIE F AU K ALA (CAD
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AW U RS A RS AR SR E (B RS FNA; A
%y WAL ESS), TS AHEHNZE CA WA, XAZEA AT LU R4 iiE
TR R4 Tk, I HARE DMEfA 7 B e

0 AT web BEEENLHT1 SSLIEFERT , 4G A web RS AR FEHE AR
W FAE A B TS CA MU S, B IE I =ML FE FoR I ML AT
Bic, web M52 E A L@, 8 H 7 S EBIA R fEIRE S

NN RV ji%’ﬁwd"F%ﬁﬁﬁﬁﬂﬁﬁ—éﬂ%ﬂir{zﬁﬁﬁE‘J’a\%ﬁ%lﬁ%o ER
N, WE ARG, Sn UEFE—NEIER CA IR, XM, mARP
FAT VNI REIERE T, B, SUREIMERERRE R, X, JENREZ—

AME . BT CLREIE AR, (H02, SR dta T DPEisiEs,

b, SRAJEFERATRAE IS CA. MHXMEZER, IHSEREN 62 BHN
WA HH I T CAL

KK 62 AEFEWRERHEETHK CA

web Y35 B o'
Mozilla Firefox Mozilla root CA %1|5&
Opera Opera 7] F FIRRE S
Internet Explorer Microsoft Windows 7] A AR IIE 15
Chromium Chromium project A] F FUARIE 15

FERES SSL RS54t FFEAE R —AMEFIERM—NEH, R, KEIER
TER, A A S UE A SO AT BREB MU . — B CA BBE T & HIEF51E KA
SOE], e kIR AT AR 5% 28— A FH A AIE B . 535k, TR
B —NEZELMIET, EAMEA CA HFES, ik, XAUGE AT CA
BN HBIA
6.1.1.8. J&i F mod_ssl fHHR

ISR AT mod ssl B, #.—> SSL 8 HTTPS ik%5# s, WIASEE
TSN B (Wl: mod nss) A AIAH A I 1. I [ 443 J2ERIA HTTPS
Uity 1 6

N TR mod ssl #EELAT OpenSSL T H AL, #3.—> SSL fk55as, NIFHEE
%% mod_ssl Al openssl B4 £ . HH root H 7 $UAT LA iy 2 0t AT LSS ik 22 3%
~]# yum install mod_ssl openssl
IEES, 265 mod ssl FAD & S /etc/httpd/conf.d/ssl.conf, ERINEHL T, BEEE
7t Apache HTTP 554 ERCE U . v 7maiish, FREHE S httpd k5,
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HZF 6.1.1.3 117 http IIIRSS T AV EJE RS -
Y

1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566)F1 Fifiii& ), Kylin A5

a7 5 ssl, BN AT TLSvI.1 8¢ TLSv1.2. f#f TLSv1.1 A LLSEHl ) )5 3k
. BANVFZ =2 OCFER SSLv2 8% SSLv3 Bl 17, FFERNE H T EAT,
Hig, WAL RATE & EA.

7t mod_ssl Hj5 A AIZEH SSL #1 TLS

AT A AT e RRA) SSL A TLS B, BERT PATERDS & SCfFr, @il
TE“ ## SSL Global Context” 54 #sI/MIER SSLProtocol $& 7~ Wik 4= & J5 FH /4%
SSL, A PATEREAN“VirtualHost”f“# SSL Protocol support” H B3 s 45 R I\ Tk
KMo ANRBA TN EVH 48 E T, WA RHBrNRE. AT
B — A A, & G BE R DL AE “ SSL Global Context” #73 K fi5 %
SSLProtocol, tHA] LAFEREANMEI L EHLE e e, EEEW LS all,

6.1.1.9. i FIAAAEN B HANES
LA O B HAHE RACE SSL kS5, MR EIENT. Ha, a2
PG T 2 A AT LA
1. IEFEMBE IP sk 4
UEFS A2 s 2 1 TP AR A AR ). R, REEH gz — KA TN, iF
Ft = TR
2. IEAETE B VeriSign MR 1 IE 45 10 IR 55 28 4 14
VeriSign #&— 5 FHPEBMUEHIA, &80 e, 1P il 4
WUAESS o — B 278 i, IRl ek
Tt R R Gl A AR, # R B E T A RGIE T A R 2GR, S E 6.1.1.9
A O EHANE TS
A R AT A WA HANIE S, 53 5 #8 AH 5% ST Bl /ete/pki/tls/private/
A1 Jete/pki/tls/certs/ H 3 N o AT AFHAT LA iy 2 528 -
~# mv key _file.key /etc/pki/tls/private/hostname.key

~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {E/etc/httpd/conf.d/ssl.conf fit & SCAEHR, SN R H47
SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key
NTAEEFHIACE S LA, ESFE 6.1.1.3 1847 http KRS H1 Y JE RS -
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Biltn: KA Kylin %24 web IR AHIHIFAIES, 41N Fros:
~# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt
6.1.1.10. A= B & B ANE

N1 AEBGH S PIAET, £ RGP L% T erypto-utils B EL. H root [
JIPAT LAR 6 W] LSS 2 e
~]# yum install crypto-utils
A A 7 —H AR E B SSL E-B AN T A & genkey N HFEF,
B R B IATAE A
HE G
N AR — e B s A A RAET, s A FHEE —MAENFYS.
XA, AT DA OR 2 S B A AR IE ST 1, vy e s A v T EE
XA S EIEHHET, 2 i root 7 H T4 &4 genkey 14 :

~]# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

ik

FERGH, WMRAE R B B PSRRI, WHRAT genkey N R
Fras k. B, S H root FH P AT EA TS dr 4, MHBR M PS04

~]# rm /etc/pki/tls/private/hostname.key

i root FH F'HAT genkey B HFEITHT, TEEARLEFE—IGERENL (FlW:
kylinos.example.com), 1K FiiR:

~]# genkey kylinos.example.com

6.1.1.11. 24 HTTP Al HTTPS Fid & [y Kk 4%

BRINIEOL T, b = IR 55 28 R E R 2 AN 3 H HTTP Al HTTPS
1. ERABEM 1 web kRS #)5, MH firewalld k55, #ISP7 k5, AT
LLJg H HTTP A1 HTTPS T .

H root A P #UAT LA w4, T LS A HTTP:
~]# firewall-cmd --add-service http

SUCCess

H root FH P #UATCL F a4, RIS A HTTPS:
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~]# firewall-cmd --add-service https

success
FRAGERG, XEBEEIANT . A TR EOR AL, HFREELE
PAT EiR A, N _E--permanent £
R HTTP Al HTTPS F 2% 15 [7) 4 7
H root A PP HHAT LA N A4, AT DAR 25385 By K o vE D7 Il (R LS 2
~]# firewall-cmd —list-all
KA —NERN ARG, BARBKERR A T, {H5&, HTTP M HTTPS 5247t
VRIEAL By I 15 ) )

— B VR B kBT LAV i) HTTP A1 HTTPS 1, AT Bikdr 4,
& F services 1T LA U HIE R
services: dhcpv6-client http https ssh

6.2. HFREH

6.2.1. OpenLDAP

LDAP (& HR U0 & — AT, RV mEM % &1
i (145 B o B EE T X500 H LR, (272 5/ 152 % FE R B35 46 2L, BT LA,
LDAP ##xAE X.500 Frdft il b= Az il — AR AL A o

4 X.500 —#¥, LDAP R H H sk 2R 53 J2 77 7o 1X 88 H s n] DL &5 P E 2
ma e, Hibk, AHETE S, FET UMRRIIT M2 (5 BARS (NIS):RAEH, ik
AR NAEARATHLES L3I LDAP S0 99 26 #5mT LA el Al AT TR K 7

LDAP il I TP EHH A MAE, P S mEIEs RS E. EHalEAN
— A EMHIE H X, RVEE P ER D A P RE R A, TSI A
F R H A LDAP Ir %525, AHft— MRl 2 ER1E B I . 8T, B2
5 WL R T BRANH N, B BURERT TRIFAN 2 7] .

6.2.1.1. LDAP /%

i FH client-server #& R 454y, LDAP G — A~ i W4 n] i [l 1) 05 5 B
Ko R B IO A B IS B, IRSSEin o ieil H P 2 A B ek
PIRLRR, SRS WA T RS INECEHT A o 8 T #ORX 16 2 22421, Transport
Layer Security (TLS) % b5 B4t FH KBy 1h 38 ik AL fan sk Bt .

LDAP k55 &5 SCHE 2 Msds B2 R 4, & B AT IARIE AR TR R, A 21k
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e RS 5 G 55 B TR SRV T O R B 5 T
. BN O A & gtz H, Ae A LDAP k55 25 2H17 185 I N AR P A
RZ, IFHABEME FAERN.
6.2.1.2. LDAP RiE

N A AEA T A LD AP-specific Aif:

entry

LDAP H M —4H . B—A> entry JEit Bph ) 43 HE4K € L (DND

attribute

5 HHEAM entry KREL 140, B0 —NHZ KRN —1> LDAP [ entry,
ANZALICHRIY attributes BLAHHINE, fZ BN 5555 KM, PATRRI—
entry, EHEA N HE1ES 09 MR AR bk o

— attribute FJ L@ — MM R—I{E, BiE 2 AL FRESIR. BRFELE
PR ) (EH AR R AT R . AELRY attributes A AUfH ] objectClass K& X, If
H{E/etc/openldap/slapd.d/cn=config/cn=schema/ H 3% T [ schema L #5#k 2).

1% attribute [1 75 B F1E [I{E 8 #7 N Relative Distinguished Name (RDN), A~ [H]
T DN, RDN XfF—~ entry K iji 2 —JE /.

LDIF

LDAP #5235 #4% 2 (LDIF), & LDAP entry A4 AL T2, 40 N FiR:

[id] dn: distinguished_name
attribute _type: attribute value...

attribute_type: attribute value...

id EIUE — AR E LHIECY, FHKSi%E entry. B— entry 7] L F 24
attribute_type 1 attribute_value 21, XA ENIFEMPBI ST E L T o £ entry
e, BE—HT.
6.2.1.3. OpenLDAP %

OpenLDAP $i2fft | 1R 2 H 2 )45k -

> CRF LDAPv3——1E LDAP AR 2 4, PR 28k k2 K

fRIE LDAP ®Ehnze4:. HeEoadt, @H3CFF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)F1 Secure Sockets
Layer (SSL) Z5tMY
> LDAP ffi i} IPC——{# [ inter-process communication (IPC), 5% T %4>
P I Y AT O D 2 3R AT R T PR R K
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IPv6 )37 #——OpenLDAP 374 IPv6 [ 2% Fpill

LDIFv1 [ 3 #——OpenLDAP 3 ¥f LDIF fit A 1

WHER C 0 —Yu0H C #Os 7R RIESAEH LDAP H
SRS A (T

Tnes 7 ASL ) LDAP R4 a8 ——GUHE T B8 7 HIU5 s R g, LR,
WU TR,

6.2.1.4. OpenLDAP JI% %% #8223
£ Kylin &4 L% LDAP JIR%5 23 BT -

1)
2)
3)
4)
5)

%% OpenLDAP HAF, Z I, 6.2.2 %% OpenLDAP 21,
BB S 6.2.3 Bt OpenLDAP k5525

Ja 3l slapd fR%5, S0 6.2.5 24T OpenLDAP k%5 .

% F 1dapadd DJREV N entries 47 LDAP H k.

{§ F§ LDAPsearch WJRE#fi{& slapd ik %5 & IEHIRAFE B

6.2.2. %% OpenLDAP A4
OpenLDAP [ p& £ A1 T H iy DL B g fit

FH& 6-3 OpenLDAP H5)E
2 ik

openldap ZALEL 1817 OpenLDAP Jii 4548 A1 2% 7 ity S FH BT 7 ZE 1 R

o

openldap-clients B 1 0] LAy i AE L LDAP R4 45 () AT FE T
openldap-servers  iZf {4 11547 LDAP IR 8BRS LA KL BERE T, 5

T Ul LDAP Daemon, slapd

compat-openldap 1%L E{ 7 OpenLDAP H3Hit 25 22 pRi 4
IbAh, DLURALIEH A1 LDAP JIRSS #3456 -

R 6-4 EHMIN LDAP B%FR

=) iR
nss-pam-ldapd A nsled, —/NAHLE LDAP ZHRIRS, SR¥FF
1T A H AT 1]
mod_ldap Z A E F mod_authnz_ldap 1 mod_LDAP #&H, FHrh

mod_authnz_ldap #5Eti&4 Apache HTTP Server ff) LDAP
ISUFAEL . 2 A A X LDAP H S5 I0E 7 AE,
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It HResaibil s s hl =T H 2 4, 5840 DN, 4K R,

—/MER attribute, BUE 2 — A EEREETRA R XA

mod_LDAP A& 78 [/ — M, dfit— A I E 3k

TENAE cache, v T A HTTP 35K, SCHF SSLITLS.
fEH yum Z23E DL A

yum install package...
fln, 2% LDAP % #5
~J# yum install openldap openldap-clients openldap-servers

RN P AR, 6 root F P T B RGeS . W
ySIBLES ﬁii%ﬁ O RE R, ESE4.2.4 R,
6.2.2.1. OpenLDAP EE‘ZR%E it 7

NTPATE LSS, 1XLE openldap-servers 1 224% | LU N 441 slapd k55

FH# 6-5 OpenLDAP fR %3 T EFI%R

e Eii73%)
slapacl RVFER AV R B 1 51 3
slapadd FEVFIE NN entries M LDIF U3 LDAP H 3%
slapauth VB BN TEFALRR ID %158
slapcat ARV LDAP H & B LDIF #% 3 PRAF entries
slapdn RVFIERE DN 713
slapindex A ERIE LA B EH A slapd Hax. BEBHEE

AR EL, VAt
slappasswd RVFEAIE AN P %6S, 4 1dapmodify 444, 8%

F e HAE slapd i B A
slapschema OV I I AH B A R 2 U 2 S A S e
slaptest RVFER T LDAP IR 45 25 &

6.2.2.2. OpenLDAP )% J i Fe e
openldap-clients 2225 G005 LA A4, DhReEFEAE LDAP H MU, Bk
MR entries:
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e
ldapadd

ldapcompare

ladpdelete
ldapexop
ldapmodify
ldapmodrdn
ldappasswd
ldapsearch
ldapurl

ldapwhoami

F#& 6-6 OpenLDAP % 3% T B 5

i3
FVFIEY LADP H ¥ entries, 7] PUBE —AN 05k &
SEARERIN, %4 Idapmodify —a I — Mz
RVFIEE—NEEN attribute A1 LDAP H 3% entry 347
L3
RYFEMIFE—A LDAP H 3% entry
RV LDAP 3 JE#1E
RV EBI LDAP H% entry, 18I SCHEbR AR A
RVFHEE B LDAP entry ] RDN 14
VBT LDAP [ 7 35465
FRVFEE AT LDAP entry
VA BBl s) i LADP URLS
FRVFIETE LDAP 55 2% EpAT 32 A

% 1 ldapsearch fiz 24k, & am4 U H SO )77 AT B, AR E
A ap AT B . T LU man 2 B H U
6.2.2.3. LDAP %/ % b FHl /124

BIRAVFEZ LDAP & /i n] LB AME IR 55 45 0m B 3%, (H2 Hbn LB =
TR 55 s B RGN A B S AR He b —Ff o H LA RE LA R SR 7 )
Zas HEXPINHA, B4 Mozilla, Thunderbird , Evolution, 5¢# Ekiga.

6.2.3. BHZE OpenLDAP fiR% 2%
ERIAN), OpenLDAP AL & X RA71E /etc/openldap H X . FIHARMEAE
T EE R SRR E %

B

F# 6-7 OpenLDAP BB H FRHFF

ik

Jetc/openldap/ldap.conf  {# ] OpenLDAP [ p& £ i 25 /- i . FH e & S0

4, 4345 ldapadd, ldapsearch, Evolution 254§

/etc/openldap/slapd.d/  Slapd FIEC & A4

OpenLDAP A TE{# F/etc/openldap/slapd.conf Bt B SC14F, & # FH —ANEC & 2
JEE{E /etc/openldap/slapd.d/ H . RUNIE Z AT %352 4H T slapd.conf 3L, &
AT DAS R DL i & AT i e
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#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/
slapd fi & 045 LDIF entries, f£—4r 200 HRH LM, 7] DLEEAT HH M
{DETE
6.2.3.1. BUEREE
LDAP 55 7% 1) 4= 5 e B SR A7 1F /etc/openldap/slapd.d/cn=config.1dif SCA4:
o WHLL T4
olcAllows
olcAllows fir 1z AT 145 /& MR LERF I /& AT LM AT A, A8 BA TR A 2K
olcAllows: feature

AR, ZEERK 6-8 T olcAllows I . BRIA A% T2 bind v2.
FH¥: 6-8 TFTF K olcAllows 2R

pril iR
Bind v2 LDAP A 452 [#) bind 1H3K
Bind_anon_cred 4 DN s 7 R I fige 42 52 [ 44 1) bind
Bind anon_dn 2 DN & JE T 552 FE 44 bind
Update anon Bz B AT

Proxy authz anon P2 A2 AR PR |

n. f# A olcAllows 54
olcAllows: bind_v2 update_anon

olcConnMaxPending
olcConnMaxPending i & o VF & F5 € fE 4 2 1E I KGR SEREL, ar W h:

olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth 77 28 € Wik it 1216 fe R SRR, mr &

olcConnMaxPendingAuth : number

ERINE & 1000,
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#iltn: {#H olcConnMaxPendingAuth 774

olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows 74 U & e € Wb Ledr MEA T . a2
olcDisallows: feature...

AT RS R S H A 6-8 P olcAllows i1 . A ERINA AT H
FRIARF A o
Tk 6-9 ] olcDisallows %11
b, AU iR
bind_anon ARV EE 44 bind 153K
bind_simple AN SRR L) bind B8 UEATL ]
tls 2 anon AN FRVEHE G 44 2318 24 2] STARTTLS i
tls_authc M ARG A fU VT STARTTLS 4>

Bltn: {#H olcDisallows AT 4>

olcDisallows: bind_anon

olcldleTimeout

olcldleTimeout iz 2 NN FETE ELEFTW —> idle ERLHIE, B DLEERF AT
. 2T

olcldleTimeout: number

ZIEIEMEREAEH (FEZEREN 0

. 14 olcIdleTimeout iy 2
olcldleTimeout: 180

olcLogFile
olcLogFile s 2 #85€ — M/ dsk HEF R, mLWT:
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olcLogFile: file_name

H A5 S ERIAE A B R Am v g A A% X

fltn: f#H olcLogFile fiv &

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral LI OB TR E — MRS 2810 URL RACFETE R, 4T
olcReferral: URL

FRNAE ]
#ltn: {#HH olcReferral fi7 %>

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & 101 7T V45 Fi8 8 76 9% P — AN AR 5E i I 5 18 SR EF2 e, 7]
PLEERFIIRS 1], A%

olcWriteTimeout

ERAATF R CGEIEZER 0)

Biltn: {8 olcWriteTimeout iy 2
olcWriteTimeout: 180
6.2.3.2. o EE R FEILE
ERIN), OpenLDAP %5 #s1d H Berkeley DB(BDB)E 4 5 i B8 FE « 1254

P i e B A7 i 7E /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif 3 {4, LA

9B B A
olcReadOnly

olcReadOnly iy 2 Fo VAT R e A R a2, A A -
olcReadOnly: boolean

Ptz % TRUE (g B FALSE (A&, BRiAA FALSE
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AR

fltn: A olcReadOnly i 4
olcReadOnly: TRUE

olcRootDN
olcRootDN 1iy4 7] LA LDAP Hktg ey H . T

olcRootDN: distinguished_name

20 DN. BRIME N cn= Manager,dn=my-domain,dc=com.

Bl 4 H olcRootDN 4>
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW iy & LB N PR B %00, fFHWT:

olcRootPW: password

A AR A INE RSO 1 8, B 2R E, /E shell 2w, (MW

i LR A E

~]$ slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweqg2q7XJcvmSxD

#ltn: {HH olcRootPW 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix iy & LV e 5 B as, MFHWT:

olcSuffix: domain_name
£ FQDN, 2RiA/& dc=my-domain, dc=com
Bltn: f#H olcSuffix iy 4
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olcSuffix: dc=example, dc=com

6.2.3.3. ZEHY R

El M\ OpenLDAP2.3 VLK, /etc/openldap/slapd.d/ H & T 2 8l 47 A
Jetc/openldap/schema/ H 3¢ N ) —1% LDAP & . OpenLDAP fii fiXstnf DIJ i
T, FFAAME attribute FERFN A B 280 3. RTIXANTTHE 2
{5 5, 7" LLZ% http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. HRIL AR

OpenLDAP %% /7' i A1k 55 2% 4t/ . Transport Layer Security (TLS)HEZE K AR
WEZ2 4. TLS 3t 28 I8 (5 2 2 g vl . EImsg 2, 78 Frmik = 2k
5 BAE R G OpenLDAP i F Mozilla NSS £ TLS 1225 5230

i TLS #r24ni%EH:, B4 Mozilla NSS f# /] TLS/SSL, ##%
http://www.openldap.org/fag/data/cache/1514.html. K1, 75 BEAE 2 v AR 55 25 it
HATHRHCE - B/0, M55 v s 20 B CA UE P E A B (1R S5 2R E AR EH
257 v e 2 G BB S AT S AR ) CA IR S

BRI, RS ARbn e IR E — A CA R, &P i EIE R — N2 ek
S5 avi,  DRIHG R A LG OO B T 4 2 FTE AR CA.

MRS EEBE

ZE TSI T AE OpenLDAP IR 5548 8 H TLS, 7527 slapd i 214745
lic'#, 7E/etc/openldap/slapd.d/cn=config.1dif fit & S At & .

2R IO B LA P R P E B SC A4, 35 /2 /usr/local/etc/openldap/slapd.conf,
B B4 slapd J5 s FE ORAF G &, ORAF H % /ust/local/etc/openldap/slapd.d/ .

LR i 36 857 SSL R BB AR, Fr 1 TLS a4, EBHELENRS
RUE SSL FTH— AN I, — MR U A& 636 Ui I 44 /etc/sysconfig/slapd LA,
NI 1daps:// i 8, $85%E SLAPD_URLS 74 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile iy 2457 I Privacy-Enhanced Mail (PEM)Zwfi 1] 3L
e, BERER CAUED. HWIT

olcTLSCACertificateFile: path

path NS CA RIS, B0 WA Mozilla NSS BJid, #JLAZIES
ZFR
olcTLSCACertificatePath
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o T ILIBS 25 2 R 25 R 1 R eIV 7.0 B S B A T
olcTLSCACertificatePath 4 $& & 7EANE) SO AL & Bk CA UE P AR H
Ko 1% H W OpenSSLc_rehash BEATEHE, AR BdE n) SEBRUE 5 SO R 82,

— /&M S, 14 H olcTLSCACertificateFile 7E A # 4L
B4 Mozilla NSS #7188 H, olcTLSCA CertificatePath %52 Mozilla NSS ¥ 22

B2 G FHIATI . EXFHIL R, ¢ rehash /& /N7 2.
(RN

olcTLSCACe rtificatePath: path

B hn: 1% A olc TLSCACCertificatePath Mozilla NSS
J# T MozillaNSS, olcTLSCACertificatePath $5 %€ H 3% %1%, 1% H 3565 NSS

UEASAEE e SCA

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil #r4 F K45 NSS 4k e ORI CA EH

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

PLERar & Eim 7 —4 CA iEfs, LI PEM-formatted % XfR17, #FN
certificate.pem. -d TG EHARFE B, ZHFEE NSS ik B FE S,
IR EIE B, tCT,, BERIETErEEM, 75 TLS & b fl AR5 2%
At e -A WSINCAFAERE B B UEBEIE T, -a V] ASCIT A% AT vk
N, -1 4 certificate.pem ¥ AL IH L5742

olc TLSCertificateFile
olcTLSCertificateFile iy 45 i€ 5 slapd AR5 241IF 5 1 S

olcTLSCertificateFile: path

path NELE slapd RS AFUET XA, WARAFA Mozilla NSS, BCNIEH 4

o
it @3t Mozilla NSS 18 olc TLSCertificateFile
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248 F] Mozilla NSS FHIE 5 8 K48 22 SCAF A1 olc TLSCA CertificatePath 12,
olcTLSCACertificatePath F K45 EiE 44 FR. B 4G, F1IHH NSS ¥ 2 A m]

FIES
certutil -d sql:/home/nssdb/sharednssdb -L

WERE—ET, BeErAALEZ olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile
olcTLSCertificateKeyFile i< 87E A, AR, RHAMAEBAE

olcTLSCertificateFile FJiE 52 ULEC I o 4T A SCREINE HIFASH, PRI IZ SO 4 40
WA R RY
olcTLSCertificateKeyFile: path

48 A PEM UE /20, path & AR SO 842 . 2418 H Mozilla NSS B,
path B A— DM LFR, & E olcTLSCertificateFile 48 € [iE T
(2505 (22 R {# ] olcTLSCertificateKeyFile A1 Mozilla NSS)

Bltn.  Ad A olcTLSCertificateKeyFile A1 Mozilla NSS
L H Mozilla NSS I, Zdr 48 € — DX WA, EZOHFEE

olcTLSCertificateFile $& & FIIETI 1 key %509
olcTLSCertificateKeyFile: slapd cert key

HENE PRI AR S (R B8 32 NSS B e U 7Y

modutil 77 2 HE

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

& E
Bic B A4 /etc/openldap/Idap.conf 1E R 48 & 4 w00, A RMPH P 1E

~/.1dapre FL B AT E R E

AR A B84 1T LAAEE — A SSL i##:. 7E OpenLDAP iy 4 Lb 11 1dapsearch
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ldaps:// 745 Ef B ATE A Idap://o 1%Ly 418 F i 55 45 i B A 1) SSL ¥ 11 636
TLS_CACERT
TLS_CACERT & 485E — A 3CfF, &% imiRal KA k. Z%Dhhe
22 [E) F AR 45 8% 19 olcTLSCACertificateFile iy 4. TLS CACERT [ i% £ 34+
/etc/openldap/ldap.conf H' TLS CACERTDIR &5 #% 5 € o

TLS CACERT path

path: CA iEH 3 fFig1%

TLS_CACERTDIR

TLS_CACERTDIR 248 % fE A R SCAF AL & 5l CA IR A7 U H 5% . R
olcTLSCACertificatePath 72 251L. 1% H 42l OpenSSL ¢ rehash #F47%& #,
$25% Mozilla NSS 4 P2 U428, TEIXFREHL R, c rehash & ANFE E T,

TLS CACERTDIR directory

directory: H7& CA IEFi) H F %42 f#H MozillaNSS B}, AiEF a0 2L
B S BR A

TLS CERT

TLS_CERT #8534, &% P ik, %4 R A M~/ 1dapre S+
Be4EE - 1E MozillaNSS ', Zfr 245 & K2IEH 47, H TLS_CACERTDIR

A THIE o

TLS CERT path

path: 2/ UiiE 530 IR AR, BE & NSS 8 FEE 1 4 8K

TLS KEY

TLS_KEY & & 0 & FASH I S, FAH /2 VCRC A7 /E TLS_CERT 48 5€ HIE 15
ZINEEFIAR S5 2% olcTLSCertificateFile ZRML, WIS SCAF A SR, FTbAiZ
PR ERNO RS, IR TR B AE i~/ 1dapre STHHHRE -

{8 A Mozilla NSS i, TLS KEY 82—/, SERHARNEM, HXkK
&4 TLS_CERT #8E LT . ZhAEF olcTLSCertificateKeyFile 281, #50] LA{E
FH modutil iy 2& FH25L,

TLS_KEY ffif i~
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TLS KEY path

path: 7/ A5 SO R AR, BUE 2 NSS Bdfa e h K3 85 SCF A4 K

6.2.35. WEH&H

e — A DU R, A—/> LDAP JiIk%5#% (provider) &—/Ei%
MNHE IR S5 2580 P i (consumer) » — 1 provider #5473 H 3¢ 5 #1 & consumers,
PSR 1) SR BE M consumer %4 2 I 95 &0, RIH—A consumers 7]
PABE 45— provider. —™ consumers A AANE—~ LDAP AR 55 #8uti, & A LA
U R — N Ui o £ OpenLDAP, 5 2 #1510, % WA mirror T sync.

NI EFEFN S BB, T EA provider M consumers [
/etc/openldap/slapd.d/i&# LA Ho i —Fpfsi =

olcMirrorMode

olcMirrorMode 1 Fi} mirror £ 13 45 =,

olcMirrorMode on

Hr serverID @425 syncrepl — AL # 15 %E -
olcSyncrepl
olcSyncrepl 5 1 sync #4152

olcSyncrepl on

6.2.3.6. MNEAEELFN 5 vty

& 0] DS FH 3 S it R 14 98 slapd AR55. 7ERCE slapd IR, 7] LA
{§ Fj--enable-modules % WK AC B AL AT DA ST FE AR R . B ERAFAE 1o 25 1S
s,

module name.la

Je S A5-f AR AS 2R LT LDAP 155K o Jm S a8 (1 4 3 28 slapd B 24k
FEMCCRE, ENTRE SN, X TE#E, N M LE

back backend name.la
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AT NERAREERAN J5 5, 7E/etc/openldap/slapd.d/i% £
olcModuleLoad
olcModuleLoad $& 7 2 25 N5 fr s

olcModuleLoad: module

module: —/ICPFELEARER G I, G BN

6.2.4. f£H LDAP RZFIH) SELinux SRE&

SELinux /& —ME linux A% S2 Bl i — > s il 5 1 P AL . BRI,
SELinux 2428 F 1717 OpenLDAP Jii4548 . N T Suvr M Al i LDAP ik,
SELinux (] allow_ypbind @& Z0 # W v 7] H # o JE 28 N Bt /FF 2=
authlogin_nsswitch_use Idap 2 FLVFI. LU TF2BuE a4

~]# setsebool -P allow ypbind=1

~]# setsebool -P authlogin nsswitch use ldap=1

-P TR I IR EAE R G E T EARREA R

6.2.5. 14T OpenLDAP JIR%

ZEHAR TEMES). Fik. BB AR 4T LDAP RS IR .
6.2.5.1. JazhR%

i root #LFR, )i slapd k%

~]# systemctl start slapd.service

f8H root BLFR, BeEITHLEZN slapd 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. 1F1EARS
= 1R SS
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~]# systemctl stop slapd.service

BEITHA G SR 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

6.2.5.3. HERS
E=)iE

~]# systemctl restart slapd.service

Zn e Rl IE RS, B EEERRS . %S EHnEACE .

fu# slapd RS- IE1TIRAS

~]$ systemctl is-active slapd.service

active

6.2.6. BCE RS OpenLDAP 1E A% E

NTHCE RGEFH OpenLDAP {ENKAE, #RFTH %3 E LDAP IR%
g Pl O g, BAESHET 6.2.2 %% OpenLDAP A1 H1
6.2.3 FiL & OpenLDAP R4 8% . 6% i b, AR

~]# yum install openldap openldap-clients nss-pam-ldapd

6.2.6.1. TR IHMIEIFE B2 LDAP #% 2\
TR T HARM THFZ shell Ml perl A, v PAHEBER IHWEEE B2
LDAP #30. 223X, aAnF:

~]# yum install migrationtools

7 3 5E 5, W OAR 17 i H 3 : /ust/share/migrationtools/ . i
/usr/share/migrationtools/migrate_common.ph {4, &2 LA 47 P 25 F R ML 24 /i
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# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com",;
# Default base

$DEFAULT BASE = "dc=example,dc=com";

o, HHmAITIR e A&, i, 1217 migrate all online.sh A, ff
FERINFISEHE, % B dc=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate_all online.sh

HUE A IR A RBATIEM P B e, 25384 6-10 I LDAP it
BIIA

FH 6-10 % FHI) LDAP ST A

SFERRS  LDAP REEIT 15 A B RIA
/etc flat files yes migrate all online.sh
/etc flat files no migrate all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate_all netinfo offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate all nis offline.sh

B XA, 2% README Al migration-tools.txt 3L, A77E
/usr/share/doc/migrationtools-47/H % T .

6.3. SCHRITEIRS2R

XA Z T EEA 24 Samba R AELE, — 4 Server Message Block (SMB)
F common Internet file system (CIFS)PMMHIHIRSEH, vsftpd, H bR RELBE = 20Tk
F oA E RGN FTP RS 4% AL, IBAH T EAMHITERS % TR %
BC EITEIHL.
6.3.1. Samba

Samba s& R linux FFJ&E windows E4FEITH . ESLH T SMB A1 CIFS M.
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B RVFAE ) RS HE Microsoft Windows®, Linux, UNIX %, 151 % T windows
I SCAF AT ERHLIL = . Samba ) SMB #2518l windows k55 %% 5 windows %5
i —

samba %%
~]# yum install samba

6.3.1.1. Samba /%4

Samba & —/MREZEHAM, 1EATHEEN Linux IRFSZHRAEME Active
Directory (AD)¥5i. B R LMEN— M gidm il a%, B 2 5 A I s 52

Samba REMEMMAT A

> R4 B FMA Linux, Unix 1 windows % /' 5t (11T ER AL

> B b

> Windows 8047 B 47 50 11F 6 5%

> $24t Windows Internet Name Service (WINS)4 i iR &5 il vk 7 &
» Windows NT®-style Primary Domain Controller (PDC)

» Backup Domain Controller (BDC) for a Samba-based PDC

> AL IRSS A R

> S Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A REMH 4 -

> {E N BDC #AX windows PDC

> AN RS A AR
6.3.1.2. Samba LA K AH GRS

Samba #& 1 =4SSP HERE4L K (smbd, nmbd #T winbindd) . =MK% (smb,
nmb F1 winbind) 3G sF P R B3, AF BRI ER RS TRe . X LRSS
TERAER init A, DUF AN ARG — D ri iz .

smbd

Jik 55 %5 s smbd ¥ 47 #EF£ 45 windows %F‘iﬁﬁfm{ SO RAT DRSS - 53 1
BRI SRR, RIESUE, Bt SMB M. BRAHT, RS A
& SMB & 4% 114 TCP i 11 139 F11 445, smbd <73 3EFE &4 smb AR 5 #H1.

nmbd

nmbd “F4 i FEXT T NetBIOS #4855 113 K (SMB/CIFS in Windows-based
systems ) BEAT ELE AN N . XL R S HE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, il LanManager %% J' Ui BRIAR 55 %% 42 NMB 1£ 4
uii 1 52 UDP 3 137,
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winbindd

winbind Iz 55 ## ok 1 H AT AE B NS 47 /£ Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 AR 45 #% E R ol i, X i 15
windows H P AIZH(E B EEW# UNIX P& 0. IX2Z# Microsoft RPC calls,
Pluggable Authentication Modules (PAM)FIl the Name Service Switch (NSS)FTZE .
X fL ¥ Windows NT 151 Active Directory F ' 47 24 UNIX A P it 4744, B
SRAN Samba AT T LS, {H2 winbind R 55 &1 smb 43 FFHEA T35 1

B Samba L E

AT LS H Nautilus 56 dr 24724 7] A 1) Samba FL5,

HHL=
HWHE, TFTFEXT Samba FLFEHATHERERAE, TFEMEH root HP &%, me
W

mount -t cifs //servername/sharename /mnt/point/ -o

usernamezusername,password=pas sword

12147444 sharename 4% 2 A< #/mnt/point/ H =

6.3.1.3. FiL# Samba i %#%

BRI AT & S A fete/samba/smb.conf FVFFH U5 A 'E AT home HRAIEN
samba FL 5. B ] DL AT C B 4F (N FT EIHLAE 9 samba L ZFTEINL. 0] LAAE
A — AT BN Bl it windows HL#sFT BN 2R 74

KR &
fid & Samba {8 I EEHE I, 7] L% http://www.samba.org/samba/GUI/ .
mAITHCE

Samba i Ff] /etc/samba/smb.conf 1ENEC & A . BEX AN E G, T
i 3 Samba A4 BEWE AN

~]# systemctl restart smb.service

&€ windows TAFEZLF1 Samba Al 5545 4 FE UL, Zw#H/etc/samba/smb.conf
A
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workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1 linux 24t A% Samba 3L= H 3, 7E/etc/samba/smb.conf A0 LA
T
4. Samba AR 5528 HIEC B

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

ZA 7 oV A P tfox Al carole dE it Samba %% 7 i X Samba i 55 78
/home/share/ H 5347 152 5 #4F

kR

IR w2 ] LA A IS, ROV N i & i o B 22 4 B — M8 I 55
MH A, fr T

smbpasswd -a username

6.3.1.4. Jo B¢ Samba
Ja sl

~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

A

~]# systemctl restart smb.service
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condrestart (FFESRM T HEB) EXUATIEEEBITHEN T4 2)E3) smb. 1X
AN IETUN AR AR T E P, At iR G AT g, BASH S5,

~]# systemctl try-restart smb.service

HHT 3N Jetc/samba/smb.conf lit & S 4F, AFHEIHATRSES, 2 H

~]# systemctl reload smb.service

THHLE R 30

~]# systemctl enable smb.service

6.3.1.5. Samba % 4= H55{

Samba A P Fh £ 2, share-level A1 user-level. share-level &M FHFH T,
User-level A] LUH =Fi AR SLI T 20, X 2877 s PR AR 22 A=A,

User-Level %4

User-level security & Samba BRIAHEFEMECE . BIE security = user WA TE
/etc/samba/smb.conf FLE A FIH, EREESPATH . MRS LI T % i
I P A RS, % P (R FE L I B Be 8 A 75 2298 2 %19 . Samba tHRE
RS BIE T P A AVE RS TG R o 2 P il S F — > §M) UID iR O 4R
TERPIRAS o

/etc/samba/smb.conf SCAFHT, security = user B user-level security

[GLOBAL]

security = user

Samba Guest F1: %

I C 4221, share-level security fX CAMHFE . [EABLE Samba guest
e, ANEi ] security = share T, 5% DL D IE:

S24): ECE Samba Guest F£F
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1) BRSO, i /etc/samba/smbusers,  ESITLL AT

nobody = guest

2) f&f/etc/samba/smb.conf, A EAFH valid users

[GLOBAL]

security = user
map to guest = Bad User
username map = /etc/samba/smbusers

username map: 1 BIRTEE
3) f&f/ect/samba/smb.conf, AEAffH valid users

[SHARE]

guest ok = yes

NP2 4H LS user-level security SEFL 7 3.

Domain Security Mode (User-Level Security)
FEXFTEUT, Samba RS #A —MLEEIK S (domain security 5 F K
), P YUE RS R E TR B I AR H) %% . Samba RS #R EAE YA Y, TR

Fit & /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)
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RWEH— Active Directory 355, IMAIBAEN—ASAHIRL 022 AT REI
R 22 4= S & PR 14 ] NT-compatible 36 UEHMY, Samba Ak 2528 7T LLIE it 45 F
Kerberos I\ ADS. Samba 7t Active Directory member #5  7] LAz 52 Kerberos
tickets.

&t /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

FEZIEIUT , 55 ds N S AR — AN R FH 7 2 3 o ik 55 4%
W — A L A L=, MMREH P 4. W2 &8t Microsoft
Windows % 7 Ui 3 %% share-level security fr 55 %5 . 10 L& #E Samba 7¢I
B I security = share WA Z0#E T+ 2 % user-level security. WRAAMEH, 15575 User-
Level Z4H )1 : BLE Samba Guest JLZE,

6.3.1.6. Samba 2% '

W 2% 0 W i 43 Windows 1 Samba iR 45 #% H L /£ Windows Network
Neighborhood #', 7t Network Neighborhood H [fI, k45256 H O EbR, 7K
Br, RS54 AT FH E AL AT ENAL AT DA 5

0 26 331 U5 75 B NetBIOS i TCP/IP. NetBIOS-based W44 i il UDP & i%iH

SER RS R B . ¥H NetBIOS 1 WINS 1E4 TCP/IP F LA FR Mg v 7 S5
2'—‘[3"375‘{2, HERBan#RASCE (Jete/hosts) B DNS A& WA ZIEAF F ) .

) = 0 B AR 55 s T 1 DX e R A 3 30 O R 55 B OB AL BT 1)

WA, DR AE 4L RN T P9 ) T DA B30

o)

ERIAET, —> Windows 5525 PDC Ay —/M, t2 1% 380 32 000 0 iRk 55 2%
Samba i 55 #8 AN BAZAE 9 — A TR SS4=

EVFZ T MH, A7 Windows IkR%5#: PDC, [Klith, Samba g 5545 AT LA
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N ANA N SR 55 75« i B /etc/samba/smb.conf SCAAE A — AN A Hb == 31 W AR 55
#r (HAMERND, BCESREMAREIRM (S 6.3.1.3 FLE Samba 5545 -)

WINS (Windows Internet Name Server)

Samba A1 Windows NT 55 %% AT LA AE 28—~ WINS fl554% . 24 WINS fik35
ax A NetBIOS — it fi HII, UDP A4 BEM A % A AE X 45 v S0 VR4 A 44 AR ik
% WINS iR 55455, UDP A% 3% I BeAE 411 WAL A B i R 2 18 1IN,
AN, RENT 2 WINS 43 DhAE, ANEALH Samba /F AR WINS JIR554%,

XA Samba AN 32 FF WINS 2147
1E—> NT/2000/2003/2008 JI 5% #&F11 Samba Y-S ¥ 85, #2718 F Microsoft

WINS. £—HA Samba 55, HEFE{H A Samba 1F 8 WINS.
N2 —ME R Samba 1E A WINS AR 4525 K117

it BB WINS R4 28

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net 17 2 )8 H A 7E Windows #I MS-DOS R+ KL, H— NS FeEm
A EIHM . protocol JETIA] LLE ads, rap B rpc. Active Directory 1 H ads,
Win9x/NT3 1 [ rap, Windows NT4/2000/2003/2008 1 rpc. {21 protocol %5
BARE, net 2x AN IATAE E
NIRRT ENLA N wakko )R] H IR
~]$ net -l share -S wakko

Password:

N TR T wakko LA Samba 7 51K

~]$ net -l user -S wakko
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root password:

nmblookup

nmblookup <options> <netbios name>

nmblookup FJ LU R NetBIOS 4 FR4% 0y IP Hikik. 1ZI0H £ TR b2 1%
AW E A B EALE N
NI/ 7R NetBIOS 4 F4 trek f) IP Hihik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit 11 H & H SAM E4E ZEA7 6t 10K 7 o BT A 1Y )5 i .45 SCFF smbpasswd,
LDAP 1 tdb %4
N EIB A, A ER A H A

~]$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~]$ pdbedit -L

andriush:505: lisa:504: kristin:506:

rpeclient

rpcclient <server> <options>

rpcclient T H n) @ FE 4y 218 Microsoft RPCs, XN EZ5411E Microsoft
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NeolCylin

RPCs & =M AR .

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls T H /&% Windows ACLs 441 Samba 3L 2= 1) H & B8{E =& Windows

i
smbclient

smbclient <//server/share> <password> <options>

smbclient & UNIX RS0l H I i, THREFT fip 4L,

smbcontrol

smbcontrol -1 <options>
smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Wi H & &% HWH EKiZ1T smbd, nmbd B winbindd 57§ FE .
smbcontrol —i X2 B.Riz1T, BEBIHMTATEE @A

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd Il 5 & H N 20 . 200 H Ge M 20H FAZ LA 1 H P S

A EE P& E 2/ Samba %65,

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H /& Samba —4~ CUPS #AEMFIEIE O, SIARB I E N CUPS
FTEIHL, smbspool A LAFIE CUPS FTEINL— & H .
smbstatus

smbstatus <options>

smbstatus Il H Z 7~ 2 H Samba EHARES
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smbtar

smbtar <options>

smbtar 172 T Windows SE22 501 H 110 03 ML . BROAH tar
AR, PiE R A

testparm

testparm <options> <filename> <hostname IP_address>

testparm 2 /7 7Y /etc/samba/smb.conf S AFHEE, RWTET] smb.conf 17 fi
TEERAN B (Jetc/samba/smb.conf), MW ATFEEIGE. tHE FHLHA 1P Hihk2s
testparm F£/F 1 ¥ hosts.allow 1 host.deny S22 {5 L & 1L o testparm 25 A LA
28 smb.conf SCAFAIRSTAFRAEN RS o 72 IR AT LAE 5 250 18
G SR AEH HE R . Fln

~]$ testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[htmlI]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions
<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size =50

socket options = TCP_NODELAY SO_RCVBUF=8192

% 134 W / #276R



Neoltutin bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

SO_SNDBUF=8192
dns proxy = no
[homes]
comment = Home Directories
read only = no
browseable = no
[printers]
comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no
[tmp]
comment = Wakko tmp
path = /tmp
guest only = yes
[html]
comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo

wbinfo <options>

wbinfo £ £ 75 winbindd sFH 3RS B . winbindd FERE LA IZATH .

6.3.1.8. HiAth B
LA SR
/ust/share/doc/samba-<version-number>/
ATLAEE man T
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» smb.conf(5)
» samba(7)

» smbd(8)

» nmbd(8)

» winbindd(8)
A FH

> http://www.samba.org/

»  https://wiki.samba.org/index.php/User _Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZEEATK A FTP P LK vsftpd (Linux R4 FTP %548

FTP A5 1 %5 ) - ik 55 Sim SR AL A6 A% SCAF, A ] TCP 2 Wb X9 FTP
SN, AR SRR A A S R AT IR UE . BTN, FTP &
BN A2 ARG BRAFRFIRIE DL N AR . BB FTP fERZ% Eo2
EHERATH, ELFPHRSZ0. Hitk, FA—AMEBR, FFEMEE M
RERFE o

EAFERIA T EARE vsftpd KE 2 @B TLS ME 4@
SELinux K An5® FTP ()22 4. FTP i — AN LF M EUR i &2 sftp, 72 1 OpenSSH
AT 2R BEAESREUR 2 OpenSSH Bt & LA SSH #1155 % 5.20penSSH.

AFEFHEWN, FTP FEZ g O A REILHE TIE. 2 FTP &/ gL —
B FTP MRS 28um R, ©oFT im0 21 7EAR S5 28 i — 32 il v 11 o XA iy
I IR A% i & RS54 o T A MR S5 4 i 28125 ) i P 50408 17 >R Hh 52 17T O£
I Sy VA% 00 o B R o 1, A S S AR A AR T 2% 7 i 1 SR Al 7 =X
active ¥ passive 1z,

active mode

Active mode #& FTP S 48 i S0 fd FH 21 e R 4R A 2. 24— 1> active-
mode FHEALHH FTP %% P umdlaa bk, MR dsdinosdTIF—A> 20 i H 45 1P Hidk,
A—NBENLTER AU G 1 CRT 1024) . XFER 22 HE R R E 2 7 I HL A% 0 20 70
VFEZATAEEIT 1024 Hdm &R BEE AN Z M IS, BT KB R IR
25 ) i WL i LA A 3l ) o ERL D3R 20 7 i 917 K 38 75 7 M T SR AR A 3%
$%, PP passive mode #7 ¥ 11H K.

passive mode
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1% active mode —#£, Passive mode /&4 FTP & F um Al ia4L ) . 29 MR 55 4%
SRR, FTP % 73t % B T A /E Passive mode N7 I %ds, M4 2876 MRS5S 4% 1
SR A 1P HUBEA —ADBENL R 5 T CR T 1024) 85 % 7 i i 42 2]
i A EMR S % B R8O RME E.

IR Passive mode B SR HRA 2 7 3 B77 K8 T HEBICHR T 452 1n) A, T DUfSE A
T 55 445 i 977 K 3t o 8T DAAE — AN R 55 b ad ik PR ) 0 0 L DG AR AL ) g 1 4E FTP
k555 bl I A . X R AL 1 IR S5 A T L 7 R R e A
6.3.2.1. vsftpd IR 55 %%

vsfipd Wit R FRE %4, vsfipd A& H b BLUBE = 20 IR 55 2 3 E R g
H FTP k55 a8 o A2 RN BE 6% Ab BE K & 1 I 3O e 4 1k

vsftpd Fr i H 22 B RH = A F 271 :

>

55 R (R RE RO AR A A 73 B e AR —— ST ) i A A BRAS [) IR A 55 B — A
HRRIEAT IAE 55 R 75 E /MR

i B TR B AE 55 7T AAS ) fe /NP 3EAT Ab PE—F ] libeap PSR
YRR, 75 2 root FRAURL PR AT 55 AT LA AR INRE LB aE R PAT
RZHOHFRIBATLE chroot F——HZEAHE, A2 ] LSRR P AT IR 2
PR R BN YT H 3. XA B RN Z chroot H3 . 1l
n, Ban/va/tp/ B 2 FE H 3%, vsftpd 78 € /va/ftp/ NHT ) root H %, 1E
Nl X BRI

fi X 2 22 A il 2 0 vsfipd AnfR] AL RIS SR A, E

>

SRR IS AT NN 75 e D> R I —SCHERE RE 6 Bh 25 (1 TH SR/ INRFAL A5 2%
R U B/ o T BEREAL B B 45 5 %5 ) i 2 HLATRSR] e AL BRI AT

BT 1) 75 AR A A — AN/ D B A AR AL B —5f 1% Apache HTTP Server
—Ff, vsftpd 73 K ICHARLE)F BERER AL FAE NSz . X SUVPRPR SRR R

Gk

>

&/NMEFAT S

AT AR T BERE R FRITE SRAG S SCHERE PR it —— A1 5 BERE AT X 3

7L socket, AEMTR H FHEFEHIE BRSO E.

> RS H FTP 25 /7 0 58 B XA E =2 1E chroot R T~ ——[RU 12 3F
R, BATRAAELZEAFR TAEEANMN, RavrBeh# aeis v bt
ZH.
Ja Bl A 1E vsftpd
A root 7 & 3%
53]
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~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

H A

~]# systemctl restart vsftpd.service

FRMER, HEOLEBITINE, 4RI

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s "/usr/lib/systemd/system/vsftpd.service' /etc/systemd/system/multi-

user.target.wants/vsftpd.service'

FFJa vsftpd % #5#% I

HIHE, — & THENLSY RN Z 2% FTP 38, IXMERI {2 5 & . vsftpd
2 1 & LR IB T 2 DR DL, B 3EEIA B SRR E S

B, GRS o BUE IP.

X, FTP BY351) DNS iR 5585 D200 B E i AL 2% o

2 vsftpd WA ANE] TP (R KIN, BFERE ) 2 8585 DU R TH . N T 70K
vsftpd FEFE ) 2 52, —ANRFIR B IR Z% systemd service unit (vsftpd@.service) /&
# vsftpd ELER LAY .

N TAERERS, — AN vsftpd BLE SRS FTP IS % 5242 75
B, PRAFAE fete/vsfipd/ H 5 o X 280 B S 06 20U A M7 B 44 Bk (Il
Jetc/vsftpd/vsfipd-site-2.con), FFHIHH root FIEEE AR .

—AMECE S, ZEAWTISEAE NN Py 2%

listen_address=N.N.N.N
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N.N.N.N & FTP 3 s 1P Hhik o R anfs 2 1Pv6, M listen_address6
B & S A A7 Jete/vsftpd/ H 3¢, M) vsfipd FEFE, RIPAEHPAT

i )5 2l

~]# systemctl start vsftpd@configuration-file-name.service

FELL ERar 4, 120 configuration-file-name Jy 75 2 (AL & A4 PR . 51140
vsftpd-site-2, JE&, .conf 54 e A TE B IN# KA.
U AR — R R B 2 A vsftpd BEFE

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s "/usr/lib/systemd/system/vsftpd.target' /etc/systemd/system/multi-

user.target.wants/vsftpd.target'

i TLS % vsfipd &

T XL FTP [ ARt (R SCESD . vsftpd #ER2RT LA TLS
KX AME R AT N . FTP 2 ' hig A2 S FF TLS.

LETE & S vsftpd.conf % & ssl_enable A YES #7JF TLS I3 HF.

idn. & vsftpd {1 TLS

vsftpd.conf it & A+

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

)3 vsftpd service 43¢

~]# systemctl restart vsftpd.service

Al LA A vsftpd.conf(5)H) man FH T 5 2 A5 B
vsftpd ) SELinux &
SELinux HE&E H vsftpd SFH HEFR(LL S HAR fipd WAE), & LT —AN i Uy
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ikt b B 25 40 TR 26 BN R BRIV 7.0 R G5 3 R T
w32, NT RVF FTP SFy 3R vy 4 @ ek H 3%, 75 BBl A Al & 24 1)
TR

Bltn, T REMSEE & L= A4, public content t RS 24 BT 45 H = ) SCA:
FIH. &0 L#EH cheon Ay 4

~J# chcon -R -t public_content_t /path/to/directory

/path/to/directory & fEAR 73 BOPRAE 0 H sk Bg 4, W RIS — A AL
1) H 3, 205 BE— A B A5 2% public_content rw_to BRI Z Ak,
allow_ftpd anon_write YEBULZATBE A 1, EH] setsebool 41 &

~]# setsebool -P allow_ftpd_anon_write=1

fRUIE AL AR 7 385 FTP 1519 home H 3%, 75 H bR BB =1 2 e 25 28 H/E
RGP IR AR E, fip home dir ETAIR E AN 1. U0 vsfpd &
VFRAMSIARE RIS AT, 72 AR = IR 25 28 4 VR R G AR X AN R B 1 i L
ftpd is daemon UK E A 1.

6.3.3. ITENRE

FTEN G E T HHRETEINL L&, 497 4T EOFLEC B S, T ERHERN H S P&
FTERL JEFIST ERHLE B

% L H &3 TIE A Unix EDRI RGL(CUPS). W SARTF2K i R Gt 26 1 i R bR
TEICRBE v IR 55 2545 E RGIAE WA, (EH 2 CUPS, ETHZUd B 2 IR1FHT
B B

JE BT EIALC B T A

MAT AT A shFTENHLAC & T, %\ system-config-printer, ¥]EIHLAC & LA
B8, B RFE->FAER->TEHRE, TR THE3mTE.
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{TEPIGHE - localhost [ x|
AR$28(s) fTEDHL(P) ZEJ(V) FEH(H)

C

TERS A E. EXaitBPEmERSHEEES—
RS2,

BHRS P35S

HREE

& 6-1 ITEIRE

6.4. fHHH chrony Z4HEE NTP

FEAT AT, CREFFSFIRIN A2 4R F EER, XARZER. Flun, fERs
by A R H B TR RS EI N R BT . E linux R, NTP B i s¢4t
s AT 2 () SE B

FH P 25 () () 7 30 R BT IS AT AE WAL 1A] ) R GEi B o RGEIN B RERS (T 2
sy B T R PR AR ) TR] A . 38 114 A Time Stamp Counter (TSC). TSC 52—
CPU & 748 F RS %L . AR DL m o PR 5 E k.

HWASFIHEFER LSS, ntpd A1 chrony, >KE ntpd F1 chrony . AFifiiid
A1 chrony B4 148 FH (1) 58 RS oK B85 RGEIH B0 R S8 AT S AL G K A M 2844

6.4.1. chrony E£-4
Chrony sZiz T 7EH F 2 [ B s R 1y SATRE T, RAEWREH H ML,
SACWAR Z i [ @ T ntpd KX R GH ]
6.4.1.1. ntpd A1 chronyd [¥) % 5
B E B ZE 7R TG EALR R B ) 5% . chronyd B2% LU ntpd i 5
Ut o
> UAMERIEAERT ) X BREE (A] B A U7 B chronyd BE8% TAERIIRLF. ntpd 752
AR A RS HE A R TAEMI4T .
> chronyd e 8% 75 0 28 471 12 1 B i A B 4
chronyd 38 ¥ R DA [R] 5 i 58 R 8 407 P sl TR P
> chronyd BEELE I S ) B 5 SR8 Ak By XV T S 47 2, BRI it AR AR 9 2 R iR
FE A4k, T ntpd 7] e 75 EEAR KN [A) 4 B - IR0 B R 5K
> TEERNBCE T, 7E RS A shE N R C & F2E, chronyd WA ERE, N T A

A\
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FTELFAMIZITART o ntpd AT LARC B NSRS [], R Z0d AN A 7
OB X 25 — SEk R

£ linux #:4E 24t &, chronyd BER%7E— MR KT T0 A B R R . X T
BAE— MR B R E LA AT EAE . B, fE B RIAL L.
chronyd BERZfi— 1L ntpd ASGEM 1

chronyd SCHFAIRAL X 28 I AR TE (9 ME— T R Al N o ) an il 3 2 1 R
B8k, chronyd BERSAEAIFIME B RS HEREE, WS 28 E
SRR ) 6

chronyd & {1 S RF A IS s BA 2 (R FEE SIS IS IR ey BSR4 I Z4E 97 0 ML
B R P B IHGE o BmT A X SR 7E R 45 R Bl 5 AR G ) A R S
() SIZ BT IS PR R (BT PR B S5 (IS A AT HE Linuxs

ntpd A LL{i chronyd A~ R {11315

ntpd SCHFE NTP JitA 4 (RFC 5905), 4 #, ZH#%&, manycast % 7 i R
554> AAL LA T o "B IE SCRFAAM B Bl 5 S35k T A Y3 (RFC 5906)
chronyd f# ] NTP iitA< 3 (RFC 1305), He&MA 4.

ntpd BIGEF L SHEN P HIIKENTM chronyd MK T HAR I H 4140 gpsd, Vi 1%L
ETNEE IR

6.4.1.2. NTP ~F 32 n ik $¢

>

Chrony AJ L5 FEAEIX 2 R G, 1 2k R Gn 4 28 7 457 B ) ) b D 32 42
AVEENEZ N, 5 FE s A RN R S

NTP s difE (ntpd) ROZFIEHALTE RREAEN RS . R HEEH
TR 7 1P, BAT B 1 50 IE 2 HE L 1K) Autokey BRI, %25 FEAE  ntpd.
chrony (AN SZFE 6 R4 S 4 304E, f#H MD5 8 & &4 16 1EfCAS (MAC),
SHAL o3& 5 5 [ 75 Bk . 1M ntpd 382 FF Autokey WAIETML, Z AT LA
FIF PKI £%t. Autokey fE RFC5906 Hi 45 fifiid

6.4.2. HEf# CHRONY KHEE
6.4.2.1. Fif# chronyd

chronyd 7& chrony [FJ5F 42, EATEM 2506, WEGS T NI RS

Bho BE I TSN YR, A NTP BhBCREAT R . 448585 FHIEATTH,
chronyd #4158 F &% J5 9 T 547 6 75 ST B « BT LY chronye FahiEAT 12

o
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6.4.2.2. #f# chronyc

chronyd #& chrony f)5F4ERE, 7] A# g 247 4H4F chronye %1, XA T H
Pt 7 — N SRR AT N — g & 0] DAXE chronyd #4782k, BRIAHIEC B
chronyd {XAXAZUL A HIY) chronyc 74>, chronyc AJ PAFC & A chronyd 7] LA 4k
#h%Hi . chronye A LAZFRIEAT /58— ML E chronyd 252 M2 158z . 1P bk 7t
VP22 chronyd 7 A% 42 i

HEf# chrony At & 4

chronyd BRI\ FIHC B SC{/ete/chrony.conf, -f e T A] AR & — ML B SCAF I

Comments

Comments should be preceded by #, %, ; or !

allow

R, TR DTN, TMEE MR IER — G UEN NTP k55 45 H
PLEs. BRGEA SLVFIER.

il

allow serverl.example.com

W ENAL, FaE AL IBATIER

allow 192.0.2.0/24

858 — AL RV IERE

allow 2001:db8::/32

F8 € —> IPv6 Hihk

cmdallow

Zan 2 A allow dr &AL, B 1B SRVFREE B M E =AU SIEE N QA
& NTP & Pt N ). (FEHilEEAN, BEE chronye AEIZ1T7EHE FHL LI H ik
@t AR TFEALER R chronyd) fth)iE VL& —F). cmddeny all 74 Al
cmdallow all #7224,

dumpdir
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PRAF chronyd Ji 45 53 B & 5t H Sk 1% .

dumponexit

BaniZan 4 218171, ‘B R chronyd 200K BT A R I TR] SR A7 & 1 D 5E .

local

local 8772 FLVF chronyd 18 7 o HE IR fay A BEAT IS 18] [F) 22, B E A
[F PR o 1 T2 4 R AE master AL EAEH, E—NSZHIMZE, Y21t
HHLFEZERIE, master AT E0 T3040 N\ R FFAERA N A] .

(RUE

local stratum 10

log

log fir &R W L5 B Z % HId . BRI L NI
measurements

ZIETC R T IE LA RAE S, AR measurements.log A
statistics

ZIATC T [FHAEBEA RS S, AR statistics.log ST
tracking

HIETESK T RS as Bidi R Al v, A2k tracking.log SCA4:
rtc

RANEIUL R T R G SER I 1 {E 2

refclocks

EANEICS [ R JESH I ehl &, 4 Ak refclocks.log.
tempcomp

EA IO SR E N E M R GAMEE 2, 4K tempeomp.log A
log H B LKA AFIAE logdir 5 7€ 1) H 5%

log measurements statistics tracking
logdir

FRE H B SR H 3%

logdir /var/log/chrony
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makestep

I8, chronyd K MR8 75 KB L BRSO Bl , 815 R G002 1L A I
[ 22 . EFELERFEROL T, RGN Pl e ER R, SEZ RS REHMER
KA TSR 2] TR R Gu B o 148 2581 chronyd £ 1 5 K T AN IR RIS 25 33 1
A, (HRBELERA chronyd J& A RI#E T H e PR Rl e i (e k2t
BRI, A 2 I BTN A A 2

makestep 1000 10

maxchange
ARSI E R N IE WS &, IR R TR ERIRIE, chronyd H2TK
FIFHIRH, I EKIES syslog

maxchange 1000 1 2

F MBS, chronyd Kot At — AN B WAL BRI ERT, KRN
2 KT RME ) m A% E A2 I

maxupdateskew

chronyd HIE55 2 — #it A2 BEA T HIRT 5 THEN LRI Bz AT f PR EcE L
J¥ . maxupdateskew ZEUE I E (G112 2 S AT SERIBIME, sRETEHT, BIMEZ
1000ppm, &I

maxupdateskew skew-in-ppm

noclientlog
BEAMASEESE, %A log A%
reselectdist

4 chronyd G35 [R] A AT I SRUE, B0R BE = X i N R P R RS o SRT, 9 T
B G AT P B T R AT SRIRAR B ) B B B, — A [ S O BE B A . BRINIE LT,
PR B 100 TAD

AT

reselectdist dist-in-seconds

stratumweight
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stratumweight i 2% & 24 chronyd M AJ IS HRag B[RRI, B4 2 RAZE
2 bEEREPPEE . BRIAMEN T, CentOS % E N 0, ik chronyd fEIEFEYR
I 2SR I JZ 2

#an

stratumweight dist-in-seconds

BIANEHL T, dist-in-seconds 4 1

rtcfile

rtcfile 1525 X 7 — DM SAFR, %30, chronyd 7] DAPRAF BRER 5 40 1) 5K
I ISP R AERAPE(RTC) S 8. BRI R

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne 182 5 — N WAZBIE, BT, R EEE 11 50828 DL
FSEIF IR (RTCD.

chronyc %2214

FI1 Network Time Protocol (NTP)fHEt, PTP fx F Z ML S22 1, &
FEF 2 1) network interface controllers (NIC)F1 network switches. M KHIHE R 1
() [ 25 B A

6.4.3. £ chrony

6.4.3.1. “Z%% chrony
fi I root A 7 & 3%

~]# yum install chrony

ERINI) chrony 3EREAL B /usr/sbin/chronyd. fiy 247 2144 % 2 1 /ust/bin/chronyc .

6.4.3.2. Ki#x chronyd IR

~]$ systemctl status chronyd
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6.4.3.3. J5 3 chronyd
Ja 5l

~]# systemctl start chronyd

BCEITHLE F 3

~]J# systemctl enable chronyd

6.4.3.4. <] chronyd
K H]

~]J# systemctl stop chronyd

WOHITHLE 5 3h

~]J# systemctl disable chronyd

6.4.3.5. & chrony & 5[E)0

A TR chrony 275 [F20, f#H] tracking, sources I sourcestats iy % o

f 7% chrony Tracking
A

~]$ chronyc tracking

TR

Reference ID

MR 4548 R AP bk o a2 127.127.1.1, FRomizih SR B BRANT IR AT )
A, REIELEAEF local 3R

Stratum

RSN I &

Ref time

B — UK F) A L) UTC I [A]

System time
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RGN [A]

Last offset

B e — U ) A% B

RMS offset

A% &

Frequency

iR chronyd WA BEATAUES, RGN AN A RES, Flin: 1ppm SEER
Suif(a) 1 AP, RIRESERRIE (Al 1.000001 £

Residual freq

SIS 2 T TR R AR R

Skew

frequency HIfliTHiRZE

Root delay

T ) 24 B A% A AR B S A T E TH AU ) stratum-1 THEALAE AT, 7ERELE
BB LS, AT BT

¥i 2 chrony KJH
N

~]$ chronyc sources

M
TR AR — RSS2, =Rn— peer, #RRAMIEES%
g
S

FORBHPRA . *RoRIEEFRD, +RRCER, -FoROHHRR, ? FoREE
CE K. “X°RAR— 8P chronyd W\ A2 falseticker(15 oK 22 25 H At St Y ) B[R] A&
A=), “~Ras—NIREII A -E K2 AR .

Name/IP address

TR TP kB 44 FR

Stratum

BRIE, B 1 RTEENN T ARSEN 8, 52 1 F2RRHENTEE 2,
57 2 R ENUER 3, DL

Poll
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e RS 5 G 55 B TR SRV T O R B 5 T
BRI polled HIIEZ, FIWE N 6 WIlHK, BiR/REE 64s #EAT — I E.
Reach
BoREJE— MBI IERIR A . —BORAE LB 2 8. SR mhd Bly BoR

o38N JLRE LA . 10 SEIE R R A WX AN .

LastRx

BoRi e — MBI . — R AE U BN 2 F] . FEE mhd By BIR
I3 NI LR B LA . 10 4 FME R R B IEIX AN .

Last sample

WG 1) s A i s A 5 5 3 ) 0 A0 U ) ) (R

Ki 2 chrony KRG 1T

sourcestats #7427 24 H R 2 YR IR AL o B AV im A2 B AE B . v %k
gpiiaE, BREEILKK. ARG, FOMIATERA— MRS,

~]$ chronyc sourcestats

Name/IP address

NTP fii 55 % Uik

NP

X FEA AR H AT IR SS ds DR B o V58 T 30 R R I O A2 A I I T L
BEATER A B

NR

X REIBAT I residuals FA M [HEFF 5 H8E .

Span

XS et 2 B A B R AR AR 2 1) I T TR B o R s B iOME, TR
INAEAE LN A o AR TR R 2 46 b

Frequency

TR, ERXAELT, THREALRI BT 1/10° FX T iRk 55 &
Kkt

Freq Skew

fhiThBRZ SR

Offset

A A% &

Std Dev
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AT AR HE 2

6.4.3.6. T3 RSG5

mAWE

~J# chronyc

chrony> password commandkey-password
200 OK

chrony> makestep

200 OK

6.4.4. AARFEIFIFIERE chrony
6.4.4.1. A—MRDEEN RF R E chrony

EAF & T 244 H dial-on-demand &4z . 1E 5 T & N 2 72 8 A
FUTRE 24 T R 8 48 . i 2, B B AN i\ fete/chrony. BN ¥ B B 2T DL R LA

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

command key 1D & £ 22 B 5 A B, N AT & commandkey {H , /etc/chrony.keys .
AN NTP IR 55 5%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline
server 3.pool.ntp.org offline

6.4.4.2. N—/ NI 4 RSB E chrony

TE—A MRASFASMER W0 28 04T ZE 32 ST R 28 o, m] DLk — S THENUE
BT ML, FHE FEHAE R ENLRE - b

£ master 4L F, ZmfH/etc/chrony.conf

driftfile /var/lib/chrony/drift
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commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 /& 1] LA Fo VR 42 1+ W ik
&P mblas b, Y /ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EHLFI L.

6.4.5. f£H chronyc
6.4.5.1. 1#H chronyc % chronyd
HEN chronyc HI32 H 54 1H

~]# chronyc -a
chronyc 25 LA root F AT -a i T2 H A M keys B 85 5%

chronyc 417 5t

chronyc>
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AT LAME A help s A fir 4
B ] A AR A S 34T AN

chronyc command

6.4.5.2. ¥ chronyc k47 i
B & chrony EHE 22 chronyd, #&x0n T

~]$ chronyc -h hostname

$5 7 I 1

~]$ chronyc -h hostname -p port

port & F k& Hi F1 5 $52F2 chronyd
5ok AU N D

chronyc> password password

200 OK

EHA VA S

RANE AN S MDS5 Wa iy, IS Ay B AL A8 authhash i & LT -
chronyc> authhash SHA1
chronyc> password

HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF
200 OK

6.5. ACE NTP{#FH NTPD

6.5.1. NTP N4

NTP 2 % 2& i 7] Biri (Network Time Protocol), ‘&8 K [\ 25 W 2% & ANt
SECALART B [ (1 B0 8L
6.5.2. NTP &2

NTP 7 JZ40
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Stratum 0:

JETRP AN 5T ik L 5 A1 GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), J1JY-40 and JJY-60

(Japan), DCF77 (Germany), and MSF (United Kingdom)

IXEEfE 5] DL H B i, FFEH i RS-232 BRI RGE N — 1A
23 Bt YO B A DI T I 55 4 o

Stratum 1:

HLJ R IN 7 TRt B GPS By Al Jo 1

Stratum 2:

M Stratum 1 328, VRN R Z KRS &=

Stratum 3:

M Stratum 2 520, RN R Z KRS &=

Stratum n+1:

M Stratum n S2HL, AE B R = AR S5 4%

Stratum 15:

M Stratum 14 BHG, AR RZ RS &
6.5.3. M NTP

HHObR LI e R 55 AR RV R ST E AT A NTP hitAS,  7£ RFC 1305 Network

Time Protocol (Version 3) Specification, Implementation and Analysis 1 RFC 5905
Network Time Protocol Version 4: Protocol #1 Algorithms Specification H 414

6.5.4. B drift 3CHF

drift XA RAFAE RGN [EIRE S UTC I P i) % & .
6.5.5. UTC, TIMEZONES 1 DST

NTP 5€4:7E UTC (Universal Time, Coordinated) ™', Timezones Il DST (Daylight
Saving Time)# A RGN . /etc/localtime J&/usr/share/zoneinfo 5 U 84 4%
RTC W] REAEA IS B 80 UTC 1, 7E/etc/adjtime 55 —47F8 52 . X3 A] LA
& RTC ‘Eatik&E. P A LUETT KA System Clock Uses UTC fE£ Date and
Time EJEHECE F 1471 B K22
6.5.6. NTP B3 HlF1ETH

TE AT M4, Bodids v LLB I &% NTP BT Xodi . 7R A 3L NTP I
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I, TR RS, E/ete/ntp.conf U, AH 3 NMAHIE. B RE A
U5t ntpd K2 2SR o AR N 1 XU 75 22, AT DA BT )8 BN T8 B 0 S6nE

PN B IR FE 2 T ZIIE I o AR ok g < P B Ay Bk, AT BAfSE H
disable auth £ ntp.conf £+,
6.5.7. FEBMHLHE LR} ]

REFUNLASBE A F B 521 hardware clock - H EEFUNLES BIAEF E . 7P bRt
W= RS s B E RGBT, kvm BRAE A kvm-clock
6.5.8. HEHED

AP, e AOREFE R S L T A 2], HE PR E RS e
FEIREAE T (AT REAEZRAR) N Bt A iy G nelis b 1 AP AR % . B T-H Bk H
R S VERK ARG 1 (FZ W EELIRERD, St (R
A I 2 (A AH 22 k0 3020.9 P, sttt At sk 1 80 (=R, &iE—or
oy 59 ) B etk 1A CIEEP, &E—08 611 E—RINEA N
ERBL N FINH R
6.5.9. FEA# ntpd FLE M4

SRR ntpd 7E RS 3 BE IS EUAC B O ete/ntp.conf,  #EAT DL S
T AR E .

~]$ less /etc/ntp.conf

AP ZeE NN O] o=
The driftfile entry
drift S ## 4%

driftfile /var/lib/ntp/drift

The access control entries

AR A7 B BRIV ] 72 | BR A

restrict default nomodify notrap nopeer noquery

nomodify e Ii: BH1EAE okl B S
notrap IEI: [ 1k ntpde = H117H B WM E M
nopeer 1EI: B 1k peer BEA HITE K
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noquery EI: i 1E ntpq A1 ntpde ), {H A I [H] A i)
A I i B P R R S 75 2 127.0.0.0/8 HdEBL . ERAA restrict 4T FHIEFTA IR
RPN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

U SRR ) T A B — AN FRRE, BT DALE RS st
FENIEARH N EE BN TRV, KUAERIN restrict. A T 347185, B0, o
YF 192.0.2.0/24 W28 HEAT IS 8] (1 25 1)

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

MR RZERTFRE—6ENL, #u 192.0.2.250/32

restrict 192.0.2.250

B A #65E mask, 255.255.255.255 ¥R E
The public servers entr

BN, ntp.conf AL B SCAEL & DYASA AR 55 2%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

BN, ntp.conf B E TR ZHIER BT, XEEAEIRIRESE b2 5 3w

6.5.10. ZA# ntpd K sysconfig 344
XA SRR 2 AE ntpd J3 3RS WA EIA I e B . BRI N A a0

# Command line options for ntpd
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\\\\\\\\

OPTIONS="-g"

-g TR LU ntpd 2% 1000s A% B BR ), S fe] 20 i a] B (4%
T 1000s, {HARNANAE RGLE BRI A . BT X AL %, ntpd 7202 &
KT 1000s FIS i B B H

6.5.11. Z& 1k chrony
R

~]J# systemctl stop chronyd

HUTH chrony JFALJE 33k 1

~]J# systemctl disable chronyd

BHE RS

~]$ systemctl status chronyd

6.5.12. K& NTP sFH#ER G &3
mAW R

~J# yum install ntp

6.5.13. ntpd HJZ=2%

~J# yum install ntp

& ntpd FHAHLE )

~]# systemctl enable ntpd

6.5.14. K E ntp FPRZS

KA ntpd J& FisfT
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~]$ systemctl status ntpd

AREL ntpd HPR AR

~]$ ntpstat

6.5.15. B BB k3% RV ntp AEEA
ntp f# 1 UDP {1, ¥l 123 . A AUERENS fo i iE it By ko ks .
For 25 B7 K B iz Fo VF ntp A&, {58 F B ST Firewall Configuration T..H..
J&a 7] firewall-config, it Super it N\, HiA firewall 3F H %Rl E8E, Bk
L E AT AN R
AT HEN
~]# firewall-config

FHRER—REL T M. XEW firewall-config T EREF| ] J 25 6] 54
HEFE firewalld.

6.5.15.1. 1224 firewall fic &

N T RERS AL E AR, Bk FHEH Configuration s2 1% E N Runtime. BY
FAS UL B S T — B A, 1E T RS A ik $E Permanent
6.5.15.2. 4 FFBjj K $iki i

FTHF firewall-config T B, &ML, Efum OFR2E, s in iz . Port
and Protocol & 41, HAum 1 123, FHisE ik udp

6.5.16. Bt B ntpdate IR 552%
ntpdate ik 55424 1 W B I BIAE RS A 30 1B
f 7% ntpdate I 55 & 121817

~]$ systemctl status ntpdate
BWE IG5
~]# systemctl enable ntpdate

TE TR AR LI = IR 55 2845 E R A BAT R, BRil/ete/ntp/step-tickers LA
& 0.rhel.pool.ntp.org. ¥SINAISMY] ntpdate k5545, 2% /etc/ntp/step-tickers. AR 5%
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AR RAE N, KON ntpdate W2 HIXANIRE— RN )5 B . Bty
—AN I T IR S5 4%, AR5 — AT NS S Ak . 7R 28 AT M 25 4 1 iR
55t

6.5.17. Bt & ntp

1B BRINT ntp RS- ERICE, Yt /ete/ntp.conf SCHF. %SO ntpd —#E
6.5.17.1.FL & NTP 45V i 4z 1

Ym%E ntp.conf, f# ] restrict 74

# Hosts on local network are less restricted.
# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict {4 FH
restrict option

option: ] LLZ—ANFIZ A

> ignore B I £ 5 4 208, £ 4 ntpq A1 ntpde £

>  kod———~“Kiss-0'-death” ), EL DAYk D A 05 L 1) A 1)

> limited—— R EHE B S 1A RG], AW RS 75K, ntpq Al ntpde &
W AN SZ 5

> lowpriotrap AR e UL IC = ML e 1 P B

> nomodify PHIE o &

> noquery——FH I ntpq A ntpde &, ANEFERS A A1)

> nopeer FHIE peer B A TR B

> noserve k% 1 ntpq Al ntpde &), FEZLEFTHME

> notrap B7 1E ntpde $5 63 B VSR B

> notrust——E 48 AT AL B 4y 56 IE 4 A

> ntpport—E 5%, HIULE NTP UDP port123

> version FELE AL 4 HT NTP RRA £

N7 AFNTA AR, BCEEZERS], restrict °FTLAMEH limited 1£T. &
Wl ntpd AU B KoD ##E €, restrict 24204# A limited A1 kod 121l
ntpg A1 ntpde A AT H TR B T, ANEFEER noquery &1 .
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6.5.17.2. it B iR NTP AR 55 % ) 3 2R R 1]

%5 restrict fil b limited I, WREAAEE BB RIS E, AT ME A
discard 7 % »

fr kg T

discard [average value] [minimum value] [monitor value]

o 78 RVF s/ NI HAR LR R, e 2 — 240 log2 .

BRIMER 3 Q=0, 4T 8)

5 %€ FCVFR BRI AL TR B, 7 log2 Fh B2 — NS5 BiME

12 M—IkJi, MET28)

AR M EFME, —BERTRRCS BT R . BRiA
B 3000 5. XANEINE H T k55 25 5P 3RAT 1000 BLHE 295 5K

discard 72 % 1

» average

>  minimum

> monitor:

discard average 4

discard average 4 minimum 2

6.5.17.3. %51 peer Hithk:
£ ntp.conf AL B LA N peer A4

peer address

address /&~ ip HitikB DNS Al Z K. address 2 LER — 2/ &
4. Peers WA 2 /b —ASAS RIS [A] 5 o

6.5.17.4. s 0k 55 4 H bk
WIN— R Ss d ik, 2RSS 221847 NTP IR HAME T )2 . £ ntp.conf
A, fEH server 4

server address

address & AJ ] A TP HuhbBE DNS 150 B 2 FK
6.5.17.5. ¥ I —AN) " HR B 2 4k e 55 ds ik
I —ANT R 2 FE AR L, AR U, )RR R NTP A 2R bk
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\\\\\\\\\

1E ntp.conf A4, 5 broadcast
et

broadcast address

6.5.17.6. 71—~ Manycast % /7 Hiuhi:
750 manycast 2% 77 s dik,  7E ntp.conf SCAFEA, WS 0 manycastclient 4.

S/

manycastclient address

AT RS NTP 2. G007 LA RIS 07 P A 5 2

6.5.17.7. %N Broadcast 25 /' itk
7NN broadcast 2% P Ak, 7E ntp.conf SCAFH, ¥ broadcastclient fiy 4

(SN

broadcastclient
2 STLE RGN NTP % P 3. R AT AN o P 35 0 R 252

6.5.17.8. %8 in— Manycast I 5% 2% b il
75N manycast IR 55 # ik, 7E ntp.conf A, S manycastserver £y 4
A r

manycastserver address
A TR RGAEN A NTP IR 5. RGT LRI A% P A R H i

6.5.17.9. ¥ Ii—A> Multicast [z 45 #5 Hhdik
NN multicast IR 55 28 hk, 7E ntp.conf STAEA, ¥80 multicastclient 74>
s

multicastclient address

it S TLE RGN NTP RS0 38. FRGEAT BRI 7 o R 45 80

6.5.17.10. [ ® Burst &
ANEFIAIE NTP RS2 — it Zikml, 1ZE0nEH 748 3 A BN
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MR

FEHR 55 i & 45 R AN N IR T

burst

6.5.17.11. [ & iburst 1% 1
TE R 55 25y 4 45 R VN N 3% 1

iburst

6.5.17.12. i key it & Symmetric Authentication
TENR S 2B peer w2 5, MNIMIZIE T

key number

number & — 1 F| 65534 %L ZE 00T CAAEE P8 A {4 message

authentication code (MAC). 1%L A1 peer,server,broadcast, 1 manycastclient 7%

fdi .
Jetc/ntp.conf, AT :

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manyecastclient 239.255.254.254 key 30

6.5.17.13. B & Poll Interval
B ERII poll interval, 7EARSS 2381 peer fr4J5, W I1iZik

minpoll value and maxpoll value

6.5.17.14. & RS2 e
T8 DR ARG 2%, 1E server BY peer #iy 4 J& AR %1%k 5

prefer
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6.5.17.15. N NTP @ Hc & Time-to-Live
1E server BY, peer iy 4 J5 s 1% 3% 1

ttl value

6.5.17.16. LB NTP fi F A
7E server BY, peer iy 4 J5 s 1% 3% 1

version value

6.5.18. Be B AR 8P
T B AR Go i) 18] ST AR 8 (RTC), 1E/ete/sysconfig/ntpdate ¥ PA T £ 1

SYNC_HWCLOCK=yes

iU N

~J# hwclock --systohc

6.5.19. fic B i 4hIR
1E R G5 o] B s B

~]$ cd /sys/devices/system/clocksource/clocksource0/
$ cat available_clocksource

$ cat current_clocksource

7 S BN 8 R, EWNZE GRUB BN clocksource, 51 4

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ffHH ptpdl B E PTP

6.6.1. PTP /44
Precision Time Protocol (PTP) & T/ 4% H it 4 [F] 25 il o A5 FH B &5 hil
SRR, ZEL@EP) NTP k. PTP SRR R AN A P 23] Hbs i
Ik e 2 IR 55 25 PR A R G AT linux A% SCRF PTP I 4 . linuxptp 72 1% P S
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e R RS B R 5 S R E R SR IRV 7.0 R AT

XA linuxptp BLEL S ptpdl A phe2sys B2 [FEZP I H . ptpdl 27528 7 PTP
AT A e . SRR (R, E T PTP MR b 5w e[, 5
e ralEk, EHT RGN # S EN 8 FED . phe2sys F2/7 R 75 S IR E] 8, K
ARG A2 2] PTP 1IN B X 28 422 11 R (NIC).

6.6.1.1. PTP (K1l
F1 Network Time Protocol (NTP)AH L, PTP fx FE R 2 Fr 3 Fr, &
52 1Y network interface controllers (NIC)F network switches. M RKHIHE R 1

[ [ 25 R ff 2

6.6.2. £/ PTP
T AR PP, P P04 B A o e R B

6.6.2.1. for e AN AN 1 S Fr
i ethtool iy 4> 7 il

~]J# ethtool -T eth3

eth3 J& A8t A A% 1

R SRR TR, S LR S5

> SOF_TIMESTAMPING_SOFTWARE

> SOF_TIMESTAMPING_TX_SOFTWARE

> SOF_TIMESTAMPING RX_SOFTWARE
QRSCRF AR TR, A5 BU R S5

> SOF_TIMESTAMPING_RAW_HARDWARE

SOF_TIMESTAMPING_TX_HARDWARE

» SOF_TIMESTAMPING_RX_HARDWARE

Y

6.6.2.2. %%L PTP
~J# yum install linuxptp

X K4 225 ptpdl Al phe2sys.

6.6.2.3. Ji3l ptp4l
ptp4l 7] LUy AT ECE AR NIRSS A 8. 2 ptpdl 1E N — ARSI, AT PALE
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Jetc/sysconfig/ptpdl F§ E L . ANERIEAMRS B wm AT R, ©IafE
Jetc/ptp4l.conf $& FE LI . /etc/sysconfig/ptp4l AL & -flete/ptp4l.conf 17, IX4ril
ptp4l H/ete/ptp4l.conf A

1E RS 8 51 ptpal

~]# systemctl start ptp4l
fi 6 471847 ptpdl

~]# ptp4l -i eth3 -m
CIECE S/

ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type 1notl

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

105K ptpdl H &

BN, HESCHE Ki% 3 /var/log/messages. -m &I H & FI bR
i, BEWSN debugging FRALE B .

FIHF RIS AR, -s BT, AT

~J# ptp4l -i eth3 -m -S

BB AR P 2 LA

A 2 MAF R RER T E LG, Be AN [k AT e

-P

-P 1% #¥ peer-to-peer(P2P) #EIE M &AL H]

P2P WL E Ik, OB 2 F b AR L AR, T R Bl AT 1) S R )
LR,

E
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-E %+ end-to-end(E2E)SEIR M EH L] IX & BRI LT

E2E 4 N /& request-response FEIR L)

-A

-A FTIFZEIRALH ) H Bk

H 3k 4T I 12 ptpdl 1) E2E #50. tA FRE, A LAk P2P 15,

6.6.3. MBAMNEOMA PTP
TEAN AN 2 1 2242 VS PTP, A b 22 26078 I [m) B8 A% 5 B XA IO =L
sysctl AR NAZ TS . MHIEEIBIT RS, A LMEH a2 178
etz M /ete/sysctl.conf A
BN loose 5, & W

~J# sysctl -w net.ipv4.conf.default.rp_filter=2

sysctl -w net.ipv4.conf.all.rp_filter=2

N T WA B U R AR S, {6 net.ipv4.interface.rp_filter fiy
AA7, B, eml 44

~J# sysctl -w net.ipv4.conf.eml.rp_filter=2

N T AMESIIEL B K AE R 1B /ete/sysctl.conf S Fltn: N TESUTE
FIM RIS, & 2/ete/sysctl.conf, 1T fTzs

net.ipv4.conf.all.rp_filter=2
WER BB — AP R, PR

net.ipv4.conf.interface.rp_filter=2

6.6.4. #EE—ANEEH
BATBONRIECE S, bR ZAE IS AT RO T e, A H -f BT

~J# ptp4l -f letc/ptp4dl.conf
—ACE NS, AT ethd -m S JET, W1F AR

~]# cat /etc/ptp4l.conf
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6.6.5. fEF PTP &HE P i
PTP HIE FLE F iy, pme 1] LA RIRENAA ptpdl 15 5.

~J# pmc -u -b 0 'GET CURRENT_DATA_SET'

~]# pmc -u -b 0 'GET TIME_STATUS_NP'

HH pme L

~]# pmc --help

6.6.6. [l A4
phc2sys 725 H Kk R Gilist (8] [ 25 3] PTP f¥) hardware clock (PHC). phc2sys
A 55 K & A /ete/sysconfig/phe2sys. ERINECE U1 T -

OPTIONS="-a -r"

- U1 phe2sys BEGE Aok B ptpdl B IR 8h. BRI ERBE PTP i 4R
AHAEA, AR EE N R PR 2 B FEP B, R e A F 2, BRAE
- AR E o AR EARLE RGN B — NI, FRE-r I IK.

&4 /etc/sysconfig/phe2sys f&, FEJH phe2sys IR 55

~]J# systemctl restart phc2sys

GO, i systemetl 722K E 38, {5 IEAE S phe2sys k55 .
W R IEAARE AR 55 )5 Bl phe2sys, & AT LLdid ay 247K 5 3l .
~J# phc2sys -a -r
-a EIF 15 phc2sys REE R0k H ptpdl NI B0, RIS R S Bh
BN — AN, FRE-r IR K.
i -5 i IR A2 R Ge I b 2255 1 PTP AR B, 4.

~]# phc2sys -s eth3 -w

-w R TEE R IZ AT Y ptpdl M [FIAE PTP I 4, KA TAI 2 UTC (W&
IEHIEM T, PTP #4E{E nternational Atomic Time(TAI), Z 4iht AR 1L
Coordinated Universal Time(UTC). 2477 TAI 1 UTC R &2 35s. 4[EHF 4
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\\\\\\\\\

NBHBR IR, A% B dt i o, XA VERRE R, H-w I
BATAEAT,  wT DU -0 SR TOREEAT (W A% B i B

~J# phc2sys -s eth3 -0 -35
24 phe2sys servo &b THUIRZES, WHEEAE, BRIAE-S IR .
XEMRE phe2sys F2 /7 L ZIAE ptp4l £2 /7 LA LA PTP A I R 20 5 B 3.
-w LT, phe2sys AHTE ptpdl JE R 3N, BINE %A, HE ptpdl &

phe2sys 7] LME AR5 JE 3

~]# systemctl start phc2sys
YRS AT IR B, AT LUK IR I fete/sysconfig/phe2sys ST E

6.6.7. IVERE][E
2 PTP W [A)[A)25 AR IR I, H SRR AL & DL S R BT B 24T

ptpdl £ phc2sys. IXLe(F 5 A] LI{E/var/log/messages A AT F o
ptp4l[352.359]: selected /dev/ptp0 as PTP clock

ptp4I[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp4I[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phc2sys % th 1451+

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0 delay

2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl 5 —/Nr4 summary_interval, 7] LLJk/bHi, ERONEOLTS, e
FTEI— 2545 B AT MBSO B 1024s 4T B — X, {E/ete/ptp4l.conf SLAFA LA R 47

summary_interval 10
— ptpdl Fa th 894515, {8 FH summary_interval 6
ptp4l: [615.253] selected /dev/ptp0 as PTP clock
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ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

/b M\ phe2sys [Py, AT DA -u 12350
~]# phc2sys -u summary-updates
summary-updates &8 5B AL, B0 F

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. f#FH NTP fR%s PTP it/d]

ntpd P4 FERE AT DABC B R GEI 8] 43 K INFR], 22 G0 [A] 52 B ptp4l F1 phe2sys
1 LOCAL IR K347 [R5 . A 7B Ik ntpd % RSE4H, ntp.conf SCHF
NN REWSF5R SEATATT NTP IR558%. AR 2&— /Mol 7

~]# cat /etc/ntp.conf
server 127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. f£F PTP R4 NTP H}a]
NTP £ PTP [A /2 vl fERY. 24 ntpd & FH R [FE R GiH 1A, ptpdl v] LUEH
priorityl AL E A grandmaster B8, 18k PTP RS BhK 73 A [A]

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l - /etc/ptp4l.conf

fsF AR AR ()8R, 7% 22480 phe2sys SRR PTP BRI B 22 R 8h . R0
phc2sys & — AN IR5s, Ymfh/etc/sysconfig/phe2sys A4, BRINAIEC & a1~

OPTIONS="-a -"
fiiF root A1/, i

~]J# vi letc/sysconfig/phc2sys
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OPTIONS="-a -r -r"

EIXHL, -r ST 4R € 2 K, FUVF PTP W -RAEAR B0 N R et st 47 R 20
#H J5 phc2sys
~]# systemctl restart phc2sys
B 1k PTP WA s 1484k, n] DLE L W E /N P (proportional) 1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. f FH timemaster [F]25 PTP 8 NTP g

A LAE R timemaster #2551k 28 Gk (] B3 AT 0 I TR AT [R5 . PTP IR [A] 2
Hi phc2sys F1 ptpdl $#24}%, &L f# A shared memory driver. NTP <P i FERES LL
BTA BRI AR AR AT A 2D .

JRENIS, timemaster &I —MECE SO, AL E TR E NTP A1 PTP
INF TR, A A MR X 2% 42 1A H e =1 PTP A I8, A2 5 ptp4l #1 chronyd
B¢ ntpd Bc B S0E, 3 3h ptpdl, phe2sys A1 phe2sys B ntpd.

6.6.10.1. 1 N—"M R %% )8 35 timemaster
% F root FH F

~]# systemctl start timemaster

Ja s, 25zl /etc/timemaster.conf it B S

6.6.10.2. FHf# timemaster fit & 44
BRI\ BIIC B S0 R BT s

~]$ less /etc/timemaster.conf

# Configuration file for timemaster
#[ntp_server ntp-server.local]

#minpoll 4
#maxpoll 4
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#[ptp_domain 0]
#interfaces eth0

[timemaster]

ntp_program chronyd

[chrony.conf]
include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/shin/chronyd
options -u chrony

[ntpd]
path /usr/shin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]

path /usr/sbin/ptp4l
eI s e

[ntp_server address]

X/ NTP R4 28 X I 161§, ntp-server.local /&—/NAHt LAN Y NTP
Ik 25 45 o
HEREBR T
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[ptp_domain number]

PTP domain J&—41 PTP if8f, EATREMARERD . EATAT LAEE Ar] LA
FE AT [R5 o A A R B R — M iX B 4% — > PTP 1) grandmaster
I

TR T

[timemaster]

BRINHT timemaster FiC & SCHE 5 7 ntpd A1 chrony FCE (/ete/ntp.conf B
fetc/chronyd.conf), N | B U7 n] BRI EC B AIE R 5H . X R WRE A4
SE ) NTP Ak 55 #5 6695 F1 timemaster — 45 F
6.6.10.3. i & timemaster & 15

S£4: 4R%8 timemaster BRE SO
1) #TH/etc/timemaster.conf it & SC1F .
2) XT RS NTP k5545, ARS8 H timemaster, €)% [ntp_server address]
FE
3)  IINEAE AL RS, dniE#[ptp_domain 0] % B IR IR 45, 7 R
[ptp_domain 0]
interfaces ethO

[ptp_domain 1]

interfaces ethl

4) BN FE ZAE A ntpd 128 NTP se4 it 2, 78 [timemaster] 7 BL A2 LU BRI entry,
chronyd &4 ntpd.

5) fEunfEH chronyd {4 NTP ik%5%s, fE[chrony.conf]=E A INAAM LT,
FEERI ) include /etc/chrony.confentry T .

6) fBRUfER ntpd /E 4 NTP IR%5-2%, fE[chrony.conf] - B s InA4h ik i, 768k
A1 include /etc/ntp.confentry T

7) fE[ptpdl.conflF B, VS IIATAT K ZEHE D13 ptpdl A= i Bc B SRk 1.

8) fE[chronyd] 7B, WIAEMIAr447, 4% timemaster 15 in] I % i 2 75 EEAL 14
2 chronyd.

9) TE[ntpd] 7B, WHIMEMIaTAAT, 8% timemaster Ujlnl i iZ Ay & 7 B L #H A
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ntpd.

10) fE[phc2sys) B, WML ar 24T, 244% timemaster 15 [ B 1% iy & 75 2% 18
% phc2sys.

11) 7E[ptpal) B, WIMEMI 24T, 448 timemaster 15 [ B % & 7% EEH 2
ptp4l.

12) PRAFECE SO, S timemaster.

~]# systemctl restart timemaster

6.6.11. 1R RHER

ptp4l F1 phc2sys I H e Be B 48 H ¥ 1) adaptive servo. Xf T PI servo K
U, ERMAETAFTERE P A E M. £ ptpdl AT, 7FELE
fete/ptp4l.conf BL B XA ML FAT:

clock_servo linreg

5 )5 ptpdl %
~# systemctl restart ptp4l

7 phe2sys HEF, 75 ELAE fetc/sysconfig/phe2sys Bo B SCAFAR I LA R 47
-E linreg

H J5 phc2sys %%

~]J# systemctl restart phc2sys
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B-LE W E3ME

71, RghiETHR

ERCE RG22 A, HEREEERAM RGE BN R BT, By, N
SITE QAT S N N AE R . AT R 2 (], R XA R, DARIEAEE ATt
PRI B A A o AN U0 B A feT A FH LA F7 S5 13 >R MG 1) b RBEL B i 25 25 4
RGFRRXEEL.

7.1.1. BRERGHE
7.1.1.1. {EH ps fin 4

Ps fr & R RGUSITHENGE B Bl — N RESTIER, B B2
MIEPAT 2 I RGISAT PIHERE I — AU . 0 SR AR KR R T S R A 2R
T FR LA top i M RGN

WRARF AT RS T A 3ERE, PTUAE shell LA A a0 R a4

ps ax

PRSI RS, ps ax 6@ 2 RonHERER) PID, BEREMKPN 10 %0, 3t
PR, BERE ST CPU I IH], AT AT TR 44 5 il

~18 ps ax

IR SRR A L, TS

ps aux

K% T ps ax IR UEIE EAL, ps aux b R EREHEE L 7, SRS H
CPU FIWNAERIE 73 b, L5 N B B 7 REAUL N A7 RN AR 28 e 38 N A7 (1) K
N, FEREIF RIS AT B TH]

AT LA F ps fim &A1 grep fr S WA AR EB R UER GEIBIT. B, 2
HIE Emacs #& 5 EI21T, T IX A4

~]$ ps ax | grep emacs

A XA A AT 56 % 53, £ ps(1) man T
7.1.1.2. M top dr %

Top fir 2 7R Rt Ia AT PRSI 5158 . ek 2 Bon s B afERaE
BIFIE], 4HT CPU MNAERIE A ZR, 1247 R S 2. IR AT LI iR i 5
B R, BT DAgs BERE HR P R AL — AR
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1547 top 7%, 1E shell B AL R4

top

XTTHH E3ERE, top A& on iR I PID, AR T A & 447, RSk
¢, #EFE NICE {8, #ERRMAHMEMANLE, HRMHK AR BE N, 21
ERH RS NAE, BERRRPIRES, #ERRMEH N AFH CPU I E 40 b, 2 5 H CPU
(RIS [ AT AT AT SRR 44 5

TR AT top — & FH B BBy 2

R 8-1 ZZH top e

e iR
[Space] ARV RN
[h] BN B 4
] AICHFE . IR R NEFE ID DARERIES T IE
=l
[n] R ORI R . B PRRNBE
[u] e H P A
[M] N EHF
[P] ¥ CPU i H Z4F 7
[q] B top

7.1.13. FH ARG RET A
F PRl DUE R G la 1 T B A _E &S B M SRR, SRR s 2%
PLERIEIERE . FFER->Fi B R ->RG RS T, .
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RRLAS [ x |

LiREM) KEE FE(V) BEHEH)
e AE  XHRY%

Fi—o%h. EO#. +TRSHNTHREHE: 011, 003, 001

#HEZ v K& % CPU  Nice ID ME  FEEE Lo R
[8]accounts-daemon BT 0 0 1378 9.8 M do_sys_poll accounts-daemon.se -
=17
acpi_thermal_pm ET 0 -20 110 FaJf rescuer_thread 25
BT 3 =
activation-daemon BT ] 0 3984 17.2 I do_sys_poll dbus.service =
BT L3
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope g
[Elagent EFH 0 0 2686 6.9 M do_sys_poll session-4.scope %
agetty =17 0 0 2188 1.1 M do_select serial-getty@ttyAMA [F%
=T ®
0

Bata_sff =7t -20 43 A oJf rescuer_thread E[3-1=1
4 »

& 7-1 #E

XA IERE, Raihxr TRESERERENLT, W&, #HE NICE 14,
HEFEAE FH N AFAN CPU B E 4 b, ERR A0 PID, SRR 45 il A bR &8 i
Y. I R A AT DO HERR B R BOA B EEAT T s U R RS
BINR G s THS BR (g H P SR, B g EE5 28 T
ANRBEI, ] DA S
> BRI
> BRI
> BE UG R
> AR
> Ak, AR A TN ER:
> RUE RS
> kP HERE G R ST HERE

7.12. BENFEHBR

7.1.2.1. ffiH free %

1] free AT LAEH RS WA C LM M NAE, £ shell TN 6y

B

free

Free iy 4 1] LA (LY BE W AZ AIAZ e 23 (A OAE B . BRI LB R AR &, i
FINAE RN, ZFRWNAE RN, FEERF RN, buff KN cache HIR/INCA f &
B H. #lFuF:

~1$ free

% 175 | / H£276]



o b BB 2 2 5 25 SR 1 2R BRIV 7.0 R S5 B R
RN free LT BoRk/DN, SR AR DLIK B /] LAb-m 3R T, WK

~]$ free -m

7122 HARGHETH
ARG TR B AR 28 DURT LA 2R 5 25 I A7 R/ LA H 114
Ko, R BHIRAR 2 WA RS A IS DL

RALNE Ex
BMEM) KE(E) JFAHV) BHEH)
#E AR XARK
CPU
g . —_— N
Il cPur 1.0% Il cPu2 10 Il cPus 123 I cPus 10%
RENZRAHE
EM24GB (64.8%), SE273.8GB B/ 12.7MB (0.8%), 22X 1.6GB
REHE
4; EEER 11.4 KB/# ‘ FELRZ 490.0 KB/#
SHEEK 5.3 MB SiERE 387.8 MB
& 72 BE

TEWAF NS oy X BT, R G H% TR SR AERIAZ 03 IX (1) )77 s 4 FH P R
FUAER PN AFAIAE 4053 IX 1 R/ BA B AT 26
713. BF CPUfEH
7131 fFHRGHE TR

MRS TSR R4 CPU TSN, £ CPU &, RGME TAR
7~ CPU [ 7 S A H 2 A CPU 4 i H 2 i) R B B PO & AU R4
7.1.3.2. ffiH Isblk #r4

Isblk iy 4 0] DL 7R R4 0] LA R 45 . B0 EE blkid #4245 2 15 B
g A% AR . BN udev EHUE B, KIIELAE root I P UM . BBk
#5132 T HEAE shell A0 R4

Isblk

B P s, 1sblk B R4, BRRES, WSS LU
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B, WA, W& RE, &R, R&EEgE. BT
~1$ Isblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

*-vda2 252:2 0 19.5G 0 part

|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

*-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRUA 1sblk i 4 DA B S5 K fin s 4, an SRABSRICE 2 198845 B -1
28, Bl

~1$ Isblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 Ivm [SWAP]
ARV 2ATIR T e 483, &F Isblk(8) man T/,

7.1.3.3. {# blkid fy4
blkid 52 ] LB R TR SR EE E. B2 root FLR, K ItIFE root H
PR Gefd F 1sblk £, DL root S5 1E shell HA U T A 4:

blkid

B—AHIH PG, blkid 2 EoRERATHENM, #lin UUID, S R 4026
B, BhrdE. BT
~1# blkid
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"
/dev/mapper/vg_kvm-lv_root: UUID="a07b967¢c-71a0-4925-ab02-
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aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg kvm-lv_swap: UUID="d7ef54ca-9c41-4de4-aclb-
4193b0c1ddb6"
TYPE="swap"

BRI blkid fir &= Ron A Al HAGER BE o IR R R —BRBe %, HEAE
e TN 4 44«

blkid device name

Bltn, E/REE/devivdal 5 R, LA root A P AR ¥ A T2

~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9¢421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"

£ _ETH (1 2 A -p All-o B TR PAEREUE 22 4015{5 ., fn 2[RI 7 2L root
BUIR o

blkid -po udev /dev/vdal

B4

~]# bl kid -poudev/dev/vd al

ID_FS UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84

ID_FS UUID ENC=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0

ID_FS TYPE=ext4

ID_FS USAGE=filesystem

B R Ha AT 52 ¥ 53%, £ blkid(8) man T/
7.1.3.4. fd ] findmnt £ 4
findmnt iy 2 8 RECU AT S RS, 1E shell BEIALI T4

findmnt

BIIHESCE RS, findmnt 67 BoR R A, RS, ORGSR
IEEPNIEES- S
Bilan.
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-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
/ fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2,inode64, noquota
}=#/proc proc proc
rw,nosuid, nodev, noexec, relatime
| F/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw, relatime
b=+sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DUR RSG5 M5 H SO RS, a0 RABSRIE 2 &5 S m-1
24, filn:

findmnt -1

(ZLUE

~1$ findmnt -1

T A Dk B R SRR R Sk R G, (8-t 1R TR, S5 T B S R G,
(LU

findmnt —t type

Bln, SaRPra R xfs RS

~]$ find mnt -t xfs

A RA HAr TR 56 8 5132, A% findmnt(8) man FHf.

7.1.35. fiiH df w4
df fy &% RG2S AR 2, 76 shell LA AN T fir 2

df

H— MV CH RS, df S BR XRG4 T, K (BLK F
TN, A S (A M F RS, R A8 2 TR el s KN SO 3 - 45
TR
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~]$ df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot
BRI df fr 2 om0 ORIy CBA K S5 N A0, WA= Tal s S i, A o)
R AR HE (UL K A5 88D BB PA M -5 F G 579 s /5 Z24%6 H -h e 1,
2R ITA] LLLL 55 3205 AR 2R s BE A 2 T8 R0
Bl .

~1]$ df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /

tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot
AR AT R 56 8 83%, &F df(1) man T
7.1.36. M/ du v

du 7] LLEF AR/ du a & AINSE0T DL R B H s 3e

(RN Hn :
~1$ du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla
15004 .
UGN T, du dr AT N A SR B RO S O . anSRAE DL 5 i3k
Ji30 (MB 1 GB) &7 K/h, LIRS £-ho Hl40;
~]$ du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

15M .

TEHIRRE du f 42 Bos 21T B A SCHRONMORT, i R Eo8 B3
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e bR BB 2 TR 55 SR U R AV T.0 R G B L T
SO R SRR /N AT AR NS 3-s, 5 2 »

~]$ du-sh

15M .

AR A AT I 7E 8K, BE du(l) man T

7137 (ARG EE T A
ERG W1 T HB S RG2S U] LA KRR 7 N EF SO R G AL EE

2[R RAE FA O

RHALNS E

SiaE(v) BWE(E) #HR(V) BBMH

#HE #AE XARE

- BR v XE OBm R QL ER

,‘:Idev!mawer{klas-rvut ! xfs 13.2GB 14GB 14GB 11.8GB

I /dev/sda2 /boot xfs 1.16GB 689.6 MB 689.6 MB 373.7 M ([l 35%

I /dev/sdal /boot/efi viat 209.5 MB 203.5 MB 203.5MB 6.0 MB| 2%

D,’dewsro /run/media/root/Kylin-Server-10 iso9660 3.9 GB 0FH 0FH 3.9 GB

& 7-3 XHRSG%

MK R S, RS TR B wes, HbsgdEm, X
RGERAUMURNN, il 2 1) A5 FH RN A K/

7.14. BEEHER

7.1.4.1. {EH Ispci AT %
Ispei a2 A LR IR PCL 4k ERIX&E R, BRITE 1) PCI WA 7E shell B

BN

~1$ Ispci

AT DA T -v e T S e a6 RS JS,, A8 -v e T HY e A SE VR BAE B

~1$ Ispci -v

A XA Har TR 568 513, £ 1spci(8) man FHf .
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7.1.4.2. f#H] Isusb iy 4
Isusb 7% 7] LN usb 4415 B o EFTA B usb W45 B AE shell B A
m s

~1$ lsusb

AT ATS In-v Z 8RR W& VRIS B .

~]$ Isusb -v

AR ar SATIEDU TR SR, BF Isusb(8) man F .

7.1.4.3. {fH Iscpu 4
Iscpu f 2 W MHT RAEN cpu B, BEEAH cpu 20H, M, B5, X
%, A, cpu RIHZEAFESE, 1E shell Fi A4 :

~1$ Iscpu
BRI g SATIEDI e FK, &F Iscpu(l) man FH.

7.15. MEBALHR
H b BEDRES 1 2 R 55 8 B R GU KA 51 N T 38 R AR A 4 ML o X AN AL
Ajj DIMMs W8 N A7 £ R AL AR iR A A2 S ML S BB 5%, FF HAER RS 5= 1A H
PSR o B P 2 A B SR 3 3EFE rasdaemon 247 35 A LI 4 H P AZ AL ) R
A P SE PR AT PR AT 4R 4P PR RS R AT, JRICREAT. XA ThAE LART T edac-utils
Pk, PSR B 4 HERE rasdaemon FR A

4% rasdaemon 75 5 root FLIR

~]# yum install rasdaemon

JABN RS AT

~]# systemctl start rasdaemon

BN T T A 2 B i 2 12 Pt T

~1$ rasdaemon --help

A 1E rasdaemon(8) man Ffit B 0T 1A Hifik
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ras-mc-ctl [ B2t 7 —Fn] DIfEH EDAC BXsh i /7%, R AUl fy4n] LA
BE A LI,

~]$ ras-mc-ctl --help

A 1E ras-me-ctl (8) man FM il WA ik .

7.1.6. fEF Net-SNMP W66

HbR LB = % R 55 S 4 1E R AL HE Net-SNMP A&, A aHs—4
RIEI AT (0 17 B R 2 A5 TR M. (SNMP) ARHH . AR HH S H SRR A S FH AR 57
AU TR E R G RS ReEdR 4 — R T H, X8 T H AR FF SNMP
.

ARHIME T TR E Net-SNMP AR FEIE L /0 2% 22 4 B i1k R 3t 1 A
SNMP UK ZE A B SNMP AC 3 DU (i 52 LIV REFE 45 -
7.1.6.1. ‘%% Net-SNMP

Net-SNMP 2 11 0] 4 Sy b LIS 1 SR 55 2834 RGUAKEE VT RATRRI
—41 RPM #fhl. 4% 8-2 A Net-SNMP i Aubiid 1AM EiIm A

% 8-2 FFH Net-SNMP {1
KiHa RO
net-snmp SNMP CEE P BERE AN SCRY 1 RE A 75 EEIX AN .
net-snmp-libs | netsnmp FENHRIPHE BE B E (MIBs). i th M e 24 75 22

XA

net-snmp-utils | SNMP % /7 551 41 snmpget A1 snmpwalk. 75 ZZ 4L LA
#rif) SNMP 2 4t K1 RE XL

net-snmp-perl | mib2c F£/FF1 NetSNMP Perl bk . A0 & HH vl i 1@ iE HE AL 1Y

net-snmp-python | Python ['] SNMP %% F'uii 72 . AL 2 Hh ml Jk il i FR 1Y

LA AN AL a0 ] yum A4

yum install package...

Bltn, 2 BEAEARAT R TP ) SNMP ARHL SE 4 i REFT SNMP 2%
uii, LA root A0 ALE shell AT R4

~]# yum install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 15T Net-SNMP =74 i fe

net-snmp P SNMP ARELSFHIEFE snmpd. AT & HEA W] J5
31, A5 I FVE BT 5 3 snmpd ARSS ME S o B RTE HAr LIBE = IR 55 B B VE R Gk
1 VT RGNE FIRSS I VE4IME BE 2 0 5.1 [ systemd & B R GRS

JRBNRS

1247 snmpd R %5 LA root S 7E shell BEA U1 T 54

systemctl start snmpd.service

P B 5 (L AE R GUR 3 A B 2 IRIs AT A T a4

systemctl enable snmpd.service

(AN ES
% 1k snmpd 45 LA root S i 7E shell SN T Ay

systemctl stop snmpd.service

Fic Bk 55 (6 AR R SR B R I AT UaisAT, AW~ a2

systemctl disable snmpd.service

HH RS
# J3 snmpd Ik 55 LA root S5 7E shell FEA U 74

systemctl restart snmpd.service

A 7 LIRS FE B T IR . BRI R, TR LR %, 2
(LU fir s

systemctl reload snmpd.service

X 43847 snmp IR55 2% BT NG B
7.1.6.3. fic & Net-SNMP
FAE L Net-SNMP PSP IBCE, JwiH/etc/snmp/snmpd.conf Bt E
14 o AR LI = IR S5 AR R RS VT A BB snmpd.conf OB K =
TERE, JFAT DM — MR G AR T B A AR A
AN FEEZNAWNME WS ERSE BB EWIE. AXTTHRE
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B2 MTELNE R, 162 snmpd.conf(5)F- M. AL, 7E net-snmp HAFELHEA
—AN4 0y snmpd.conf HJSEFHARRE, A BLAISR AZZ B.5 A ARG & .
T EE B 2 net-snmp-util 31F AL 06 A 22 A% 8 e AT B AR TS TR 1
snmpwalk SZH 2T .

systemctl reload snmpd.service

HEARGER
Net-SNMP J#id KRG 4L 7 — L E AR 245 B #lan, TR snmpwalk
F i 4 Eon B B & RS

~]# snmpwalk -v2c¢ -c public localhost system

FRATEOL T, sysName Xf R4 % B N EHL4 . sysLocation F1 sysContact Xf 5
A] PLTE /etc/snmp/snmpd.conf SCAFIE T 27 syslocation A1 syscontact /R 4% it & .
Bi4n:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX ~Admin <admin@ example.com>
EMEE G, EFNEACE, JHEE ERGET snompwalk @y &I — T
Pie B e A A R

~]# systemctl reload snmp.service

~]# snmpwalk -v2c¢ -c public localhost system

Hc B AR

Net-SNMP AREL PR 7 SCREAT A =N R SNMP B ATPAMRRA (1
A 2¢) T8 A8 FH T £ SR AL 18T 5 ) B O BRE o 2 AT A S AR N M ART 25 P o S
MREF 2 RLZ WS . ZF PR EHA RIS, KIAARA LR,
SNMP PR 3 WSR-S A 2 M il i A DGIERIE S 0%S o Net-SNMP fLEEIE
SCHF SSHiiE, fEH X.509 UEF5H TLS AiEA Kerberos tAE.

Ed B SNMP JRA& 2¢

ERCE SNMP A 2¢ HI#IX, 7E/etc/snmp/snmpd.conf Fit & X4 Ff# H RO
X E RW #EX 4. FRA Mk 2 W

directive community [source [OID]]

HA, community EFHLXZRFE, source s& IP HilikEL 7™, OID %
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SNMP RSl vs il J@ . B, Xtz g A S R G, %
2 A AR T BB AR DA A “kylin

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

] snmpwalk 7y 2 H- A 0-v Fl-c ZHnT LA &

~]# snmpwalk -v2c¢ -c kylin localhost system

Ec & SNMP it 3

FHCE SNMP A 3, f#iH] net-snmp-create-v3-user iy . a4 a4 insk H
#l/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A4, XA A AT PAEGY
B P B A . VR, net-snmp-create-v3-user it 2 R ARG IB1TH 4 R
BT, FHZRFIEIE T “admin”f J7, % “kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user i 2 ¥s Il rwuser 8§42 (BCUHE L1 -ro Ay 24T L T
H rouser) #l/etc/snmp/snmpd.conf HFIF AN rwcommunity F1 rocommunity f#% 3
LEIGE

directive user [no auth|auth|priv] [OID]

Hr, user 244, OID J& SNMP Mt . ERINEDL T, Net-SNMP
RN AVF EIETRBUNIER (auth JETD . noauth I AT LA foVF R LA 1E
3K, priv % G A FH 0% authpriv 26 5048 52 B15 3K 06 200368 1ot 352 ASURA [0 52 40 I

Biltn, NH—ATRRRTHS “admin”i5 15 1] B -

rwuser admin authpriv .1

NTMABE, EEPHAEZX TR snmp Hx, fEZHXTOIE
snmp.conf 34 (~/.snmp/snmp.conf), U T4

defVersion 3
defSecurityLevel authPriv
defSecurityName admin

defPassphrase kylinsnmp

snmpwalk iy 475 7 AT I 2 FH X LU A B A

~]$ snmpwalk -v3 localhost system

SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
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123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64

[output truncated]

7.1.6.4. WRHIEER

HH bR LR 1 20 R 55 B A F R G 1) Net-SNMP REEAE SNMP P b4t
T MRS R . IbAh, FTLUEIE A A RS 2 RPM BISIE, R4Y
RTIEAT RS R RGNS B B

ARTTHLAET KT OIDs 76 SNMP b (1M REMEA - & 8 R4t T % %% net-snmp-
utils BAEAL, FFH R P2 150 SNMP #, 1n 8.1.7.3 Bt BAUR ik r .

TR

4,5 Net-SNMP ] Host Resources MIB $&43t | E AL 7 v A2 e B4 A0 4044
MCE . #t% 8-3 FHI OIDs &i4h [ 7E MIB T AJ LFREUK AN FE ) OID

R 8-3 WK OIDs

OID Ei:3%)
HOST-RESOURCES-MIB::hrSystem WE-RRGEL, WisiTrE, M
FHEH, Fs TR .
HOST-RESOURCES-MIB::hrStorage A8 PN AE RN SCA: 2 e A A% v Kl
HOST-RESOURCES-MIB::hrDevices | B& FT A FIALEERS, 458 & ASC i

REGMIE.
HOST-RESOURCES-MIB::hrSWRun 5 A IEEIBAT IR 51K
HOST-RESOURCES-MIB:: B HER TR ANAM CPU SitE
hrSWRunPerf B, 3t B £ ok B T HOST-

RESOURCES-MIB::hrfSWRun.
HOST-RESOURCES- 75 RPM 4 FE R 8136

MIB::hrSWilnstalled
7E Host Resources MIB H, i —28n] F T8 R H ] {5 B SNMP £. T
T 45 751 7 HOST-RESOURCES-MIB:: hrFSTable:

~1% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 A "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 0-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0
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KT HOST -RESOURCES-MIB [ % £ {5 &, 7] A& % /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 3 {4

CPU MINfEEE

UCD-SNMP-MIB K 2 £ R 40t Re i /2 il . systemStats OID $2 it 1
— LIRS A T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

¥inlse, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Al ssCpuRawldle
OIDs &AL THEAS AL E R G0 5 ZAE T 1 K& I AL BRI 8] 76 A A% 2 8] 20
FA[E)EY /0 I 4EH A . ssRawSwapln Al ssRawSwapOut 1] # € R 4t N A7 & 15
FERITHEH A .

UCD-SNMP-MIB:: memory OID 1R % A H () W75 B AN free A 22540

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB #] £ &% 217 2 v ] SNMP ) UCD-SNMP-MIB:: 1aTable
S 1 a8, 5 4B AN 15 ek i 3R e

~]% snmptable localhost UCD-SNMP-MIB: :1laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig lalLoadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 o] 0.0RBOBO noError
2 Load-5 0.00 12 .00 0] 0.000000 noError
3 Load-15 0.00 12.00 c] 0.000000 noError
A RFFREELAS S

Host Resources MIB &30 F RGE K AK/MME G R . B RSG (BLK
%W A7) 7£ HO ST-RESOURCES-MIB: : hrStorageTable R H A — A

% 188 W / #276




CPITERRA

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST -RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize 1 HOST-RESOURCESMIB::
hrStorageUsed H* ) ODI # K i+ B A R G RIR B .
/O ¥ 1 UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT able
K HGE AT JEE R T EIEA R EE, 5 H OID f1 diskIONReadX Al
diskIO NWrittenX HARMETHEES, HT1E RS0 E SR B U 5 AP BE 4 15
~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA1S NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120
27 sda2 1486848 c] 332 o] ? ? ? 1486848
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
S EPS)

Interfaces MIB 2 2% 1% 1= .. IF-MIB::ifTable 2 7 —4> SNMP %,
ARG A O N A E A S BRI RIS IR AR B — AN H . N HPS
F N ifTabel 251, EER T RG LAY R 2542

~]$ snmptable -Cb localhost IF-MIB: : ifTable

WX 28 B MR HE IF-MIB: : ifOutOctets 1 IF-MIB: : ifInOctets $2ft. T
SNMP BRI RS FHE—MEO MR E.

~]$ snmpwalk localhost IF-MIB: : ifDescr
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¥ J& 1) Net-SNMP
Net-SNMP AREEAT DAY Jg 2R AERR IR A= RGeS BN S . X R a0
KA BE o) A ) WP e BR o B n, AR R FE R RS 15 0B S At
FEEIIERAS AT, B B FE T R BRI 8000 4
BINE 15 B s i 2 2 /b . 2 R A A ) mT A ] R4 R
RGN EE, X ARVFEAF R 57 #5000 X RakRe nT AL (i,
1400 10,000 2515 B2 H N1 5134 £ 100,000
EAE PR = R S5 AR R R G AT VT BN R RIS SNMP 4
J&& Net-SNMP A DR IR FH FE & G )Lk RABE il M H R o AT
M@ TS shell JIAFIRTE K] Perl fff kY AR .. RIXARSH net-snmp-utils
net-snmp-perl £ L& %24, [AINFH A AR AL VT 7] SNMP
i shell JAIAY & Net-SNMP
7E Net-SNMP RILFE AL T — A9 J& MIB (NET-SNMP-EXTEND-MIB), AJL)
IOk & WAEE B shell A . 245 %€ 1) shell Bl A Kiz1T, W M1
fetc/snmp/snmpd.conf LA extend $54 . — HiE X, REHIEALR B 1E
SNMP L& RSt o T B TR XIS, AR E AR R
httpd BEFE I ELE .
ER:
Net-SNMP AAE$Z(E 7 — AW RIPLEET proc ir &t AR B2 HE
H AT LA FE snmpd.conf (5)F 11 .
T shell JIAS 118 H A5 72 7E 25 5E I 8] 13 1) 2R 4t 384T 1 httpd BEFESR
#!/bin/sh
NUMPIDS="pgrep httpd | wc -I
exit SNUMPIDS
N TAEEA AL SNMP ERTH, #HIIAS S 2] KRGkt BRI E,
BB WTHATAL, FEEIN extend #5842/ etc/snmp/snmp.cof A4 . AN extend F54
iR S IR

extend name prog args

name fEARIR extend FIFFFH, prog /e ZITHFET, args RENTRTFHIZ
B Blan, Wi L shell JA & i 2] /usr/local/bin/check _apache.sh, T IHI 44
LU INAIA 2] SNMP ## .
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extend httpd_pids /bin/sh /usr/local/bin/check apache.sh

A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects H1 251 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd _pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent(4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

s:nsExtendInput."httpd_pids" = STRING:

i :nsExtendCacheTime."httpd_pids" = INTEGER: &
i :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
i :nsExtendRunType. "httpd_pids" = INTEGER: run-on-

rinsExtendStorage. "httpd_pids" = INTEGER:

rinsExtendStatus. "httpd_pids" = INTEGER: active(1)
:insExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd_pids" = STRING:
(insExtendOutNumLines."httpd_pids" = INTEGER: 1
iinsExtendResult."httpd_pids" = INTEGER: 8
rinsExtendOutLine. "httpd_pids".1 = STRING:

TR, BB E AR OrRpIFR S 8), FHe Lt 777858
Mo AT ERBERNZ B E, extend FE25EM T AFKIZSH. Hln, K
AT DA T8 52 UL AR 2 745 R AR 2, JF HARR Y — A SOR 4 R R R

NIEREEL

#!/bin/sh
PATTERN=$1
NUMPIDS="pgrep $PATTERN | wc -I

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b TR B AR B # DL 3 /usr/local/bin/check proc.sh T, 47 T I
fete/snmp/snmpd.conf LA 4842 7R H httpd F1 snmpd FIEFEEL

extend httpd_pids /bin/sh /usr/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /ust/local/bin/check proc.sh snmpd

NTH BB F B8 snmpwalk 4 % nsExtend Objects OID )4t -

% 191 W / #276/




CPITERRA

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

5
REHOR RS PR LE 0-255 BOVEHE o X T8 256 1, BE AT A F A1)
Pt (BN TR A By AR AR T

72. BEMEEHEXMH

HEXF2EE RGE SRS, iR, ks Bisfr B T .
ANEH HE S ARBE S, B, F—FE0A RS HESF, —F R 2H
TAERNHE, AT EeESHHE X

i A O 2 4 1) ) i, ik S RN I AZ SR B A B - R AR PR A 5
Raint, HEXHZAEEAHT .. AEHSER R LIRE H E X, T iE
H&EXX, DLAEHE X EEH 4.

— e H B — AN N rsyslogd ISPt REEE I . 1% rsyslogd SFAF ERE &
BAQ sysklogd ()— PR sm AR, JRERME 79 AL IERS, WEMEHERY, &M
P B 26 100, N\ i HE BB, 3 1 TCP B¢ UDP WG AT A& i« 75 2433 B 1 &2 rsyslogd
Y sysklogd /&A1

H & SCHIETT BLH journald SP4P i FEE T B, &~ 3r it FE 42 systemd HI4H
. journald ~FH#FEMIR RAHEHE, NWZHEHE, Y146 RAM AL E
WA s BN B bR BT B, DL IRSS AR A R Y, XLl B
HATRG, HRMEEH . AR HE SR, B —Fhai iz 5] — ik S
i, ool TR, FRRALSE R ERAE, T H e AR A TR EEH P ID BT
15 5. H journald A B H ESCAFAEBVAE L T AR —BEAAER, HEXHR
PRAFAE W A7 5/ run/log/journal/ H 5 NI E M X . il kB 2Bk Tl H W
17, UIERNREWRE, RFEFICTBRMER. B2, RETURNE - ES
i 7.5.5 fERERFLLAAAE . AT EAE R, WH2 W 7.5 FHBE.
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BN T, XWMEx LEIFFAEEM RS journald 73 HEFE & fF o ]
A FETH, Bt 7 LEOH T @ g4 B EE B s . @
journald 3B [ B8 4% % K F)/run/systemd/journal/syslog %7, W LA rsyslogd
HE— DAL B R . SR, rsyslogd BRIAIEIT imjournal p AL, MG T _Eik
MERT . BIERTLMEA omjournal HELM rsyslogd #| journald 7EAH & 77 M) A%
iR . 2 W, 7.2.7 Syslogd M55 A H B WA B B RAE LT SCA I H & S8
— B 7 AR ZEY, DA OR AT BE B R AR e Ble B8 T rsyslogd [RFREZS
Yo Fak, AT LA — B B X 4E S rsyslogd Hid . (2L 7.3Syslogd H
HEED
721 HEXHRIMLE

V2 rsyslogd 4E47 1) H & SCETE /ete/rsyslog.conf BC B S AF Hidsk . KL
(1) H B /var/log/ H3 T o — 288 FHARFP 4140 httpd AT samba 7£/var/log/ H 3%
THHBCKHBEX.

AT Re iR BfE /var/log Hsx NA 240 HE A T JE T ANE ()
4, cron-20100906), IXEEHCFARKA INFE B H GO F RIS (A 8k, H &S0/ F4
2%, L KN AS KK, Logrotate 15 T — N G115, B LRI
fete/logrotate.conf it B K H 2040 B H &SI, ZHC B U 7E ete/logrotate.d/ H 5% R .
7.2.2. Rsyslog FIEARE

Rsyslog ) 3= 2 h0 B SCHF 72 fete/rsyslog.conf. 7EIX B, &R LAIEE £ RTE 4,
RN JE A RN AN SRR 43 BAh, R n] DLUSCATE PR i i (UL
#5IF%0.
7.2.2.1. g

RN s i) —i 5, BiEFERGHEHER T8, LLATEHH—&8
a7, ‘AR R IE T TE BT 4 o BRI P Jete/rsyslog.conf FEC B SO e SCREN,
FE—AT RN & SO IERR AR, AN B A8 Bl R 55 73K

MRAE ik B, rsyslog BUAETRME T AER T NI RG HEWE . "THRE
WETTVE, WA BTSN, BT YRR, AT IR N Rk R I A

WE/ETRERFITLIES

B FH IR ox i 8 a1 77 ORI i R H BT B R A R T U B /AR T
R e, HIdIE syslog M BEET A KM HASHRREENILER. o)
AR, HMEH LRI

FACILITY.PRIORITY
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> FACILITY f55%E —MFE N T RIURE RN H SIS B, difEr Rauit
T SRR S R G H B3 S . FACILITY ] BLH DL R et 72 — (Bt
FARIL) kFIR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr (6),
news (7), uucp (8), cron (9), authpriv (10), ftp (11), A1 local0 through local7 (16 - 23).

> PRIORITY #i%E R4t HEHEHIILSES. PRIORITY Af LA LT oeHt ¥
Z— (BB E TR kRFIR: debug (7), info (6), notice (5), warning (4), err (3),
crit (2), alert (1), A1 emerg (0).

EREEARYE E NECE SR FERGHEHE .. B HESES (=) W
AILSed, 38 E MR R4 H BN SRty pra HAb I 58 Zor 4 2
W o AR, RSE R BT — (1), R T iZIE BT E R4 HEHE.

R Bk e oS, AT DM S () kg X e B il e gk (1%
Bk TR R BCE 25, 125 ZTeZ Ja). A% M e g it fadida
& H oM TN none. BRI FZMRAX KNS

TN ZNMREMRES, HiZS () BeEflait. BE—1The L2
wHE, Mo G) oRedl. R, ERFEaSa Ly Butv 8 o al m s,
B PAHRER R AR — SR e IR

. WEAETRAERRSIESR

PLR 2 A fE /ete/rsyslog.conf H 48 & ¥ B /2E TR e G i i JE 28 11 J LA 7 B 51
T BERFETAIRHKEI A ARG HEWEE, B0 S 2 A E S

kern.*

BRI RS H SR, RN crit 80w, AR

mail.crit

BRI cron HEHEER 7L 400 info AT debug ). A a1~ 4% K.

cron.!info,!debug

HTRERIIER

FET @R g2 vk YR R g H B BT JE 14, 40 timegenerated BY,
syslogtag. &0 LUK ERANTE & SR PEFME bL A, X BB A A 3R H% 8-4 LT @ PEntt
WHEAE SR LCRERE . B A R LR R R X 2 K/NE Y

ET R SR UE S G R, € Gz igds, TR EE:

:PROPERTY, [!]COMPARE OPERATION, "STRING"
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> PROPERTY & X 75 E L I8 M@ 1

> AEREILS (D) Jmf it U RGRE . R TR YRR IS RS H AT A SCREHR
AR /R I8 AT -

» COMPARE_OPERATION J& 1€ X T tLiRAE, 5Kk 8-4 BT Eik
(1) b A B AR J T T 1 ) BB

> PR EETE E BAE, HBEEER SRRt ZE DA E S
FEAL K . N T AT HFLE R AR AR (B —AN 515 CO), ARBHTZERF (D,

Ri% 8-4 BT RMERLEERIE

Compare-operation description
Contains A B ) 7 7 B A5 A AR AR F 20 A P 4R A 1R SO

PEF AR AR LG . BT R/ S UK L, (8 H
contains_1i.

isequal FLBHR (I 1 7455 R SCA SR IR 8 PR 74+ o« I
WZRILHC o

startswith R AR AL AT BRI SO (0 Ja8 1 5 45 H3 TSR UL IE 23R
ITAX I KNG LR, i startswith_io

regex PR LR POSIX BRE (BEAIEMIZRIAERD FISCAHT
AR B TR

ereregex ELE e i ) POSIX ERE (§7 & IR R IA T MSCAS P
AL JB P AT R

isempty REZBEMERENT . BT A — i %R

I, Ll BT REACIE AR, XA R AE R A A
£ BT REERTIES
PAF 22 W] #E/ete/rsyslog.conf 45 € £ T J& YL I S 2R 1K ) LMo 23 B O0A
HEEFAE error FRHHEMHE, 10FFis:

:msg, contains, "error"

B BEAR R4 Y host] SRR H ETH R .

:hostname, isequal, "host1"

EFEH H S B AEE fatal A error ©L2H 2 (8] B SCA

:msg, !regex, "fatal .* error"
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

HETFREAR IS g8
ST RIS PRSI & LEAR, M/RBF AR EFERGEHEHE.
He T RIAAXILUEZRAE FH rsyslog H O JHIATE 5 I8 F RainerScript AT, 7] PAR) 2
AR JE RS o
RN AT RIS L IER L H T

if EXPRESSION then ACTION else ACTION

> EXPRESSION J&PER/R B FHRIEN . Flan: NHfRERX
$msg startswi th' DEVNAME' or $syslogfacility-text = =" local0"& 7] LAE X £
ANERIERA, #H and & or HAER.
> ACTION J& AR A R R IA R MOy HEPAT RSN . X n] B —AN
—IEE, B EERIES KRR R R,
> FENEATHOTR, T ERIA A g As oSk if FioR . SR then 0
JF EXPRESSION Fll ACTION. ¥, tAILLHSCHE T else KA 2 MRLE B2 1
RFAFAFASEN A E AT
BT RIEAXHIRL ISR, AT DU R 5 s 2 ARt B 23Rk 5
M yEds . AT DLE A Rk s A P B /2 T it g ds . 0
[, BT @PErdIeds, ANEIAEX B . RainerScript SCRHAFE BRI %L re_match O
F re_extract () FJIENIFRIAZL,
5. BT RIEXKT B
THMFRE NG T MREZMF. progl F2FAIEE M H ST 4 B T8
B “test AT R B AN SO
if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progltest.log")

else
action(type="omfile" file="/var/log/proginotest.log")

}

BZHRT T REARIL JELR S H AL R . RainerSeript A2 rsyslog
Hrlc B AR, 152 7.2.3 AT E A 2.
7.2.2.2. 1TH

1T 4R ER T JE T B4 o T A — 28 T] DAAE S B R0 e SR
E:

FE4% syslog Y8 B2 H FH 304

FEAT IR syslog W BRI H B X2 SR & 12 58
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i bR 5 R 55 SRR R BRIV 7.0 R B T 5

FILTER PATH

FILTER AR5 FH 7 & #5800 H bR SO B8 A2 fdn, 1 T B ik B Fr
() corn syslog 11 /578 J5 K FLA7fi# 2l /var/log/cron U H .

cron.* /var/log/cron

PROAIEOLR, HESCF R AE R A 2 G0 H S H B el [F 2 . B S
bric C - ) AENSCIFESAR AR 266 RE B W [R5 -

FILTER -PATH

HEE, BURSAEER, MRRFLIEREETZRT. HZ, ZXMRE
LR REPERE, FRal 2 RGBT P 27 AR AR R PN H B E 2

145 5E B B AR ] DL RS EE A o 5 SO B —AN e SCfh A, 1B
BRG] R ORI o ShAS ST AR P BRI T S AN R« B STfF
RS (2) MRTSRRER:

FILTER ?DynamicFile

DynamicFile & — M4 Fk. 2T W€ R H T e da g e, &)

DA R A ST SR ¢ - O SREER RS, T LA — A8 50 BR i 2 M5EAR
(o

BIEMAAHZ X Window HRGHII i, A0 RIS FE 8 B SCA TR A7 18 1Y 28 3 B
/dev/console B, F4tH SV B AL R bRt iRk A A 31D 42 il
& (i FHEFPR 1)/dev/console [F]-AbEE)

T M4 kA syslogiH B

Rsyslog VAT Dl 2% Rz AR R G H EH S . MIhEe R vrisE—
EHEREHZ A FHN RS HEH L. ZH K syslog BB HHENL, E1EH
DL R8T

@ [(zNUMBER)JHOST:[PORT]

> at 715 (@) Rox syslog H B ZBMEH UDP Pl i 0. ZAEH
TCP ¥, WA at 75 5T FEA T (@@)-

> AL ZNUMBER &% B X 24t H & S zlib K48 . % NUMBER J& 14
FaE M EAESN (N1 - KB 9- &K R4 a5 H 3N H rsyslogd f 2, Wi
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AT AR 25V B 4, W RIE SN T 60 T A2 R4 .

> HOST J& & LA~ EALIEFE syslog 1 B o

> PORT J& M & L EN L

> MENLE X IPVe ik, FFRESHEHAE ([,

SEf: @I 4R IE syslog TH B

PR izl i 2 R, BrA SR8 s A —Aiiﬁé%&, HIRBEAEAT
PARB PTG HE) R Z% HERE B REER e+, 28 UDP Wil
W B 5 31 192.168.0.1.

** @ 192.168.0.1

{5 6514 ¥ 11 TCP ¥rCKs i B % /% £ example.com:

** (@ (@ example.com:6514

NHEZE(E B BA zlib (9 ZE4SH), HWgHFE /25[2001:db8:: 1], 4% fd | UDP
e

* % @ (29)[2001:db8::1]

@

T R TE 2 B TR 8 H RS AT DA R B B KRN o X0t H SR B
FEFHHG CAREAER, ES W 7224 HERE)., fiHBEEREAR LT
WHEENEEMES . i #E E #H Soutchannel 1§ 4 8 X . EE X
fete/rsyslog.conf fii HiIEE, 150 H LT iEE:

$outchannel NAME, FILE NAME, MAX_ SIZE, ACTION

> NAME J&1H485E 1 fi s i 2 5 .

» FILE_ NAME J@H+485€ 1t o4 . fthisiE R ge 5 A2k, &
AEE, %, BUHABSERIHH .

» MAX_SIZE J& 14858 1 30T IS KRR/, A5 g 5 p

> ACTION J& & S SUHF B KR NIAT N

> AP s AR AR B —NMT R, R

FILTER :omfile:$NAME

Ef: FHEER SRE
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N A A S E R T AR R H SR . i EiE S

$outchannel 54 E X :

$outchannel log_rotation, /var/log/test log.log, 104857600,

/home/joe/log rotation_script
i RN B BT A DL I T A syslog T 2., SREUH B 5 PUAT TS It

*.* :omfile:$log_rotation

— B[R] (ZEABIF 100 MB) #7i£%], /home/joe/ log_rotation_script 2> #
AT o ZIASTT LLEL S AT A ASCAF RS sh B A S AR N 2, g BRI N 2%, BR
HFMEMIBRE

Ri% syslog \H RSP

rsyslog JHILHEEH P 44 syslog {H B RIEZIFREMH P (AL 45
EZAT . BIRREZANHF, HiES () SREMNHF 4. BIEBRIES M
FxRWMAER P, HES (5.

PAT—NEFP

rsyslog P LUAEE 1) & 48 H B B HATHEF, FAEH system O W HTE shell
HHAT IR . RS —MEFRPUT, H () FRATSZm L. Bk, fiE
— AR A T B A 2, IR AR 3 B 45 E BT HAT S E N — IMT S

FILTER "EXECUTABLE; TEMPLATE

X BT ZIRAS B0 % H @i B EXECUTABLE 485 AR 7 AT A0 B . IXANFE
7] DURAT AR A R AT AT SCAF . S AR (1) 44 #R 5 4 TEMPLATE .

Bl PATEFF

FE T, BRI e R E T R HEH S, Hikad s
template FAR VLG HFAE NS AL LS test-program 727 .

* * “est-program;template

5.
MATART WL B LR AT shell $ATERAE, AIRESZ B FEAN. W
7 AT LA A SN B RTR € AT N EEHAT BIRE Y o 9 1 3 S AT Ao ] BE ) 22
A, 7875 EEAT Y shell $WAT4T .
i syslog 15 B BI%IE 2
T A R E S AE, WA RS HEH BT U EES AR EER.
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Hos S N IR R I R

:PLUGIN:DB_HOST, DB NAME,DB USER,DB PASSWORD;[TEMPLATE]

» PLUGIN i F %5 5E B, X Ledd o T DL B e 5 44 . (#ian,
ommysql i)

> DB _HOST J& M Fi & 50dh e i EAL 4
DB NAME J& 445 & 5 i 4
DB _USER J@& 48 E BB ER P -

DB _PASSWORD J& 145 i€ £ ds 2 FH - () 256G
TEMPLATE J&P£35 € — ME XL syslog 15 2 AR .

E%:

HHT, rsyslog R % MySQL F1 PostgreSQL ##& % . v 7 f# ] MySQL #
PostgreSQL 4 75 5 NIhfE, %% rsyslog-mysql A rsyslog-pgsql . M4, &
PRAETE LS B Jete/rsyslog.conf AL B SCAEINEAR N AR B .
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support

HZ KT rsyslog 5 5275 7.2.6 {1 H Rsyslog Fitk.

Fhh, AT UE A B omlibdb AR B4R £ 8 FH I Bl B D (S HE
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL ).

E3F syslog 1HE

T EFERELT B B BB (—) .

FILTER ~

FIAT RN EE R AR AT AT — 22 b B 1T, DARIE HATE S . iR
AR S E L R E, X2dEE AR, SWES N ERER 0 & &
FrERAE I 45 R T P 42 I 0 B ST R 45 e L B A B, A 31 B i R 45 SR
X LCAT NIRRT N BRI AT 157, — B B4 5715 )5 I i i & SRR i
AT WA INERKE R E

Bian, RN E S T AR cron (] syslog 1§ &

cron.* ~
EXZITAH
XFR—ANER, BH TR E 2 M. N—MEHEER T 2 #EE,

—MTNEERM—1T, FHFHFSEIH (&) F5&F:
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ikt b BB 25 PR 25 B ME RGPV 7.0 R G0 1 B T
FILTER ACTION
& ACTION
& ACTION

T MRS 1 A BA R I RARYERE, AL 3% 2 /5 2 ERT Al

7.22.3. &[S

2 JRFE A RIE T rsyslogd SFH AR FIIC B IR I, AhA 138 248 € 5 € TilE
B RIE, 1ZE 25 rsyslogd SFH R AT ABGENE N . BTG 4 RiE4
WA ETCFS (8. RAE-MESRZEITHE. M2 12 RELS0E T,
HAa 7w 25 HEH B IR KA

$MainMsgQueueSize 50000

KA A BRI/ 10000 M5B, € A BLy T 1 T SR 7 BT

18 7] LAAE fete/rsyslog.conf AL B XA & X282 . — MR I FrE B
BIRIHIAT N, BEIFE MR8 50— F a2 . 4 )R 4 T USRI E AT
N, BFIATR . BrA e BB B AR 2 e B AR AT IS H AR . Hir, —
AT A% SN C 20T A T DL USSRl A (7.2.3 (6B i B RS 0D .
IR, A )2 R 4R V5RO IR S S SR
7224 HERH

T & — M) B H /ete/logrotate.conf FiC B SCAH-1 -
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
A IC B SR A AT R A g, Hod T H B a3k
MR+, HESCHEEFERE, 80 HESCHRE A2, Fraries HE
AR gzip 4RI .gz BIRS . DS Sk PFAEATAT 2R, Ao g,
REmT LU E 1 B B30 e G E IR, FER HRE AR 2 Ras W) S . SR
M, U7 {E/etc/logrotate.d/directory H 3% F NG B H & S4B 2 5t i e B
SO, FEAERC B G B R T
NI & — M E/ete/logrotate.d/ H 3% T FE & ST R T
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/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd
endscript

}

2 O BC B I N/ var/log/messages H & SCHACE - 7ERTBERIE LT,
R ENEERE G RIEE. Bk, &M /var/log/messages H & U LR
B, AN 4 Rk TUE SCE SCHRIDY R o

IR EAR A AR, AT DR ) A B E S B

> weekly- 7€ H SR B WOV, KPR St T
daily

monthly
yearly
> compress-fi BEFE B AR Thae, AR ar L BFE T
nocompress
compressemd — 55 T R4 1 2
uncompresscmd
compressext — 18 & FH T K45 K5 f&2.
compressopttions — 18 E FH T A& 45 F2 7 1) R 4 e Tt
delaycompress — 1Bt 46 B 2 T — M2 8 JH
> rotate INTEGER 457 | — N HE X & R H, BEBHKH
BB I BR B NS 27 21— MR f il . anRFE M 0, IHIH S ST,
mAzRE.
> mail ADDRESS -IViR T, 4% 2 I H E SO R ARk . SR
R
nomail
maifirst-i5 & R 2505 1) H B SOl ar, BUHE H E SRR -
Maillast- 5 & 2K HE SO IBE, 08 0 HEXFEAMIE . HBEF
DIREFT I, e I0T 2 BRI 10
KT E LI 8 848 2 511K 2% logrotata(5) T 7L
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7.2.3. EAFHERERRX
bR IR = I 55 B4R E R A A 2 2R 1 rsyslog BLERIN TG /RT T 8 Fi,
AL B . XA B B A U B bR R, SR, B A e
TLLETE R ) ZE R B 1 DL R R . TEYE T 5 1 {8 BE 2 0B T RainerScript HIAHD &
Ab PR S TE AR o 158 B AT SR B S HF B BRIAAE Jete/rsyslog.conf FC B SCAFHF A -
RainerScript & —MEAET, B7EH T OB W2 H A B FAF LB,
%140 rsyslog. RainerScript fiz 572 2K € TRk A pid ygds, W 7.2.2.1 i
TP o T 3Rk AU B A% 1 F 15 . RainerScript 7E rsyslog7 (IR AHH SEHL T input
() Fl ruleset (), HAVFATiR/etc/rsyslog.conf Bt & A4 5 NGHT B . HiHiE
EAR A FEAET, R EEMUN,SEE NS EULESER), WA, 1T
N, KR, RREEINEL. J‘?_iIﬁEI‘J‘/EI FH PR ] o X IGsmAT e, FRRRACT I8 B
R E I E R ECE A — D R E TR LSS A LD RE AT IREEH AT LU,
BRI RAEFEE T LA
5 1R RS 1 2 2 0 B L3
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state

$InputRunFileMonitor
[ B T B BT O BE B TR A IR
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")

X SRR B P SR E , R TR, IF BRIt 7
HIZ4TIEEE . A 9% RainerScript 1IE RIS M MG R, S WAEL IR
7.23.1. ML

BRFIRAE 2 25, rsyslog ALFRH S EHAEINE SCo R H Ik 98 25 A1 A0 2R 2%
R EBEHAT I EEE A . 7E/etc/rsyslog.conf SCAFHAITHARLIN, FTA BR8] DLAE
AN B H ST R PEAS o Bk BRI UG T2 — RN, FE4RSE, ERPTA REL
T8 L 28 g A B i P 38 L L B — ) 5 5

SR, BRI RT3 AN 5] 7 BUPR R B o AE RN A v, 8T AR i) B
M5z, Rag B A BuE I E L —HI0 e 2% € B AT 3T rsyslog 1)
PERE . HA)TE U, FELLIRY I BAS T I8E G B VAR B, AL () I 2%
AT LBk . 7 /etc/rsyslog.conf FRIH BRI EE & AN R B
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$RuleSet rulesetname
rule

rule2

25— M MBE S BN ER 1, B0E BN SEGER AL, 4 F -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 T HIBC E M, input (O Fl ruleset OO WHEAJPATHLREE . Hrig =l
FI R 27 /ete/rsyslog.conf HH 58 X, U R Fizs:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?

}
RN AL PR IR FT B 4t rulesetname. ZFNIEE A FRARELL RSYSLOG
B, BN AR AR E R, it rsyslog f# . RSYSLOG DefaultRuleset &
NXRAE B RRUNAE, 05 B A o AR AR AT . AE RIS R0
rule A1 rule2 &, %&AJLLE SO BE-#RAE A NN . T TR S48, BT URE
FIN) £ 1 PN 350 i 0 ) £ B AT T
SIS, BREREEEH THA2HmA:

input(type="input_type" port="port num" ruleset="rulesetname");

X HE A LLETE input_type WRAHIAE S, X2 EEERE R, BiF @
port num - ¥ [, HAMSE, W file 5 tag AT LA FHE5E input O. FHFLNIEE
(1) PR 4 rulesetname. 5 — AN B AR BIBRAE RN AE Fhdi e, BROAREIN £
E LY

7.2.3.2. Sysklogd AR %5 [ Fe 2=t
rsyslog 2 5 fiE it -c P ifis & A A B, (HAESE 8 A SCHF, [FIFE, Sysklogd
PR I A AT IR T Lk i, S RE G 38 e T 2 Ay AT IR IUAC & rsyslog. (HA&, ]
DA 2 MR AN $8 A B & rsyslogd KABAG 14 sysklogd AHIAT M.
B2 R T AR rsyslogd EITHIE B 2% rsyslogd (8) FMii.
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7.2.4. £ Rsyslog A%

FAZIFH T1E rsyslog BIZHAF 2 4L N 7S, M FEEARERGHEHE.
TEBNBIMLE T, rsyslog REMS IR AR BE 2 ANH ., FF 0] LA 2 ANMT 0 BANE BT
ZI N o rsyslog FIELHE LA Q1R :

% g c

Action Processor output

Parser

& Action G
Fllt.er Processor output
Engine 7

output

& 7-4 Rsyslog H1{H B

Toit rsyslog fHABHEEEIE S, B NE L TR, ReHHNE
FFEVH SBT3 S ST At A FEAL 8 2R AL B 25
FUU AL EE 28 2 — M@ AL JE 5 2. (R, 7E/etc/rsyslog.conf & SCHTHL
FEFH o FET KGRI, 2R A HE SR VT AL MR B AT - BT N ER EH D
IFHAT BAF o 1 S I A Z 1A% 356 BIAT N AL B 8 B 272 AE A N I S o T, AR
— b, JUMT AR LAFEIB Y —AMEREiT. 8 TEANEB, —ANH B E I
S E  EZE RS ST
RABMTN—ADBAIIE T RER) . ARG E AN, 1295 20T DLIE AR A% 2
AT R ZR AN @I AT BAS o X E BRG] (IR0 AT A . fEM H R R
WG LT, AT ARSI ENPATEAS, — BN TR R RE S, AT b PR ES 3o 2L
R HE, HXRER.
25 EPTIR, rsyslog BA\FIA I E : TLib Xt 5N B EEA— D EHE
A B FR) R 1T B AE 25 Fh R A 1 i AT VR B VR BB R AT TR o BAZIAA P> 32 20 A
BEHR 24 e i S AL B e :
> EATRNGEMES, 1E rsyslog W5 43 BS AR P23 FIVE 2
> BNV IFATHATIH R .
Britbz A, BAFIAT LAR ) LARAS B 4R 2 3 B B R N R Gt it R . X
e 0 B IR IE LR & 4
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A,

R A VR AR IR —NE R, A AR R T BB . anRAEBAT
W, FINFHZE, BERIEA . R BH 3 B S AN FH ZE 1 S A . 7
WA B HAT SRS OL T, X2 MmN e R, lanfH IR SSH H &l %,
Xt >k PHAE SSH Ulal e PRl i IR L3 ek ) 26 2 O 380 H5 i P () i L sl
& AT NI Z
7.24.1. 5E SLBAF

MR HE T S AEW A7, 23 A LR R AL BA %1 direct, in-memory, disk F disk-
assisted, ¢) 721 FH BFIBA B /& in-memory . & 7] DL FRxX SRR Horp 2 —4FE A &
BEE A, WA DAEABATBAS . 4 T S A 8 0 2 /ete/rsyslog.conf SCAH-:

$objectQueueType queue type

X E, ATy EWH RS (H MainMsg Bt object) i TBASI (H
action 8% object) HIIHE. H direct, linkedlist B¢ fixedarray (in-memory A
%), Y disk Bt queue type.

BRI E ETH B2 FixedArray PAFI, 5 KA7AE 10000 NHE . HATBAS
BRI\ BN Direct A1

Direct BA%

X VF 22 Al R, lan, S N BRSO, EPAT RN — NS
FATER) . N TR, AT

$objectQueueType Direct

i | MainMsg # Action &4 object, X NI #] DL £E 3 B BAF1 B & 1
AT BT % T direct BAFI, 1 B EALIE, B IRRMNA = F AL B 23 .

Disk A%

disk BABIAEAitri BRI RE AL SR B 2%, XA EAT = AT 52, (H 2 I vl R
I U B8 1. b TR ks E R H SR AR HE, K
ZHABIPAEWER disk BAFI. 2% E disk A%, fE/etc/rsyslog.conf HFEEAN
AT N2

$objectQueueType Disk

i MainMsg 53 Action 4% object,iX ML I 1T LA 7E =9 J5 A B B3 1
1T BB . disk BAFIE ANE 53, BRIAK/NA 10 MB. EERIAK/NAT DL i T T
IEC B4R 2 AT 20
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$objectQueueMaxFileSize size

Hr, size For disk BAFIHIR/N o 18 SCHTR/NR SAS R BRI T, rsyslog A
EHAN—TEENNGIZE, RIS RN . disk BAS IR A Bl
I SCAFARVLEC . IX S i 44 T8 2 00 F BT

$objectQueueFilename name

XNERB S EE T 3B ATH . HoCHEA L, 7 AN, S in—
AT
In-memory BA%)
£ in-memory BAFIH, HERA )T B4 CRAFAE N AR, IXAEAF XA I R R PR
T 5 A B E o R B G AL, W HERA B B AR K Rk HE, AT ULfE A
$ActionQueueSaveOnShutdown 1% & K AL AT LrA7-Z 3 - A P AP in-memory A
1
> FixedArray queue —BRIAFZVH EBNFI, &K 10,000 Moz, XFp
SRR BAF A FH 8] 5 T390 L O B AR AF A F e R 4B 5T BT X B4R 4,
RIS A Z N S s HFE— E EAF s . SR80, FixedArray 34t 1 i)z
ITIERE, SRR E SAR X R A E R RE,  ERA 2 S R
» LinkedList queue —iX B, — MR B A G #Z s 2 B, FIit,
A2 AR TS BN 0t . LinkedList FYBAF AL EE A 7R i 2 R 0 8 B 5 47
E— MBI T, 4 LinkedList BAZIAHLL T FixedArray FA%1, ‘B {HFERE /D
INAE, IR T AL FRIT4H .
BC# in-memory PAFI {5 F T T 115

$objectQueueType LinkedList
$objectQueueType FixedArray

i Fl MainMsg 53 Action &1 object, X /M 1 AT DA AE 3= 1 S A A 5 & 1
17 B BAF .

disk-assisted in-memory BA %]

disk H1 in-memory PAFIERA & H B A rsyslog k&R DL H A H A disk-
assisted in-memory A%, NIk, FCE —IEH B in-memory PA%I4A J5 ¥ 0
$bjectQueueFileName 184 1] & XCNWEEL IR BRI SCHE 4 o IXANBABI B AS Al disk-
assisted, IXEFRFE in-memory PAFI 5 disk PA %I S HE

W in-memory BAZ O EH FERHLEH BEAER disk BAZIBEGS . £
disk-assisted AFIH, 7] LLIAJES ¢ & disk-specific B in-memory specific Fit & 4.
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PSS AL Y BAS AT e A i K, e AT BEA I TRJ I AT AT AN W] 5 B4 AR RS 0 A

H.

8 7€ disk-assisted in-memory BAFIf# F so-called 7K E[l:
$objectQueueHighWatermark number

$objectQueueLowWatermark number

f H MainMsg B(# Action &1 object,iX /™1 1 A] LA £ 3 78 2 BA B B
ITIHEF A v AR EORTE BB A number. 24 in-memory PA %13 £
T KA E CHEC, EOT IR BB WAL, I — B RF2EH] in-memory FAZIK
N RS SAUKETE CHECR . B0 B KBS S AS B A S 14, [
T VBN, BONE NSO 218 8. B, Sk AL
LEAEANBA B 45 1B SobjectQueueSize K. m /KA FIEEAR AT K/ IR 2 2 &
BEVH B R 2 B a2 0P X o A2 55— D5, BOE KA AR AN 6 EE 5
E SEADIR R R SR
7.24.2. EHAI

FIT A ARG BAF AT Lt — 2D e B DA A2 S R 2K o ST LUE A T URRAN [ R 4
A RB AT AR I B RS BT, A 20 2 DBAIIZEAT ], WAL SR .
Foh g — Lo B W W, HAtE an TARZARE B, SRAE BASIAT Iy 2 ],
G SBHPEH . EagkESd, G LML rsyslog BIVERE, T BEFEBA,
BB LR G R H NG BT A .
R &1 BA I A/
AT DARR A A S AT DLAL S B, R s

$objectQueueHighWatermark number

fdi il MainMsg B3 Action #1X object,iX N5 1 AT DA AE 32 5 A F1 5 44
AT RS FHAZIRT LLEL & i3 S8 H B4R number. 7T LB E BABIHI RN,
AN RAE N EATT L BRAE it 28 B R/ o 2B 2 BA BRI HE £ BAF1 BRINBA B K /N Ky
10000, 447 BAFIERIN K /N 1000,

Disk assisted PAFIZEBRINTE L N 2 TCIREIHT, ABER 82 komd| K/N, (Ha]
DA A5 A BT AR B A T I B R A 2 1), (DA R

$objectQueueMaxDiscSpace number

i MainMsg 5i# Action F4X object. BAFIRIHIHIT, Bl B4 E 3%,
HBPASIRER 1 W 2 1A

ERHEE
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MBI RIE B —E RIEE, N T A AR, ] IAERNF R EFA K EE
e S, PR RIAI T E mHIHE R . B8 EF A K RAE 7] 1% % discard mark:

$objectQueueDiscardMark number

i F§ MainMsg 53 Action &1 object, X /NI AT DA 7E 3= 7 S A A 5 & 1,
ITHENS]. XH, number F/REJHBNEFHBHEERHEHHEH . & UHFLLH
BB LT, MHMT:

$objectQueueDiscardSeverity priority

Rz — (8—2%) #4X priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) F1 emerg (0). fFFILKE,
BB EFHE G, WE AR ZEBARTHR AT S AR BB Z I ER .

15 FA B PR

A CARCE rsyslog 76—/ MFF @ I TR BOAGERRA ) . B T IXANEDT, &) DL
Rty TAEBIHE S B o 2258 IRV, 36 0 BL N

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E e M AHESE, DU/ Oy ic. AR 24 ANk, ASCRricE

BB TRERE

TARRREPATIH BB FR € BA T o Blan, ETHERAS, — A TARLREM
1RSSR g a2 B N BB M S, R L HEBARIA S AT A . 247 2 2
B, —ATAELER AR DHENRELRR —EH8EN, 51— TIHL
e R ah. e s, AT

$objectQueue WorkerThreadMinimumMessages number

F B 2R B AR number Rl wb 78 TAEZAE . F1401, number &N 100,
2100 ZANH B 2R, — MR LAEZARITAG . 2k 200 /M B BAR, 5
EANTARERE G303 SR, FFATIEAT K2 1 TAR 2R AR, B LU AT BARR
e R R E, N Ps:

$objectQueueWorkerThreads number

number XK A FFATIBITI TAELRIEM S REH . ST EHEES, ERIAR
N1 AR, — B NERET/ECEHG, B Hisir 2@ HE. Bk
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BEHINA, 1N s

$objectQueueWorkerTimeoutThreadShutdown time

FIR I i) (LAZZFD AR B timeo RSB E time, AN 23R
I, S BT DA EE R, TAELR A2t . I REsE e -1, %
LR R

B BA 5

AT EEEAE, EATUABE rsyslog RN BAF IV B, B LB B
BOH 0 BB, A R A

$objectQueueDequeueBatchSize number

FHAT 5 R H BAB (498 B R e R3O H B e number. THVERL,  HEBASIVE S 2L
H B B B AR 2 1) TAR R RN 18 1T 2 S BUBCK I W AFTHAE =i o

Z1ERAF

BB PSR R EE S, SR Bl I 45 5 I [) 1) e AR A
KSERBASIALEE, DL HE 2K

$objectQueueTimeoutShutdown time

TREM time IZMONRAL, IR — BN E8H — Sl A E R, TAF
LR TE I ET B AL P, SR 2 1ERAA . R, RACFERE B E K. 5
AN IS 1 T B8 T AL A R 58 e i RO Ak 2

$objectQueueTimeoutActionCompletion time

FEWCER time N HITEOL T, AR TARLREAEOC M AERHLIN R A4
&, TR :

$objectQueueTimeoutSaveOnShutdown time

Wk EI AR E T, BT A BASI I EE 7E rsyslogd 2% 1k Fii &R 2 48 17 i 211
s

Il o

7.2.4.3. {11 rsyslog BAZIHTiE%:
rsyslog 7 $&ft TR HIETE, BB RAE action (O PHE X, RERT LA
F 87t /etc/rsyslog.conf 1 — MU EEAE o AT BASI BOAS T -

action(type="action_type" queue.size="queue_size"

queue.type="queue type" queue.filename="file name")

% 210 W / #276/



Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

FHEHAT B E A 44 AR B 46 action. type, FHYH B BAFI AT AZR 9N i B K2R
H#Z I queue_size. X T queue type, 7] LAIEFE disk BAFIELAMN in-memory BA %]
Wik PE—/ : direct, LinkedList ffJEY fixedarray. XJF file name {48 & — 1
%, AR, HER, WERAE N80 H sk RAF HE S, SELinux
IR E

7.25. FEHEMRSESE LBECE rsyslog

rsyslog 55 A I B0t T F FH SRig AT H B MRk 55 48 A B 5 RGER K% H
BRI H GRS 153 W)l S R HEE B RRSG 4, BF R I
rsyslog FCE 15 & -

rsyslog R5 DAL RAERITHAENH ERS B[RS, FFHEAER R
GNCE R HERIRZ HE MRS E . bR = IR 55 3 2 RE T VT BOA
0L T 22236 rsyslog, WIRFFE, UUMARARGEHSL LS T rsyslog, LA root H 43
WAL T a4

~]# yum install rsyslog

Syslog it & BRI\ B BRI 3 1 52 UDP A 514, HAE/ ete/services A 51 H .
SR1M» rsyslog BRIAE FH TCP 7545 1 514, {EAC E S /ete/rsyslog.conf H1, TCP /&
He@@™H.

e W e A 2 H 2, 281 SELinux BIER AL B AN o v Rk F
WSCHE T T 27 H F g 11

~]# semanage port -1 | grep syslog

semanage 3 72 /7 H policycoreutils-Python £ ff)—#B 43 H2 41k o 4 R 75 B A,
LI

~]# yum install policycoreutils-python

Ak, FEBRAE T SELinux ) rsyslog 25842 rsyslogd t, HARACE N R
iiﬁ&%ﬂ%%qizéﬁﬁfélsh_pon t [z A% shell (RSHD ¥ (1, £ TCP 2Rk /2 514,
Rl, X 2%A LEAH semanage AR LVF TCP 3 F1o4 514, filn, ZA:
# SELinux SV AT 1 514 315, AT

~]# semanag eport -1 | grep 514

WERBITHEMH RS RN RE L, M NS REF PR, Rt 2
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BT 5 BB Z LN oot B4 AT AT 2> o

7.25.1. 1 H & MRS LA IR
rsyslog 7 B Z AR BIBRE R . A7 BRI ER L IR e TR R A%
A A BT 7 o AR, A s
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
XA AT DL A TR AR SR
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

}

template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XX LS rsyslog FrFLNK UL, IX AR SCAME AT RE 2 HE 5 152, Rlbn]
PATEZS 55 L H o

BB RO IEVA R T 0, FRATTRR EEE A U N B &, ISIIEEE, ARG
R I, i T FNEI U £ R <

module(load="imtcp")
ruleset(name="remotel"){

authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
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* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
h
input(type="imtcp" port="10514" ruleset="remote1")
7.2.6. £ Rsyslog Bk

M TR ERAL BETT S rsyslog SR AL Rt IX SRR LAAM I ThRE . &
TE R BT DL 28 =05 I . K2 B HR AL A N LR SO A5
PO s (RN 3O AR . HA B Bt B AR SRR MR Ry € ThRE . N
W MBS, TR AT I & 1 4. EnEsis, 54E A DU

$ModLoad MODULE

Hr$ModLoad & In#k$a & AL E ) 42 J5F8 2« MODULE R/~ & BT 75 AR
Yo Flan, RSBSOS B Gimfile), f# rsyslog BHAT AR FRifE )
AW ARG HERF R, 7E Jetc/rsyslog.conf AL & X+ $6 € LL AT

$ModLoad imfile

rsyslog $efit [ VF 2L, XL EAE 4 Jy LT 26l

> A ANBERICEER B & AR S . A A PR R 2
PLim T4 45, 40 imfile A1 imjournal .

> A B R (R 25 & Bk B AR & HIVE B, il il i 4 Rk,
FAEEE R Erh, BB B S E . BRI A RS2 LD om BIZE,
omsnmp, omrel p 555,

> ENTRLEL- XA B B ST N, B AT e T B R
AHE. H CHEFSHTEEZE, KT LLald E SR ST as. s
42 FRESE L pm BTZRIFUE, W pmrfc5424, pmrfe3164, %5,

> HEBHER - HEBEEREM ARG H EHERNE . XL
HIPREL mm BUATSOT G . T BB 41 mmanon, mmnormalize, HY
mmjsonparse H: FH T+ & 44 B0 B IR A

> PR RS - BB T RN B TR, RS
rsyslog TR AL IR ThAEAH EL R . B AR A 4 PR S 2 DL sm AT TT4A,
Ui smfile 8% smtrad C1F.

> FERREL - FERRHONHAR T InEis R (D e o X LERTERAE rsyslog 7
N HAOmE, AseHH I CE .

T SIS I O S S o (N I oL 1 7 < e < 7 T D R
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http://www.rsyslog.com/doc/rsyslog_conf modules.html $& .
B,
i ZVE R AT rsyslog INECAURIER, XAEARATAT LAYT iR B CH) e HAm £y
o R W RIEAEN 2 2B . 9 T EOR IR P 22 4 A, XA FH AT A5
AR o
7.2.6.1. T text AT
SRS NAR L, R imfile, f# rsyslog BT E XA X H#H LR ARG H &
B AT LU imfile AWENEE B ORI SCA SO H & BN R FP 3 H &
o ZhnE imfile, 7F/etc/rsyslog.conf Zs I LL T P 25
$ModLoad imfile
$InputFilePolllnterval int
BAELAINE imfile —IK, SFAZAD B2 D0 . SInputFilePolllnterval 4=
JRidE 44 7 rsyslog A A AR 1 1 SO SCAFAR AL B AR o BRUCERI I [ [AJ G 2 10 75,
R, T RARD g S B N ] 6] ) 5 2 int
N T HESCAR TSN, TE Jete/rsyslog.conf SCAEHRAE FH AOTEVER AN T -
# File 1
$InputFileName path _to file

$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path to file2

2 4 DUCERTEE — M AU

> FHSUR SO #6842 B AX path_to_file

> HIHEM tag LB tag

> FHME—FPIRE SO 2 B AR state_file name. IRZS A EAZfEE rsyslog
W TAEES, NRIER SRR G, FRid QA Em 7 X o an FmIBR
EAT, AR ERE . ERRETEE T — AR AR

» ¥ N$InputRunFileMonitor 48 &1 RESCAF % . WA XMEE, K
AR R
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bR T AR TR 4, AAAERT DL H RO AR LN e W E . 4
(1) SRR - B ¥ OB 7 severity RIEE TN B HE 1 FH G T B 6 facility >k
& AETH BT RS
7.2.6.2. MEHEE 3 HHEE

FERAHRE EE T, A3 H AR LA B A S A AT DABE PR, B BT s A
[*) DBMS HIZRAL, g% Mhia HAEL, 140 ommysql, ompgsql, omoracle, 5%,
ommongodb. 1EAEAR, i FK#T libdbi FE )38 F omlibdbi % HBEH . omlibdbi
Wi FF I BE B 2 S0 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
19, mSQL, MySQL F1 PostgreSQL.

7.2.6.3. fEREINF AL
W) 8% A% A AT 25 1 A S B PR v DL ik TLS 8 GSSAPI fn& h SR 2 £
fEfZ 2 M (TLS) & BESe il W25 (5 2 e mE il . 248
F TLS, rsyslog JH B M & IE 2 A NS, Kk A 2 18] 1) 75 40 EIE
W22 MRS APL (GSSAPD) & yRE 75Uy Il 22 4= Ik 55 1) S % e 2 12
P, N THES rsyslog HERHER, A — A IEH ) Kerberos P55 .

7.2.7. Syslogd fR&AHEMARE

i B FriR, rsyslog 1 journal, &R S LRI HENHERT, A LA
Fenl, fEEATEH TRE M. EIRZ BT (W 7.3Syslogd HEL ), &
T AR B A4, et MG S, 8 el EEE— DU 8l E .
7 EX A A B — A5 12 T A2 A RS HE B SR AE1Y, IX BRI EL H Rsyslog
A1 journal fJ3E{E socket ¥

BRI, rsyslogd {8 imjournal A A H & ST BRIA I AR
S XA, AT LU N S, AT BLFH Journald $& 4k (1) 45 84 88
oAy, IH M % #E T BLOA journald T OAN C B OJE % B H
$ ImjournallgnorePreviousMessages 164 ). % 7.3.1 \HEH FAEIRH 75T
imjournal FHJEAHCL & .

YENEEAR, BiL & rsyslogd KELHL T journal FRAE I EREFAE N— T syslog
N - B3 7 1 B8 42 /run/systemd/journal/ syslog . 24 8 FEZE 4 rsyslog JH &,
TE A LT, FHEE imjournal, BRI AIRMLE 2 () Thae, ke A4 sid
JERE. BEdERTSAHELYE, 1E/etc/rsyslog.conf H 8 L N AL E -

% 215 W / #276



e e B 5 IR 25 SR F R GV T .0 R S BT B T

$ModLoad imuxsock

$OmitLocalLogging off
I IRVEVE D% imuxsock AR I ¢ A$OmitLocalLogging 84, fHEEiHEIT R4t
BTSN BEFRIERIE 5 A1 fetc/rsyslog.d/listen.conf 48 E, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

& m] LA Rsyslog i th V8 2 248 A omjournal I journal . fE
Jetc/rsyslog.conf H it B 4 W01 R
$ModLoad omjournal

* * :omjournal:
Bian, A E A K A YRS BaEa TCP %m 1 10514 2 journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

Eﬁijﬁ%% HEHIER RS L, —Aai s X B EAE B0 P78 bk
degr. EEEER, RESERREER, ERGTHE B AL SR
E%%DK*@IO rsyslog {1 JSON (JavaScript X} %75 ) & A$e it H EE B 4514
o
HBC T T AR SS AAL ) H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially

MR HEHE B
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed
sequentially"}
Aot P 0T 4 2R 45 g A B0 LA P L U 08 2 3R SCAR ST o 2 B R B
o SRRV S0 AT DALE R 2 & A B AR e 2R B R AV 2 o F34h, JSON
SCHFRT DAAEAETE SCRY B 2, 1 MongoDB, ‘Bl #2 4t T ZA )M REAN 2> M Thfe .
07, AN B R B L AR E A R T S 2 (A A 1)
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£ rsyslog, ‘i A3 o I H 15 B AEH imjournal BLHR] journal HEH .
F mmjsonparse B, FTLMENTRH journal FIAbRIE T N EHE, FHift—P
XPHHEAT AR, fltn, VRN EEREEM T . O T AT AT, mmjsonparse %
KRENIE B AE G, 1 HAE lumberjack T H & X HFIHABFE

Lmberjack i H 1) H 152 LA J5 345 177 2N rsyslog 38045 #4946 H il sk
e — N EMALIIE S, Lmberjack 18 €@ cee: FRFH, HAETE JSON 45#4.
b, Lmberjack 5 X T MiZH7E JISON B AREF B A /513 . 4 5% Lmberjack
MEZEE, 1HS WAL,
NI 72 lumberjack #% =0 B A5 T

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}
BAE Rsyslog TG, —MERSHAEM, HZS W 7.3.2 gL
WIEE . NHETF ARS8 0] LR A libumberlog 2K 4E BY. lumberjack %5 TE X
[FiH S A K libumberlog I 25 E., EZ WAELHY .
731 AHEHRIAHSE
imjournal FLHIE rsyslog FI4m ABLHR H R HL H 30 (I 7.2.7SSyslogd ik
FAHERZ B AN B rsyslog 5, HEH S LLTRME Xidx . SR80,
bEE I — DB, AWKt journal AL I TOEE B R B AL IIH S -
AT M Journal F AE#EF Rsyslog, 1E/etc/rsyslog.confi SCA4-H s A [ AC
A

$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages oft/on

> i H number_of messages, % 7] LA € R A7 H E 2R AE . 414
#| number_of messages T55E IV S, w2 ik & E0 88 ORAF o

> FPIRAS SR B 842 B AR pathe MOCHFERER journal i3k, Ho2 AL HHY
a— Ml

> A3 F seconds, 1B 11 PR il 3 2 [0 I [ [A) [ o 0bb ) o A ) Ak 288 7 9 A2
A E A REEE I AE burst_number 5 & [{E . BRINBE JEE 600 2 20000 F13H
S . Rsyslog 2 FF 15 M€ HI PR P B¢ K burst number 1B f17H 2.
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> f#$ ImjournallgnorePreviousMessages AJ LA ZH& 24 H7E journal FYH

BATHSAHHIHE R, XS SR e RS g . BN IE ok

Mo TR, xR ER RN, WARESXME, FF journal HIVH B2

AbPR, B AlAT] DA AT rsyslog PART A&l AL B it .

EE:

& 0] LA B8 imjournal A1 imuxsock FEHRE, imuxsock HEERZ [H R4 H
LN R, AT EEHEESE, EUJFHIE imuxsock E2HX journal ) RAEE
By, EEIIX— g, i H$OmitLocalLogging 54 :

$ModLoad imuxsock
$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

] LLE IR AF i AE journal WIEIE A e B S M s 2. Hdh i —
LE ST TiAE A 55 52451 “Journalctl [1) verbose ¥t H1H, AEIKEL journal 351
SEH| K, 1ES % systemd.journal-fields (7) FHFUL. Flan, =] LK E SSAEN
¥ jouranl B, ZIA N AZATG6 A T S AEH -
7.32. FWEHUEE

BRI rsyslog MENTREER F5 221 lumberjack #=0MH R, 154 LM
B :

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")

XM 5% 2% FE @cee: 7] LA FH A JSON “F4%5 8, 4, 2461 24 ] omfile
M B SRR . B JSON B4R, fERIS! Argk. #lun, #RFTGET
IR E KA HIE S, f8e TIE BRI ENLIA A UID,

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmjsonparse B T AT 25 M0 B . X5 B 0T Bk H journal B A4
ANV, FF H 2520 HH lumberjack T H A )77 A7 46 204k X 249 B2 HH @cee::
TR RN ET . 85, mmjsonparse 245 2 JSON 45472 &5 & 2,
SR G %A B AR -

N ¥ H mmjsonparse 1% 3R f# H1 lumberjack 1% X ) JSON ¥ B, 7&
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fete/rsyslog.conf SCA A3 FH T 1 L & -

$ModLoad mmjsonparse

* * :mmjsonparse:
FEIXAMIFH, mmjsonparse BEERAE S —ATHINEL, o B BF K458
HAT, #&A7HNEEZEH T mmjsonparse.
7.3.4. [ MongoDB H7EAEE B
rsyslog X ¥ 1S ommongodb fi Hi R AE MongoDB (1) U A £ 45 e A7 s

JSON Hi&.

gL H & W B B MongoDB 1, fF /etc/rsyslog.conf fdi F DL i 7%
(ommongodb AL B 2% H & F TBic B A% = WL 7.2.3 48 A B B A% 2O

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> F MongoDB il 555 (kb 5535 4 74X DB_server. [t & ¥ [ 75 2
M MongoDB )R 55 @5 — A AEbr ik B3 1. BN Im CE A 0, JF Hi@EH
A LESR 2B

> fiiF] DB _NAME, fffiE A2 B84 2] MongoDB [k 5545 b (0
AR PR o XA 088 PEAE & (R 44 PR 8 collection_name. £ MongoDB H1,
EH R, B> RDBMS &2

> iET B E UID A password K N &40 15 S .
AT DA AR R 28 3k i 24 5080 P it 2 3 BRIATE LT rsyslog {8 I
FEAR FE T FRUERY lumberjack TFBLZ R o

7.4. Y&k Rsyslog
7t debug FAIZAT rsyslogd, s FH Ul R4

rsyslogd -dn

fER tkAr 4, rsyslogd 7= AE WG BT ED2IFREHRI HH o -n R 7R“no fork”.

T MBSO AR, B, W RAE B A A e A R . £ RSN
rsyslogd Z A, {EaT2AT BT EU T 14k

export RSYSLOG DEBUGLOG="path"

export RSYSLOG DEBUG="Debug"
F T Rt 3RS SO B B 4 path. X7+ RSYSLOG _DEBUG
WRIETN RSN R, ES 0 rsyslogd (8) F-MIAHRKZE .
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far 25 7 /ete/rsyslog.conf SCAE R4S (R 75 V2 A2 154 2L

rsyslogd -N 1

Forbr, 1 3R T S AR R A GO0 o 32 A 1A AR A B T, RO H AT,
RE DR, B, BRBINLESECRIETRIE.

75 FERHHEZE

journal 7 systemd f)— A4, BRI AFRMEHEHE M. ©nl HATH
S EE—NHAY syslog SF 9 #EFE, U1 rsyslogd. journal [FF &2 A T vk 5 1H
) H B A R, & REH S RGN HRIMOER, X2 M HE DR
RN )& H H &S0

10 journald MRSUKEE, 7k, FEAAEE. ERIBMYES 44 journals
() B SO, X DS S Bk H N, P R, i, AR R
Sl A AP AR HESS RS o 1X 4% journals #F 45 ML IRHE R S, 4L T
BURE A HIER 8] o journal 2% HA —PMME— KPR IRAT. journald IR S5 UEE &4~
HHEAZ IR, HEXXHRZEN, At T3 .
751 #HEHEXH

AT U5 journal H &, i journaletl T.H. DL root S &F H HESSAI)HE
ENEYSY

journalctl

i A A WA & RS H E S FIE, AFE RG AR P A T B
12560 H B 25 K R4 T /var/log /messages SCAFHRE B4R,  (BH — & B oot
> ML AT WL BRI e AT m e A A T
S0, RN AVE 5 A S A R ) A
> WAV o R G A HRIN X .
> AR SR, AFERENHE.
> G RRTHER RS BT .

7.5.2. i lEI{EH]

BRANIEIL T, A root AR journal I FY, REEER B ENT AR HEX
PF. RGETEAT IR INEE R 8 adm 41, BTG R 5238 H & SO
PR B EIIX— 5, Lhroot H PRI R:
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usermod -a -G adm username

RN R adm 21 H P 4 B4 username . 1% H 7 [ J5 7200 journalctl 74
F% H 5] root P SREUPI 4 —FE . 1HER, ViniEH RA 208 journal J5H T
FE AL A = TR

7.5.3. f£H Live view

A SE A, journaletl MUSEE 2P i 10 2% B 4R, B 2% H 158551
Fo B 7 liveview, EAILARESCH I HEH L, FHRI% E HI S wFT e
Hok. BT JE journalet]l B live view 3, #iA:

journalctl -f

et AR B AN H EAT 53 . journaletl T EUHARIFIZ AT, S 45507
BN RS ATT
754, TEHEL

AN SHHAT journaletl iy & HIHHHE EARIR 2, PR AT DU 2 Fhid
TETORAREUE B, U BT R

bl DKV vt SRS

H &M B0 T IRE RS DANRIAT N . BB E e st e g0 2.
T A LR 1B

journalctl -p priority

FEIXH, H TR — (B Bttt debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), Flemerg (0),

. @ISR

BEMRICHN error BUE S THE, A

journalctl -p err

pBULi NN EIPUR:S
EEFE NN AT 2K H &% H

journalctl -b

R RSEH R RS, b A REHD journaletl HHH . FEIXFE
TEOLT,  FE T I 8] A UE R S AT 1 B

% 221 ® / 276



e e B 5 IR 25 SR F R GV T .0 R S BT B T

journalctl --since=value --until=value

)

f ] --since F--until F3. &r] LLEFfHEN FVEHE NN HEEE. &
A PARA time [RIA% FNEE data (RS B DI #AT %38 value 253X IR,
LA 7Rl

Sl BRI PUSE LA ]S I8

AR FAA R R IE T LA &, DA/ A 45 RSt o it ARSI 1]
s, BREGTEERIEHIHE, W

# journalctl -p warning --since="2020-3-5 23:59:59"

=S GuR

1E AR 7 524 “journalet] 1 verbose Fir i F Hig € H &5 B I —H 7B, HAT
AL T8, AT systemd R AFAE I o EdE 19 5E B0, 22 L systemd.jounal-
fields (7) T, FAHEE SR oEIREB IS, MEHFHP . EiBE
FEHETSORRY, AHRT DR s AR IRME,; BARARIRH WL, Ha2 5Bl LA
Sl ME .

BEE RAEAE MR g™ A W ME— B F1 38, T LN

journalctl -F fieldname

F IS AR 7 Be 44 B X fieldname.
ZLR R PR E AR H B H, WA LU N I8

journalctl fieldname=value

H 7B Az 7B & WE B X fieldname 1 value. 455, 561X N5
Tt

R

Wi systemd f7fi Y 70 EE 7 BUWBCE AT 2R, EARE 5 M B
BT A FR . WRAREME, THEA:

journalctl

HEPIR tab . XS n Al A7 BLA% . Tab SEAAFRKNST 2 EE T 7B
BN SIS B ST LA &7 BF, SRR 1% Tab HEK B 358 BIX 44T
IR, AT Bh s mE—{E.  Wh.
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journalctl fieldname=

1% tab BEPIR, 14 %I N journalctl -F fieldname —#F .
AT E— N B EEZME, W

journalctl fieldname=valuel fieldname=value?2 ...

Al >y B A Al AL ECRIME, BRIEH or —#FILAC. £ 4 ULACME 1 5L
H2 W& H SRR,
AR, AT LR E 2 A field-value X SRk — DI i -

journalctl fieldnamel=value fieldname2=value ...

IARARE TP AFER B4 ILES, e 525 AND 44 . SAULE
KA KA B A =R
I+, ERTLB B E or HEILACE 7B

journalctl fieldnamel=value + fieldname2=value ...

Za R B BB ILERE— DA RIS H . AU TR SR H

S "SRR RE

Bl avahi-daemon EY, crond.service Bl @ 2% H - HiZa5 H 8 H 7 UID
N 70, TERHIBLIN a2
journalctl _UID=70 _SYSTEMD UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T SYSTEMD UNIT “FEr LA BEMNAME, VLECHE & R Er, H
_UID= 70 A0 24 /2 » X ] AR i 387~ 9 (UID=70 and (avahi or cron)) .
T LN F 2 ET i SR 20k pEds, FLL live-view AR ER ERiE & 41 H &
MEPSSIE T

journalctl -f fieldname=value ...

7.55. fERERFEEAFAE
BRI, journal HAE A7 8k /run/log/journal/ H 5% K /N G2 X
fEfig HESCF . AT journaletl R i P sk HAERUEY 1. % HFA 5 KM,
HEHIEASKARSE. RN E T, syslog s HEd%, IR HAA A/
var/log/ HX . HFrgEHELFHE, HESHFFAEE/ var/log/journal, X =
WG BB A s e AR AFAE . X —2H ', journal BEACE rsyslog.
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RS SEPEAF AT 1 1 R0 A

> BRI TA] PR AT FH R A R T 38 ) BE = o B = D oK

> N RE ELZI O R, 5 JE R AR BCE B R] o .
> MegsasEl & HEr A HE PR REDE, A2 H S

FREVEAF i A S B R T
> FRERTEAAE P 0 B R R T I N AE, A PRIUERT DA a5 45 7€ 1
IS I 5 2

> T 2 RS A H B
journal Ji FFFEEEAEfE, 4% T BBl FF3h )& journal H3%, B root
F P3N

mkdir -p /var/log/journal

)5 journald >k 2 B AR

systemctl restart systemd-journald

76. HIMRGIES

1£55, WP TAE, PTRLEdRE, £ NMaefHB, f£—Maern
[N, B A RGP AEIRT 0.8 I, HBHIEAT,

Hh bR LR i IR 55 A R RGP TJE I B T s AT — W B RGUTESS, U
REF RGBT Hltn, locate iy 211 FH ¥ slocate #HfE FE & R AR~ BT . RGLE
P OVA] DM B SR 55 R BT A & . IRIE RS, 817 B € AT

bR LS 5 IR 55w R E R g it 1 BAUR B 3F55 T A, : cron. anacron.
at 1 batch.

T—Fh T EE RN T HEA R FAES R ML & H, Cron F1 Anacron i
FEEE RAEMAES, At A1 Batch #E—IRIERIES GE2AZ% 7.6.1Cron Al
Anacron 1 7.6.8 At A1 Batch) .

HObR LI 15 2 IR 25 AR B E R e VT ST H systemd. timer 7£— M5 %€ 1)
B A HAT—AMESS . S systemd.timer(S)H P F ML T E 215 R .

7.6.1. Cron 1 Anacron

Cron M1 Anacron #\/& REf% U B B & VAT 55 £ — N IS 1] SUBAT  ~1 47
BERE, INFIA) SO AER R TR . AR SRR A — AR R ERE
X HT

Cron HIAF55 7] LAAE 73 8P RIS AT « (2, AT HAUE RE R FFE8Ha1TH, W
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BAEE S 2 HERI I (8] R G 3FH 84T, MRS A ST

B —J7 T, W RS IEAT S 2 HE R A 8 Ve IE 4T, Anacron 2 (FIX AN
O ZHF TS, . — H RS G817, EXMES KBS _E3AT . SRT0, Anacron
b F—AMMES— KRB ir—k.

7.6.2. &%& Cron fl Anacron
B4k Cron 1 Anacron, 87535222 Cron ) cronie 11 Anacron [ cronie-

anacron f, (cronie-anacron xEé cronie FJ—/NTHL).

BB RG LA A2 TN, FTUHATEI N
rpm -q cronie cronie-anacron

MR LT, FiRar2 ¥R 9] cronie £ 11 cronie-anacron £ [ 58 ¥ 44 FK,
75 DU 368 20 4 A0 N A B AN BT o
B IRLLAL, DL root F P I8 R T A AE AR A yum fy 4

yum install package
i, EEE422% Cron A1 Anacron, 1] DAfEAT AT HRAF NI DL R in 4
~]# yum install cronie cronie-anacron

BT R A AT AE AR I = R S5 AR R R R R B, S
4.2.4 ZHRHAA,
7.6.3. 1B4T Crond fR%

cron I anacron 1F45#52& H crond RS KAEHIM . AT UM E 3. 17
1EAE G crond A%, DA WAIACE L HIFHLE B3, 2T E 295 A bR
W RS B B E RGER AT VT g BIR S s A U7, ES N 5.1 AEH
systemd & B R GRS
7.6.3.1. JEZh Cron %

B e RS RS IEEEAT, EHHU T a4

systemctl status crond.service

B Y HT 2 1EHIZAT crond k%S, 15 P root F P EMT S ATIRARTT FHIALCLT
systemctl start crond.service
BRCE RS HNLE B3I, LA root 7 $14T BL R v 4
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systemctl enable crond.service

7.6.3.2. 1=k Cron R
B U AT 252 1E crond BR%S, 5 UL root F P ZEAT AT HORTT FHIALLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
TERERSITHLE RS, 15 LA root I $HAT LA R i
systemctl disable crond.service

7.6.3.3. EJ3 Cron k%%
BLH 5 crond IR55, 1 A root H P AE AT A ATHERTF RN BL R4

systemctl restart crond.service

i 245 LRSS e R AR BRI FE R B AR 55 o
7.6.4. BLE Anacron /%
VA AT 45 1) 32 B B S A Jete/anacrontab SCF, & HAEIS root I F#EAT
Uil AR A BN AR
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly
BT =475 X KA E anacron /451817 MBS I AH AR &
® SHELL—JH KRig 7 F45 1 shell 3145 (48] /2 Bash shell)
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%42

® MAILTO——i#i il H T HBAF 42U anacron 4155 % th (1 FH P I 44 FR

WMEEA E X MAILTO B8 (MAILTO=), NIASKIEHRA:.

R RBIPIAN L B RAE I R SUAT55 1 BE I [

® RANDOM_DELAY——¥-& NS AR ME5518 7 I delay in minutes A2 5
IiUF PN

BRAINFE LT, I/ NMEIR{ER BN 6 435,

filtn, 4% RANDOM_DELAY ##% & A 12, JF4 XM E 1) anacrontab H1
(14— AMES5 ] delay in minutes {E #4500 F 6 2 12 438 . RANDOM_DELAY
FHEWRATLLEE N 6 LR, 55 0. HEEN 0 M fE, MIASIEInEEHLAER .
BEATLAE IR R B R ARA I, B, 42 G ILZE—ANMEERR T ENLRE E5 R
# T A R B R I

® START HOURS_RANGE——it+ X455 7] LIS AT (RIS TR B, DAZNIRE Ay

AN

7 o

—g TIXANE B, B, BTAEEAERE, NSRRI S A S8
AT
/etc/anacrontab AT RATACRITRIMESS, FEHIBM LR

period in days delay in minutes job-identifier command

FEREOT BT S PAT 2

ZJE AR T DA 8 SO — DB — AN (@daily. @weekly 503
@monthly), @daily FIEEE 1 RRHI2R—/ME, @weekly FHEH 7 —FE, 1M
@monthly WFRRAES—NH Rt —k, AERXDMHABREEZ D,
EPATIESHT, anacron SE45F 1) 7Bk
B MEERT DE SO — M5 iR B E N 0, MIRREA EIR .
F T H SO G — AR R A 55 B e — 24 FR
K HAT I Ay 2

X B A BE AT BLAE— N8 1s /proc >> /tmp/proc HIf4, AT LU — 3

1T B AR 4

DS () JERM AT ER R, A tiab .
7.6.4.1. Anacron {1457l

PAT 22— fii] B () fetc/anacrontab S H 7R -

® period in days

® delay in minutes

® job-identifier

® command

SHELL=/bin/sh
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PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only

START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab SUAFHHE LT A AESS, B BENLEILEIR 6 2 30 704,
F HREAE 16:00 ] 20:00 Z [FAIHHEAT

B E LTS B AERER 16:26 F 16:50 (B # i’k (RANDOM_DELAY
FETE 6 2| 30 70%0 2 [A]; delay in minutes J&PE(E A 20 738D . 1ZATE55 BT e € 1
¥4 run-parts JIA (run-parts JIAEE S — > H AR AR ATSEL TP
PAT H R B —ANFEF) $dT ete/cron.daily/ H 3% FHIFTEFEF . 2L run-parts
P F Mo 1 #5244 5% run-parts A RS E..

AT B AT W ete/ B 3% T 1 weeklyjob.bash HIA .

BEMER BT A0S, & 2 /proc A 455 2 /tmp/proc X,
AN H—k s /proc >> /tmp/proc) .

7.6.5. AE Cron f£5%
Cron 1155 I IC B S A /ete/crontab A, & R il root 7 AT V5 ).
XS LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs
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# Example of job definition:

R minute (0 - 59)

o R hour (0 - 23)

#l | - day of month (1 - 31)

#l | | - month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .----dayofweek (0-6)(Sunday=0 or 7) OR

sun,mon,tue,wed,thu, fri,sat

#l T

#* * * * kyger-name command to be executed

A =474 % 1 1 anacrontab S 142 & % X : SHELL.PATH A MAILTO-
B HEZARXIANLERNEE, ES N 8.7.4 FLE Anacron 1155 .
WAL, ZSCHEFT BAE L HOME 28 & . HOME A8 &g X — A H%, Z%H%
FEAR 55 AT i & BUBRIA I R g N 5K H 3%
fete/crontab SCAF IR ARATAE I RIESS, IR L%
minute  hour day month day of week username

command

LR 3% i€ ST A 5545 ZHE AT I )

® minute MO F 59 BIfF = EEEL
® hour——M 0 3| 23 T =25

® day—— M 1 2| 31 PEEEE Can45E 7 A, X B H R 22
AR H A 208 H 31D

® month——M 1 2| 12 FEEEE (BE A MREE 2R, Bl jan B0
feb)

® day of week——M\ 0 2| 7 PEEEELL, 0807 AEREMH (BB A
A& RN EFE AR, 10 sun B mon)

PAR &€ T ARSI e JE e

® username——f8 EHATALS I F o
® command KB AT A2 .
X B A BERT BLE — N 2R 1s /proc >> /tmp/proc K4, AT Pl —

1T 5 XA 4
MFLLERIEEMAE, BS () TULHRERITE A RME. Flan,
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RIEHs month IMEE NES, WHZAEFHRAE A AT L AT B4 T #R AT
B MIETS (O RET —ADBUCERE. B, 1-4 ZoxBHC 1. 2. 3,

HIZ5 ) 7rkRIRESIRIEE T —1MI&. filtn, 3,4,6,8 Wiffiscta ] 17Xy
R

AT (D ATLAHRIEE B KAE . 185E T KA IR 428 K P ok
WK, B, minute THME E N 0-59/2, WIFRIREERE—5r%t. SDRAG R AT LAAI
RS A, Flw, R month WREW E L */3, NESKEE =AAHUT
— I R,

DS () TR T AT ER R, A b

3F root F /7 A LA# FH crontab T KACE cron 1155 . H & X[ crontabs
{RAFAE /var/spool/cron/ H3x T, I HUABIEEATTHIH P RHAT .

DL —AMRrE F PR A& crontab, 1H LU P IEATE R, HHE AL
crontab -e KA VISUAL (3 EDITOR 5578 & T 45 2 i) 4w 45 0 F 7 19
crontab FEATYmEE . % SCHEAE F Al /etc/crontab 58 AR A FIRS 0. 24 P 4T crontab
B R RAFIN,  crontab 4% 8 FH - 44K IR1F, F£5 N/var/spool/cron/username 3L
fhrbe EHIH 4 HTH P crontab SUF A%, {8 crontab -1 7%

Jetc/cron.d/ H 3 ELE 1 U Al /ete/crontab SCAF BA A 1EL. A root
P VAR 1% H s T e s ot

@ cron SF¥HERE &R BI S 7 fetc/anacrontab U4 Jetc/crontab SC A4
letc/cron.d/ H s Hll/var/spool/cron/ H %[22 4k, FEHEAR I 21 A2 S5Om 2 2] N A7 o
BKltt,  Z—> anacrontab BX crontab SCAFAE UG, AT ZE 8 5 P4 AR .

7.6.6. FZEHX Cron Ky

FRR X Cron (V5 1], 145 7] LA fetc/cron.allow Fl/etc/cron.deny SCfF. X
ey [ P I ST AR R A X, B AT — M 4. i, IS ST A
FOVFEH A H

W HAFLE cronallow SCPF, R fEIZ SO B P A BEAE A cron, I HL
cron.deny SCAEHE 20 o

R cron.allow SCEEAFELE, W) cron.deny A4 21 i i FH P g 24 14
Cron.

AR VT SRS AE T, AL E S Cron sFPRERE (crond). &R F
BT INEMBE— > cron AR50, #1742 il SO
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ANE VT3 AR P 224, root H P ERUG 4 RES {5 cron.

st AT DL 4R AN RUERLE: (Pluggable Authentication Modules, PAM) 3k
PG 1) . AH N [V B A7 7E fetc/security/access.conf XU . filtn, 7830 d g
s —47 2 )5, ¥ 2 root ARSI crontabs:

-:ALL EXCEPT root :cron

AR 1 TS AL SRAETE S 1 H B, 80, 48 crontab -e 4
B, RBERFRERHE, ETHEZER, HZ2% access.conf.5 I F M i .
7.6.7. CronfEHHEHLH

55 1) 58 B 44 B R TE AT S5 I E 300 AN TR ZEAT « {72 —> Cron Hx
B (fltn, fetc/cron.daily/) i F run-parts A X R F . WS H P HEIXAS H R
THIREFEIIN T B4 5, run-parts A A SHATIXLEFEE

B — AN A IEFE run-parts AR Z40AT 1) H s 612 — 4> jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 2 — AN E FIRR R, 1 2
letc/cron.daily/jobs.deny Ao FEIX AN, 8 5E 75 EEAETUAT IN 1 2L & AR (1)
2R (RAMTR—ANHEZ FHETREMATIR) . R —TUEEHIT—
%, %44 Mletc/cron.daily/ H sk AT FE 7, 140 run-parts /ect/cron.daily, M
jobs.deny SCAH E SRR T A 2 EIAT -

BN — 1A%, 1502 jobs.allow X

jobs.deny F jobs.allow [¥Ifd FHALIIAT 8.7.6 2 HiX] Cron 1 in] H iR )
cron.deny 1 cron.allow 458 FH R — ¥

7.6.8. At Ml Batch
Cron #{ R IAE E 2 MHATS, At L HAHRAE—A 8 & B 18] 8 B — ki
{155, Batch T 24 SR H BESAE R G030 78U T 0.8 B 34T 19— IR AT 55
7.6.8.1. %5 At Fll Batch
BHEBH ARG LR eg w7 atfl, EHATCL T4
rpm -q at
MR LR, FRdrAS%iRE at AHSEEBAARR, 5 U@ ST

He
B RE P, B root HYP % T T AOAS R yum 54>

yum install package
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i, BEER 223 At f Batch, ] LAZEAT SATHRRTT FHIALL T i

~]# yum install at

7.6.8.2. 21T At k%

At Tl Batch {155 #2 H atd IR RAZHI . AN ST B3, 5 1EFIE
J& atd k%S, DAL TS E AL HNLE & 3.

B At RS

LR RS2 75 IETEIB AT, WL R dr s

systemctl status atd.service

LAE L AT 2 IS AT atd k55, 15 LA root F P TE A AT IRARAF T LA A

P

systemctl start atd.service

ERCE RS TFHLE 30, 1 LA root F P AT LA R 4
systemctl enable atd.service

© UK atd IR TEE T RS HECE AFFHLE B3

=1k At RS
LT 2 E P IR atd RS, 15 LA root FH P E ST AT RIE RN LT A

4

systemctl stop atd.service
AR LRSS ITHLE RS, 16 LA root FH AT L R A4
systemctl disable atd.service

& At RS
B atd iRSS, &L root I P EERT AT IR AT PRI LL R4

systemctl restart atd.service

&t 245 1B R SS JE R AR PR B R B B IR 55
7.6.8.3. FLE At{L%
BAE At THWRE — RS SR E N AT, TR LUT P IR ERAE:
1. fE@AATHRi N4 at TIME, X B[ TIME /R4 47 R[] .
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TIME Z#A] LS FH DA AR — i 20E e
HH:MM: f5E601) 0 /Ns A5 50, filhn, 04:00 £ B4 £
midnight: ¥5ENTRH 12 M.
noon: f8ENFF 12 M.
teatime: F5E N TT 4 5.
MONTHDAYYEAR #43(: #l40, January 15 2020 7= 2020 £ 1 A 15
Ho 0 a2 ATk i

® MMDDYY.MM/DD/YY 5i# MM.DD.YY #%3X: 5141, 011520 7R 2020
F1H15H.

® now +TIME: iX L f#] TIME /M40 F1 minutes- hours. days 5{# weeks
JUANERME R E L. 140, now + 5 days Ko 2K 78 WBILFE S K S5 i [7] — e
[E1E 7

WA See e I IE), S AT AR 8 WAk ) H . BT B 22 5% T LA 2U
{5 8., 1527 /usr/share/doc/at-<version>/timespec LA A4,

WERARE RN A C2end 1, JUAE 5544 AE B R I (5] — IR [R) R AT

2. HERIRHE at>fg SATHRRTT N, € UES L

A IS NAZPAT IS, JF4% Tl e 4. ki, 7] DLE S P IR,

R’ w2,
B. fEMTATIRAT M > shell BIA, HAEBIARIEE—1T 2 )54 T B %
B

R KA P i) SHELL 3R 5548 & fir ik B 1 shell. F P B 3% shell, 803
/bin/sh (LIRS EITE—).,

3. —HEINLH, AFE—ANTATHIZT CaltD A4, B H 21T R

WRIX — R Y & 58 A AR bR e f SR B S Mg 2 DL 7
R 42 ) T ORI 25 F P

WREE/BPATIUES SR, B atq o . ES W 8.7.8.5 AHELEHHAT
TS TREZE R

Tt mT DABR ] at (2B . ZE TREZELR, 2 W 8.7.8.7 X At Al
Batch H5 1]
7.6.8.4. fic & Batch /1.5%

Batch 2 /775 R 40 T 14 51 s B 2] 0.8 LA R FIIHESAT 258 L — IR 55 o

€ X Batch 1155, 1% DL D IREATHAE

1 fE A AT 4N batch A7 4

\)
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et e R B 5 2R 25 B AE R BRIV 7.0 R G 7 R A
2. (BN 1) ab i SATHRANTT T, 8 TS 4
A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, Rt A,
B. FEMAATIRARTT NN — shell I, FFEMARSE T2 5H# T
EEE
R 55448 A P ) SHELL 4578 8 ik B 1 shell FH P & 3K shell,
54 /bin/sh (R BIE—1).
3. — HEINE W, AFE— D47 4% N Cul+D 41 &4, 1B Han 2175 177
AKX — 25 i A B AR R AR bR A R R B S U k2 DL
R A ) T R IE 2 F P
WA FHSAFPATIMESFIE, EHEH atq L. 1530 8.7.8.5 BHELRHAT
AES TR 2B R
et LLFR 1) batch iz & H . 2 THEE ZE R, ES I 8.7.8.7 #&EHIXT At
F1 Batch Fr17 1]
7.6.8.5. HEERPATIES
LAEERPATH At F Batch (155, W LAAT atq i3 4. atq i 244 B —
ANERFPAT TS MBI, AT BB R 1T « AT NS S 5
HIH A58 P 48R P REEEFEMATE 0TS . R root F P 4T
atq w4, W< BoRETE H P A AE5 .
7.6.8.6. A AT T
at 1 batch & [ELA iy SATIETU T Fros:

FH& 8-5 at M batch Ard4TIETR

IR iiipa
M A S A A 4 B shell JIAS, T AN 2 AE A

f
ATIRRFF NN 2 BUHA .

-m AT 55 SE R ) R FL B

v B NAT S AT I ]

7.6.8.7. % At fil Batch #1171

f&m] LA H fetc/at.allow Fl/etc/at.deny SCAFRFR #il X at A1 batch iy 4 HI15 ] .
X LGy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
AN SR VAT 245

WERAFAE atallow U, RAEZSCAE I H A - A4 RedEH at 57 batch,
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e LB 5 0 T 25 S R PEV7.0 R G5 F0 5 T
It H. at.deny TR 4 20

iR atallow SCHAAELE, ) at.deny SCH-H F1 H ) PO d 22 1B A at B
# batch.

AR R SR E T, AN ES at SFPRERE (atd) . BRI RIS
17 at 5K batch Ay 1, AR A2 50T
ANEVF IR SO N A2 A4, root FH P ERIAZ4Re i AT at A1 batch fir

4,
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BI\E RERE

8.1. TEFEMRSE

8.1.1. Bh:AkHE

B K E R R B 24 T H, JDERMEEEARM 22 204 . firewalld SO
2%/ Bl KIEIX 3K (zone) & MZEEEHE | &4 2SR I BNAS K 2
T H. B3HF IPv4, IPv6 Bi KES U E LA DO #E,  IF HIAA a8 47 I B E A
T AHC BT o &t SCRE FU VIR S5 B S 2 7 LA 0 B s f 2 11 L ]
DA AS B BRI K Hit o
8.1.1.1. EEIhfE

1) SEILBNASE B, 0T ) S AN TR A AN B ks

2) $Eft firewall-cmd 217 Ft AT & B CE TAE;

3) S firewall-config EIEALECE T H;

4)  SEILRGEA )R B R AR B A ) P

5) X FF.
8.1.1.2. HEAML

S

yum install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service

KM

systemctl stop firewalld

systemctl disable firewalld

FERERINAS

systemctl status firewalld

8.1.1.3. Xk
34 X 2% K1) 23 AN [ ) X 3 GBI TR zones), 58 HAS [F] X 4 2
[ P 1) 42 £l SR S Shes o L TR A% 08 B 2500 o 90 LB R AN WS AR R X3, 17
PR 08 ) 45 2 v P A AT D DX 3, DA T 2 4 SR v A 1k 1) — Se3d A . BLARUE AT IIX
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AR LM (- NRAEEERXIE ) =D ERNS (D EEERX
) I H bR RS2 I AR A R K P B AR X 808 I 22 2 R s 47 A
I MR 2 (AR e D REAUE U)o a0 ASL WIFL RN ZAEAE, T
FBER BN 28 TR N AZ T8 G AT« 2% R n] DAFE 222356 . IR JE BRI IR
ST N L IR I I BRI o AL IR T EATLBTIR A 9 2 B 5 (1) BT 45 Gl
e T HEEZRE . 7E Jete/firewalld/ X 3815 € /& — R A1 ] A s
PAT BN L4 TR E A LA FIRRTaG 40 X 35

drop (E7)

PR ) X 2 B L e 5 58, A AR R . AN REA RIE H 250 N 45 1%
o

block (PR

AT AT F22 WAL FP) X 85 7 F2 S #. TPv4 1Y) icmp-host-prohibited 15 &2 A1 IPv6 1)
icmp6-adm-prohibited 15 & i 4.

public (A%

BRI NAEA, ASREAE P28 N I AR TSR, R Rl id ik B ) i
o

external (#})

Rl e N AR R T O ThaE AN o AN BRAS AT R B 28 i Ho At 1 5
ML, REeRisa w3 mdsz.

dmz (JEFEHX)

T FEE R XN BN, XS A T 20708, AT DA PR AN AN
ML, U R RS RE .

work ( TAE)
T TAEX . &0 LAIEAARAE WX 2% P 1 At FE i A 2 fa E I A F i . AN 32
Wit PR .

home (FKJE)

T FBEEM %% o ST DLEEAASAE X 4% N 1 HoAth v LA 2 & S5 1 vk AL
A B & i IR PR T

internal (PYHE)

F TN BRI S o ST DAFEAS FAB AR 28 PN 1) oAt v SR AS 2 BUB B 1) H AL
A2 A IR R T

trusted ({541
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AT RESZ T A I 28 i 2 o
VA firewalld FJHR X372 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A FLIXIE (public)

firewall-cmd --zone=public --list-all

RIS B 284 10 enp0s3 AP EBIX 3 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

IR AMESIN 2 enp0s3 NN HEBIX K (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.14. JRFEH
amanda . ftp . samba M tftp SFHEFIIRS O firewalld FEHLAHR) R
%, LM A

firewall-cmd --get-services

R HTRSS

firewall-cmd --list-services

N http RSS2 A HIX I CGinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload

e — RS I 77 [X
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B RST IR 2 X, Bl fevF SMTP AN TAFIX

firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

BN XBERIR S, WA TAEXF2 R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. uf [ H
FT I3 1
FIHF 443/tcp Im ITAENFEIX IR (internal) :

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

ity 8% K

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

ARSI EEE, HoAHAE (masquerade), ZREHEAMEEIX 1K
(external) [f] 22 ¥ %K F] 3777,
8.1.1.6. H#EH

firewalld A — /M FR N “direct interface” (B #:4:11), '©n] DL EH B8 T
iptables. ip6tables F ebtables RN, Ei&H TN AT, A& . firewalld
PREEXS TG NI H K38 EE, FrbUEERE B firewalld A1 I E A4S A BB i 11 A5
TR P I8 R B 2. EL e 1 3 00 —-direct ST H Ejr%lﬁﬁm*%ﬁ &HT
MR 25 BB AR T, DAMELEISAT IS (] P 3G 0 s I B7 KB o 3 Al ) A 72 7k A
o Blandshnem = tep 9999 ¥ H .

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j ACCEPT

firewall-cmd --reload

8.1.1.7. &N (Rich Language)

il “rich language”i&v%, A ULA B BR: 5 X 5 PR 0 7 A e R o
By KBS o e AL RE R AR B B E . X F0TE T AT LA RECE 73 X, AR S H¢
AT E 7. P a2 EB L AILL root F P B0 I84T . 30— TR0 sy 2
i

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
P B — TR «
firewall-cmd [--zone=zone] --remove-rich-rule="rule’

Fo 2 — T A& 75 A7 7 -
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firewall-cmd [--zone=zone] --query-rich-rule="rule'

—/NEARB T, BRRE— TP Ml (192.168.0.0) RS 23HC & B k85 7t
YFUN R RS http, https, vnc-server, PostgreSQL .

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent

firewall-cmd --reload

8.1.1.8. &M%

HATEE RS & RTMP(RTMP & Real Time Messaging Protocol ( 5k
BB AR MEFRES. b ET TCP) iS5 1935, 1&
fete/firewalld/services/ H3xH, FIFHIA KIECE LA nfs.xml 9T .

cd /etc/firewalld/services/

Y e 2% H AR A2 E SR8 IR 5 A 1 248, R T2, ARe
B XA H A A5 3T — @ A AR ST o E1% H 3% 30 5 S 2%
55, WASREIEIIASE xml € 3, JESnE s & n] LLE .

cp /ust/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Vi : M T B R 55 2 A H RS R xml SCHEEERIXANH &, i
Uity 1 AR A U AT DA el A AU
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# cd /etc/firewalld/services/
NS nfs.xml 24 rtmp.xml

#mv nfs.xml rtmp.xml

THAEAH vi HdESHEL rtmp.xml ST N

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp services</short>
<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

TR GSE CAR R B AR A4 7 FlaR A R 28 F 48 0E /5 208
FHEISC S FURIREER 4% o AR5 SRR 55 N B K S LU

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config SZF¢RH KEE I FT A Rt . & EE G n] DL ek R s H 7
Seus i3 firewall-config FH°" AT LA BB J i Ao LRI HOAR 46 S 11 L D%
i R A1 ICMP i €SS AIA%E zone (X148 15 B 25 DI RE LA By K 1% % B
I B 2R,

BARRE B
X{H(F) &m(o) BAE(V) #BBIH)
v EEHEISE EE: B~
bi3;: XiE BBE  Psets
enpls0 (enpls0)
EAE: public FirewallD RIEX T HEMMEER. BOURRAMEEE, KE2RS. B0, Y. 1rH
#0 £, BO/MRXER. oM iSLIREAMNMES, Ko SERIFOM LRI,
R block WS WO B EMO 6B wORE
dmz
drop A UEREEXKIHPHLRE R {58, aEREHEIXIXENE
external #. BOMENREENARER  TLLANTERS.
home B
internal amanda-client
public amanda-k5-client
trusted amap
work amgps
apcupsd
bacula

bacula-client
bgp
bitcoin
bitcoin-rpc

e Z bitcoin-testnet

BRI ZE firewalld B9ERE,

BiAXi#: public LogDenied: off &85 : ZXf Automatic Helpers:system (off) Lockdown: ZF

&l 8-1 B kHEECE
firewall-config TAFFH I 70 B =804 2 3388, a2 it Bk~ .
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

X ]SS ICMP I, HAREREIRTR,

VA FEA T 7 vk FHRCOER 75T, XhnEd firewall-config T H CL& 1%
BRI X )G 6 firewalldo JE&, ICMP K8 H#ACE (Direct Configuration)
MEE 4 H (Lockdown Whitlist) #5325 RAEMN &BF T Hi ikt 54 /e
B W.

1) firewall-config 3

firewall-config FRHAFEPUANED: SO, Em, &F, #Hbh. Hk
TR B i E 2, ERFE LA

HEPT K AT KRR B A IR E AT B BRI G0 R A 1R
KAE AR, BaRGERGEEE.

B SRR X I B o DX e X B X 3

DR BRI DX 33 B 0P 288 2242 1) P g X 342 11

M MR E M E A AR A .

BiE: BUe T DB KB E AT o, R avra s BN R P AT
M3, BUERHEN firewalld R0 7481 E A N 5l R 45 1c B 00 a7 5 50 B 07 20
B PR R N AR Y SR

2) BoEEMFR

firewall-config Pt B REHE: B1TIAIKA

BATH : IBATIECE N A ET A O E A . 84T I B F AR AR A R
FEEFINE /] AR S, T RGEE IRSEH S 7R, Xk Rk,

KA FRHEE BRNAE 2R G0 80 Al 55 355 B g fdi FH o 7 A IC A7 72 D
B, BV E RSB RS E S . ERTINEETR 3 3k R .

3) XBuEmF

X 38z R 2 — A B A

K] 24 B8 B oK B X S0E T R T ERE AL . firewalld 4L T LR IE
NEIX . X EA X IEGE RS wm s il DhdE. ICMP SIS A =R,
DX I AT AGR e 214 IR R o IR S5 -1 T0-R E SOMIR L [X I8 IR 45 = AT AE o 7]
BERIRS T UGR e % IX AR s 0. Ak

i RS IEDR
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CPITERRA — - o
bR LIS = JUIR 5 AR RGN VT.0 R G BT
PikERE - o El
XfHE) ®W(O) EHE(WV) FEBIH)
v EERIE BRE: &7
353 Ei& [BE Psets
enpls0 (enpls0)
BAE: public FirewallD KIFEX T HENMEER. BOURRMINEEE, KERES. HO. il P
#0 . BO/MBXER. IcMPTEUREMANNES, Kige]UHEREOURRIEE,
R Dok C BE B0 WY EE0 pE mORE
mz
drop FUAXBEXEHPHLRERTEN, TEREHEEXTEHME
external B, BOMKRPE ENMMER ~ o LUFR B ERS.
home | £:3
internal ._,...:.,-.. -
cfengine
public N
cockpit
trusted
« condor-collector
wor ctdb
dhcp
dhcpvé
[¥ dhcpvé-client
distcc
dns
docker-registry
Change Zone Anrlarcwarm v
BEIZ firewalld 89%EE.
#3AXiF: public LogDenied: off f7&j#s: Zf Automatic Helpers:system (off) Lockdown: 2

& 8-2 IR&ETF
TR RSl S
Ui T T4 FH SR W B F0 VR B AL 281 n) 1 i 1Y ] o

- o
XFHF) EMO) EEV) BEIH)
~ EmpE RCHE: | Ef78d ~
EE Xi§ MBE Psets
enplso (enpls0) |
BIAE: public FirewallD EHiEX THENMGEERE. BOURBOLNEREE. KHERS. ®O. DL wfy |
®O #. WO/MRXEE. cMPl ELREMANMNES, Ko UgERBOLREDL,
RE Dok « WS  ®0  ®¥  EE0 BE  sO0RE
mz
drop I FRh0alik &rikinléh 40 skinl, %ﬂuﬁ%ﬁuféﬁn
exter ‘Dﬂm
homé  jzss ABOAN,
intert
publ HO #EOEE: |
trusti .
work e | tep v
@EGH(C) Wz
T
. +&ma) HELE(E MHBR(R

ainge Zone

BRIE firewalld 89%#,
FLAEIE: public LogDenied: off fF@#s: %7 Automatic Helpers: system (off) Lockdown: 25

& 8-3 i O-FEmF
FARVFRE P K RA A H, WE3) firewall-config Ff B A8
FEUBE IS X, 8% m ) BIAR IR R AU N #2481, Port and
Protocol ¥L¥TH 1 -
B N\ B B O 1S R, SRAS VR AT o MR g i % tep B udp.
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PITERRS

NeolCylin

HHR B o IR 55 aR iR RGPV T.0 RS 2L LTl

i, Py ai-k
D25 7 TR FHSRAEFA A 9 268 bk T AR st B A TR 1P Mk

BIoaRE - o
X{H(E) #EM(O) HH(V) FWEIH)
v ERREE KB: EAR-~-
<374 Rig MBS IPsets
enpls0 (enpls0)
2K public FirewallD B EX THENMEIEE. EOURBMLATERE, KE2RS. BO. ik, e
{n) EOBOMXER. cMpRELREANNES, KEJUBEIROURRIEL,
xR :'“k « BE  BO B BEO p% BO8% >
mz
drop NECERE—ABCNARREEEIEBRANINNERES, (i
external EREMN, CHAMREERAN, BEEHELE—hitaHRHn
ome EERRD, BERERT Pva,
internal HhEXE
public NPCRAHE, BLHEH Pva MERFA P 8L,
trusted

work

BRIE firewalld BIEE. EELEH.
Bl public LogDenied: off FF@#Es:

#m7 Automatic Helpers: system (off) Lockdown: 25

& 8-4 DhRETERIAR
TR IPvA HihEHe oy — A B — MR, WS 3] firewall-config T H.Jf:
e EAL L (28 X . B3 D AR AN I HE AT TPv4 Hhb e it
Jl A B YL
v, S R R T iR
i 3 R m] ARG 1) 55— o LT DL K/ B Hofth 32401
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NeolCylin

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

PR [ x|
MX#(F) #Em(0) TE(V) FBi(H)
v EEREE fE: Ef7E v
353 Kt MBS IPsets
enpls0 (enpls0)
BIAX: public FirewallD BIEX T HENFEER. BOMURBANEREE, KERKS. WO, il 1P
#0 . BO/MBXER. ompilELUIREANMES, Ko USEREOURR AL,
R block « BE ®0 B  EE0 6% @Oosg
mz
drop ANEERFERED, plLUEMNEAZN—PROES— KO, B8
external HLRMEBRFES— TR, BRIAS—ITARGERERORMEMNE
home BA. BOBEQERET Pva,
internal w0 i BEME0 SNkt
public

trusted
work

B FRmA) | e MR

BRIZE firewalld B9%#,

AR E: public LogDenied: off fF8i8: =FH Automatic Helpers: system (off) Lockdown: 2

& 8-5 ¥ ¥R FIEIF

NN R B A R N il R 4% 3 R B “packets” ) — A P 5 L kit B B AR
F, ERleE DR IP Huhil, SRJGIESE o R ARAE . AR 5 B Nk
TR PR S 1B v G . 52 R TR B E s 1 Z4E T

FRL R B — A DRI [A — R 88 B 1, kA & IRAR,
i N B R D R P A Tty 1 0 oy MBSO Rl o B R i 3 HAth g TPv4 Mk,
TR 5 A B oy — oy VSR, N EH B RE TP kb Ao O 808 o S Rl 4
g A7 B 2 BRIERA R BIR — Ao o il i S AT 58 2

v. ICMP &8 FiEmi+

ICMP iy AT LLEFE Internet #2 Ml SCHMM IR SC . IR LEHR ] DL
SAH SRR AT R NHE G SR B R A G (1 a5
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PITERRS

— —e [=} s farax =}
Haaicyiln bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T
BIOAER - oKl
XfH(F) #EH(0) HE(V) HWEI(H)
v ERhEE RE:  &EH~
iR i BE IPsets
enpls0 (enpls0)
BHAK: public FirewallD KIFEXTHENMEER. BOURBGANCERE, 2RSS, #O. HiL wpH
#0O £ WO/MBXFER. IcMPREUREANNES, Kigo] SER@OURERL,
e plocs «BY OEEO E MORE  cMeIRE  EAN
dmz
drop EERESIRXHIN (cvp) TRATFERMOTRENERZHEE
external B, BHRZEEM ping BRURENEESR,
home IcMp %R EFIRPIRICR ERIELE ICMP
internal address-unreachable ~| X8, FREHE ICMP XENE L
public bad-header il s, MARBEREGER
trusted beyond-scope o
work communication-prohibited | MIREHTRETEE (Invert
destination-unreachable Filter) , {ET#RIZAICMP B
echo-reply BREWER, MRGXFENER
echo-request 4, EFHHER DROP BIX
failed-policy 2, eNz%ER
fragmentation-needed RETER
host-precedence-violation
o Zof host-prohibited -
BRIUE firewalld 895,
BAiAX1E: public LogDenied: off [@i#st: 2 Automatic Helpers: system (off) Lockdown: 25

& 8-6 ICMP T/ FEIF

BAEHEE S — ICMP €, W3 firewall-config T B IFiEHE IS
TEHAS B XI5, 1 ICMP Filter bR I 0E BAE R 145 75 Bt JE ) ICMP
5 IR RA IR AE 375 b R A CAAE L 98 o IR R B 2 e Al I, BRI RV A

BN E LR

AL BT AR AN TR IR B MU 58 . B — XA R
L FH T AR A B3 R 3G IR R TR 7 K R R o G S ) R K AT 2K, IF
HAEUWF| firewalld it D-Bus fZ#R)E 8. HG . G TG T EEHNA.

BosRE - o
X&) &EMO) TE(V) HEHH)
v ERRE RE: XA ~
iR B MBS PSets HERE
enpls0 (enpls0)
BUAK: public HRRES FTERHOMIOGEAT. XERAFEAFTRESN iptables §E, HNR. & &<,
#0 BYHER. BREENZXET LR firewalld HEGFIBRNBREFH,
B SMEES 1PV 287 ipv4 5 ipv6 5 eb, ipv4 T iptables, ipv6 fF ip6tables, eb FFLL
AM#ii#(ebtables),
# AN T
S5HMNEEERBMMEE
ipv Table Chain
+&mA) RIE(E

ERIE firewalld B9:%H,
HIAXM#: public LogDenied: off f@&i#fiz{: ZF Automatic Helpers: system (off) Lockdown: 2/

& 8-7 HEMERNF
4) BRI KRR E
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

NeolCylin

LA SR IAE I BT KA B E, AU LRIl BOEAE IB4T I B MR
FIS AR E KA (Permanent), 2’ N KA 51 2 ST By Kb FHT NN $04T
M E o

fEigf7iy (Runtime) 5T B B K f BE i, — HAE)A Sh sl H B RRE
IR S5 PRI SEHE, BRI R, £ Permanent A0 T BE BBy K )50 E s AL
AFE FHTINET K5 B FR G0 8 2 Ja AR R0 W A ST s 5T 0 BT 2 1
br, BCE R I L, R R R N K

PR - -
XfHF) ®HO) BBV # s
v EEREE BE: XA
E& RiE RS IPSets HERE

enpls0 (enpls0)
HRESSTERHRAMAEAR, XEERRFTERF THRELN iptables 2, LOR. &, 52,

EiIAX: public
#0 BYHET. BERENZNATLEM firewalld HEEH R ARNREF K.
*E HMEES 1PV B8R A ipv4 5 ipv6 5 eb, ipv4 BT iptables, ipv6 BT ip6tables, eb FFLL

AFI#i# (ebtables),

# AN 8

SN EE KA InEE
ipv Table Chain

- AR B0(A)

BRIZE firewalld 8%,
#iAXiE: public LogDenied: off ff2i8x: ZF Automatic Helpers: system (off) Lockdown: 25

K 8-8 PR KIERE

5) BEERARKX

B E — MR B BB D 0 XA N ERME, WIS 3 firewall-config,
M BRI PRI, H T f s S i e BB BN X 8, e H B 1 3R A ade 3 £
i S o IXAE BRI X, R el F B B AT

% 247 W/ #276



i)
et FBTBURE 5 G 2% RS BRIE RGPV T OR G S T
XfH(F) EG(0) /() HEIH)
v EHNHE K8 ErH-~-
E# i MBS IPsets
enpls0 (enpls0)
BiAK: public SIfER IPset QIREBERBEE, UERT P il BOSHE maC itit,
&0 HiARE
B3
B FEFIREFRIAX timeout ETAEY ipset FEUREEH
o FEFIHERE ipset s ¢RMBRE.
block I
dmz
drop
external
home
internal
public
trusted
work
DEH(C)
T
Zone QREEAARBNE DR KM Pset

ERIE firewalld 8955,
BAESE: public LogDenied: off ff8i85: #F Automatic Helpers: system (off) Lockdown: &/

B 8-9 BHEINSX
8.1.2. WiIEH (audit)
8.1.2.1. fajfy
audit T H o] DU S T BN HE S A% RG0S5 )
BT DR SR N, #E 2 S EL IR (N2 ICRMIE & R, 8
& H PR RGOSR T ) o
8.1.2.2. B SR B4y

audit.relus
L
User SRETDRS = g auditet! _"Iﬂ]
a u
F Taigk  |beecomecans = Exclude
B o
- 3‘:; g&& = audit.log
Exit  frocerenees | l ; i
H ausearch aureport
Linux Pé *
auditd.conf

& 8-10 ZEHrRE

Vi SEERAEREIRR, WARRRAMF 2 mPEHICR. GREA M RE
R R R N AZ R LA RS Cuser, task, exit, exclude), A2 — ZR 41 5 FHFE
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Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

J¥ (auditd. audispd. auditctl. autrace. ausearch #I aureport ). Linux P+
(LR RS 2

User: idskH 2 2B b 2 AR A BIER 2 IEHE B, Wizfihss o
THE G RZ B e,

Task: ERELN FREFFHFRERE (fork)s M— AT W OIEERS, 2 Qe

b fork AN R G - AR I D SR A% AT

Exit: 24— RS 4R HIW & St szl

Exclude: MR EMSEM; Exclude A& H KT JEH B, HHLEAEE I
BT DA IX B S AT I g

audit R WZHFI— M, NSRS audit Hidsg, XD
KN A2 AR PR I E R WA audit BEERE BN 2 B — SRR T
auditd KAEHIH] . audit 7 AE R EIEES < LIL 3] auditd H, A5 FH auditd #f

1T HEHAE. auditd.conf 2 auditd [ECE 1. audit.rules & audit FUERII S,

W audit B9 H EH L FIPLEERAE, BB — X audit FEAT 4N R
auditctl #EATHAE. root H AT LLEHAA auditetl #EATERME. auditd Y21
B E=AMAN L. BN 2H HERMAE auditlog SCAEH, BRIAERAR
Ivar/log/audit/audit.log. 55— Milid audispd K HE AT K

B2 IT RG AR MRS Bk a. AR RERRE
PR BB A, WiETHEN, AEEA audit sEy bR eHT H &l
S, B B AR B TR AN 2 H R I b g3 b R

Fi Fras e 8 it 240 auditd. audispd. auditctl. autrace. ausearch F1 aureport
GNP RG  TARUEA «

auditctl : BPI 4z 85 v sp 9 AR AT R TR, G E &g .

auditd : audit sFHRERE D TTALAN R AERE B EARIEA B, XE(EEH
RLFHAR P A R GE R . P EE I RS auditd J5 & EREERA
ZH I R R HIHE R, ¥EE5AF var/log/audit/audit.log.

aureport : A FH AR H TR ) T Ao

ausearch : &4k THFAFH LA

auditspd : R A AL HABR TR, A S NS T HE X+

autrace : —/H TEREZHIER) 4o KLT strace, FREFFE—HERE, JH¥
FREFIE R B NHE M2 F.
8.1.2.3. #INILE

1) M yum T HZ23E5E0
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yum install audit -y

2) audit P E SCHF

audit % % J5 & HE R 2 A I B S ¢ fetc/audit/auditd.conf  F
letc/audit/audit.rules . /etc/audit/auditd.conf & 57 3 R 7 1 BR A BC B SC A
letc/audit/audit.rules A& ic & THRLN SO . E A audit J5, HUERLN SO
iR

letc/audit/auditd.conf <7 F2 7 B BRI BC B S 2 ok S

N A B E — 4 fetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#B B H S

log_file = /var/log/audit/audit.log

#RE HECHRINEE, & 0~99 ZME. wREENN 2, W
APEHHE . WRBEARE num logs {H, EHMBINA 0, BWEMRAE
H &t

num_logs =5

#BCE H B2 s LA R

name format = NONE

# E H AR, URTFRRANEANHE X EE. SR NEE
B, 24T max log file action F&&Ma1E

max_log file=6

#IWE H B RIE KB A 1, X BLEF ROTATE (i)

max_log file action = ROTATE

8.1.2.4. auditctl €4
auditctl Ay A% 2R

auditctl [£ 7] filter,action -S syscall -F condition -k label

FK 9-1 auditctl ArdEMR

I H %S P
filter 1 2 it B WA P A% B0 0] UG e 3 90
filter user,exit,task,exclude a5 NHEFFH . I JERS task. exit. user

DL exclude
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fiiete ORIBE 5 R 5 SR IE RV 7.0 A S5 T
_ B HEZFEMY (always £7ns2) (never
action always, never .
ESZNLY

TN ST R < A E < | B W

syscall all, 2, open %% i . X .
fust/include/asm/unistd 64.h SCAFEAHEF,
TFEA U B AR IR I, a3t — 2D A O U >R

condition euid=0, arch=b64 S 2iky, A 1D, 32 1D fHARW
B NEERR Y FAF A VLR

label fEE PRl s i HE IR R H &

S FRARGHASHAL T
-F RO
-k FN L E TR F i g O
8.1.2.5. audit ®F 1HLI
audit #THRLN 4> = AN
1) SN XA T T R R A S R E MR E .
2B AT DAAE fetc/audit/audit.rules FHEEE . 3BTRS
-D #IHIBR BT 24 i 2B 28 A R U
-b 8192 #1£ W% H € e REUE I CAFE I # % 2 X O 8Mb#
-e 2 #BUE B LI B #
2) SCHFRGHIN: X Eee SO EH A, (AR LR, FRATTAT DL
LR 8 A B H SR AT AR S B 1 1]
AILLETE auditctl AW E . W RFATH KRESCH HRIBIRE
PRI AD
F A =X
-w iR
-p PR
-k R
Hr-p BERIBE 7 R DU F-
r— RO H 3%
w— BASHECE B3R
X — BT SCHRECE H 3%
a— HURAESCF L B e
1 2 s 4% fetc/passwd SCAF B AT N, AT DAE X AN 4
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auditctl -w /etc/passwd -p wa

Hr] PLE 2% B B I 2l SCAF fete/audit/rules.d/audit.rules  H R 7] SE 3]

1% SCAE B AR
I TH E A %JL)”JJ 03¢ T AR E & i ete/hosts SO 253K

auditctl -w /etc/hosts -p wa -k hosts change

3) RGN X LeH U T SR AT ] AR B s P 3T I R R
WH .
W RS AT RE < 51 i g 1 H 3630, 1X 2k AR S B K1 fus
FIT AL B m R A R SR A A E 3 auditrules WP R E AR H SEAIE,
HAEXT1Z B XA SR T . RS T NI seF, HJE—-—FH.
ARG g
-a N2k R W3 R )
-S RN B DU R G A ) A4
S 71 R UL o KO0 <
-D IR A R
-d B — 2 FD-a X8
-w BN H .
W B — 2% KU A -w 5% 8
-1 B T R0
25450 8 SR WREE S, R P (UID A 10001) 7 i) FIFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile 2P HOWER—MNA 7, D ERERETE T, 5
ATRUE AR 7. A auditetl dr A I RUUNA K AG R N T ik
fATTAE B8 Bh a2, AT DK S N 21 SC 4 fete/audit/rules.d/audit.rules .
8.1.2.6. ~FH#ERE

JE 8

systemctl start auditd

SRR
% 252 W / #2767



Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

systemctl enable auditd

service auditd stop

service auditd restart

ftIvar/log/audit/ H 5% i H 50

service auditd rotate

R %S 0 A2 5 BTG, GIUNAF LB 2% AL 70 X 23 TR R fRAF
B % H SRS D

service auditd resume

WRIBATIRES

service auditd status

b

—

HH BT AT 35 50 [ AL AL 5 25

auditetl -l

BeE auditd 1) HECHREFE N

¥ audit ARSS2: 4 P52 kylinl | ip ikt 192.168.0.1; audit 2 ) i 44 FR A2
kylin2, ip Hiht 192.168.0.2 .

1 28R 55 #ts i P 2 SCAF
vi /etc/audit/auditd.conf
#E TR N 60
tcp_listen_port =60

EVE)iliey

#service auditd restart

o F i e SR A R R A I ELRC B A
#yum -y install audispd-plugins
& BUiE B

#vi /etc/audisp/plugins.d/au-remote.conf
# EH R HEREE H RS E
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active =yes

#vi /etc/audisp/audisp-remote.conf
remote_server =kylinl

#1% B Wi oA 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR B R AR ST

#service auditd restart

8.1.2.7. aureport

A RV BRI R, AIfEH aureport fv4. WIRIRAT aureport B VEH
AR, W Bl aik®. T LA+

Az B B E I 1] P9 R AR

aureport -ts 8:00 -te 17:30 -f -i

RO P RIS B R SR T

aureport -u --failed --summary -1

AR G R AR

aureport -s -i --summary

8.1.2.8. ausearch

i/ ausearch , #W LA JEAMN R FAFRA . Eab AT DLk K HUE B
NFEINEM A (RGP EH F42) KR, Ll root H #1447 ausearch
rad, MERERE, FMEFH 4 ZELAHABN TR, BRI
NI T FR A o

7~f5l: ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami”

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts® ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_Ti=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="1id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="passwd_c(

& 8-11 FHER

R g RN A

time : & {1-A A

name : B 11X 5

cwd : HHETEEAT

syscall : AHICH) R SG1H H

auid : # it~ 1D

uid M1 gid: ViR AP ID FIAH P4 1D

comm : FH 7 a) SRR a4

exe : LAy & MOl PAT LR AR
TS LM T
MR ARG G TR AE T fr 4

ausearch --message USER_LOGIN --success no —interpret

BRIANN, B, MORE, FHBN e

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL GROUP -m CHGRP_ID -m ROLE ASSIGN -
m ROLE REMOVE -i
FZ M E I 18] B R R G A, A LR dr

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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AT ( key) HRFITFMILR

auditd AR H BN AL Z , WA R ERET, AR RH
Ho s M HCE T ( key) ATUURERCE:

A auditctl dy4 @S — AN

auditctl -w /etc/passwd -p rwa -k passwd changes

TR IR AN ) B R R V5 R BB 2 [ ete / passwd K T BN FE AT
2. — B NMESCT Bl S, mTRME R an T et ¢ key) #RFIHF
fRid %

Y ( key) R IFFHMICFR

ausearch -k passwd_changes | less

R A SRR BB R [ete/ passwd SCAERI H GRS R, HAE R 20K,
8.2. TEMWsRAH

BB RG22, ERIERL KRN RS B NE R EE, B, 8%
R WA R S N AR SR AT AL, AR X O %, DURIEAEIB AT
FRIE LA A o ATTHE 10 B A eT A5 FH LA 7 SR8 5 SR MR 18D s R Il 25 25 R
RGP RIZEEE.
8.2.1. KYSEC &4l

H b BELREE = 2 R 55 4 BRAE R G VT 256 [ = # A R s SR A B 9 41
BAE RGN 2], SR T T AR B PAT RIS, SEIL RGN AR
FERRIC IR AN PAT TR, B ORI Y AT B0 7T 5 1 R P A B 1 e B . AT 261
PUFIE ST« BREINEAI L= 2R, ARG cE . =7 MR F?,
Horh L vk B SV IC ST, AR 2% T 3 $8 DUSE AR B w4
AT
8.2.1.1. ZaREWE

KYSEC £ HAURAS; 5HI#E (normal). A% (softmode) . 5l HE

REPATIRERN AR, BIZEIE ] P AT IR SEARC B S AR 5, T A
N, RRIERIAREN HEFHPATIT N, AZEIEH#E. REEA KYSEC
AR Ay, BAATHEES] SCHRAP . WRZERTOIIRSERIT S, =AU LKA

#FH kysec ZAMRE:
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$ getstatus

KySec status: Normal

exec control: on
file protect: on
kmod protect: on

three admin : off

W H kysec RIS NI
$ sudo setstatus softmode

W H kysec ARy o i 45 2K
$ sudo setstatus normal

8.2.1.2. AT

HrobT RIS = IR 55 B R A R GEA: VT RN T X SO AT L B E A L =
PEASEFH 4], 70 R R Gt SB=T7 AR, K R Ry A G 3bd i
PERAT, ARMTINER T8 P8 USSR AR IR PAT o AR AT IS AT B AT 04T 3
PREEMBR . B2, #0L. B3, EaeSElERE, Swkbiir.

(1) FTHAT SO B AT 42 il

10 A5 B tmplls AT 2RI

$ cp /bin/ls tmp
$ /tmplls

EE B O B/ tmp/1s W] kysec drid)a, M AT 04T /tmp/1s R -

$ sudo kysec_set -n exectl -v original /tmp/Is

$ /tmplls

Bk /tmp/1s P NEJG, SREFARERIT
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$echo«“” >>/tmplls

$ /tmpl/ls
(2) ATPAT JEIAS AT $25 1]
B8 JAAS SO tmpl/test.sh FEARIIFAT AR, N 2540 F

#1/bin/bash
echo “test”

$ chmod +x /tmp/test.sh
ER RN S, HITIEPATIEF
$ /tmpltest.sh
$ bash /tmp/test.sh
B PR B SCIF kysee BRI )E, FEFELAEIE AT .
$ sudo kysec_set -n exectl -v original /tmp/test.sh
(3) ARZASE AT 12 )

FH PR AT g ) P AZ AR 1 1) 2 B 5%, 22Nk ds DU P AZ AR, RN
KYSEC IhRE, TN o M

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf_conntrack ftp.ko ~

$ sudo insmod ~/nf_conntrack_ftp.ko
B DU N ARG, AT LN R ) .

$ sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko
$ sudo insmod ~/nf_conntrack_ftp.ko
8.2.1.3. fHRIThAE
AR RETT RN, AR SCAE AN REBIE 2 B AL MR . IXFERE
TR 5 G0 51 2 1 IC B SO AR BRAE 1B 2K
25 AR B SR AL :
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
25 A RS BR S ORI AR L -
$ sudo kysec_set -xn protect /tmp/testfile

25 A tmp/testfile 15 B SR AR IC f5 . W2 (b 4& o, & 4 44, I B
/tmp/testfile LA G0 A M 2 $E 7 2R WL

$ echo “test1” >> /tmp/testfile
$ mv /tmp/testfile /tmp/abc

$ rm -f /tmp/testfile

8.2.2. HHEKR BRI WA

HrbR LIS v IR 55 B ERE R GE A VT SEBLH AL BOaE L T B B A
fitrs IFEETZORIHLE], W] 7SO ORIP A DO RE . MR OREEAS F P IR ST ORI
EAE ELRE RS, R EYE - SRAS T B S RRR 9 T0 VR SR U A P i FA A H
[7] BT 52 (36 ST R 47 4 1) B4 S == AL

o [mEskas, HPAAEIEICTE B EMRGH AL, SEAE

LI FH P Siz B0 e gl 5 5

o MRtz MAH P R ERE, TRERTH

. SRR, SR IL
8.2.2.1. R&ES KA

B b B AR LA B2 A B 3 A /box. F P8 FH boxadm 817 — A BLEE ST
ERTSAE P A B LN = B oo N 2% S B L = Dk L

test F 7 B — A ST R H testbox, RN # — NS0

$ boxadm -c testbox

$ touch /box/test/testbox/testfile
test FH J' 25 & /box/test [ H 3 & O

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

€ root I P & & /box FHIT H3&, 0.
(1) Is -1 /box/test 7y 2% it H % /box/test/testbox, HEin “HHE 07;
(2) Is -1d /box/test/testbox fiF 2 #£ 7~ No such file or directory”;

(3) Is -1 /box/test/testbox/testfile i 2 £ 7~ ” No such file or directory”

$ 1s -1 /box/test
$ Is -1d /box/test/testbox
$ Is -1 /box/test/testbox/testfile
8.2.2.2. ML=
P A8 A boxadm ¢ B A ORI AH A H SR IL AR, R 3L AR
B ERR, BB ot BE U R X AN H %
test F /7 % & root Xf/box/test/testbox H F M R L ZMA IR 5, root FI A
AE Ui 7] /box/test/testbox H 3 :

$ boxadm -s -u root -p rx testbox

root I P HUATIN R4, WA PLE 3] /box/test H & N AFLE testbox H .
/box/test/testbox H & FAF1E testfile T4

$ Is -1 /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm )18 F /71
test FH 7O — AU SCAE R3PS testbox, 2242 Bl H % /box/test/testbox

$ boxadm -c testbox

W E root Xf/box/test/testbox HFH) R ZEMIRE, root H ' 74 GE Vi I
/box/test/testbox H 3% :
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$ boxadm -s -u root -p rx testbox

B E root Xf/box/test/testbox H I H L EMNIR G, root A BEIES
/box/test/testbox H 3%

$ boxadm -s -u root -p rwx testbox

& Ibox/test/testbox H % ] Box 12 &

$ boxadm -i testbox

Access:user:root:rwx

% root A F 6 /box/test/testbox H 3 ) =AU PR

$ boxadm -s -u root -X testbox
M % /box/test/testbox H 3

$ boxadm -r testbox

8.2.3. GRS

TEVH N AU — P R ERVE R AL A M7 4% 6], B br i BRI 3 R sor
L Uy [ BN X REH AR AT M ERIE R RE 77 FESERR T, E A H 2 — N
BRZRAE, WRATHSE SO, H3t. TCP/UDP . FEENFRE. /0 #&%. &
R 5% H B — A @b B ARV m o R, #a e RR N
A% S8R | AT A —— o 7 22 4 J@ M 9 1 5 o2 75 T EAT U7 100 o AT AR AR AE A
FAR BT AT E AR AR — LB B (B RRIENE) HEATIN, YeE e
o

TR EARRRR T F (B —NERE), BRI AT ) ) 5
Ji o AR BRI RAIRE, E RGBS S R AR AR, a0 dirs files

process % .

24 FNSC: RS ICAE A F) LY R YE, 645 SELinux 7. At
HECER, AR MLS(Z %4, T af )Rt ilzey.
RASRI: S Bess — X GIFPE WERT LLYT IR R, sont St fE, 26
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

T of I8 A %o 52

S e ERE DAGE S8 (D HERE SR BLEAT M RE JIFOR I e, TR & = At sk
e —ANFERRHT AR AU X — AN AT AT SO SR BY entrypoint T M ALR,  #EFE
(R HT CEREARTD AN m U8B execute Ty AR, BEFR ¥ 24 1T
I R AL Hr ISR AL A transition V7 AR .

Fth: FI— SRR OCH, e R I nT LA .

ARG FRRAE linux FHPXSRE, R sANEn] BLE .
8.2.3.1. SELinux FE7iti 5%

Hhob B 7 2 IR 55 A B R GE B VT MR RS ek, W T ARG
FRIIR NG . AU LN RESRIE . BTHIRSS SRME . PUTIRHI DI RE NS . B4
ThEEHHS . kvm/Ixe 25 RGTHAEHNS . RGME BT S FH T HIERE . RS
N B AFRC A DI . RIEBA RN 5, €67 ukmls, ukmces 1 target =
£ SE EAili SR .
8.2.3.2. w4 ML Y]

ROEIEH JHEh G HEN T VR, SR VEmale 7 5 3R TR 55 SRl
B FRAT] 10 22 42 SRS AT SO VXA O ERAEATT P LASRAT , (Ao oh R ok g8
2t HOE A IR RE N Al T o AT 2 4 IR 5528 R Ge e i s
5 FH PR 32 o VPSSP SRS, 2 BRVEE T DSl FH it ot X 10 S s >R o 2 e A1 T e
%A 4.

(1) 477 22 4 FE g A A 1)
FATFRAL T — e T Fodiy & 7T AR ) 24 1 19 %2 42 SRS A 2, 4l /usr/sbin/getenforce 11
/ust/sbin/sestatus. JfA F - # AT DU I X 26 Ay 4 EAT A ]
getenforce iy 2§ i #5 9 Permissive | F7R 7T &b T Ao VP, # 4 Enforcing NI
PR YA T o

sestatus 74 (1% H 7T AN LA T A

$ sestatus

SELinux status: enabled
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SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs

Current mode: permissive
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny unknown status: allowed

Memory protection checking: actual (secure)
Max kernel policy version: 30

EAMURIL T 2 2 A g 2, [ IR ] DA 1 A 22 4 SR ms (45 R«
TAAFIETT RS . RIS R G RO E . B SO P BRI, 224
SRS FSA RN 22 42 SR g H S 28R

(2) 224 SR 1B 2

NT ZAEFEFTURG— B sh# i N B3, (HR MR AL 7 ol bz
M2 A R A 4

setenforce 1 & 5 il # 3\

setenforce 0 15 & A fu VP X,

ARG =AEH AT LS setenforce 1 #ENFISREIBEN, B RAfT 248
B 7 7] LU FH setenforce 0 #E A F VR

(3) 2 H 22 4 HEmg

FE 40 H I I FRAT T AT DS A P RATT 1) 22 4 SR gk N B 44 A kAT
BE. HANITENT:

a) RGBT N grub SEHL,
b) HIA grub B NIZ B 81240, 2L selinux=1 enforcing=1 125N
selinux=1 enforcing=0

(4 FHNRG.
XA R GUR EARE A BIYE I, B root HI P X RGEREATIZ R
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8.2.3.3. HMHC & T4

T TR R e A SRS AT, FATHAR AL T DLy A0 i 2 4 SR
HATHCE
8.2.3.3.1. BEFrCML

s LR B Rt B/ v L7 B i 7 e ol ol = B
W: 1s-Z id-Z Fl ps -Z, XL I T -Z 05 2 Bon iz SO SO FE I 22 4
BT, Wis-Z =S, LU A

-rw-r--1--. root root sysadm_u:object r:admin home t:s0

Horb sysadm u BERZCME T sysadm u 4SS, object r Foni%
B TR ARG, admin home t FRIZICAEHIZEAY, FATH SIS W2
AR X S 1 ke il 78 R AT U el 1 1
8.2.3.3.2. 2) BMthrid 4

A P AT DL I — Sy A0 R G0 P T A SO e A R SCEFATERAE,
chcon. setfiles 1 restorecon 4.

/bin/ls A4 24 bin_t KA, 224 B 51T LI cheon -t sbin_t /bin/ls 44 bin_t
1EE0CA sbin_t 257,

cheon #r4)-u ZHF] LMESOZ S22 4 R SO 2 IR P, o 23
AILMESCE I, - SEOT DB SUE 22 g, o BARAE T LA A &
T

setfiles iy 1] LUK FRATT ) 22 4 SRS IR AR STAR XS R 48 b BT SCAREAT A
e i

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon iy 2> 1] AR &% SCAHE I BRIN 2245 1 3C, Wl: restorecon -r filename
FEX SO 224 B R SChRC T BRI B e B X M id s, 4R
Ja BT EAE, BT CLEE H PR

8.2.3.3.3. 3) A, MoKk &
R FEF 0 (login, sshd) 7 BT WL Linux F /7 322 4 500 P, 768 360,
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ko b BB T 20 T 25 S 1 B V7.0 R G5 T 4 T 1

U SR 2 A s B P BRIRFFIA U A —AS Linux P AR IRAF 52 M, TCHC ) 22 42 5%
W& P FRIRFFEONWIAE shell BEFE22 4 BRSO P ARIRRF. 22 48 2 o1 o m] f
F semanage 74 52 LGS, U1: semanage login -a -s charlie u charlie, 7~ Linux
F P charlie 1E 4 42 5B FH ' charlie_u B3k &%t

fif F§ semanage login -1 f5 2 LB E, W1 T K :

$ semanage login -1

x4 SELinux F F MLS/MCS {6 i 55

__default user_u s0-s0:¢0.c1023 *
auditadm auditadm u s0-s0:¢0.c1023 *
root root s0-s0:c0.c1023 *
secadm secadm_u $0-s0:¢c0.c1023 *

— NPT N2 A A, BRI 2 R BRI — AN A, mTRL
JE I SRS # T H semanage i A\ semanage user -a -R mgr r -R charlie_r -P user

charlie u SRAIEE—AT UAE A E mgr r #1 charlie r 1% 4 5 0% H
charlie_u.

At semanage user -1 #ATEE, WTHE:

$ semanage user -1

Fric i MLS/ MLS/

SELinux /7  ®I4% MCS 25 MCS V&  SELinux

it

auditadm_u audadm s0 $0-s0:c0.¢1023

auditadm_r
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bR o IR 25 SR (R R ATV T.0 R G AT
guest u user sO sO guest r
root sysadm sO s0-s0:c0.c1023
sysadm_r
secadm_u secadm sO s0-s0:¢0.c1023
secadm _r

FONNGE —ERMNES, TS H P @R, BRI a2 # 2
T I R 0 S RN 2 A 1 S TR AR 4 1) o )R A iR A T 48 11
8.2.3.3.4. 4) wiHftHE

KRG FTA i I FIRE AR e T8, 224 B A n] Dlodid

semanage port -a -t vac_port_t -p udp 222

KA —Mrid TR 1 .
A[i# Y semanage port -1 HEAT A, WFK:

$ semanage port -1

SELinux ¥ H 28 %Y 17308 Uit [ 5
afs3_callback port t tcp 7001

afs3 callback port t udp 7001

afs_bos port t udp 7007

afs fs port t tcp 2040

afs fs port t udp 7000, 7005

afs ka port t udp 7004

8.2.4. =Ll

RGP SR GE R LA RS EE R BRI, KB RGHIB), K
KIFEm 7 R2a 0] RG] .

FERI AR, BERE N FBYEE T root MAREIITRIS, 40N
root(uid=0). secadm(uid=600)#1 auditadm(uid=700)73 5 /E L% FH 7 1 591 44 A74E
EAT RIS RE selinux =R LA EFFI—AN A, WTRFEESRGH 7 S 6
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et FERIBIBE B LT 55 B IE RNV 7.0 R G558 5 T
ERNRAGERIWFEIN, BB =L H E .

=R LR G R linux IUE P S UAENLSI S &, 0o Dhfe %
T NIRAL BN TGRS R =AU LI P S 5] . =R GE LS
linux FH P S0 S HLAT I UIE R 882 A1 AT LLAR AR F AR -3k 7 Rk AT 5 4y
L, XERGREITENIFE, HRFFEAZEZaRIE RGP,
8.2.4.1. hfE

=R ARG RE L FE R

1. ST A—A UID 2y 0 HEZ%FH AT A2 H i = AN 2 507 P 1) S 4 UAE
Thig, XMNIE RGE OSSR GA P S0 U155 BT ol B89 & & L
BRUR O, RN AR = AUR Goxt Hofh A 28 53 P 2B B 1

2 SEBLEA VR U B T B S, T L% RS R B 5 YR AR (1) SELinux
B

HEBAN RSB AT 2, A =R GA BRI B R G L5 5 0y %5 R
Gixt AR HL OV P BT BAE R, BIH =R G e =AM E G H AR,
S AT At FH P 2 3 W 1
8.2.4.2. 7~Hl

NERAGERR LG “HXEHIAL”. SRS H A RGEH G
X RGHER AT IXE B . = BURG 2 ARy strict BN . RS8P 01
AAEETEFR T, s N AR ->TH->W . R8T 50] LU DT I 70 X 4
WS . EMA . HIMEE R TTFIGSR B R o X G i A I B AR R
8.2.4.3. =HH 4tk

=i 92 =RH P LS

iVl [ #

% 4t reboot RGHEE w2

B OFL init EH RGBT

7 ifconfig X £ o2 1 5 1
rpm BAFE R (HABEMBRIRATH SEns 4D
useradd ISIOFH . Wl: useradd abe
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st R RIS B R 25 B R TR BV .0 R B L T
passwd & ot @ A P %S . Wl: passwd abe
userdel kR A P 4n: userdel -r abe
insmod GIANER
rmmod llER e
iptables Bj7 K BEAH 5
system-config-date BB RGN R (LB X 2% B 8] FH 21 ntpd ik

55 i BAE SO VPR 32547
system-config-keyboard PR E
system-config-language HERE
system-config-network ] 2 T B i 2
system-config-network-cmd
system-config-network-tui
system-config-printer ITENPLC &
system-config-printer-applet
setup BARELE L ik 55 B E 77 2 ) #: 2]
FVFBLI#ET)
mount 7 X4
baobab fiaE oy B TR
‘% 4 setenforce FFJE A1 A selinux P 5 il 455 2
& O P setenforce 1 JF )3 5ol
Al 3 CHAh B 3 R #S T A7)
setenforce 0 <A 5 I A5
X L2 EH A BT
checkpolicy W T TS TR ST A O 1 A R ) R S

i, 3z ST A P AE ST R Ji N
policy src_t 284,

un :  checkpolicy -M policy.conf -o
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bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

policy.24

load policy Ul: load policy -bq(HR 55 #%) SEHAAZH 1
LR, RFFEH 2T Boolean 1H

chcon & B A S e iy 22 45 B R SC.
chcon -t bin_t filename

chcat 18 BRSO A A S BB S . 4n: cheat
$0:¢c0.c255 filename

fixfiles REBR %4 E R, i fixfiles -F
restore filename

setfiles WIEEA SO FRIS, A PRI IERTE.
ul: setfiles
/etc/selinux/targeted/contexts/files/file_conte
xts /

restorecon PR BRSO 224 TR 3
Wl: restorecon -r filename

semanage SELinux & # T Hr4
Ul: semanage user -1

semanage login -1

semanage user -m -R secadm r

secadm_u
semodule E ¥ SELinux 7 MR B

1. semodule -1

semodule -1 modulename

setsebool fE SELinux ] bool {H RAE L H &
: setsebool xdm_sysadm login=1
B 1 audit2allow SVINYI SR EEEIvR b e S
O f0: audit2allow -a
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c B NS
E

Z8
(=1
cE

a

bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

Al audit2allow -i /var/log/dmesg
audit2why R ] b 4 00 o {5 S B s R 2R 1
JiR
Un: audit2why < /var/log/audit/audit.log
aureport MR 5 THE B oGt B s G i, ave, pid,

file, event, config ZF/RZ (5
l: aureport -au
aureport -a
aureport -p
ausearch RSP EIE R
Un: ausearch -gi 0
auditd J& BN TR ST
Ul: auditd -s enable
auditctl BoRIRSIRES, BTN 2
U: auditctl -s
audispd GRamlGIEE
ui: audispd
8.2.4.4. JAM 5K
KRR 75 OF R =B L% T fg
1) $AT N iddr IR =B 2 e )R

security-switch --set strict

2) HARS, FRBMEK
3) iid security-switch --get iy & & FH X B MU K1 s RS <=0
j”y\])ﬁﬁﬁ, 5lx] ?QD‘F

security-switch --get

BoRAHTZEPONE R
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Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

LA | HHPIRA | BUARE
SELinux J&i H (Enforcing) J&i H (Enforcing)
= AL Ja H Ja H
PAT J& Fl(Normal) J& Fl(Normal)

K IO At 22 A AT PASC A =00 3L A Ty g -
security-switch --set default

8.25. A RAETIRRKAEE
8.2.5.1. M/ UID ME—

BAE RGP AR P ARR CRFR UID) RAFEERN <R, — B
Hit i UID MW R -, 8IS GL T UID fEH P Al < 338, W
A DAZE B P i ol B R g A UID, % UID 0] DL S g A P 4 i
(). TATHRESRALT P UID frfE— M, MR NMRE RS A dr A A
7 UID 2N H A ge A — X

T ARG CEARAE kylin_1 HP, HizH P S UID (i@ 454 id - kylin_1
#E kylin 1 FI/ 0 uid) M kylin_1-UID, #E4T 00 R #:4E:

1. root MHIERH P kylin_1
# userdel kylin_1
2. root @l kylin_2 H F? H45€ uid A kylin_1-UID
# adduser kylin 2 —u kylin_1-UID
A P UID ME— ek A, WIVSHD kylin_ 2 FH P #AE AT UG s 1D Re il
HIE 28R 2 HIEAER R, $#78: “UID is used before, force error for security

reason” FHAE R

8.25.2. Z4AVIHTA
security-switch & R4A Mt —MHT AR ERN T, @it TEH#AT
Wis 3 Mg U Uk

® default #5: J5H R4t kysec 4L
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Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

® strict #30: A H] kysec. selinux. =AU, H. selinux 4 ukmes ZRH;
® custom T HI7 HE L4
8.2.5.2.1. default £ 3{
% E default 3K
1. kylin &Fli &48, $#AT:

$sudo security-switch --set default

2. HR ARG
RFRES:
TAEHR | HHPRA | BRURES
PAT R F(Normal) Ji Fi(Normal)

8.2.5.2.2. strict f 3
B H strict A=
1. kylin Bt R4, $AT:
$ sudo security-switch --set strict
(AR5 73 5% B root,secadm,auditadm =& FE 7 FH 7 HI2505)

QEB ARG

TR | EEIRINAN | BRUVIRES
SELinux J& F (Enforcing) Ji H (Enforcing)
=L Ja H J5
PAT J& F(Normal) J& F (Normal)

8.2.5.2.3. & X
wE H E SRR

% 272 W/ #2T6



Reakun bR LR = JUIR S5 AR A E R GV T 0 R G B 0L T

Lkylin X 524, WEHE X Z2HH, UM selinux %L
$ sudo security-switch --set custom —list selinux
2.H B RS

LAERR | ZEPRE | BRCIRES

SELinux Ji JH(Enforcing) J& F(Enforcing)
8.2.5.3. it RGEHIREH

BT A 2 W R RE, BUBHRAE RGOS =AU LK, SEIE A
SR, BT R SO VEE U B R T IR 5% R BR AT B U A SRR
WRYEH ARG UK, N THIR S AL, 8 TH RS s, & iR
SKEBNER, FORE MRS IEHIEAT; B SU I8 T8 5 AR, IRE R
G EIT SU AT auditetl S8 THE BT B RNy, 70 7 AN RIS
BRI BB A 8 BN Ja F =AU SER X P (0 25 Th B

B RGN T AR RS A strict BERNAIRINREA TP, HIME
HR R AW H RS AT IFIRES (systemct] statsu auditd) o
8.2.5.3.1. BRIl

GRS, BRI S S, WadEsE it HERAE R, A&
BAEFMRA, B, B FHERDEE. S0 ERIERIES, .

Authentication Report

# date time acct host term exe success event

2020 £ 02 A 09 H 13:21:21 test localhost localdomain /dev/ttyl

/usr/libexec/gdm-session-worker yes 309
8.25.3.2. TN il
IR P RS, P HAT A S RS
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A HHobR LR = IR 55 2R E RGBTV T.0R G E 0L T

Bl (S uid 29 700 8L EINAT 9 R -
LA BB AN TN, X uid=700 B AT 93T 5 1t
$ auditctl -a exit,always -S all -F uid=700
2. ZAEH RPATERAE:
$ cat /etc/uid_list
3T G UL uid BT HIME EEE
$ ausearch -ui 700 | grep uid_list
SO ATAEAE B 1 H A R AR 2R PIR 2 BT E R .
8.2.5.3.3. KT B it
A Pk S 3gn. MER (useradd. passwd. userdel) F¥AT A RSt
Bt
NN, R Ri@ET $ aureport -m R PAESE B K AR 1K) EH
tHE.
1.root B —FH /-
# useradd testuser
2.root & 25 FH 7 5 A
# passwd testuser
3.root il % FH
# userdel testuser

8.2.5.3.4. CfF. HFEWALHE T
ISR H ARG, AR S H SRR R b RS T

INCIE I
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Neakyiln bR B i IR 55 AR R G VT .0 R G HL A T
 ZEE kylin Fl P QU femp/file] SO R /tmpliest.dir Bl 5 )
LHIMEH SRS, W TN
$ auditctl -w /tmp/filel -k file
$ auditctl —w /tmp/test.dir —k test_dir
2.kylin FH F* cat 2% /tmp/filel SCAH:
3 kylin 4 rm i B3/tmp/file1 SO
4 kylin Fi P 5 /tmp/test.dir #E47 5284
5.kylin Ji J7 X /tmp/test.dir 347 5 #4F
6.5 THEE UG R ARG, WP 1 v
$ auditctl -W /tmp/filel -k file
$ auditctl -W /tmp/test.dir —k test dir
AR LBIMANGE, IR 2. 3. 4. 555X T3 K& H R RS A F
HEFAREL; BB 6 BRI S A B C ARG TF H &
8.25.3.5. MM E
U INHERR RN Ja wT LLHERR$E 5E 1 THE S .
8.2.5.3.6. H i H & fR
RAESEIHEH A TUAEEHITHE.
8.2.5.3.7. il H EH Ak
U H SRR R E R OER, S8 w5 il B i B g . Ay
B UL U I B S ete/audit/auditd.conf BEAT T B 4 .
ZN7E
1.8 TF 5 R 51 Y 48 Jetc/audit/auditd.conf CAF, ff max log file=1,
num_logs =3 B H E X5 KN IMB, & KON 3
2.9 THE B O R ST
# systemctl restart auditd
3. THE B AN B R,
$ auditctl -a exit,always -S all -F uid=700
4. 7 G REEHAT M ERAE, DMEM A RERE
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e e B 5 IR 25 SR F R GV T .0 R S BT B T

$ find /
5.9 THE B AR o H RSSO RN H
$ 1s -lh /var/log/audit
2R 5 BFE, Ra#HiFHESR: auditlog. auditlog.1. auditlog2, HH
audit.log.1. audit.log.2 SCAFR/NECA IM 4.
8.2.5.3.8. i it H LI HE K
245 T ERER A RERE 2 18] L RTA R IR, A TH R H SRR . X Tk s 1)
RBRAE A BE5E 5 228 T HI 7 F 3 1 % /ete/audit/auditd.confs
A, RS H B XKD 50G, K 30G B IR EEE, B4
R HE A 20G LR A 80 H &
1.8 115 PR 51 9§ /etc/audit/auditd.conf SCAF, f# space 1eft=30000, E[H
R 250 BE N 30G; space left action=SYSLOG, Bli[n] H EHE N—
FAE R & CHARBER 2 8] B AR 95 1 28 Gt SE B H RS RE AR =2 18] B 5E D
2.9 THE B O S ST
# systemctl restart auditd
AW 2 5, IR HEERFREENT 306, WE it H &R A1 H &
BER.
8.2.5.4. LA T H G
A BF T R 55 S iR 2R 45 AN TR 22 L Th e B AN R 2R B g i 1 H 238
RKH,
i kysec B H 1 HERAN:
type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied { execute }
for pid=15325 comm=bash' name="/secadm/ls' ssid=0x01 o0sid=0x00

loginuid=0 session=4294967295 kysec status=4 1d=1502886638.943:132300
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