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conf B B LB A localectl 4. AN, AT DATEH P BB AL R A T 55,
W TESHZETI.

1.1.1. EEERGHX

RGHUIX L SR fete/locale.conf, TEFRSEEBIHTT|F systemd 3P 3FFE .
XANC B SO W] AR — AR S5 5 F P bk, BRSSPt T A e B
S BINE F R SE, MO FEE Y fete/locale SCHAFECE PIZS AT

LANG=de DE.UTF-8
LC_MESSAGES=C

LC_MESSAGES I T WriF B AR i th SCAAR . A e 1T i W]
EETHEFRNE 1-1 FEPR.

FH& 1-1 FE/etc/locale.conf L4 v] Bl B

BB ik

LANG PR R G5 s X BRI
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LC_COLLATE T SCZIREEHE P F LR
LC _CTYPE T F5F 0 RBMPAFER AL, 56 B8 FA AR PR 5K,

WGP, PRI Z I, AT ISR,
e i B I

LC_NUMERIC e[S ik ERTYIN (<52
LC_TIME ) H A% =

LC_MESSAGES FREEMIES.

1111, SRS EihdE
Localectl fir3 1] Jl Tl E1E S B M ESAN 5, B YpiEdE, n i fHuF

i
# localect] status

1.1.1.2. 2/RA] HHBIX 3 3%
SR A] X Z 2 A] A AT A2

# localectl list-locales | grep en

1.1.1.3. FlEHIX
Bl B ARG ERIAMLIX, FFEDA root H PP B 71517

# localectl set-locale LANG=zh CN.utf8

FH AT DABC B8 A i K AR R 57 AR locale, T]iH1d localectl list-locales
R A X,
1.1.2. BEERRETR

SEAEAT R Wi B A5 SO AR ) A ) B A SR U
L12.1. B HikcE

Localectl 4R H T-BLE 1 5 BRI R, Bon YR, Wi wT

AN A
a4

# localect] status

1.1.2.2. wonn] AR &R
SN Al X AT AT iy 2

# localectl list-keymaps | grep cz
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1.1.2.3. FLEHER
PLE RGN ELAT R, 752 DA root i 11T

# localectl set-keymap map

HI PR DA B33 A5 00 B AT AR s A7 AU map,  7J 385 localectl list-key
maps R 2 A AR, R0 T ECE X116 DRy R, (B
{if H--no-convert ZELATENIA LR, [FFE AT — T dir & B B X11 23 1Y
SREAEAT e

# localectl set-x11-keymap cn

USRI B XA B DRI a4 T A i B BT SR A — R, RTDAGE A

# localectl --no-convert set-x11-keymap map

1.1.3. HAPEIE
FCA 5 I B AR G X R A R N A AT AS 5 2P IR i 2%
1.5 ARPURFRCEE TR 3.1 T2,

1.2. HEARREEE

BERGEIX 53 DA PRI X
>  SCHPEFE] (RTC), EEEAERYEREEN, BRI AN, F RS LAk ST
i, FEEHLRAUE O W AT i,
> RGN, 2 ET ISR A B R R G AR E BRI ], SRS
IS NI RG] J5,  ZR U (ISR 7. T SE i s ) B A7 11
RGN B FE IR R — B A G — IR (UTC), M TR RGN X,
2 B) 5 A2 FH P BT s DX ) B S e ]
PAVERGIRME T =y 4TI A #E T H., timedatectl. date fil hwclock, DA
TR AN AN THAE A
1.2.1. Timedatectl T E{# F 1584
1211, o243 H A )
fir 4> timedatectl 7] DASE 7S 24§l R GE T [RIRIAL5 0 P R B A HA 4R 45 5.
TR S NTP B [E25 09 R 501 -

# timedatectl
AZ T chrony B, ntpd REIRASA 2 5 timedatectl T.H., AN AR ZLH B
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M d5 L EAE S, I IATLA N a4

# systemctl restart systemd-timedated.service

1.2.1.2. 7% 24 H s} [a]
PA root F FiE4 T PA R iy 0] DAE U 24 i Hsf ] -

# timedatectl set-time HH:MM:SS

Hob HH AR/, MM £ 4, SS AR, FEWAFER. XA
A [RIRE T CASE BT R GE N (BRI BRIN ], WORZE{LT date --set I hwelock --systoh

c e,
RGN R ECE R T UTC, WSRARE T A Hu i AR B & RS R], FRE
PA root F FazfTA M B,

# timedatectl set-local-rtc boolean

WRE T AHE R], F52Z0KF boolean FLE N yes (8 y, true, tI(# 1).
WM UTC Bf(H], WZELRF boolean BLE A no (B n, false, T3 0). R4
LA boolean A no.
1.2.1.3. A4 57 H ]

DA root J} FIEAT AR fir R DAME 4 Hif H 5

# timedatect]l set-time YYYY-MM-DD

HA YYYY REFED, 774 0E8ER MM REAN, FJP0EER; DD
RFHY, FWAIFR, WRATFEEER R, LA LIRS, AR

# timedatectl set-time '2020-02-17 23:26:00'

1.2.1.4. BMHEIX
PAT AT A2 A] A 4 Hi X

# timedatectl list-timezones
LA root I a7 LA A4 AT DA B0 RN X
# timedatect]l set-timezone time zone
eI X R BN T -

# timedatectl list-timezones | grep Europe
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1.2.1.5. [)3 RG0S5 RE R 55 45 i 1)
LA root I Uz AT LA fiv4 T DAJE /4% s ) [ 2 i 55

# timedatectl set-ntp boolean

JE 5 B 75 B E boolean {EA yes B no. FIUNTE % H s[RI — A imke
IfE AR S #8, AIABAT— R s

# timedatectl set-ntp yes

1.2.2. Date TEff %8
1.2.2.1. 57470 H HAFA b [E]

4 date T TME/TJ:‘: Hu%éﬁﬁﬂﬂ WX, HIAEEE. FFAT A S8t
¢ TR 4T I X IS “format FR/R AP A AR . # I format LR
W

Rk 12 SPNH

S8 ik
%H DA HH A% =X Hi 24 B /)N
%M DA MM A% =it 24 i 2B
%S LA SS A% H 24 i AP AK
%d A DD A= i i 24 i H 39
%m DA MM A% =i 24w H 1y
%Y PAYYYY AUt 24 pi4E 0
%NZ B XA, Bt C EST
%F PAYYYY-MM-DD #3024 mi4EH H, S0 T2 8%Y-%m-%d
%T LA HH:MM:SS g2t MR, S50 T S8%H: %M: %S
ABIANE:
# date

Mon Feb 17 17: 30: 24 CEST 2020
# date --utc

Mon Feb 17 15: 30: 34 UTC 2020
# date + "%Y-%m-%d%H%M"

2020-02-17 17:30

5 W/ #2067
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1.2.2.2. AS g 4 HiH ]
PA root H FHEAT AT A2 AT DA M 24 B s [ -
# date --set HH:MM:SS
Horp HH R B/, MM R FE8h, SS RFEMEL, WEWMFER. X6
A [R)E ] DASE BT R G I TR A ER R 1], ORI T hwelock —systohe fiy4>.
ARG BRI )BT AN ], SR AR T UTC I Ja) SR A B R So i),
FFHDA root I FHBfTA R fMBEL.

# date --set HH:MM:SS --utc

1.2.2.3. A5 1457 H
PA root F FiEATPA N iy ml DA U4 i H -

# date --set YYYY-MM-DD

Hrb YYYY GRS, 7 4 (083 MM AGERA Gy, FHMGiER; DD
REHW, FTPIETR . RATE ERCE N R], w] AR SE B S 4, =BT

# date --set 2020-02-20 23:26:00

1.2.3. hweclock T E{# F 1B
1.2.3.1. SR 241 H A E]

fir® hwelock A] DA /R M4 HT RGeHTE] . BFIX . HIISEE R, I A S5
--utc B --localtime 7~ 4 1] UTC W X EsHE] FUASHL I [E] . s fFlan T

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0.329272 seconds

1.2.3.2. A8%E 2455 H B} E]
PA root H FHE T PAT fip 2 il DA e 24 i Fsf [ -

#hwclock --set --date '"dd mmm yyyy HH: MM"

Horpdd A0 H I HH R Z/NE, MM ARREM 4, SS AR, BITFEMIfI%
N Mmm AREAG, DAHGRSCEMF R EIRR, yyyy ERES, PAAEL
FIIR, XARAE T S8 --ute Bi—Ilocaltime XA E- 24 7] UTC I X IR FIAS
i P ]

FT UTC B[R AL E RG], F2E0A root P TRA T ek, RBi
W,
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# hwclock --set --date "20 Feb 2020 21:17" --utc
1.2.3.3. [[2 R 55wk S 25 i [a)
PA root H FHEAT AT fig 2> [F] 25 e AR i () -

# hwclock --systohc

1.3. MR
1.3.1. EEAEMERE

wF [VHRF] > [RETH] > [RE] SCEEEE4 EA DRK]
B T R NS — A [RE] Hefl. gEA [BE]) U, kR (M),
BT AG I 28 T AT

wE L]

e || Lo

15
TR +

100 Mb/ | %6 L

A I

Q Bz

B HE R
VPN +

© e
it A
W oBE

=y
= 5 RS ES ;-

0 FEE

Ce fHiF

"o it >

B irafEE >

B 1-1 MR ERE

W2 HC B S i G AR . VPN R 2 AR 55 4% .
m HREERE
ALHERRCE, T LMARIITIT. RIABCE, RGN KM, AL

ML, FUREIE TR, BT, v, TPveT. R R,

MEHE PRANET S, USRS I, ROERAT B X

SUR PR KGR BB SRR . R, 364 R

PRMAL: ORISR &R GEHENE . IPvA BHE . IPve MAL. FEPRMEE. B
%7 W/ #2677
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N S g2
A H . DNS Z(=5H.

HGHC) &

HAAERE 54 Pvd P 4

48:5B:39:61:81:0D
EES
IRREFF= Y
[ o Foflt FH P Oy
() PRI £ 20

M i e

B 12 MBRE-FL-HEARE (FEMSH)

GO EoE-3
41 15 S Pva IPvE g

Pl 100 Mbffb

vd Hilib  10.1.30.157
fe80::f553:a016:1617:61b7
48:5B:39:61:81:0D

10,130,254

DNS

o [ A
[ ot o] oy

) PR 4 2

Mg i

E 1-3 MERE-AL-FHAEE (EEMNER)

et G0y FE, WERALERELFR. MAC HibEAI TR R HhE, Tl ik
T MTU & &,
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HEH©

L

P

S

MAC Mkl
S ok

MTU

IPv4 IPvb

ZE

#HRN) | enplsO

48:5B8:39:61:81:0D (enpls0)

Hal

B 1-4 MEILE-FLR-T0

il B IPv4 . IPv6 Hihik vl 6% “IPv4” F1 “IPv6 1ETH 7, “424” T E 802.1X

watk, BT RA.

N = RN A

HUHO &=
FENE B P P %2
IPV6 HE8E T (6) ® A O3, {2 DHCP

O (LA sk B O Fa

O %H
. i
- i

[}

[ (M2 o L e 0 e P (O

B 1-5 MKECE-F L-1Pv6
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HGH(© HE

HaER B Pve IPve | e

021X & 4hS) | | %M

1| MD5 b

B 1-6 MEFIE-FR-ZE

m VPN
fE AN VPN, IR,

HGHE #In VPN

T IPsec] VPN
L FIPSec VPN FHIKEV L th i

IS NS

B 1-7 MEECE-VPN

AR AR
PCEADLI M 20 ACRE R 5 4, BROASEA]. FTRCENH3h. Fahi.

POl £ 178 R 55 =% X

B 1-8 PP E-P AR 548
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il %%%fl??@’f/lz/%éﬁ V7.0 ,%é}ﬁ%}ﬁ UE'I %5% CHINA STANDARD SOFTWARE CO, LTD.
Pl £ AR R 5 R x &5 R R 5 2% X
OREEI O @z
O F3h * Fzl
O=H O 2:H
URL (€)
HTTP {45 8080 —  +

A LALE URL, i PP 5 £ R 0 ah e
e i BT (=11 e o S B B

HTTPS 0 +
FTP [} +
ock 0 +

Il localhost, 127.0.0.0/8, ::1

B 1-9 MKEE-PMERERSS (HsifIF3h)

N S IPv4 4 LD
1.3.1.1. ZIASHELE IPv4 M 4%

WP [VHRF] > [RETHE] > [IKE]), sdeEdsEhima ba [BE]
sLH BT LR TS — A [CE] el vEA [E] oo, e (M),
FEABIEACM I E AT, S DS EHE] > [1Pv4], &8 [H3h(DHCP)],
sty DAY, AR 5

HL(O) HEk

VR, St IPva  IPve  Z%

IPva @ ®) 42 (DHCP) O (A
O Fal OEH

-
]

(] (S 5 |- s e P L O

B 1-10 ShSM LR E
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1.3.1.2. FAS I 28 1C

e [VAHRF] > [RETH] > [RE] sCEEEFE4 LA DRK]
SED T RS TS —A D& ] #f. JEA [E] v, e [MZ],
BEA P R E A, iy (A% 4R ] -> [1Pv4], %48 [ 73], 7 address
FHEE IERAR IP Mkl RS . M 5EPAJ DNS, & [

HGH(©) HE

AL S IPv4 IPve e
IPva R T 3(4) ) HEl (DHCP) @FE S

(&) Fzh [@F"35
Hohk

100.1.30.157 255.255.255.0 10.1.30.254

Be Az ik

2
[>]

|
[ x]

[ ez o | i st ol e 0

A 1-11 BSMERE

1.3.2. FRFREMETE
1.3.2.1. ML EE
FI 2, PAMI I ethO S, Fic & SC4FA ifefg-enpls0:

2 %5 SC A4 Jete/sysconfig/network-scripts/ifcfg-enp1s0, % & BOOTPROTO A
dhcp:

% 12 W/ #2607
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[root@localhost network-scripts]# cat ifcfg-enpls®
TYPE=Ethernet

PROXY METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPVEINIT=yes

IPVe AUTOCONF=yes

IPV6_DEFROUTE=yes

IPVe FAILURE FATAL=no

IPV6 _ADDR_GEN MODE=stable-privacy
NAME=enpls@
UUID=1b8&62c69-846b-47c5-9550-8f41ef751237
DEVICE=enpls@

ONBOOT=yes

HWADDR=48:5B:39:61:81:0D

DNS1=16.1.16.1

1.3.2.2. HASM 25T & :

FI 2, PAMI I eth0 SRy fl, HdE SCFA ifcfg-enpls0:
2 %5 SC A4 Jete/sysconfig/network-scripts/ifcfg-enp1s0, % & BOOTPROTO A

none, IHE IP, TMML, MK

[root@localhost network-scripts]# cat ifcfg-enplse
TYPE=Ethernet

PROXY METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes

IPvA FATLURE FATAL=no

IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6_DEFROUTE=yes

IPVE FAILURE FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=enpls@
UUID=1b862c69-0846b-47c5-9558-8141ef751237
DEVICE=enplss

ONBOOT=yes

HWADDR=48:5B:39:61:81:8D
IPADDR=1©.1.30.157

PREFIX=24

GATEWAY=18.1.30.254
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1.3.2.3. FC#& DNS:

FI 2w, Yl /ete/resolv.conf, X B nameserver:

#IGenerated by NetworkManager
nameserver 10.1.10.1

1.4. APMARHRE

M PEE AR EER . GO ISIAI R A RS
L4.1. BMFAF

TE A AR, R A root R, BEMRIEZIH A RS, Ay
i bR [MARF] - [RELR] — [KE] - [HFEFEE] - D]
5HL L P B AL

£ W8 BP A PAY - - 8 x
+ About -
.\_/'.
© Bifnetia —
nkal
* BOASRATE
— nkal
skSRY i
BE(L) | WiB (PED
BIR(F 0000
BETER(L T
28R | X, 1937

A 1-12 PR

TSI, A6 SRR 5. R PR e ngia i, e
BB P P44, SRR 2 AT,

[APA] SBECEM P EHR, AW TEHZ home/lI 44/, mili [HR
bn] kEEZ .

% 14 W[ F267TH
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Q)

HeBa(T) [

£E(F) |

BPEW)| [+]

This wil be used to name your home folder and can't be
changed

L2}

(&) SR P TR e B EA(L)
O RAEREEIB(N)

) |

THMEAD ST RRAFAE A - mT

WIA(C) |

- RAEER(E)

E 1-13 RIEFHF

1.4.2. MATECE
WAR G S a7 TR, S HARTORNE M AR,

% 13 HRAKGT

id SR ] FORIZE R id
useradd,usermod,userdel | RO, &k, MR
Groupadd.groupmod,
aroupdel whn Bk, MERERE
gpasswd &k /etc/group it & SCA4:
pwcek, grpck e FH R A SO e B
pwconv, pwunconv TR P15
grpconv, grpunconv TH/ R T
1.4.2.1. FmA P

VARG ES i P

1 useradd iy &SRB I Pl

useradd <username>

% 15 W/ #2677
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1 passwd iy, I $5 YR L0 2 A e AR U SR 45 R k-5 it

passwd <username>

useradd FUAT A TIEAERAE 1-4 Hhis) .

FHE 14 useradd AT

TETR iR
-¢ comment H PR
-d home-dir R BUCERIARY /home/username/ T H 5
-e date SIS H, #h: YYYY-MM-DD
£ days G, WS A R BEA T RE (GIRET 0, IKS7ER T

WMIESWOr 22N, HiET-1, BHLHE, KB ASEEN)

-g group-name

AP BRI AR SRS 1S CRAREAE G B AU AE)

-G group-list

PR P R BN B RS RS GBRIAASMAY) #YZ0R, A
500 (AL E BT AL AT AE)

-m o HFAEN B E

-M NEA T H R

n NEER A A N A

i Blzd—~ UID /NF 500 AR 32 B SR IH R 5K
-p password R crypt TN )30

-s HIPE S shell, 2RIAH /bin/bash

-u uid M) UID, BEaAUE MR, HKRT 499

1.42.2. ¥R
B RSN IMARE, #H groupadd @iy

groupadd <group-name>

groupadd (AT TIEIAERAME 1-5 FRaI.

A 15 groupadd firSFTHEM

IR ik
-g gid HEFR GID, BXAUEMER, HIKT 499

BIz/INF 500 [RGB
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HAMCAAE, BHIFERER (AHEEASPE) . A1
T o-g MF T, RO, -g IO S B

1.4.3. FRO0A P HIEA R
AR THEE B RGERS I RS LA useradd juan A5

1) fi/ete/passwd SCUFHBIER T K juan —F7. X—17RYREAANT:

a) BELAMF4 juan JH3k,

b) EWEFEA X, FRARG M FFRCER.

c) 500 ¢ 500 DALY UID gz, (fe s hn B s g 55 etk 2 g,

500 AR UID I GID #REEA RS, )

d) 500 1 500 LA - GID #ifi &,

e) AR GECOS 5B NaH.

f)  juan BJEHFRGEA /home/juan/,

g)  BRAMY shell #fiEH /bin/bash,

2) T Jetc/shadow SCHFHETES TH K juan B)—17, X—ATHIFFRAIT:
a) BELAHF4 juan JF3k,
b) HHITE Jetc/shadow SCHFHHEFRLFEN RIS (1) 2HUEKS.

c) HWERIEAMBEW BT -p WAL, XA SPELE/
etc/shadow SCHEH T H P ROAR—ATH, SS9 B R ORI .

3) A letc/group CAFHHITR T —A4TA K juan HEEHIMEE. FH P A HIE
ROLHEENU SO P AANZHEE (user private group) . TE /etc/group SC{FH
B IX — AT HA WA
a) EAMA juan Jk.
b) FEWFEA X, TR R,
c) GID 5% /fetc/passwd SCAFH I juan A7HHGAHE,
4) Tt /etc/gshadow SCIFHUEIR TH XK juan B —17, X—4THI%:
RN
a) EAARA juan Jk,
b) HIAE Jetc/gshadow SCIFHEIFENE— IS (1) 2BUEIZA
i
c) MAHEFEHNEA.
F 17 W/ HE£207TH
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5) AT HF juan B9HEGAIETE /home/ HEZ N, HHEHAF ]

uan M juan Frf. EWMEEGMPATARCH I juan Frf.

A H B RERHEL.

6) Jetc/skel/ Hig (HEEIANFE) WEY SR HIZHER) /ho

me/juan/ HEH,

XHEME, R FRAEE T — AWM juan OBEBIIKS . BEOE TS, SRR

WA passwd Ay 4 K-SR E— R, TR W] DA E R AL
1.5. FREUFL

FRGEE P AR AN R BIR ], B 0 T 338 75 T A T D
PR A BESATR G4, A AT DA T su 502 sudo Ay RIS BE G AL BRARRL
1.5.1. SutpdTH

H P su fiy 0, T8 A root HI P15, IR UFIE 5 T PAZKIR root 1Y
AL, — Halat su B, XA P ETA BRI R root I AR
H1 T su AT RAZRHL root AR PR, I P CERECGH At PR R, W BEfFE— &
xR, PRI PT DASE S AR L ZH A wheel SRFETTRR . DA root F AT AR A%~

psii

# usermod -G wheel username

REH A wheel 418E)5,  ATUARRS A XA AR P AT AGEAT su a4
Vil BCE su By PAM A LAZi i ete/pam.d /su SCHF, SIS IIAH ERA AT RERIA
AYIEWil R S TA R

#auth required pam_ wheel.so use uid

IR TR E LR B wheel WEYH PR DA su 15 i) Ho Al H A
1.5.2. Sudo fp&TH

Sudo i@ FLVF RGeS PR UL 8 ) AT — SE B 4 ERIY) root g, 4]
{5 FHRAT sudo ap &I, FRESRAHUATH CRYMH P&, SRS DA root AR AT
T,

FHEARY sudo AT

#sudo command

Sudo A H R RHYHYE, HATE/ete/sudoers SCAEHHE SR04 P AT DABRAT
TEAATE TR shell FREEH AT sudo iz, 1A root HY shell FRbE . X EEME
TE 7 54 root 1Y shell FREEEHEE 11T HIRY .

fii # sudo WAJIE i i /etc/sudoers ST, T H A E BRG] AR DAB TR

% 18 T/ #2677
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E, WA visudo HiiE. ZFrUABEH visudo APHANEE, —& B HEASH) 1P
MR PR ESRE; R BRI T —RagiEA A, DA root B3 visudo §T
JFBCESCE, B LA A

#juan ALL=(ALL) ALL

X255 B R EUE juan H PRI RARMEA] EHLER I sudo HATIEAT 4.
X S5 B UL users H PR AR R 3 AL AT ASAAT/sbin/shutdown - h now

AN A
a4

%users localhost=/sbin/shutdown -h now

1.6. GB18030 ZHFiHA
AGEONLHENTIL T, GB18030 1/ i SCX Al o A (i AR 7 o5 -

cjkuni-uming. jomolhari, paktype-naskh-basic, sil-abyssinica, ucs-miscfixed, ov
erpass. stix. vlgothic, wqy-zenhei, fangzheng-song/FZFSJW.TTF,

WINTEEALE T B X AL, TR A AR, g sem, ERek
A AR A PR A AR SR

BE YUM ZR M Bk

Yum ;25T RPM WY sk (- P, BEWS TG ERIM S 48 B3 R R
PM tf H22%e, WA ShAEBKEIE R R, H H— IR T O i A4,
TEMERH— IR TR, 23K,

P RTARIEE B nAT B R AR 20, yum A LA 3 rpm T HLAY 4236
ek, IEL RS AE. Yum 38 0] DA (A9 4 BAE AL 23 AR
A rpm 4, WRTRIH H QAR T B

2.1. WEMARZHEE
2.1.1. BEEARKEE

TF RGO B2 A A WP e n] DATF v ASRAT DA R v 4, DA X86
T-ERBIANT:

# yum check-update

NIV TIGEE
» PackageKi t A4 PR

> x86_64——ZEAFA R CPU 4244
%19 W | #2677




h_® — N g
G IRE2SHME RS V1.0 28T B F SC ?;—IINA*‘;TAENkl:)Alig scﬁrwﬁe C%.,LT_D“

AL TR AR A
AT AR B A e
b AT LATE HIE AT TR N kernel, yum A rpm 4 B AKCE AT
KA.
2.1.2. FREME
Yum SCRF—IRIHAANAEAEE, R I 2 SR B MO .
L TR —H a2

> 0538
» neokyin

# yum update package name
T rom kAL
#yum update rpm

b AU AR -
a) Loaded plugins: langpacks, product- id

R BN ) yum pl
ug-ins {5 8.

b) 1pm.x86 _6 4: HIFFRET #HITHI A AU

¢) Yum BUAL B RTRHMMCHERGE, HIR2EHNGE, T
DAFEREH yum /2 B NSE -y, RERAFRT I Is this ok [y/d/N]:
A yes. HA d WHETHRE TR,

d) L3RR IR G AR PR SR R, W RAEH] yum history fiy
SHEAETARE.

WIS TR B — R, 7T PARA root HI 1A T4

# yum group update group name

2. HERIHPEAE L HAK
R BT RARGE AP, FTLAEI AT a2

# yum update

2.1.3. FARGER T yum BEALRSE

RGN T B LIRS TIE VT B 7 HOB RIS, m AR SR R Gk
BIEAH yum POFIEATTI. SR

I BRGSO H ¢, DA root I AT

# mkdir mount dir

2. MRGLANAHERE W T, Dk root JIFHGT
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# mount -o loop iso name mount dir

3. ARG media.repo SCAMEEEL H 545 D £ /etc/yum.repo s.d/H
KT

# cp mount_ dir/media.repo /etc/yum.repos.d/new.repo
4. i/ etc/yum.repos.d/new.repo FLE S AGS NG AL A2
# baseurl=file://mount_dir
5. BB yum AT TR, LA root AT
# yum update
6. JHIUI)GE, HIEARGOUR R H %
# umount mount_dir 5{# rmdir mount_dir
BERAFHE XA yum JEFEAT LRI, T LARA root I M KR S A

# rm /etc/yum.repos.d/new.repo

22. BEEMAE

Yum $2{E T SRR E R G HIIRE, IR, BEHFE. R
.
22.1. RERKAE

AT yum search iy &) DAKE B4, 54046 224 7% “meld”Fil“kompare” ¢
BU b4, DA X86 T/ BT

# yum search meld kompare

AR yum KSR E L, v DAL shell 8 B grep (4 1E Rk i#kA T
22.2. ZEBFIFR
SR N AT 22 B AL A T DATRAT DA iy 2
# yum list all
BN FERA AR AN ] AR ) R AT AT AR i %
# yum list glob_expression
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2R abrt H RFAFALS R a2 10F -

# yum list abrt-addon\* abrt-plugin\*

R ELAE R AT E SR B AT AT DA T i 2
# yum list installed glob expression

RN EAE keb BT B 2R B B R
# yum list installed "krb*"

N R B AT AT T AT LA i 2
# yum list available glob expression

SR A W Y gstreamer plug-ins F4 151 35

# yum list available gstreamer\*plugin\*

RPN
MR, AT yum SRR,
LA A B T DABE I LAR A2

# yum repolist
R B2 A5 BT AN F-v 650, 50& ] yum repoinfo <-4 Hi 5 .

# yum repolist -v

# yum repoinfo
MR E R ] AU AT B G %, AT AR AR fir 2
# yum repolist all

223. BRHEEMER
BR A A EAFL AT PAGE F DA R S

# yum info package name...
SN abrt AN B 2

# yum info abrt
PR ] DA S A yum Z5080 2 A AR A 15 B
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# yumdb info package name
RRHAHAL yum FEAR{E S A2
# yum info yum

2.24. TEHREMHE
F PRI PARA root JH P AT fi - 2 4

# yum install package name
L3 sqlite 19 1686 ZEAE YA AL/ 51
# yum install sqlite.i686

6 T Aeb iy, I R] DAZESE ELAR I gk S, ] DA A, DA
root H FIHAT &%

# yum install /usr/sbin/named
g7 S g IIE

# yum install httpd
MR BELZEAMERA AL, ATDASIA T

# yum localinstall path

2.2.5. TEREMAE
TEPAT LR, s AR 22

Total size: 1.2 M

Is this ok [y/d/N]:

B d, WRAPATH I, R ERIA N 2% 42 M /var/cache/yum/$base
arch/$releasever/packages/.

2.2.6. MEREMAE
IR AR T AT T AT iy 2

yum remove package name...
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MR totem AR 4607 i

yum remove totem

2.3. BEHBAH

AR ] AR — RV R E DI Re R4, Fe g ge TR AU 2
BERHI AL W] DA— e e HAK
2.3.1. HH-EHTER

Summary 331 7] DA g R ZH B E A B

# yum groups summary
AR D s A1)
# yum groups summary
EIRFEA B A 2 ERE B AT DA AT i
# yum groups info glob_ expression...
AR S I A e 2 i S 7 1
# yum group info LibreOffice

VAHTAR

“ORA LA T HA A H N

PR ABOAR LAR AB SR AT A A B A TN 2

“I L E S HAR N i —ER

No symbol: AT &%Z%E, HAJE T4,

23.2. BHHEMEA

AU B O ID, 2R R id 7 DA DA 4
# yum group list ids

A4k KDE S [ 81 441 2R 1) 7 ol
# yum group list ids kde\*

AL AL Ry, BN, 3 R iy - e T 161
# yum group list hidden ids kde\*
B AL 2 ] DAl B A Frelee, el il A id 23,
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# yum group install "group name"

# yum group install groupid
] A AR R i 422

# yum install @group

# yum install @ group

T2 4 Hed KDE S5 410 7= 51
# yum group install "KDE Desktop"
# yum group install kde-desktop
# yum install @"KDE Desktop"
# yum install @kde-desktop

2.3.3. MiRmHEd
A DA 5 0 (A0 20 4 5 3 A 4 id IR AR 4. DA root AR T

# yum group remove group hame

# yum group remove groupid
UNRERA T A @R, R AT i MHER. DA root 433017

# yum remove (@group

# yum remove (@ group
% KDE ST #1453 24H 7 11

# yum group remove "KDE Desktop"
# yum group remove kde-desktop
# yum remove @"KDE Desktop"

# yum remove (@kde-desktop

24. RO4BBECRER

Yum A BB LSREIAAFAEAE fvar/lib/yum/history/ H 53¢, FF T LA yu
m history iy & JEF T BEERAE.
24.1. BEHE

SE/RDATE 20 % yum #4EICS, LA LA 4. DA root AUERINAT:
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# yum history list

WARAE /R yum #4EIC%, FTAEH LA 4. LA root AR IALT:
# yum history list all

WPRAR R R —3 0 yum BARESE, WRAEH AT 2. LA root ALFRIAET:
# yum history list start id. . end id

B2 5 4% yum (5 B R BIATT:

[root@localhost ~]# yum history list 1..5

VAL yum history list 4 i .75 AU AN E -
ID—— AR E TR AR R AL

P31 yum i< HYHRAE
ALK H I ]

Login user

Date and time

Action(s) BAER BAR N2
Altered TESRIRER ) 25 B 45

T2 Action AN [F UL
FH#& 2-1 Action BHH

Action 4y iR
Downgrade D TR
Erase E T e A
Install I goe- 3G LR
Obsoleting o) AT FRYE IR 57
Reinstall R LY CLRONTE
Update U TH A4,

A2 tpmdb S yumdb HOEPE, DA AT 4
# yum history sync

AL RAELE TS yum [ S BORCHR IR A (3 ST LAB T DA 6 2
# yum history stats

#i 4 yum history stats 75 fFl Q1T :
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[root@localhost ~]# yum history stats

Yum i SRR T 20k RS E R, DA root B HATLATRE R
# yum history summary

IR HAEAR R Binics S 55 5, A root By AT LA (E B :
# yum history summary start id. . end id

BRiRIG S AR B EHE BRI
# yum history summary 1. . 5

Yum {ex R id SCRRE S A I T AR, ap Sk

# yum history package-list glob expression...

2.4.2. HEEME
E g R BB RIS B A RS B, ATARMUTLA T dv s

# yum history summary id

Horpid 2 ERAERIRY id,
WERFE W R AR E SR AN E R, ATUARE I DA iy 2

# yum history info id
AR FE R —Pr B O KA TS B, AT LA AT fir
# yum history info start id. . end id
ZN RIS
# yum history info 4 . . 5
[FIFERY, PR R DARSRFHAEE R, a2t T
# yum history addon-info id
AL 27 i HOAE ST L A 2
# yum history addon-info last
ZN RIS

H
N
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# yum history addon-info 4

243. MESERH#E
AR AT RS yum #4F, WTLARA root AUFRIAST— T #e1F:

# yum history undo id
WERFEEIZHAS yum #4E, ATLALA root AURIAAT— T #e1t:

# yum history redo id

244. BHBIBIEDE
Yum FEAETCSEAE R — A Bk 1 SQLite F0HESCF. SR 55 S Fl B i B e
ie5%, AIRARA root BUFRIAT A 4

# yum history new

XAy -2 AE/var/lib/yum/history/ H SR8 B R ST, TH AR 2 3
R,

2.5. FEE yum fl yum 3%

Yum [ E S A fete/yum.conf, HiA [main] “FBo b HBI, AT HCE
yum FJEATN, B AR ST /ete/yum.repos.d/ H 5§ repo SCAVEN Q.
2.5.1. FECE [main] 3

# [main]
cachedir=/var/cache/yum/$basearch/$releasever
keepcache=0

debuglevel=2

logfile=/var/log/yum.log

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1

installonly limit=3

[comments abridged]
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# PUT YOUR REPOS HERE OR IN separate files named file.repo

# in /etc/yum.repos.d

B BN

Cachedir: yum ZZAFH0 H 5%, yum 7E AR N2 rpm SRR 2, ERIAZ
/var/cache/yum,

Debuglevel: FREEZA], 0-10,ER0AE 2.

Exactarch: A5 /N3 1 F1 0, RS HIFHZORNY B 2840 cpu AR —
|, GERBEN 1, AR T —4 1386 1Y rpm, M| yum R4 1686 [
PIIEE

Gpgehkeck: A 1 #1 0 iR #E, 7 nlfURE G AT gpg K5, WA X
—Ii, BRI AT,

Keepcache: ZAT/EHIRIE, 1 PRAT, 0 NERAT.

Logfile: yum Y H &S0, ERIAZ/var/log/yum.log,

Obsoletes: iX&—> update [ 2%, #H>47T upgrade, FRVFHFIFRIHAY RP
M, BRUAK 1 BB,

Pkgpolicy: RSN, —HAW LI, newest Fil last, XE 2R
E T 24 repository, 1M1 [7]—4KAFHEA [F] ) repository HHRIIAF &, yum [V
LM —A, TR SZE newest, N yum 2285 iAW E last, I yum
A5 M5 25 id DAFRERHEY, B E I Ik o 48 iR iede . —ikR
1% newest,

distroverpkg: 5 — MR, yum SARPEX S FIWT AR AITHCA, BRIA
s kylin-release, 7] D@24 FATAEEXS H © A& TARIT) rpm 41,

Retries: M Z5IERREAR IR EIRIEL, RN 0, W TofREIR.
2.5.2. BCE [repository] %W

[repository]
name=repository name

baseurl=repository url

B— QPRI [repository] HRUAFALIE LA 2

name=repository_name: RKEJEIAFR, K4 yum SREGF .

baseurl = repository_url: 2[Rk F5An i B P i EEM S, HABREIE,
A REM FHEREUR A, RIS

baseurl=url://server1/path/to/repository/
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url://server2/path/to/repository/

url://server3/path/to/repository/

Horpurl SZHPMCE http:// fip:// file://=F}. baseurl J5 7] PAFR Z A~ url,
A DAH S Ch I R Be B, (H baseurl HAEHR 4>, b2 Uiz
i

baseurl=url://server1/path/to/repository/

baseurl=url://server2/path/to/repository/

baseurl=url://server3/path/to/repository/

Hodr url 38 W H SR 2 XA repository header H s _E—2%, B H#$r

B

eleasever $basearch XFEfAE &,
enabled= value: X AEEIIFE/RIXA repo HE LIRS, 0 MEEH],
L.
gpgcheck= value: XM EIFR XA repo H1 T 2 rpm FFFEAT gpg ARG,
CHE rpm ELRRIERAROZ 2/, 1 B, 0 hEE.
LA i —~ repo SUAFRf:
[ns10-adv-x64-0s]
name=KYLIN Linux Advanced Server V7.0 - Os
baseurl=http://[P-address /NS/V7.0Update2/os/adv/$basearch/
gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-kylin-release
enabled=1

[ns10-adv-x64-updates]

name=KYLIN Linux Advanced Server V7.0 - Updates
baseurl=http://[P-address /NS/V7.0Update2/os/updates/adv/$basearch/
gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-kylin-release
enabled=0

[ns10-adv-x64-addons]

RS
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name=KYLIN Linux Advanced Server V7.0 - Addons
baseurl=http://[P-address /NS/V7.0Update2/addons/adv/$basearch/
gpgcheck=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY -kylin-release

253. fEH Yum &

Bl yum OO AR BS540, UAHANT

$releasever: EATHAIIAS, M[main]F4rH distroverpkg FREX, W& H,
AR kylin-release fLi47 | W .

Sarch: cpu (KR L5, 411586, 1686, x86_64 55

$basearch, cpu HJFEAIKZR L, 1686 Fl athlon [A])EF 1386, alpha £/ alphaev
6 [A]J& alpha,
254. HEYHEE

EF yum MFITATCE, W RAPATRAT A2

yum-config-manager

R AR A SR B, T ASAT LA R fip 2
yum-config-manager section...

WARAEE R VL LR E R 7B, ATLAATRA T fin 4
yum-config-manager glob expression...

AN 28R [main] FBBCE AR BB 7R 51

#yum-config-manager main \*

Loaded plugins: langpacks, product- id

main

[main]

alwaysprompt = True

assumeyes = False

bandwith = 0

bugtracker url = http://bugzilla.kylinos.cn/bugzilla

cache = 0
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[output truncated]

255, &N, BRAMEEA yum GG E
Yum S PRI, IO ER AU, PA root B3 HAAT:

yum-config-manager --add-repo repository url

HH repository_url J&.repo SCHFRTEESE

NI http://www.example.com/example.repo A3 JFE ) 7 15l

#yum-config-manager --add-repo http://www.example.com/example.re
po

Loaded plugins: langpacks, product- id

adding repo from: http://www.example.com/example.repo

grabbing file http://www.example.com/example.repo to

/etc/yum.repos.d/example.repo

example.repo | 413 B

00: 00

repo saved to /etc/yum.repos.d/example.repo
JEH yum BT AR, LA root AUBR AT
# yum-config-manager --enable repository...
AR ARSI R 7B, ATRARA root AUFR AT
# yum-config-manager --enable glob expression...

Ban, JEHAE/etc/yum.conf L E R [example] [example-debuginfo] Fil [e

xamplesource] FEk.

# yum-config-manager--enable example\*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0

base persistdir = /var/lib/yum/repos/x86 64/7Server

baseurl = http://www.example.com/repo/7Server/x86 64/
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cache = 0
cachedir = /var/cache/yum/x86 64/7Server/example
[output truncated]
TR AR JE H ete/yum.repos.d /H 5T B FTA B4 ZE Fill/ete/yum.conf SCEFH
G, REIT:
# yum-config-manager --enable \*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0

base persistdir = /var/lib/yum/repos/x86 64/7Server
baseurl = http://www.example.com/repo/7Server/x86 64/
cache = 0

cachedir = /var/cache/yum/x86 64/7Server/example
[output truncated]

S yum Holf e
SO MU, DA oot LT

# yum-config-manager --disable repository...
IR ARBE R 7B, W LARA root AR AT
# yum-config-manager --enable glob expression...

TR AE 2R ] Jete/yum.repos.d /H 5% T 1 A A3l /ete/yum.conf S H
P, REIT:

# yum-config-manager --disable \*

Loaded plugins: langpacks, product- id

repo: example
[example]

bandwidth = 0
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base persistdir = /var/lib/yum/repos/x86 64/7Server
baseurl = http://www.example.com/repo/7Server/x86 64/
cache = 0
cachedir = /var/cache/yum/x86 64/7Server/example
[output truncated]

2.5.6. A& yum FEFE

BT CELRUNT
1. %% createrepo B4

# yum install createrepo

S TR O R 5] H %, Bl fmntlocal_repol
2. QIHHIE O

# createrepo --database /mnt/local repo

2.6. Yum G4
HA yum U

# yum info yum
Loaded plugins: langpacks, product- id

[output truncated]

26.1. FA. BEEMEM yum HiF
JE H yum {4 RR EHE Bl/ete/yum.conf ST [main] SEEB,  #if& plugins Y
{HA—
# plugins=1
TSR AR UIRAEA O:
# plugins=0

B2 B O ECE SO H s®/ete/yum/pluginconf.d/, PAR 2 ali
ases T FI B 14 aliases.conf 7 41 :

[main]

enabled=1
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WERARf ] — a2 55— e MEM:, W RAEE 2%)- -d isableplugin=
plugin_name SZH, FIUNEE aliases HH{F 41T

# yum update --disableplugin= aliases
£ H] aliases Al lang AH XAGH AR 140
# # yum update --disableplugin= aliases

2.6.2. ZEEMIIN yum FHHF

LAE I A48 H DA yum-plugin-plugin name BRI ay4>, 140 kabi 19486441
4 M kabi-yum-plugins, ZZREIRIFERIA05 228 rpm ZEMBL. Aliases JFi{H4 % 7 fl
W

# yum install yum-plugin-aliases

2.6.3. B yum

idiE L yum S A2

search-disabled-repos(subscription-manager)

search-disabled-repos 1/ Fo VIl I BK A S AR R AT T e b — B
JE Rz S, 24 yam LRI RO B UL SR MO, 8 T LA AL I A
R B, Z e P Al A B AT R B 2 Tk AR

product-id(subscription-manager)

product-id FEA ] A PR AR 78 AIIE. product-id J2 ERIAZE25E 1)

langpacks(yum-langpacks)

langpacks @ {4 ] TR R AT 2815, langpacks s BRIN R,

aliases(yum-plugin-aliases)

aliases ffi{f- F T4 yum fip 245 aliases fir - f 1L

yum-changelog(yum-plugin-changelog)

yum-changelog {4 T-H#2 L4851 changelog, ifi it Z%{--changelog iy 447
.

yum-tmprepo(yum-plugin-tmprepo)

yum-tmprepo @ TR EFHIAAE O A, BOAT 0L N Zm A fvF
5 gpg KA.

yum-verify(yum-plugin-verify)

yum-verify {4 FE00 verify, verify-rppm PAK verify-all iy 247, DA{HEEZ{IE
EX 0NN NS
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RG-S EMER S V1.0 2GR T}

B=E EAlRS

BRE T AN E RGNS . f5 6 daemon DA IERETTH] Kylin Linux A
dvanced Server V7.0 &%;.

3.1. ] systemd ‘BEHESGRSF

3.1.1. Systemd +&§

systemd /& Linux F—/~5 SysV Fll LSB WAL I A 1 RS RRSS &
FRZR. systemd fifi /] socket Fll D-Bus KB k5s, FEHLET PR3 75 830
Rlg, PRE T Linux cgroups INFFBERTNAE, KPR RGRSME, 49
RO B, SE T A IR SS A T8 X R B — D R i) 2 g,
BHI PHHATHERE. systemd o754 AT B {FE 7] PAEE AL sysvinit,

systemd ¥R B EE N R G023 T unit PR . unit & B — 5 HCE SO
Kof N ) 44 F AN B ZH R (B 80 avahi.service unit A —ANEAG [ 44 70 e B
A, AT Avahi B)—EE D), unit A DURJLRPZEAL

K5 3-1 unit BEINH

Unit 87 XHIER i
Service unit service SFP RIS . Ik B E R A
Target unit target Ut unit Ry A unit FE78 45541,
Automount unit | .automount 2R unit B3 RGEEH 2 IR —> BB
Device unit device L unit BEE—AEAET Linux SR RS
Mount unit .mount 2R unit B34 RGEEH 2 PR — R
Path unit path 2 unit Sy SRR GE P — A SO H SR
Scope unit .scope UL unit RSO0 AT
Slice unit slice B2 unit S —HAE PR GEHRRY 732 unit,
Snapshot unit .snapshot 5 target unit ML, PRIEAS BOARA2, ME—RTH

ks | T HA unit

Socket unit socket 2 unit B4 KGRI T H Y —4> socket.,
Swap unit swap Ut unit F42%% swap &£ 5 swap .
Timer unit timer LS unit E25E RGER]

Systemd unit FJ3CEFH SFULBHANT :
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% 3-2 Systemd unit /45

H% iR
/ust/lib/systemd/system/ RPM 2735 1) % 71 Systemd units,
AT RY Systemd units, % H AT 55 & 78 55 A I H A
/run/systemd/system/
i Systemd units,
RY A E S5 M) Systemd units, 1% H FATF S BB TH
/etc/systemd/system/

Systemd units,

3.1.1.1. FEEE

systemd F2 kDA Hp1E:

> HT socket WFFATYERE: S T INEEEAN RS0 E Sh AT IS 3 B 2 1) dERE,
systemd 7E & B3 e B SEAPEERE 2 BT BT T socket | SRS LI socket 455FipE
. TERGAIIRILIT, BN A PP iR a8 socket, XI5 E I IFE ISFH
HERE . AR — RS B N RE T — ARG B SRR IR e 4 a3l ik i)
ABIEAESR AR 55 1 BAZ HHHEBN, AR A A% g AR AR IX U 2K AL T B 2R
&, AHHSAEXNE PRS2, 1 AU — A K P fEZE.
ik 55 (] AR 56 22t PR i i B B R S L B E AT )R s (R o — R T
JIA Y socket, ANR— k55 FFLHMANRS, & BIRW] DAERESIAH Y socket,

> D-Bus B RIS 3RS S ZBUE RS, S5 ) DATERE AR
H bEgh, A, REREOE RS S R SR AT N IHAESS I D-Bus R4S 1Y
et S EMERE T E K. (RN EZ2 RS, R —A S LT R
s HAt IR 45 PO AE. D-Bus FRHERAESKR, B2 HARE € B SRS E R
HIk).

> RSP IR TR S Bl R

> PRE T Linux cgroups #FARMVIBEDIRE: &— NPT T HYHRESRG
B HOH— cgroup, HCE sysytemd S H ] DAFFRUAE cgroup FHE & 485 A ERIAL
EWRS AR fE ., (A libegroups utilities) ,

> SRR R GRS P AT DA SRR R GG BT A Y
MR45AN unit PFPRES, BAMWREZM GG i PEREA—ME "Em
ergency Shell" WUFFIARAS, ZIEMATIIRSS: FRH—A 2] SemptR s fa 57
%, BEHEEhEHrR 2 RS

> YR HEEEN RN systemd WA RS SE RS OL, HBATRA
R FEF B 22 . Jete/fstab AT DAYE A3 B4 25 i — S FA I B 5.
W comment=fstab FEIIEE 2 0] PAFRIC Jete/fstab 5 HEH BN H syste
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md ) B N

> LT A MRS ALEE T RO BRI — RG24 systemd SCRRIRSS
(2% unit)[B] g Z P EHE S 2. FE unit FEE SO ] After/Before. Requires
1 Wants &5 0] DARE € unit BE T . Requires F1 Wants FR78—~1E [1) (5%
il B AT 18 ) B FE SR A & &, Conflicts Fn— A M A FHRKAKH X &R . HAh
PRI DA, AR —A unit FFEFBNECH], systemd LA EHIE MK
RMMANG AT, RETINVENTMEE X R 2R —2EA wit 155
WP 2 A IEER). WERER GG, systemd R BE T, MR RATH
ERUEER Jo M LA,
3.1.1.2. FEAEM

> 5 SysV WItAfIA e Zs: WPRATRE, B <A M LSB #il chkeonfig 143k
FRENE, &N, FAEHHATHEE, W fete/red . XEEAIIRABIA AR
A=A ECE R, LA sysytemd RSG5 [EA SR EH .

> Jetc/fstab BRE M X 2R —TECEVE. A # ] comment=fstab it
TikRic Jetc/fstab 25 H, fifi systemd W] DASaE I H HE28 5.

> SR BRI SEBIALH: 510 A — AR B getty@.service 3C
e, MAR RN getty ERUERT—ECESCH. 32 030535 2 0] AR ELARARK,
k2, PTRARIEAY I A avahi-autoipd@ethO.service R4l E dheped@ethO.
service , fHFSFAFH ethO AY{E AT DA B B8 i 8 BLAF VC RO 2

> e R AR/ dev/initetl . XANARENESR BN T IAT FIFO-act
ivated k55 . (U2 ML IESERIE REEH N D-Bus i3S, X
EIH Upstart Fl sysvinit H[¢ shutdown, poweroff FIHABAH{LMA S A] DATE
systemd HHAEZEfE ],

» 5 utmp fl wtmp F%E.

> CERRAYER e MR

> ML SO 5 . desktop SCHMIT Y IE R AR 2 B TR X
AR EE R A Hras . B DME H C A B E PR RS id TR, 5%
FRRIRY, B DR TR TR A
3.12. BHRGERS

systemctl ;& iz FEA) TH., Bl service Fl chkconfig [TIRET —14. f&n
DA B K AR B AT 2 T 21 8 AR 55
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F#% 33 service 5 systemetl B X 5

service systemctl iR

MHJES— S OF A%

service name start systemctl start name.service
HEBA )
, . kA IE—A RS OF R
service name stop systemctl stop name.service
HEIAN).
service name restart systemctl restart name.service KA 1T B — AR 55

service name condrestart | systemctl try-restart name.service | E)a—NIELEBITHIIRSS

SRR, HORRE R E L
PEMTA F TS e

service name reload systemctl reload name.service

systemctl status name.service .
service name status R FIRES
systemctl is-enabled name.service

systemctl list units --type .
service --status-al 1 SRR RS AIRAS

service --all

F#% 34 chkconfig 5 systemctl X 5|

TE T U B0 R S5 A At i
KA B E RS )R

chkconfig name on systemctl enable name.service

FE T U B0 R S5 A At
KA B E RS AR

chkconfig name off systemctl disable name.service

F R A —A IR 55 7E 24 Rl ER systemctl status name.service
) chkconfig --list name
B F e BN iR 2 55 systemctl is-enabled name.service

AR T PO IS5

i chkconfig --list systemctl list-unit-files --type service
4 AR A L
7R unit B &Sk S chkconfig --list systemctl list-dependencies --after
BN unit 5 R3S chkconfig --list systemctl list-dependencies --before
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Kyt ST Y B C

# systemctl

AT p 44

# systemctl list-units

AN I IR S5 RO BT, PATRATR 2

# systemctl list-units --type service

KR S5 Y ERIC,  SRATA R A2

# systemctl list-units --type service --all

i P AR S5 ORI, RAT AR i 2

# systemctl list-unit-files --type service

VAR s 4 i BT T AR 55 )

# systemctl list-units --type service

WoR T B A5 FRICar AT

#

systemctl list-unit-files --type service

3.1.2.2. BRIREIRE

VNS 2N

-

# systemctl status name.service

% 3-5 IR I A%

s i
Loaded %5 Al
Active R 55 22 A5
Main PID MHFRGR S5 ) PID
Status B0 Ebl g IS
Process A 2 HERR BN S,
CGroup Hi 2% CGroup Fff {5 &
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7 gdm.service Jr 5 RAS R

# systemctl status gdm.service

B~ gdm.service ARS5 J530miEHO AR 55 71 51
# systemctl list-dependencies --after gdm.service

7 gdm.service [k 55 )5 8l J5 Ttk 55 71 Al

# systemctl list-dependencies --before gdm.service

3.1.2.3. BEhRS
JE B A 55 fi 2

# systemctl start name.service
JEi8)) httpd Az 55 7% -

# systemctl start httpd.service

3.1.24. IR
15 1R MR 55 i 42

# systemctl stop name.service
15 11 httpd 255 71 {1
# systemctl stop httpd.service

3.1.2.5. TGRS
)RS e

# systemctl restart name.service
)4 httpd Al 55 7 1

# systemctl restart httpd.service
R IEAEIZ A TR AR 55 i 2

# systemctl try-restart name.service
HH TS A2

# systemctl reload name.service

A httpd ARk 55 7= -
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# systemctl reload httpd.service

3.1.2.6. JEAIRS
JE3 R 55 fi -

# systemctl enable name.service
a5 i 2
# systemctl reenable name.service

J&i 1 httpd 5571 (1

# systemctl enable httpd.servi ce
In - s ' /ust/lib/systemd/system/httpd.service'

' /etc/systemd/system/multi-user.target.wants/httpd.service'

3.1.2.7. BAIRS
SRR S5t 22

# systemctl disable name.service
%% bluetooth AR 457~

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus-org.bluez.service'
rm ' /etc/systemd/system/bluetooth.target.wants/bluetooth.service'

3.1.3. BEHEG

BB (runlevel) 22— ANHAMES . BFE, systemd 5IA T —AF1E3%
MINREA L SOR R R S——H An (target) . NMEEFE R BN, H1H
FERA 45 FAIPR T RE, I HLRE RIS S 24> . — 2 5 FRdbR HoAts B AR 55,
HIEBHSS . systemd $Ffit | —2uficf)y sysvinit JHBIZONAY H AR, 73R AGE
IHFY telinit J= 598 5 a4 U)Hk .

JEEIFA 0. 1. 3. 5. 6 FRIR THrE ik, I HA . —4> systemd Y H
b, BSCIUN B & SOF3hg0nEhte, ] ARAECE 1 JE3h g B, Bl —1
BT H br/ete/systemd/system/<H HFr> (W] PAZ:3% /usr/lib/systemd/system/graphic
al.target), B /etc/systemd/system/<; H ¥r>.wants H %, [ FH AN A /MRS
HOEERE (F51n) /usr/lib/systemd/system/ HYREAICSCHF)
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F=H 3-6 SysV JF3IEF5 systemd HARXTH

BITHA Him 8T iR

0 runlevelQ.target, poweroff.target | WAL (halt)

1 runlevell .target, rescue.target FAL Pt

2 runlevel?.target, M BSOS, EE N 3.

3 runlevel3.target, multi-user.target | 2 f /', JCEIEA . H A DAE N 2 ek
W28 555K

4 runlevel4.target, multi-user.target | F /' H & S SI, B H B 3.

5 runlevelS.target, graphical.target | ZH 7, EUEFH. RG] 3 kS, I
JA B I E S iR 55«

6 runlevel6.target, reboot.target EE

emergency | emergency.target AR (Emergency shell)

FHE 3-7 SysV WiHika4 5 systemetl X}k
IHfRS e R
run level systemctl list-units --type target | ‘m7~4H[1HPR
telini trunlevel systemctl isolate name.target ASTE M4 H7 H b

3.1.3.1. mEIAHR
o2 NINER NS

# systemctl get-default
DA AR A BRI B AR ITH 7R B

# systemctl get-default
graphical.target

3.1.3.2. HEFEYSFTHR
AR ] H AR 2

# systemctl list-units --type target

i MEH AR ERIC,  ATRA R i
# systemctl list-units --type target --all

AR s 4 i BT B H AR 7 131
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# systemctl list-units --type target

3.1.3.3. AFEEIAHR
A NINER N

# systemctl set-default name.target
NI 9 DR E RN
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default.target’
In - s ' /usr/lib/systemd/system/multi-user.target'
" /etc/systemd/system/default.target’
3.1.3.4. AZHUHIH by
A LT F 4
# systemctl isolate name.target
LANAZ G 22 P H A fil:
# systemctl isolate multi-user.target

3.1.3.5. YRRt

systemd.unit=rescue.target & — M E ARG HIREE shell (JFFIK target u
nit (Hz174% 1 L)

PEARERA A A2

# systemctl rescue

AR B AR RS H A, BT
# systemctl --no-wall rescue

DI AR 1
# systemctl rescue

3.1.3.6. YR okt

systemd.unit=emergency.target 5% %R A S4HY init=/bin/sh 25 RG2S
MAZAIRZSIE BIAHALL.

AN B2
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# systemctl emergency
WRFEHAZ A HAR L HE, @A T2

# systemctl --no-wall emergency

3.1.4. TEEfEVLES EfFEH systemd
RN AR A systemd Ay 21T

# systemctl --host user name@host name command
AR PR Ay 225 {51
[root@localhost ~]# systemctl -H root@server-Ol.example.com status

httpd.service

3.1.5. BIEFMEEL systemd BTG
3.1.5.1. BTN
FATTSCE ARG = AR )
[Unit]: 3 HARECET, A451Z unit B EAE .
[Unit type]: Unit 28% R[EZEHE X ] PAS: % systemd fij /N ZE.
[Install]: FEFTFEPLEE . JEHFIEE A MRS NE.

% 3-8 [Unit] FEEETHH

BL IR ik

Description —dd, WoRGH P REER, AU, o X TRS
HITEEA

Documentation | 57 2% SCRii51 3, DAZSHRAY FFEY URT sk, 0 hutpy//, hitps://, file:,
info-man, SCRAMFHY, BT RICHFGX RS 1 H R4, KI5
RERMARER, FRRRICE I, AT RIGE, &
LIFETE, WHIEE T A0, WAL, MR R
fA.
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After/Before

fic B AR S5 RIS ST, Hein—A> foo.service {5 T —47 Before=bar.s
ervice, A8 4R A S ShHT, bar.service £2%5%F foo.service 285,
A RS, EEXAEA Requires= A MAZ, FRUE After=
M Requires= /24 LAY, IR DAFEE —WRK DAL, I H 2 4% 57 4
.

Requires

o IR 5 A B g5, WAR AR5 9, B4 Requires JTHIFY
MRt ua®, ez, W% Requires J& iAo IR 4 Wi 1k sk T Rih,
AR5 e 1k, XA AR E 2K, IR AR I i 5 1 ik
g 1908 S R i O s . he AN A L = b2 K5 A Gl | )V = 1)
JPAE B After= il Before= SKECE . i, W foo.service K
bar.serivee, {HJE HE'E T Requires= M4 After= 5 Before=,
2., foo.service JE BN &FATEIE foo.service Al bar.service. & {# [
Wants= 4 Requires= J& B UFIIERE, IS R 502 S0 AL PRI 55 2R K
L.

Wants

FARXTSIALRY Requires= , X B SS 20053, HARTCE B E
TERISIMEN 55 A BE, HA AN IS WO — RSB, X2
AP 55 IR A 5. XAt W] AR B SCPRA, ddiad wants/ H
s, BARRTDAR B

Conflicts

Bl — AP oE, WARRCHE T80, A, B—MIRSHEEN, i
1L S R Ss, Sadsk, anSx AN RS aE, A NSs k
2AFIk, B ESIAREN . EE, WIKEM After= F1 Before= 2
HAMSZRY. ARG A FIOB hge, HAE B AR E S,
M2ATRES BRI (ML) MBEUABEE (W& Z—H
PIERA R L TR), JG—FEIL, SRFRTREERROBIMR, s kb g,

& 39 [Service] FEELEM

BB

by

Type

WCEIRRA PSR, AR FIIEZ —:

simple, forking, oneshot, dbus, notify, idle
> RN "simple"(I%'E T ExecStart= {H AKX E BusName=
I ERIAE), TR AZR ExecStart= FIrik iE (VAR 1% IR 55
R
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> MR IR O A R SRR 55, B AR
B BB AR I (BB T, DA 2k Ich e 3l
B,

> "dbus"(BEE T ExecStart= 5 BusName= H}[JBRA(E) 5" si
mple" S fBl, A Z AT ZHFBETEALE D-Bus RS —AH
BusName= f§/ &4 FK. systemd FFTE)F8N G40 FICZ /I, &
Fei PR IR C SRR I T 45 E ) D-Bus 45K, WE NI
FAFHY TREHHST dbus.socket FRIT,

> "oneshot"(H1¥E ExecStart= B ERIAE) 5 "simple"2(L,
A Z AT ZHRRAE systemd JHB G4k ICZ HTIRH .
PERP AU 3 75 2L . RemainAfterExit= 1771,

> RPN "forking", AR 4%/ ExecStart= X & B EFEIG 2
EEshd B fork() RGP . X245 UNIX sp4 iR
HOERY 7R N st U SR O R =R 31 £ T4 SO = E DI WA 18
2, SRR, PRI E 1% RS 1 3 R gk s
1. XA ERE, EHEICE PIDFile= &I, DAFHH) syst
emd {ERHENZIRS 0 2 ERE,  ETT IR IS 4k S TCHY JE S
> "notify" 5 "simple"JS{Bl, N [E| ZALHE TR ARG AL S B 5E
B2 5 sd_notify(3) ZJEMHE: N AE— P HANHE. system
d HFAERSNEARRICZ A, B MRz C 2 ik T
XAHE. WA E A AL, AE4 NotifyAccess= K H BB &
R"all"B# "main"(GBRIN). R, HTT Type=notify [ ANRETE Pr
ivateNetwork=yes {1500 T 1IEH TAE.

> idle" 5 "simple" 2, AN ZARTEFIZIEALRE 2 Bl AT IR B B
A BAERR S B G FFAT . 3R W] DA S s i 5 _ERRAES(E R
55 shell A IR,

ExecStart TR EIZ IS TR E AT i AT (i 2+ 350

AEWE T Type=oneshot HJIEHLT, A W] AR BAT A 24T (RL3E
TAN), WA H N E — 1T,
EAGAATIE AT DAZEIR] — 4 ExecStart= T, 0] DA E £
A~ ExecStart= ik FIAHR RICE

WERBH— AN, BRI E I TR g 2. W
FARWEATAT ExecStart= 54>, IALFHHIRIKE T RemainAfterE

xit=yes F54>,
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AT AT LA— A G R BEAR RS 1 AT AT S AR, B IR L
SRR N "argv[1] argv(2] .."fGEB BT T IERE .

QRAELE X AR AT L T @ T2, A4S IR SRR
YE R argv[0] argv[1] argv[2] .."{LIAZBE AT HOHERE.
WERAEL S AR RN E ATy - A2, 8 4 RIS bR DA SR OIR 25
(B anESR AR MBS BB IR, Ml iR, "TRA
RN -5 @ A2, HPATE.

WPRBLE T 24T, AR AKX iy AT RF DAFAE B ICSC1F v i B
P R IR T

WERFATE "R A iy 2AT AT R, I AR i TR A 298
AT, AT B CRSAE R 25 (Failed IR

LKA Type=forking I, X HLBLHE AT B /S s A ERRF5 B 0L
WSR3 E i ST S b 7

ExecStop B —AERIHE A, BT IS MR S5 KA LR BT R T i 2
7. BN ExecStart= 5S¢4 ],

PATTE AL BB A AT 5, IR IR R i) R AR Ki
IMode= HYBLEPARIL(S I, systemd kill(5) T+,

R ARVCE BRI, A2 24 M55 oA 1, IR 55 1) i A AR
SR KillMode= Y BRI FRRIE.

Y ExecReload= —F¢, WA —MFIRIIEIZ R SMAINPID W] DA
T 2R 23 PID

— R, OB AR RS RIS, TAERHSE, A
.
PR 24 AL B B i 2 AT Z G, FIARRIUERE 28 SIGKILL {55
SERPARAE, XA e R Rk,
P, XHEREN GBI RSB, AR 5.
ExecReload Ko — N ATEIE S, T T B 2 R 55 W S SR B L B I T B
TR AT, AN ExecStart= 584AH[A].
IO, AR B SMAINPID W] DA T3R8 ERR Y
PID, Bildnal PAXAEE ] -
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/bin/kill -HUP $MAINPID

R, B EBPIREE, s sp R AR SR LR, 9 I E RN 2
BCESCHE, TEAR— T 1.

PR — A B, Bt AANIE 175 S IR Iy s 2 e
EICPFRSS

Fef1mZ B UK ExecReload= By —AEAS i DR HHT N 2 B 5C
PRI AP S8 MU A 4T

Restart

RS HREIERRM . FERE . BORIE, B RIE, 25 =S
EINAE

"R %5 EFE 248 ExecStart=, ExecStartPre=, ExecStartPost=, ExecSto
p=, ExecStopPost=, ExecReload= % & 1 #HFE,

MPRER T systemd HYIEF RN systemetl stoplrestart)Tfij §
IR, RS AR,

"I T AR 141 "keep-alive ping" B, tHATPAE systemetl st
art|reload|stop #E{EHEIN,

LI A DAMUCF 9.2 —: no, on-success, on-failure, on-abnormal, o
n-watchdog, on-abort, always

"no"(BRAME) FE R AP EIE. "always"FR IR EH.
"on-success"FK N NAERS AR IE R HINEE, Fhif ERRE"2
fi:

BHREA0", BRI F] SIGHUP, SIGINT, SIGTERM, SIGPIP
E {559 HiB B 4F& SuccessExitStatus= (% &,
"on-failure" F/R (UFE R 55 #HFE S 1R R B EE )R, il iR 2 4s:
IR ASAA"0", B AR R ] AR SE (1245 "core dump" A K E SI
GHUP, SIGINT, SIGTERM, SIGPIPE ZAMiyHA55),

s EVERE T BT IM B systemd HYBRAVEEIN T HRIE.

Remai nAfterExi

t

AN "yes" 5 no" GERIAE), o 4% M55 W P A iR A iR th 2 ),
e AT RIRIF AR 5540 0 1 3 (active RS .
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Ftg 3-10 [install] FERBECE N

AR ik

Alias FEAERE Nl AN (BN . & F AR S5 AR B A5 (]
R a2 (RPRIRRREAY) . SXASEIAT AR E 2R, T A 14 TR AR
M, 34T systemctl enable AN, SESIAHIMAIHER.

RequiredBy TE .wants/ B .requires/ ¥ H s O IRS5 EAIAHR EERE . X ARIIAARL

WantedBy KRB RP RS ES, ARG BaEE).

Also 214 3 R 55 222 W TR o) G L2 R AIR 55 . SR it SR e e i i 55
FECE T OLIE, W systemctl enable fiy ST & H B 2R AT S E
RS .

Defaultlnstanc | 7% unit J3 F i BRIA A S 651

(&

NI/ postfix.service BLIT AR 7 Bl

[Unit]

Description=Postfix Mail Transport Agent

After=syslog.target network.target

Conflicts=sendmail.service exim.service

[Service]

Type=forking

PIDFile=/var/spool/postfix/pid/master.pid

EnvironmentFile=/etc/sysconfig/network

ExecStartPre=/usr/libexec/postfix/aliasesdb

ExecStartPre=/usr/libexec/postfix/chroot-update

ExecStart=/usr/sbin/postfix start

ExecReload=/usr/sbin/postfix reload

ExecStop=/ust/sbin/postfix stop
[Install]
WantedBy=multi-user.target

EARBIF, [Unit] “FBERIAMR 55 AR SR 5 S, [Service] tUHEE
AHIN S5 B, Envi ronmentFile FATIE ALK 4 19FF 75K, P IDFile
RS ESH) PID, ), [Install] B s MOBHZ IR S5 N2
3.1.5.2. A H E oot

Bl A 5 R TE SO 2 3R
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1) g e ORGSR T3CF.

AIPAT ST DA A, ] O3 R BB R, WORGREL, N HE
M55 1 R HE A — A PID SCfF, — Rk PID LREFAAE . J AhA AT BERR 241
B EIREAS R AS, B OR BT DA T ST @ PR EAA TR 24,

2) fEletc/systemd/system/H sEAE T ICHE, I HARIE R BE#E root FH F 4

4

# touch /etc/systemd/system/name.service

# chmod 664 /etc/systemd/system/name.service

CARNF BT,
3) FT7F name.service SCF, USIMARSSHCE., 45 FhAS & A0 i & ALV s )
MRS A, T T — IR 2% IR 45 1 T 2 151

[Unit]

Description=service description
After=network.target

[Service]
ExecStart=path _to executable
Type=forking

PIDFile=path to pidfile
[Install]
WantedBy=default.target

4) A systemd G ASFAR ST IS -

# systemctl daemon-reload

# systemctl start name.service

£ 7 emacs.service A1
1) B, H PR IERRER:

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WIECELE R

[Unit]
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Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) #FN systemd I RS

#systemctl daemon-reload

#systemctl start emas.service

B 7 sshd-second AR 4511 151 1
1) # Dl sshd config SC{4:

#cp /etc/ssh/sshd {,-second} config
2) %i#h sshd-second config S, #NAN 22220 Wum I, Al PID SCf4:

Port 22220
PidFile /var/run/sshd-second.pid

WA TR B UM SEL, TR,
3) #HUEITt

#cp /usr/lib/systemd/system/sshd {,-second}.service

4) i E I C 3 sshd-second.service
Bl id 7 B

Description=OpenSSH server daemon
ST sshd.service R $HE After XEEF 2 )5:

After=syslog.target network.target auditd.service sshd.service
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4 5: sshdkey £ -

ExecStartPre=/usr/sbin/sshd-keygen

BlRiX—14T7
FEPATIIAS B, BN sshd AR 45 A C B SO

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS
B 51 sshd-second.service SCEEN AT :
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) fSAdif SELinux, S0 tep i, 5% sshd-second AR 55 i I st 2 4k
408 -

#semanage port -a -t ssh port t -p tcp 22220
6) BCEITHLEZIIHII:

#systemctl enable sshd-second.service

#ssh -p 22220 user(@server

BRI St s LT
3.1.5.3. BMCEAFTERY ERIT ST

systemd FAICHL B SO ERIAARAFAE /ust/lib/systemd/system/ H 5%, RGE R
AEWEEB XA B TS, B & SR SCE ete/systemd/system/ H 5g T
WERAY JEFER, FTOAEH AT EE:

A —~H Ft/ete/systemd/system/unit.d/, X EAELF—F L, ATAS
EWIIAR R ITSC, P E SOk RN B, 6 BRI BT S T
Rt H TN

M Jusr/lib/systemd/system/+5 DI —15y JF 4R e & S5 /ete/systemd/system/, 2R J5
Bk, EHnA S REREGHCE, XM UM CE L, T AR
BRI Th BRI 5

MR TR ZERAE BN BN B E SO, HFRZMN R /ete/systemd/system/ T Y L &
SCFERAT DAY, ATREEFES, B0 62 SO AT PA:

# systemctl restart name.service

P BRI BRI D S
KT Y RREGAR BIT SRR, 7R STTE ete/systemd/system/ N B #—1~H
K, M root FUTHL R I A4
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# mkdir /etc/systemd/system/name.service.d

TENIA B H sk 2 AU EC & SO, LA conf SCIFEEEE.
B e —A~ B e SRR, AT

[Unit]
Requires=new_dependency

After=new_dependency

HON=ABIT, ATABCEE B E, fEEIERER IS 30 BEEE, BoE
HIERIE

[Unit]
Requires=new_dependency

After=new_dependency

TERERF U E AN, B SO R R 5EE — I, X E S
TR T WAL B B e 21 FeAb iR 55 3T e C 8 H S
N TR HRIA R, i root SHATUA T #R1F:

systemctl daemon-reload

systemctl restart name.service

filF: 9" & httpd.service Al 55 it &
BT httpd ARSS S BB EIAT P A 2 AR, TFEE M httpd 1 HR
JUHCE SO, ATUA T L HRAE, 1 oet)d—A | @ U E s A 5 SO

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B B & L SCHEA B AE ust/local/bin/custom.sh, KX M5 EININE| custom_ s
cript.conf H & X A A

[Service]

ExecStartPost=/usr/local/bin/custom.sh

VAL €

#systemctl daemon-reload

#systemctl restart httpd.service
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3.2. OpenSSH

SSH (Secure Shell) J&—MfEH% - RS 2EH, RPN RGEZIAI
GABEZRASNINL, BRetG it P g g2 ks m EVL RS, HE
W0 FTP B3 Telnet EfR B F MBORR], SSH % T8k, BEARE
REDAE 1o R AR ORI 25 1 5 1

ssh B PR TR 05 40 telnet B rsh, X S8 HRLIHIY | AR = 11
MR SRR ELR G R Zonm . HART . 5 HAH ) — AL sep MARST, HT
B i rep XAEHPRAE ENLZ A ST ERE Y. R IR 2838 IH A Y. 7
AR INEEAERE P AR 55 Ui 2 IR B ) 2R, T DAY 32 ] BERbakE S BT T
WM ZRITVRE SRR RGE, RS [ IR 7 i R GE AR EAL R GE R AU

BT BEUIE = JIR 55 A A AR G AR5 T 1) OpenSSH 22241
sh, AN OpenSSH i 55 i 2 2% 41 openssh-server Fll OpenSSH & i &2 41
openssh-clients, 7, OpenSSH 3K T OpenSSL 1435 41, openssl-1
ibs, X MMUZRE T I EERMEE, (115 OpenSSH AEMEH LN 815
3.2.1. SSH ¥
3.2.1.1. Fff4ffiffl SSH?

WM ARERTZ A AMEH T A, e b ATy 20 R %t
e, MR ERBOS — R GERI VT AR . — Bkl X L8 nl LAZ A DA
TILE:

1) £EP RGBS

Yot E ml BB T A5 DU e M 26 v g e Ak, &2 it ] 2 (RIS IR AT AT 45 L.
T RESTEGF R R, B BUUE B E R R vl b i

X T e P B CL AR A R AT, B R — AR
LA I8 TR, ATDAH SRR 48 B to, T s,

2) HIEhrE Tl

Yot B R G E R B SRR UGS . R # n SR i 17,
M P RGERA 2 K IE H SR AR IR — M DY AL T8

X T n] DAGE A (5 FH — 044 A <“DNS S A7 45 i HOoR, B Frig iy«
P ARSI, AR R B, AMRE M — G BB DNS ik 55 K%
PR G g ] — G E i AL, FESE MR B, AR Ak Dhit i I 28 5540 £,
IEEN IR OB ER TGN —E W EER EVA T,

XL RER RS ] BEAAAE M BUBME S, 1T LA R X S22 T A i
BRI, ABASERRG 2 TMEPERY . AR ] SSH R BEAT I AR 5 SR AN SRS il
A2 SR REAE AR R B 3k 262 A il . X2 RA SSH 2 P iy R iR 45 i (58 FH 4507
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ZARIGUES . WAL, B P AR 55 i R G0 Z [ P Al AS ER 2 I . A
SRR AF R — 7 AT B O AR 2 A T A, AR — R AR 2 I —
A HA R R GEFNIERE R G0 A FIIE 1) 2 BH R I 1
3.2.1.2. FEAEE
SSH iS4t T AT PRI It
1) TeYA O I IR 55 B
TENIR R Z 5, 5P O BEAS TR B 2 1 T 1 4 1) JIR 95 S ) B 2 B L T T 0
R 1y [l —A i 55 i
2) TLERNIEE R
PR 128 AR SEVE R B IRIAIESS B A% # 45 Ik 55 i .
3) TLEEAEGHETE
TE— Dl P I SR A AR (81 128 A7 Bk ny, 15
AR 30 ) A2 i PN 2 R ) 1 P TR ME Y
AL, SSH HMSGAFRML T DA 60 :
1) AL THER 28 0 EIRAL Y R P 4 T B
44 X1 R HIROR, % F i B8 IR 45 dmff & X111 (X 7 11 &
40) N .
2) AL T BRI BN A
SSH SO B A& AW ) — DI T hn s . a3 il FH 44 o i V6 " I ROR,
SSH g 55 ¥t 7] CABCA — MR HBE R Z4 i (B0 POP) By, MM
KR RGERIBAR I 2 Ak
3) AT DA RANE L 4 i iE
OpenSSH JlIz 55 i A1 F iy AT DA L 5K A R 55 it A1 25 - g AL #2522 T 1) 09 2%
i, BIE— D IT A M 25 R E
4) 3§ Kerberos TAIIE
OpenSSH Mz 55 b A1 % i 1] AR IC &R 1 FH Kerberos P28 UETMM ) GSS
AP (il 22455 IV IR P g2 11)  SE k- TAIE.
3.2.1.3. PMYARAR
SSH H HIFAEPI A IUA: A 1 FESHI A 2. bR LA = IR 55 2 A
RGP OpenSSH £ H SSH A 2, % iR A BA B SR 1) 55 A A4 B,
Ao Z B RA 1 P iR EGE. SR, AT IRAEMER )RR, OpenSSH &4
AR SCRERRAS 1 Y T4
HEULH:
HT RO R R L e, B N RE L H 3% SSH A 2
% 56 W/ FE 2677
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AR IR 45 S 120 i
3.2.2. SSH EBHELFF

PATR — 25 4 T DA A AL AT AY SSH (5 i 2 24 1k

1) SFTINEIRT, PAER P REAS IO & A BR A 0 IR 45 S A T A

2) SRARFR NS EE R P um AR EAL 2 B i I A T S I TN

3) &P RS s T H FAAE.

4) R PR N AR S TR
3.22.1. L)

k2 FEA A2 AAP A EALZ R (S 2 LA TR, AREEAER
P DA S I S A A ) . P 2 e X Bt A T i 2 AR A T, DA R ok
PRAEX RO R AR RIS 1) S B LR, SRSk — B bR . 2 AR 4 |
I s BALHEI DI RE.

SSH % Pt B 2 R 45 i, RFubA T4 3c e, M5 R G822 A1 AEAS 1IE b
ELHZ . B R R

1) A

2) W AN A

3) s KRN A

4) HiEHEINIEREE

5) WEms A

FES RSB, R4S i A — S ME— A S & R I E O S
WA P AR A AR A AN 5 1 IR 45 i B A5 4, R4S i 1) SE ML 401 % - i
KULE AR, R AL R, OpenSSH il i3 3532 IR 45 3k i LB KA
WEXANEE, PRI, I g SV C 22 st 2 5, #eEsid
. TEZ TR, &P ime H ORI RCA KA A IR 45 i =L 8, DARA
TR% P B SRR AN U B IR 55 3l . ISRk EHUE I &4 T8k, F
W HE TR 2 T R 7 P i £ B PRAF I AR

L HLL A

Tk W] e S AE IR 2RI BE Pk i SSH. AR 45 i, PR SR AR M 22 5 H- AN 1
T ) 1R 95 i A1 0 25 1 B ABIR 55 i 2 TR A2 X 1. R 1B 1R R R =
A, TEREEE WM AU IR UCECET, B R AR S5 o4 B 51 DATGHIE SSH AR
75 S B S

SSH # s H  LF A ARIMEATT S ALY A A R B0 b i 3R AE vl
BAHR AN T A T AR A A A — N RS E S, TS RS R LR
TR B AR A, DACRIP R AE 4 b Ak A uE Rt
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T E B R — e s (EF R T SSH SLl) s
2, R REN—ER, BN —EN A EM— DRI % E, B
Yot 5 BEAE A o M A (BN 2L S22, X — 15 AR AR BRI — Bt ) N
3.2.2.2. AR

— BAL i JZ G — N BB R G L5, IR il g -
Ui T SCRPPR R IAUE T ¥, BIAnEE I — ML SR S %544, BUE A —
M, SRIE% P il I SR e — ik 1l ik 5 s EA T IAGIE.

SSH k45w A2 ity T DATE B0 AN [ 2R AL AGIAUE 7=, k48 B i
Azt B . R 55 B T AP BT HAZ A A, B ] DASCRP MRS s 5 ¥ %% - i
A RAM AT A3 T rp e 2 IR YA U Y
3.2.2.3. j#iH

TE SSH £ 52 5E M — R ININIEZ 5, R g 2R (£
P B 2 ME S AN, XEE S — NI W AT R
XF SSH K, AN[FBEIEAAE— DI FEN L aEE P RR) W—FEARIT 2
HIMIA, B—EE N T HEUR R A m 2 TS & X111 237,

AR F it A2 MR 45 ity s AT DAB 8T () 3830 A — 0 A T 2 1 T iy
I — 9. A% P i T A I, 2 3 KA 1
—E AR A, X BRSSPSR, T REEAR S0 A ETE . Qi
—K, ARBBPSTEAXMET W, FHHE—MeEMR LR G, KHE
[P E A 2% W 2 22 SSH 1 #E,

TIA WA DAl W] DAL I8 DA—Fi Bk i Oy 2R R A g s
PARCFRP O 3, A MR Pz B3 24T RO B, B A Sl WA k.

7% Pt AR A 55 i H Sl RS A A5 T AR, BT P i R A R 95 2R AL DA
K PRI 2510 7 20, X n] DATEA D B M B B R R TR DL, Ak
PR R ZE B f) e 1 iy R AR K R T 1

3.2.3. BEE OpenSSH
3.2.3.1. FlE S

BCE AW ARREB RS, — R TR iy (B0 ssh, scp #l sft
p), FI—FRIIMNT M55 (sshd ~PHHERE) |

REGJE ) SSH AL E (5 B AR E ete/ssh/ HR T, HEILE 3-12 REEH]
(PIBCE SO, FR P9 SSH L BAE BARMEAE~ ssh/ HSR T (1% H AR H
FEH R, PERFER 3-13 FrE M el E Sk,
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KiE 3-12 REGERECESF

Pl iz
57 Diffie-Hellman 254 2 55 3 F 1Y) Diffie-
Hellman #H, Diffie-Hellman %5 4H A8 %) 146 f 204>
, (1) 1% i J2 e BRI . 4B BATE— 1 SSH 3 1) e W)
/etc/ssh/moduli

BB e, — IR AR,
(EICIR AT A B — 5 BT e . X R =
HARARBETALINIE.

/etc/ssh/ssh_config

PRIARY SSH & Frum it & S0, ¥R, W~/ .ssh/co
nfig FEAERTE, 1% SCHF A B ERF 8~/ ssh/config 78

=%
T o

/etc/ssh/sshd_config

sshd T4 FER2 9 Bic B SCF

/etc/ssh/ssh_host ecdsa k
ey

sshd SFPHERE Br i F ) ECDSA FA4H.

/etc/ssh/ssh_host ecdsa k
ey.pub

sshd SFPFERE IIr 1 1) ECDSA A4H.

/etc/ssh/ssh_host ed25518
key

SSH PIBSURAS 1 4 sshd <P4p AR Bir {9 RSA AL
.

/etc/ssh/ssh_host_ed25518
_key.pub

SSH FBSURAS 1 ) sshd <P4P SERE I (s T 11 RSA 22
.

/etc/ssh/ssh_host rsa_key

SSH HSURAS 2 11 sshd <73t RE i f T 19 RSA AL
.

/etc/ssh/ssh_host rsa_key.

SSH HSURAS 2 11 sshd sF3P Ut RE P f AT RSA 24

pub .
Jetc/pam.d/sshd sshd SFHHERER) PAM Bl & S0
Jetc/sysconfig/sshd sshd g 55 B &S

FKiE 3-13 FER PRECESUF

3

fhiit

~/.ssh/authorized keys

R S5 R B — AU B3R . 2%
FIMR 55 s, AR 55 didd S AG A PRAFAEIZ S R E
{UES AN P S INTIR 9 Rl
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e i)

~/.ssh/id_ecdsa 5 1 P ECDSA FAH.

~/.ssh/id_ecdsa.pub M Fi) ECDSA A%,

~/.ssh/id_rsa SSH #pi iR A 2 #) ssh pT{di F A9 RSA FA4H.

~/.ssh/id_rsa.pub SSH #ps iR A 2 #Y) ssh fT{d FH A9 RSA 234H.

~/.ssh/identity SSH #ps iR As 1 ) ssh pr{di F A9 RSA FA4H.

~/.ssh/identity.pub SSH #pis iR As 1 #Y) ssh fT{di F A9 RSA 234H.
B8 PR R SSH ik 55 ikt EHUEEEH . 20w

~/.ssh/known_hosts TP SSH % P IEAEZER R W01 SSH R 55 i 2
RE R,

R % SSH i B3 Il IR & R 5 2115 B, 752 % ssh_config(5)
A sshd_config(5)F-M v .
3.2.3.2. a3l OpenSSH ARk 55 viii

TR %% openssh-server 1.2 J5 4 81217 OpenSSH Jif 55 i .

SR Y T35 B3 sshd SFEERE, 5 A root i FUEE shell Ay 4788 R 1T T
B DAT iy 2

~# systemctl start sshd.service

S M | 22 A LLIEAT sshd SFPHER, DA root FI e shell fy 47
B AT @2

~J# systemctl stop sshd.service

SR GEARE RGOS 1 B SR, 5D root FiLFHE shell iy 4
R FHAD T4

~|# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service' '/etc/systemd/system/multiu

ser.target.wants/sshd.service'

3.2.3.3. ffijf] SSH ¥EfTiefEiEs:

KTk SSH HIERIEMER], WAZEE LM A Zan) B, &, HF
RS T RETE— 2 TR TS SSH N RIS R4, (H220{EZ J5 (A Telnet
BRI R 1. T2 AR A 95 E04E telnet, rsh. rlogin £ vsftpd,
3.2.3.4. fEHIETEBHINIE

AT EH PR RS LA, DAV SSH X, SR Rl T
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ZEARIAIE, B S IAIE. EOXREEM, TETE vi B3 nano S5 SCARR AR 4T
TF/etc/ssh/sshd_config Bt & S, I PasswordAuthentication JEIEHCH AT N N

w3

7%

PasswordAuthentication no

WG JBAE—AF R ERINZEE 10 R G A T4, TR 2 T SRR st
A ¥ & PubkeyAuthentication no ¥, AN ZILRRIERE LY, WA il
GECER AN, BEEE SRS AIE 2 AT e — T T S A B SR R
KT REMSAE ] ssh. scp B sftp M—F& FumtllLas EE R 8 iR 55 i, T 44 B0
AR BRAE BN AU, TR, Sk ST XA T P40 AR .
Hh AR LI 12 IR 55 B4R R Be A V7.0 BRI FHRRUAS 2 1% SSH M RS
A THH.
HEE A
MR DA root (358 1 T HR, B2 1A root HI FHRENS (X £L %541
Y
WRGEFEREN RS, R Z a4 e saxt, E&h~ sHZ%., 1
ARG, FHEHREEMZEE . X—IBHFELRS LWETE A P UT, B3E
root J .
3.2.3.5. AT
A i SSH MMM 2 (1) RSA B54A%T, DA T A R AE
1) 7 shell A THERAF T HIA AT i 242 1l RSA B4R

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/user/.ssh/id rsa):

2) R EREEIAF B B AR, B~/ ssh/id _rsa,

3) HWA—NHL, I HAEARRIIAR R AR 12 A T 24 I,
i AN A RH S SR SR T A [ 1) 2 7

4) EOAEOLT, K5~/ ssh/HgAYBURBLE N rwx------ 23 DA\ BERlARTE SR
ARHY 700, X2 T EOR AR HY A P user BERS AR HNZ . WARA
W, TDARE I DATE e SR HEA TR A -
Is -1d ~/.ssh
drwx------ . 2 useruser54 Nov 25 16:56 /home/user/.ssh/

5) BHATAM S, AP HE—Gmietlas b
% 61 7/ E2677
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ssh-copy-id user@hostname

WER AP AR LRG> E Hil fRllr— RAZ B~/ ssh/id* pub 28],
APIERY, SR AT DA RE A B S

ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

%1223 R~/ ssh/id_rsa.pub [ 25 il 2| A & B2 W AL#S 11 ~/.ssh/authorize
d _keys SCfH. ISR authorized keys SCHFELAEAFAE T, HAHRFBMB)Z
IR,

BN SSH HHSUIRAS 2 19 ECDSA RS, 4k LA N P 3R #eAfE:
1) A shell a1 T4 24F F A LAR v 25 il ECDSA #5414

ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/user/.ssh/id ecdsa):

2)  FPIZEBMIAR O @R BN ERIA R4S, Bi~/ssh/id_ecdsa,

3) HWA—NHL, I HAESRRIIAR R AR 12 A T 24,
T AN AT A0 O SR SR T A [ 235 1

4) BT, K~/ ssh/H FRYBURBE N rwx------ 808 DA\ BERI AR E SR
ANHY 700, XA T HIOR AR A user BERS AR HINES . WERA
W, ATDARE I DATE fiv SR EA TR A -
Is -1d ~/.ssh
drwx------ . 2 user user 54 Nov 25 16:56 /home/user/.ssh/

5) EMCATARXA S, RO B 2] — & il b
ssh-copy-id user@hostname

WER AP AR ZERNTE, %  E Hil fRlr— RAZ U~/ ssh/id* pub 28],
ALY, SR AT DA RE A B S

ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname

A2~/ ssh/id_ecdsa.pub () N 252 il 2| A 1 B 1 AL Y~/ ssh/authori
zed_keys SCFHT, AN2R authorized_keys SUHFCLAAEAE T, B BN B1Z% 34
KR,

H -
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RPPEDN NG, BAZHLEREMA, X — U ER L.

3.2.3.6. [il'E ssh-agent

BURAFIER 02, AR R A — A B AR Las i B4, R A ik
A4, @A PA# A ssh-agent ATFACEE, AR IEXER H GNOME, #E0] DAL
BB SRR A SR 02, B ICEZ A4, B0, ZRpA
FHFAHA E B shell 2 {RA7 14

ZAELRY) GNOME 2 TE IR PRI 14, 15 # DA N P BREAT AT

1) BREC LM T openssh-askpass tU, WIREAH L, HS02.24 %

PR, TR T bR U S PR S5 AR R R G TR A
2) FIHZum, A4 gnome-session-properties J- AT,

Startup Applications Preferences
BEhiERF 1515

WA B ENER(P) :

& @ Caribou Ay
" No description

(R

= E Files
Mo description

& [, GNOME Login Sound
° Plays a sound whenever you log in

7 GNOME Software
 No description

2 5 SPS EE \
= GNOME E£BEF : GPG 138
J 3‘; GSettings\ﬁEE#i!
B GConfiI#EH Fi#EE dconf

... PulseAudio & ik

FZAC)

Bl 3-1 Startup Applications Preferences

3) sl AN LEIN] #54, R)5FE [ar< ] SCARHE i A fust/bin/ssh-ad
d.

Ei
o))
e8]
=
~
N

/|

)
>
Ny
=
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Add Startup Program

ZHR(N) : | OpenSSH Authentication |

i (M) : | Jusr/binfssh-add | ‘ BN L. |
TEFE(E) - Prompt for a passphrase on startup‘ |

| B | Eme)

B 32 BHFHRET

4) gl [AS) #Hl, FHRRERFTES NG 25 H 55 10 1 5 et e v i .

Startup Applications Preferences

BahiErF 1,31

SN B ENTERF(P) ¢

&

v G OFC Fa{hie:l ‘ BE(A) ‘

— % GNOME #RET : GPG HIE ‘M‘

v 3 GSettings F Bt | (G
B GConfiF#H FiZ&EF| dconf ‘ SREE(E) ‘

= 3@ OpenSSH Authentication —
Prompt for a passphrase on startup

v & PulseAudio 75 & F 2k

— %Y BEh PulseAudio FE R

o] @ SELinux Troubleshooter

- View & interpret SELinux denials

A % Spice vdagent

% Agent for Spice guests

el J e

FHE(C)

& 33 BRANAER

5) YEEH PRGERTE S, BT — A RHEE RS S A B 04, M
P, R ST ssh, sep B sfip $ERi AR,
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OpanSSH

/\ Enter passphrase for /home/user/.ssh/id_rsa:

N4

=
o)
Passphrase length hiddewu\f

BR{H(C) BE(0)

& 34 mAO4

BONHEAHRE R shell ZuiufRAr 04, ATLAIH LAF fin -

ssh-add

Enter passphrase for /home/user/.ssh/id rsa:

HE, A shell Iif, R HSRFBORIE. BUAIHER OS5k — M HEU
Pl & B i v DI PET a4

3.2.3.7. OpenSSH % J'iii

R4 openssh-clients fl )5, A fENE Fimtl# £33 —1 OpenSSH
M55 (S, 2.2.4 LML, T ARANTLE b bn U = IR 55 s A R Ge ik
2R |
3.2.3.8. fififfl ssh TH

ssh THA DRGSR B — S mfEblas b, e LEdTand. BaX) rlogi
n. rsh il telnet F£ 71— 228 e,

il telnet Ay AHML, A AT fi &8 5% 5| — G i ke Ly b

ssh hostname

fFhn, ZEESEE|—H 4K penguin.example.com IR L, 7] PATE shell fiy
AT F AL T i 2

ssh penguin.example.com

WA IF 2 DA IEAE IR AS AL A0 ) 122 6ok . IR E — AN
R4, G AT a2
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ssh username@hostname

{540, DA user % 3%%| penguin.example.com, 1545 A A R4
ssh user@penguin.example.com

R —IRWIa N, 2B/ BT WA PIRE R

The authenticity of host 'penguin.example.com' can't be established.

ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:31:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?

PE I EREAE T P2 Ji, P AR LA A R 2 A 1A . Al LA
71 1% 55 B ) 46 3L O DARRA S A 2 IEARY . XNV AZ A—Fh 24y . SR 5B 20 B 7
AT AR P R] AR IR S5 uim ) EMLE B, A LATR ssh-keygen fip45k
oA El
ssh-keygen -1 -f /etc/ssh/ssh_host ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

A yes BRI IHINIER:. B F 2 — M XIRGFmC L ma c
M PSR TR ESE, ARE— DA SRR
Warning: Permanently added 'penguin.example.com' (ECDSA) to the
list of

known hosts.

user@ penguin.example.com's password:
EiSICER
AR SSH MR 55 b AV HRL T, % ik @ A0 PR HEA Ak EE,
B AR5 A 25 o 1) FE AL B M~/ ssh/known_hosts SCEEH IR . SRT0, TESEAT 4R
YEZ W0, HCAR SSH MRS5 i) R AU E LA, B ubHR 57 oA 2 2k

3 M~/.ssh/known_hosts SC{F I —N 2847, BT A AR 4
ssh-keygen -R penguin.example.com

TEMA BN Z G, R IE AR EHLY shell Ay 1THRAT T,

AIeHh, ssh FEJ7 AT DA SRAEZEAE AL AT — 254y, A 65k ) shell

AFHIURAT
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ssh [username@]hostname command

fgutm, Jetc/kylin-release SCIFHRBEA KEAERGMARI(EE . AT penguin.
example.com FiZICAFRINE, HiA:

ssh user@penguin.example.com cat /etc/kylin-release
user@penguin.example.com's password:
KYLIN Linux Advanced Server V7.0 release V7.0Update2 (Potassiu

m)

TEG I NIERI SIS 2 )5, e SR mfi EVRERE RS R A G S, R HE
H3% 1] ) A H ) shell A2 ﬁicmﬂ?fn“To

3.2.3.9. f#i[f] scp LE

scp A] DARRAE AL Z M i — A L s e e s sc e, et b, &
il rep FEFEAHL.

UL — DA SRR RS, B ARE A B a4

scp localfile username@hostname:remotefile

g, an SR AAERE taglist. vim {£ % 1] 44 A penguin.example.com FIEHE FHL |,
Al DATE shell fp 1 THERNAF R A LT fp e

scp taglist.vim

— KA DATE R 2 0. i vim/plugin/ H Sk B N 25 252 241 pengu
in.example.com AR H3KT, A DAKIARAT 4

scp .vim/plugin/* user@penguin.example.com:.vim/plugin/
BURF— AR SCE R B AR S8 b, AT DAE I DA N1

scp username@hostname:remotefile localfile

fgdn, EEMGEREFENL T E vimre BUE SO, WTRAKIA

scp user@penguin.example.com:.vimrc .vimre

3.2.3.10.ff [ sftp T H
sftp THATDAHRITH— & an . 8 FTP 236, 7Eiit b, B3 M
T ftp AR ZATET sttp (] T — A g 1%
HERERIAR RS, WA B R iy 2
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sftp username@hostname

fFan, AL user P85 E|44 M penguin.example.com HIEFEEAL |, W]
PABAIA -

~1$ sftp user@penguin.example.com
user@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
B A LTSN Z G, RSB A sfp Mar T4, sftp TR

LA —ZR S fip KRS (B IEAE 3-14).

M 3-14 HRIK sftp i<

il ik
S — A F SR N AR B S AT
HSRAHR, BN AT TAF H k.

Is [directory]

cd directory P TAEE SR8 e H KT
mkdir directory BN H R,

rmdir path TR — A~ H 5k

put localfile [remotefile] REA R SO AR A B A EAL

get remotefile [localfile] R FAL BRSO T 8 A L E.

BRI e AW 5e 8 A%, S % stip(DH M.
3.2.4. RHEB—ANE4AH Shell

— NG T R RO SSH ARZ (i . 4T Ay
Yi, AIDAE ST SSHEIE#HT X11 XiEM K. 83, it TCPAP &k, REiH
AR AN 22 4y 1 1422 AT AR 31) 5 € 1Y) SSH A L.,
3241, X11 5%

B SSH FEHATIF X11 3%, AT A DA N B a2

ssh -Y username@hostname

g, A H user H PSR E44 M penguin.example.com Y EFE AL L, A
PABGIA -

~]$ ssh -Y user@penguin.example.com
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user@penguin.example.com's password:

M4 shell Ay ATHRAT FisiT—A> X BEPHY, SSH % Pl IR 55 i o>
BIE—HR L 4lTE, X P Al o X A E T8 75 B b & 2% ) % P mblles L.

W, AL X1 #ERZH, UWATERRERGE LR X HH RS, Phro
m%F%AMTﬁ A DAZE%E X111 Bty 4.

~]# yum group install "X Window System"

RTMR TP ANEZER, HS W 2.2 A,
XU B RARRA M. Biin, X118 al ARy [FTECE ] TRAJE—4
SRR HA RN, FXFE, Jof ssh R ER ST b, RIS HEA

~]$ system-config-printer &

[FTEN ] TR EREE, Lmfe A ] AR RE 3L 2 A i
FTEI.
3.2.4.2. ik

SSH AJ DA 1 v 1175 & 2 4 fin | Lt R 22 4= 1) TCP/IP Hpill. FEAH ik —3%
ARisF, SSH R4 5k T SSH & Frua i) —AN s S45 .

%D%E%IWEE%%EF%%~A$ﬂMm%%ﬂ%%%%~4ﬁﬁ
vt 11 . SSH AT AM RS st R0 AT 2 iy 11 BB 2810 6 i O i 11 X — AR
AT B 15 HAHVLRL.

L

BV b R K T 1024 AR B3 1, 752 root 17 RIALRR.

BLA 7 — A RWT localhost A IERE) TCP/IP by % AliE, ATPAMEFHATR
BRI a4

ssh -L local-port:remote-hostname:remote-port username@hostname

Bign, FAdH POP3 i — NI £ Ha K A 44 4 mail.example.com RSG5 #%
AR, AT A F AR a4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— B P LA R B IR 55 22 TA) 8 ity 1 27 e E A i i, Sk mT DA
—> POP3 W% F' i E: localhost F {81 1100 3y I RAGAFH: T, ARATER
P 2450 b AE 1100 S 5K, #9044 #-5: 1) mail.example.com JIR 5525 .

4R mail.example.com 7% 451547 SSH M55 b, (H & [F— M2 ) 5 — &1L
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#isfT 7 SSH M55 v, A8 SSH SRR LARIR X R A T A s . 244K, fif
R 2 WA AN

~]$ ssh -L 1100:mail.example.com:110 other.example.com

X — R, WE FEHLEEAY 1100 5 11 & %) POP3 sk, kit 22 i
1 ) SSH iERE9kE: % ) SSH R 453 other.example.com, A5, other.example.
com %% mail.example.com [/ 110 i FUORKZ A FTHE (. 5, EMHEAX—H%
AREF, HAE Pl other.example.com [R5 i Z [ () 2 4

Sy 112t Dt AT DA SR ek W 28 815 K ik 22 A RS . . an 2R By KO TG R fo
VERCAT O FIARMESR 1 (B 22 36 11) 79 SSH Bty (2B ZE T 6 8 0t LAy
), BB 2HEEAEW & AL (B0 e BH 28 b 1 B I H2 AR 2 T gy, HEe
M2 IR A5 A — 45 L AT SSH -4 T2 () B v]

A

AT Ay R (o i 11 % R e AR R E - T8 &, R Ui Fim R 40 L i9AT:
i P RE R B RS b WRE Fin REAR, Yot E IR REE )
5% R RS

O D 7% R R GEAE R 0L, W DATENR 55 i KF /ete/ssh/sshd_config SCHAHHRT A
llowTCPForwarding %5115 & A No, Jf )5 sshd k%S, KZEHum D5 A6,

3.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) j&—MEEALE I Z RS,
A PALE AR L B AL

TigerVNC R 55 -5 U om 2804 iR 95 i b S i il (vneserver), %
P (vneviewer) JEHEIE .

HEULH:

FTLART A b BB = IR 55 2 B E R G A AT —FE, A L i v 2 iR
R E RGN VT.0 ) TigerVNC (1] systemd RS0 HSF bR EA TIC B
fit B SC {4 /ete/sysconfig/vneserver F{E# hil T /etc/systemd/system/vncserver@.servi
ce,

3.3.1. VNC [R5

vneserver _LHH K 58— VNC (Virtual Network Computing) 5. T
R 3 24 8021 T Xvne, FF7E VNC ST HE3)— 46 DB S . vneserve
r RVFH PE— Gl PR T U T 2 ML 20, 2R ilha] DA
BN P M A BT
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33.1.1. 4% VNC JIR % i
B2 TigerVNC 55 0w, 15 DA root I AAT A T fip 4

~J# yum install tigervnc-server

3.3.1.2. FitE VNC 55 i

VNC fii 55 3 7] ABC B — B0 (i ik 28 0 POk P efe T 546 1)
JEB—AN R, WAL E T A NI . SR 1, AR i A R R
24

& ¥4t /ust/lib/systemd/system/vncserver@.service H1 [ <user> A5 %k HAR{I
VNC kg8 4 %%, [FEF, &2k PIDFile HiZ H X I SHOME, X B, X

18 root FHFECE T—ANSEH1, AR P

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking

# Clean any existing files in /tmp/.X11-unix environment
ExecStartPre=/bin/sh -c '/usr/bin/vnecserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/sbin/runuser -1 root -c "/usr/bin/vncserver %i"
PIDFile=/root/.vnc/%H%i.pid

ExecStop=/bin/sh -c '/ust/bin/vncserver -kill %1 > /dev/null 2>&1 || '

[Install]
WantedBy=multi-user.target

H A i%i g2 3.3.1.3 iy Hf) display number, 7] DA HIEUE 1, 2, 3 %%,
8 H vneserver —list fiy4-2%F 1] HY) VNC k55 .

3.3.1.3. J33l VNC JI45 it
ZRBECE LA RS VNC IS5, B EaAT P E RS, 1£3.3.1.2

% 71 T #2677


mailto:修改/usr/lib/systemd/system/vncserver@.service

o — N g
R EEHNER S V7.0 2T B FH SC ?:IINETA%DAI!?): scﬁ'rwﬁe C%.,LT_D“

FCE VNC R55 3 T 078 51 B — ] P BC S VNC SR v i i e SO HEAT
FEBMUR A, SR %i 9 systemd TR S8 . M —NERUN
TN T RAAT VAR iy 2

~ ]# systemctl start vncserver@:display number.service

B AEIRS R G BshE BB, 25, MEESER, vneserver B
ZHNBEENT . PAroot I FHUATA R s

~ ]# systemctl enable vncserver@:display number.service

X,  HoAlH AT AEH—A4~ VNC BRREF, PASGE Y S n 2w 5l
HRIERES] VNC k550, B CELHEN T —PMEIBAET, FoBRiZE
T — SR, X ASSEEIATH FRblds IEAE Son i SE Bl A A F Y

A RIS A [ Y S L B VNC IR 55 bt

XA E 0L & 1Y VNC RS i vneserver-user 1(@.service Fll vncserver-
user_2@.service, W AF AR R ngi's . Bla, DATNArHF2 i user_1 #Y
VNC R4 SAE B ngis 3 LS, 1 user 2 () VNC R4S i bAE Bndis 5 1
JA3h:

~ ]# systemctl start vncserver-user 1@:3.service

~ ]# systemctl start vncserver-user 2(@:5.service

3.3.1.4. 4k VNC &%
KT B vneserver AL B30, B ] PAZE FZ RS WAL E B 3h:

~ ]# systemctl disable vncserver@:display number.service

s, M ARGIEAT, G LARA root I FHAAT AT iy @245 1 VN
C 255

~ ]# systemctl stop vncserver@:display number.service

3.3.2. HEEHFERREE
BT, — &R PIE— il X kSt i . fE2Rgs 0
LR . H PR AR TigerVNC R 45 5 xOvnceserver & 52 AT ST
IHl: HE—AXEH
BLfd A xOvneserver L —ANTUE SR PGS, 1 H DA N 2D SRR
1) PAroot | FHATRAT fir -
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~ ]# yum install tigervnc-server
2) NAF#CE VNC %5

~]$ vncpasswd
Password:

Verify:
3) DACESEH PRI ST AT i
~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

A B kBT A Bl T A VFERE 5900 b 1, sFR A A de ILLE S0 n) DATESE 2
Bagis 0 L, HFEBECERMPRRET 7. iH2 0 3.3.3.2 25 VNC BLE; K.
3.3.3. VNC&EE#

vneviewer xR R BB ) PR I fe42 i) vneserver FFRET .

N TR vneviewer, A — ML EFZ A H ISR, @ X L85 H Al RA
PATE OB A A b, BRI A RREZMIRE, Alikhh, &dnrpA
1 1 A S FEAE vneviewer, TEAF T H i A vnceviewer -h A] DA% H vncviewer
IZEL.
3.3.3.1. %% VNC BEE 4%

Bt TigerVNC W% i voeviewer, i DA root F A TRA R i

~ [# yum install tigervnc

B85 VNC RS o

— HELCELF T VNC k55, T AMEA] VNC & F g8 T4 2% R 55 b
T.
3.3.3.2. 2h VNC [l & kil

W AR RS, firewalld W REPH IE#ESE. R Tk firewalld fiF VN
C $tl tid s, 0] AP & 1) TCP S 1. 240 F-via BETHT, £
Wt SSH i 7 E s ), 1 SSH i 1 4E firewalld H1 BRIAAR TR .
SARAR

VNC JR 45 s i) BRIA S 112 5900, A5 2 e s mREa 15 17 i) o 1157, 7T DA
ARG OS5 B PR RS . B, XETES ANEREE: 2 + 5900
= 5902,

T B 0 3 3, W PAE A A firewalld X} VNC AR 55 1) S Bl #4E,
HARGR I DA RHEIR T service SBIORMEATHY . R, XTRT 3 HERH S,
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S R 1) i 1 33 5 A1 T ) 81Tl 1) D5 SRR T

3.3.3.3. {fi[ SSH 1E#:3] VNC AR5 i

VNC 22— MRIA R SCAR 45 W, AR A A A Y. 4 22 A HIL R B X
REREG. O VAR A, RN DA -via IR N R i 55 -2
P . XRFRAE VNC RS A% - i 2 (8] @8 —~ SSH %A

e VNC e 55 Sin-%0 7 i i A iy A% 20T

vneviewer -via user@host:display number

FUE Bsras

4.1. Web R%2%

Web JI} 45 25 AEMS N ) PR BE—Fh T web UM RS, 3 AR TR &
WA H PRI M EE . TR, BT DA 2 &R Sory 1.
N web RG5O B SOR Lt (HTTP), FrCAAR web 5545 HTT
P [l %54 .

4.1.1. Apache HTTP R4 2%

Hrb LIS = ZUIR 55 2R R E R AR P BRI W] web I 55 #% @ Apache HTT
P %5 #% (httpd), httpd FOURKASN 2.4, ‘B2 Apache F {454 & IT K 1K) —Ff
TR web R 5525 .
4.1.1.1. FHEEASTHE

httpd Al 4532 il

W& TR T T SysV WILRILIIA, RS V% apachectl Fil syste
metl fr KA, MR service fird 1. FHZH T2F httpd M55 1)
{5

i

=

service httpd graceful

PO T

apachectl graceful

BHXF httpd /Y systemd FRICSCPFRIBIERACIIA, A 07 B AN [F] i 4E
> CUEETMEAG I, BOAEH R graceful 575
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service httpd configtest

P T

apachectl configtest

AL /tmp
N TR ARG LA, systemd HITIHIEAT httpd SPAPRERR, BRI/
mp A, ARG/ tmp 25 T
WS
METRGH, TN A Y B B SO A T /ete/httpd/conf.modules.d/
H3&kT. & httpd $EHER— Ll i i s g i & SCAEAFCT I, 4 php.,
Jetc/httpd/conf/httpd.conf S A A% 3= B B 1 Include 32 F A /ete/httpd/conf.
modules.d/H 3¢ T HY include SCIFRY. XLEIWRETE httpd.conf 1 E1AZ A, G
AbFE conf.modules.d | 4 EPHCE S, fE/ete/httpd/conf.d H & NSO, FE
H IncludeOptional $875%i, FE httpd.conf SCIFAY G MDA A, WERLENE, XL
AT httpd.conf FARZ JG AL B,
1 httpd R L3R A Y — 26 H B B S
> /etc/httpd/conf.d/autoindex.conf --- Pt & mod_ autoindex HgZF]|
> /etc/httpd/conf.d/userdir.conf --- EC & F] {510 H P H %, Bla0: http://exam
ple.com/~username/ ; A T &AL, %R FRERIA I
> /etc/httpd/conf.d/welcome.conf --- FE{H R ASET, 24 http:/localhost/
A NARIEOLT, R HABCE 7 WGl i T
NN W=
BT, 124550 httpd.conf S i/ MILE., M2 W ILAIBCE I, 40
PARTERIABL & H Y Timeout 5 KeepAlive FRA - IHBHUCE 15 A 2 i B AL
BT . 0T B TS 7 W A 2 i 15 B T A AR R
ANHA B AT
WPRFZMBLATY httpd 2.2 BLE T3] httpd 2.4, WITFFEA KR FTE AR
Y httpd BCEEIATREEN ., HE2H KT B Apache SUES, 2% http:/
httpd.apache.org/docs/2.4/upgrading.html .
b PHEAR A
TE AR BB S IR S5 AR R G B A v, TR 2 A0 AR (M
PM) $24E TORERY httpd —HE@ISCOE. A0 BT R AT DA “prefork R
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/usr/sbin/httpd; JE TR AL B] DA “worker” X, 3/usr/sbin/httpd.worker

T AR B = IR 55 A i E R g i, HAEH T 8—0 httpd, 3 /> MP
M AR AR LA 2 A %07 : worker, profork (default) Flevent, 4FEEfN
#H— MPM b}, 7] DA ) 4% /ete/httpd/conf.modules.d/00-mpm.conf Fif &
7, B & MPM B FTRTEREAT# A2, T DASE L MPM BRIk 1.

(ENORTE

A7 18 7360 mod_Idap SEIEHREY) LDAP ST ub AL . BT 70t m
od_session $EHAREL mod session Fil helper, Hi#THJ43 1) mod proxy html FALAR
Bt mod_proxy_html Fl mod_xml2enc, X EeARAELHE AT DA W] HESRIE H 3RS .

T R G R

AF# ] /var/cache/mod_proxy/H 3%, B Z & /var/cache/httpd/ H 5
i proxy Fil ssl F-H3% .

httpd LT HAE AT LN A B & M /var/ www iF5 3] T /usr/share/httpd/.

» /usr/share/httpd/icons/ --- (& T —HHT HRRSIWE IR, FIABRCATE/
var/www/icons/ H3% F, IFEiEA£ 3 T /usr/share/httpd/icons H3r T . TEERIATE L
K, http://localhost/icons/;& G %] . FE/etc/httpd/conf.d/autoindex.conf {4+, W
DAL BRI 7 B A ] I

> /usr/share/httpd/manual/ --- /var/www/manual/H 5%, £ 1823 T /usr/share
/httpd/manual/ H 3%, X4~ H %5 T2k BT httpd-manual ZHAGERNE. BET
httpd 1) HTML iRFMF, A0SR 2225 73X AN 441, W http://lo calhost/manual /42
AR, FE/etc/httpd/conf.d/manual.conf LA, BT DATE & a0 A7 & AN w1

> /usr/share/httpd/error/ --- /var/www/error/ H 5 & 412 #4%| T /usr/share/http
dlerror/H 5%, TERVABLE S, CMER T H & W2 Eig S HTTP 5 iR(E B arid
‘B . TF/usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf SCFHT, $#244L 7T
e B S A3

BBk, BACFITT R) 4

TS Sk . SRGRIT R f L B S T A TR, 1
A T B S A9 Order, Deny A1 Allow 54 W1d& HF#1HY Require 157%,
A 7% Apache CRYHE Z 415 B, 1HAF http://httpd.apache.org/docs/2.4/howto/
auth.html ,

suexec
AT RE RGN E e, CARFLEE suexee 3 T, BUmAZ 2 STk
RAGHESINiLE, AVFE BRI E . FaX—ME, suexec AT H]/var
Nog/httpd/suexec.log H& X T . Mk, HEMEEARER T syslogs BRIANET,
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- PAE /var/log/secure H 75 304,
TS

H T httpd 228 TR OE S, G, BET httpd 2.2 MRS 3 AR
Xt httpd 2.4 EAFRAAY. XFE, WA ZURYE httpd 2.4 BEHE L E L, XPIRLEA
AU L SR, 5, HFER. A K httpd2.4 APT AR S RTEAI{E B8,
HEHE
http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .
F T MBS AR ) apxs W] AT SCHFEL 48 M /ust/sbin/apxs iEF£ %] T /ust/bin/
ap.
B B
TEFARURE = PR S5 A PR E R G A, CEPIMERAY httpd BEHRGI AT
mod _auth mysql, mod auth pgsql
7E mod_authn_dbd H*, httpd 2.4 $24E T PFEEEY SQL Fetl A ERL ] .
mod_perl
TF httpd 2.4 7, AFIERSZHE mod perl T .
mod_authz_ldap
1E httpd 2.4 #4340 mod Idap 1, JH mod  authz ldap $#2ft 7 %} LDAP #
SCHF
4.1.1.2. HEHHCE
AT ¥ Apache HTTP Server version 2.2 BR'&E S0/, FFESER AT A5
L THSRARA RS T, Wi, FFEEFHINTARISIRRRIE
B, S EAEAE T AR, FEA HXEE B LoadModu
le 575
2. TEFREINEE =7 Bk, TEEHRIFEN]. XHEEREREY
BRI B,
3. GURZLH mod_userdir fiidk, NIFE UserDir fg/n5ir, FFERMALH R
#F% (3# N public_html) ,
4. WARZALH Apache HTTP Mk 55480030, WA X8 Zasi 72
(SSL) MMM L HEMEE, HSE 4.1.1.8 3] mod_ssl ik,
DA AR fip%y, R A B SO Hhml A S PR B %

~]# apachectl configtest
Syntax OK

A KAMATFF Apache HTTP RS a#HUBCE M 2.2 JRASTIER 2.4 JRAS, 1 ZF ht
tp://httpd.apache.org/docs/2.4/upgrading.html
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4.1.1.3. =17 httpd k55

AERAR I EE, (5 1EFIE S Apache HTTP, DAKANfi#6 A Apache HTT
PR HPIRAS. b TREMT httpd k55, WAEHIPAT M2l BEC AL T htt
pd.

~]# yum install httpd

W, AR = PR ST a RV E R G R, A K — 28 H AR A0 4 B AR
GMFFMEZER, WSF 3.1 ] systemd BRGNS .

IEEIli &

i root Fl FHATLA R4, 33l hitpd 55

~]# systemctl start httpd.service

PATLAT A2, AT DAMERSAE R GE5 | i, A 3JE3) httpd k55

# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service

to /usr/lib/systemd/system/httpd.service.

SCRER
AR E VAL e 5548 )5 sUR S Apache HTTP e d54%, WIRIERSABIA,
PR TEE—AH SSL A 1%

= 1R 5
i root I FHATRA R A4y, {5 1E httpd Aik55:

~]# systemctl stop httpd.service

PATPA T @4, WAk hitpd AR5 BEEE R 5 H S:

# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.servic

c.

HERS

ALAFR 3 FihE, FTRAE S hitpd k5

Hi root I FHATUA N4, e kS
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~]# systemctl restart httpd.service

XH R IEXANETTER httpd kRS, AREFHEEE. @E, ELE
s R — SN EALS: (40: PHP) I, M4,
Hi root I ATLA N An<, ATABLHT Ak AL & -

~]# systemctl reload httpd.service

X P EGSATHE I httpd A 55 22 BRI E BCE U, A ATIEAEALEERY
AT SKARRF AP BT, 2 P i e b2 F B RS B sl A e 4.
N Y AN A C T AN W 2 AT SR, T LA root AT LA

Tips-

~]# apachectl graceful

X FEUBITE N httpd R 552 EHNBE R E SO, M HTEAEAL )
AT KA 2 VR F A L B AR 2 A H

T bR LR 2 IR 55 d R E R G b, B R AT E RS IR S EZE R,
HEE 3.1 {fiJH systemd BHL RS S.

IUER S5 RS

5 shell $7”4F K, PATLA R4, T RAGAIBITE R httpd ik 55 RS

~]# systemctl is-active httpd.service

active

4.1.1.4. Ymiaic &k
PN, 24530 httpd B, 21EBGRME 4 -1 httpd ARSS BEE SCHHR 21 H
1) httpd Rk 45 B SO,

i 4 -1 httpd JRIFECE S

i i .
/etc/httpd/cont/httpd.conf FBELE S
/etc/httpd/conf.d/ A3 32 B SO R ) B L S
FIRTTE H 5%

AR, BOARERE G T RSB EH], AW, AX—HEEEEY
Pe BRI R B YRR O 7T B UCRREAERL, SEMUE BUS W A
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J& web R4 2. AT AT TS httpd RS HIE L5 H, WSF 4.1.1.3 1547 ht
pd Iz 55 iy E R 55

DAMICAT 4y, A C B SO rh ml AE HE B R B 5%

~]# apachectl configtest
Syntax OK

Al LR R ) T B YA R L B SRR B BORT RS
4.1.1.5. {fi ik

VE R EE RN, httpd RS54 AR B A KRS =XS (DS
Os), MRIEFFEEATA AFEEAT o sh A aak I Ek ., 78 i bm BB = IR 45 e 4
VERGEH AT, X SR L /ust/lib64/httpd/modules/ H 3K T

Iz

AT A E R DSO i, FZH F| LoadModule $57-51, yERE: DAL
BB SRR, @, Tr/etc/httpd/conf.d/H st N B H C R L E .
ST B

LoadModule ssl module modules/mod ssl.so

SERUR, T EEE web IRSFARRMNEAE . A KA E S httpd k55 B 2
iR, WESH 4.1.1.3 1217 httpd k55 HHIEJERS .

HRRHR

ISR ZA AT DSO ik, MIFE2E%%E httpd-devel FAFAL. HATLAT a5 4,
ST PASE LA

~]# yum install httpd-devel

AR5 SR TR 1Y include SC:,  header ST{AFI S5 AR il T
H. Apache eXtenSion(apxs) L.
— HEHAE,  WEn] AR iy R A E AR 1

~J# apxs -1 -a -c module name.c

B RS, BUPTCARTINEL Apache HTTP fIk 55 a4 H BB T 2R M E
4.1.1.6. BEEIIEL

A DA Apache HTTP 4525114 N BRI EWUERE, SR TRE 1P, £
WL i 11 -S4 AN [m] 19 28 15 ELIR 55

BT R ERET EVL RN, 7T DAFE U /usr/share/doc/httpd-VERSION/ht
tpd-vhosts.conf Fitt & {43 /etc/httpd/conf.d/ H % T, H-E:H#fi @ @Port@@Fl@@S
erverRoot@@ (5 i 4F. MRHETEZLE & HIMEm, W F ESLBIPrR,
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LBl B FE VA E LA

<VirtualHost *:80>
ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com
ServerAlias www.penguin.example.com
ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common

</VirtualHost>

VER ServerName W2 A L) DNS 44 . <VirtualHost>%8#5A] H & SLPEAR
U, WIDARERZ FMR A PR Z2Hd R ECE .. A& User Fil Group 1
WASFE T, BUmALZ B2 SuexecUserGroup.
BTk

AR E P I AL Wi TN ZB0A R, WIFRZEMIAE R IRIEE0R, Bk
T Jete/httpd/conf/httpd.conf H {4 JRi 5 78 Il Listen,

N TG E R L AL, RS web R4S, A KW E S hitpd Ik
FHEZIER, E5F 4.1.1.3 1217 httpd ]SS I EBERS .
4.1.1.7. 4z SSL iR %#%

LRERET)Z (SSL) —FhRE M RS54 % P i dEA T4 A B0 1l T &
MY, BER2e 4 (TLS) M2 SSL my4 RFI A, BEAS i K AL FIEL
e R SE#EPE. Apache HTTP fIR55#5 A1 mod_ssl BB LE &, A5
T OpenSSL T EAUfftsite, AERgHAL% SSL/TLS M2 s, A E N SSL RS
. bR S PR S5 AR B E R G SR T TLS SEPLAY Mozilla NSS. m
od_nss IR T Mozilla NSS #y37FF.

NG HTTP #E42, ATATREM S T AR AT AEAME MCE . BTl HTTPS
FLAEFE HTTP B34 17X SSL/TLS B0 HF, B REMRI LI N A N E WAl iz ek
AT R BN Apache HTTP REFAFALE I, W] bS8y — S A )y
W, 5 S A AN B AU R

AR IE A2 4

B T AE N, TEAE G EONFRINEE R AR, 2555 1 Wiz T AR TR
WA RADE LfE . RI, A IREEEXFRIN R AR T, A 2 NI
—ASRBREIFAG: 1 — AT A, A G, [ A g 2
REFH XTI O FRAGH Rt I FASH St i B R X I ) 2 BH R S
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N T BT SSL L4l SSL MR SF A AN EAE ] R Tl AL (CA)
BARECTUEA . RS A IR A E N (BN ARG5S LA A
%y HWIPLAIE SRS, B RS CA RIFAS]. X A% 44 n] A R4 2 Ik
PAAHMELSS TIUES, HHABRMEM T R E.

B YA ET web EENTHAY SSL MR, 240 web G5 AL ILATIES .
WFAEBBABRE CA PUALES, BEEUETS A AL FIIE_ER 1 AL AT
B, web fRF5ar SARLAEEEIN, @A P RSB AR R EE.

BANEOLR, REHON VA ERIC & A — i) 2 aEE i1, 1IEF
N, WELERS G, ST AR EER CA RS, X, HAH
SR ARSI EEERE T, B0, SRR REE, X, FHEANEZ—
AMES. BT R AZRER R, B, A Guul el A EGEE, |

B, SR AT REM T AT CA. MIRIEZ(EE, WSERE 42 HEN
gl i A IR CA.

#=i% 2 BEENRBPEET AR CA

web | BE2% o
Mozilla Firefox Mozilla root CA %15
Opera Opera 1] FAARAIE TS
Internet Explorer Microsoft Windows R] H FHRIEFS
Chromium Chromium project 7] F iR IE S

FEHT SSL RS #aif, FBAE N — MIERERA—A%H, R, KEIESR
K, A TSGR R SO BRI A AL . — B CA Sk T Ak 535 K A
SO, B KIE AR AR S5 #s — B M 4 g . 7ok, AalRA
BlE— D ASLRIER, BEAUEH CA BTS4, Pk, XAUGE T AT
WHHMTA.
4.1.1.8. J2H mod ssl Fibk

WIRAR BT mod_ssl M5k, 737 —A> SSL 8 HTTPS R 4%#51015, NIAfE
TP (A1 mod_nss) A HIFHIEIAY G 1. B 11 443 2BKA HTTPS
Ui 11

T {HH mod_ssl A=A OpenSSL T.HAL, 37, —4~ SSL ik 554%, WIFFE
2% mod_ssl il openssl Z{F4L. H root AT AT iyt T DASE B 2255 -

~]# yum install mod ssl openssl

IS, 43607 mod_ssl HTC B SC:/ete/httpd/conf.d/ssl.conf, ERIATEIL T, BALE
% 82 T | 3£ 2677
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Tt Apache HTTP JR55#511) ERCESCIFH . T m#dsitk, FFEEHF httpd k5%,
WSHE 4.1.1.3 1247 httpd IR 55 R R S
HEA:

IF 411 POODLE: SSLv3 vulnerability (CVE-2014-3566) ik, Kylin
AHEFE R ssl, BEULAE T TLSvI.1 5 TLSv1.2, f#ifH TLSv1.1 "] LASZER ] )5
WA, BRT LML U ST SSLv2 5% SSLv3 ¥l T, FFBHAEH T4,
B, BUEL ARG A R A e,

1E mod_ssl 715 FHAIZEH] SSL Al TLS

KT RS 48 A Y SSL A TLS P, WERT DATERC & Sk, syt
e ## SSL Global Context” ¥4I/ g SSLProtocol 3578 5 4 5 J5 /2%
FH SSL, 0] AYEARE“VirtualHost”[{)“# SSL Protocol support” H B g% ERIA
TSRS, WMAA TR TR E T, WG 240R 2 R i,
HTEER—DRA, SRR PR DMXAES SSL Global Context” #4345
SSLProtocol, ] ATERF ML AL 8 B, HEZA LS4 all,
4.1.1.9. i AAERY S SIAIIE S

AP A BAAFIE R ECE SSL iks54%, MIILHFEIEHR. [HE, a2
TP I i AN AT AR
1. IEFEB R IP 5ig 4

HEAS R ET R B 1P A4 A Y. Bk, R —&4E T, E

Pt Ik,
2. IETESEERER VeriSign A& Tk IR 45 s 4 F

VeriSign s&—A~5 AIIEBMUANIN, B8R e e, 1P kA4

WURIET ., — B TR, I Tk
T LIREAE O kA, MHREESAEMIES. AXEZHXGER, WESE 4.1,
1.9 A B B A AIE TS

MR H A AR, WZ5 TR A & S0 3 /ete/pki/tls/private/
F Jete/pki/tls/certs/ H3g . A PAFAT LA T 2L 0 :

~# mv key file.key /etc/pki/tls/private/hostname.key

~J# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJG, TF/ete/httpd/conf.d/ssl.conf Bl & SCHH, IR 24T

SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

R T ERIECE D FAR, S 4.1.1.3 1217 httpd RS A E RS
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{Fan: fEHRE Kylin 224 web R G5 a# ) B HMUES, AFFiR:

~]# mv /etc/httpd/cont/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~]# mv /etc/httpd/cont/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

4.1.1.10. £ BGHT 3 A AIE TS
KT ARG AR, RGP L% T erypto-utils X4, i root
HPHATA T 64 1] DASE &3

~]# yum install crypto-utils

AR T —2H A BN A B SSL B AN £A1Y T H 12 genkey N )T,
B R BT A A

ER SVE

WAREH—DFE BRI C A WA RGES, ARG E AR TS,
XRE, AT AR PR s 0 WS AR IR UE B 1, Uy A . T EE
SUPAVSREEENIETS, 5% root R A1ar S AQ genkey fir 4

~|# openssl req -x509 -new -set serial number -key hostname.key -out host

name.crt

SCRER
TERGEH, WRA X AL RSP S EAAAERTE, WIHAAT genkey Y 72
PRI, B, Wi root I HATLA TN S, MMIBR IL A B SO

~]# rm /etc/pki/tls/private/hostname.key

H1 root ] F1HAT genkey W HFRIFIS, FREAHIEFE —IGEMEILS (Hla: k
ylinos.example.com), U1K Fr7R:

~]# genkey kylinos.example.com

4.1.1.11. 4 HTTP #1 HTTPS Fi¢ & [y K his

BN, AR = 2R 55 2 4R E R G322 A5 HTTP Fl HTTPS
1. RFEEE N1 web IRF5#%5, FIH firewalld k55, #Eadpy k3%, win]
PAJE I HTTP A1 HTTPS 7T .
H1 root Jj FHHATLA TN iv%-, RILAJE ] HTTP:

~J# firewall-cmd --add-service http

Success

i root | FHATA a4, W LAJE A HTTPS:

~J# firewall-cmd --add-service https
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SUucCcCeEss

HEARGEHE, XEBURIT. N T XU ALY, HFEEE
PAT LR A EF, fin_L--permanent 33,

¥ A HTTP Fl HTTPS 19/ 455 i) 14 1]

Hi root H AT LA N A4y, AT DA 253 = 5 K355 Fe i/ 1] A e i

~J# firewall-cmd —list-all

X — NN BT, EAARKESH T, {H5&, HTTP il HTTPS 24 7t
VR AL B K A

— H et By k5% wl PAVE A HTTP Al HTTPS 1, AB4$idT Lidand, st
2FH| services 1T LA U TGS

services: dhcpv6-client http https ssh

4.2. BFM55ae

4.2.1. OpenLDAP

LDAP (it Ui mh) 2 —HH e, MRV M 4 L e
g5 . BT X500 HpIL AR, (2B /Dn)E 22T IR 2 46284, FrDA,
LDAP #FRAE X.500 b RLfll b= Az i — R LA

% X.500 —Ff, LDAP R H AL 22, iX 8 H 5] A A5 FIE B,
g, ik, MRS, HER A DARIEMT MEE B RS NIS) R,
PRATAR AFEATATALES LA 8 LDAP FeiAraY P 28585 a] DAV At T A4 ik .

LDAP ji# A TP EHM P, 1P S hEIEslREnE . EWaElEn
— ARG H 3%, SeVEH PO R AR A P RIE . Ak, B RAG A
FrEHAD LDAP iR %5 a5, MR ft— MBI &3k 5 Bt . R, &
e L2 N T AN AW, Flankes . BUFERT TRFLN A F].
4.2.1.1. LDAP 44

8 [ client-server /R R 4514, LDAP 01— 1 W 28 a] 15 7] /9 05 BUH
K. AR P B O A H s B BN, RS anm it R S A Bk
PIALRR, RIS UERA TR SN A L. A TR 244, Transpor
t Layer Security (TLS)%55 M3 H K By 1E 8 o SR 14 S R i

LDAP 5548 X Fp 2 PR E AR S8, B HL0 Al DIMRIEA R TR, A2 it
P, oM &A@ I amfEse 0, e A1 LDAP R4S #r it A 138 15 W . A2y
AiRZ, HBAFEAE FEAER.
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4.2.1.2. LDAP Rif

TS HAEA T R LD AP-specific ARif:

entry

LDAP HgiE—4HMF. H—> entry sl B 73 44 K E 3L (DN)

attribute

R E A entry KEKHY. BlaN, Ra—ANHARRH—A> LDAP 1] entr
y, FHZHZREK) attributes (g HIbE, A EMZHEE, KW, MAFRI—
A entry, LHE A HLIE SRS EIRAE AL

— attribute W AR —NEE—IE, BE—HIFIETIE. BAKELE
PER AT RE ) (B A 2 A TR . LEE attributes DA ] objectClass HerE L, Ff:
H.4¥/etc/openldap/slapd.d/cn=config/cn=schema/ | 5% | Y] schema SC{4-H @k 3.

1% attribute [1%) 7 AN BB FR A Relative Distinguished Name (RDN), A
[7]7° DN, RDN X F—A> entry i@l — T —H),

LDIF

LDAP #ifa sk (LDIF), /& LDAP entry R4iSCARINT S, 407HFr
TR

[id] dn: distinguished name
attribute type: attribute value...

attribute type: attribute value...

id I — W E X, RS0 entry, & —1> entry AJDAHL S 24
attribute_type Fl attribute_value 240, A BENTTEA A S #E LT . 7E entry
wE, HE—=117.
4.2.1.3. OpenLDAP §5{4:
OpenLDAP $2fit [ % B SRy Rp i
> X LDAPV3——F LDAP JitA 2 241, ZthisCh i 2B kit 2 Aok
TRIE LDAP N4, HEdit, (4 s0F Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)FI Secure Socket
s Layer (SSL) %N

> LDAP {#i ffj IPC——{fi inter—process communication (IPC), Jl5& T %4
P Ao T e A I 2% A TR Y R

> E%%i%——%mHMPiHE%M%Wﬁ
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> LDIFv1 i) % #——OpenLDAP 375 LDIF fii4 1
> TG C BH——Ya0nY C $ 1gas TRy BB ] LDAP H

SN AR T
> s 7 SZ A LDAP fR 55— G35 7R TR R G, SR,
T T H AR,

4.2.1.4. OpenLDAP I 55525

£ Kylin 245 %% LDAP IR&5 48 0 BR UK -

1) %% OpenLDAP #1f4, 2 4.2.2 %45 OpenLDAP 4114,

2) BLE S 4.2.3 il E OpenLDAP Ji 554§ 11..

3) JE3hslapd R5s, 20 4.2.5 i54T OpenLDAP JIf 5.

4) f# [ 1dapadd ZJHEVSN entries 25 LDAP H 5%,

5) {#i[] LDAPsearch T HERR slapd iR 55 O A 1IEMPAFE B,
4.2.2. 423 OpenLDAP 4%

OpenLDAP {4 bR £ Al T H t DA N 2 41t:

FHE 43 OpenLDAP £33

Package

Description

openldap

WA IE1T OpenLDAP fIR 55 % F1% ) i b T 75 2 14 B
o

openldap-clients

AL T AT CATT B I LDAP fIR 55-4e 1 i A THE

openldap-servers

AL TI54T LDAP R 4545 Ik 55 AL EAR Y, 05T
UM LDAP Daemon, slapd

compat-openldap

ZALALE T OpenLDAP {3645 FIE PR AL

HeAk, DA ELE H M LDAP filk 55 a4 )

R 44 HHRMIN LDAP 53R

Pckage

Description

nss-pam-ldapd

A nsled, —AHIAY LDAP Z /MRS5S, ik
FrAR AT i)

mod Idap

%4047 mod_authnz_ldap A1 mod LDAP i, FHH mod a
uthnz_ldap ##t 52k Apache HTTP Server ) LDAP Hiil- A%
B, ZE ST X LDAP HsR 8 In ik 1l F e, I HAelg
SRl RET P4, 564 DN, HXHR, —MEE
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attribute, I FE B — B IETRE . X4 mod LDAP
B S TE R — M, 34— AT ECE I AT cache,
T B ) HTTP 53K, 3 SSL/TLS,

] yum 22 DA A
yum install package...
{gitn, 2% LDAP JIR55 %%

~J# yum install openldap openldap-clients openldap-servers

A BN P RBR, 1 root F Pl TE R T4, R
%ﬂ%ﬂlﬁﬁgﬁé%ﬁ BAEMER, 55224 2B,
4.2.2.1. OpenLDAP E]ﬁ%%%?’“ﬁ%}?
N T PATE BT S, X openldap-servers 10255 T DA N 44451 slapd A 45

FH 4-5 OpenLDAP fIR 55 im TEFIR

Command Description
slapacl SRR AT ) JE PR 51 3
slapadd AVFEARN entries A\ LDIF 3C{4:5] LDAP H 5%
slapauth AR AN UERII R ID 713
slapcat M LDAP H 55 A LDIF #% 34717 entries
slapdn FUVFIEK A DN 71|58

slapindex FRVFEARYE H BT A A HE slapd H k. BB S E S
PFHXSHL, fSevrizdlft

slappasswd FVFIEAIE—A M H %, 8 ldapmodify 44, (¥

& H7E slapd Bt & SCfH
slapschema POV IEE I A B A 2R AR S 2 A A A
slaptest AT LDAP RS 2l &

4.2.2.2. OpenLDAP [H%& FHeT
openldap-clients 22340 5 DA R 4014, ThREGUIETE LDAP HgR NN, Bk
T4 entries:
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FH# 4-6 OpenLDAP Z ik THFIH#

sy ik

ldapadd FAFIEZS LADP HEVRNN entries, W] DA —A SCak 32
FrUERI A, %22 Idapmodify —a [1— Mz

ldapcompare | FRFEEE— A ER] attribute #1 LDAP H 5% entry ¥E47 H 4

ladpdelete T ER—1 LDAP H 3K entry

ldapexop SV LDAP 9 e A

ldapmodify VB LDAP H 5% entry, 181 SO iR 1 i A

ldapmodrdn | ALIFEBEZ L LDAP entry ) RDN {H

ldappasswd FFEME Y LDAP H] 3545

ldapsearch TR B A 4L LDAP entry

ldapurl FUVF L e 73 /% LADP URLS

ldapwhoami | FRVFZ7E LDAP IR 45% FHATH 2 EHAE

¥ T Idapsearch fir%-4h, HE a2 @ H S ny =Sk T g ek, AR E
P ar e B ek, DA S man Ay A E U AR L.
4.2.2.3. LDAP % Fi . FH /44
BING % LDAP % i a] DABEFIME ek 55 25 um H 5%, (U2 HAr gk =
PR S5 BN R G W S AR R —F . 8 WY RENS LA R a7 1) ik
S HRWINW H, 45 Mozilla, Thunderb ird , Evolution, }# Ekiga,

4.2.3. FBCHE OpenLDAP %28
ERIAW), OpenLDAP JrE U R A /etc/openldap H3E . T EMSEE
TR SR E S

KM 4-7 OpenLDAP ELE H A

g 132

fil /] OpenLDAP J%8 o B 2 - i I FH (A BC S, 12

/etc/openldap/ldap.conf
P prcap #% 1dapadd, ldapsearch, Evolution 254§

/etc/openldap/slapd.d/ Slapd 1 E & 3C1F

OpenLDAP A7EAf H /etc/openldap/slapd.conf B B SO, ‘B d F— Bl & 208
[ 7E/etc/openldap/slapd.d/H 5% . [RANEZ BR324 T slapd.conf 3L, £
AT DASE F DA i -1 T4t
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#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/
slapd i & {045 LDIF entries, TE—73 2 H KA G H, W] DABEATAH Y.
KL=
42.3.1. BUe)RECE
LDAP [z %5 #5142 Ry Bic B SR A7 7 /etc/openldap/slapd.d/cn=config. 1dif ({4
. HE AT 1R
olcAllows

olcAllows Ay ia1 T F5 & WP LR /& vl DAY, (o FH DA R A% X

olcAllows: feature

Al PR, SRR 4-8 W] AT olcAllows eI, BRIAAYIETE bind v2,

F# 4-8 T olcAllows &I

pi] ;%)
bind_v2 LDAP 1] #3214 bind 153K
bind anon_cred 24 DN J& 25 1IN 52 6 44 1Y bind
bind_anon_dn >4 DN s 2SI Iz 52 5 44 bind
update anon Pz B 44 TH R AR
proxy_authz_anon Bz sz e 4 AR

. {6 A olcAllows 5%
olcAllows: bind v2 update anon

olcConnMaxPending
olcConnMaxPending iy & FLIFEHE E B4 2o I R TE R E R, M.
olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth Ay %548 & Wik ad 19 2 5 o KIE KSR, ard-

olcConnMaxPendingAuth : number



MR5 R PEER S V1.0 R EH 7Tt

Sc P R K AR 4 H

CHINA STANDARD SOFTWARE CO. LTD.

PRINESE 1000,

Bian: f#H olcConnMaxPendingAuth 14>

olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows iy 4 LTS E WP AR . MR

olcDisallows: feature...

HEZHIRRIES RS RS 4-8 W IR olcAllows I . A7 BLAA ATl

HORRIE
FH 4-9 T H olcDisallows 3T
ER g
bind anon | AARVFEIREESS bind 13K

bind simple

AN AR B bind IRUEHLE]

tls 2 anon

A FRVF I A4 22 240 E)] STARTTLS fiy %

tls_authc

HE LIk e A fFLVF STARTTLS fip%

[H].

4. f# ] olcDisallows fiy2>

olcDisallows: bind anon

olcldleTimeout
olcldleTimeout 1y 4 SRS E1E < P —A> idle TEFERIIHE, W DAZEREAY I

AT

olcldleTimeout: number

ZIETUOAER AN (B EN 0)

4. & olcldleTimeout 14>

olcldleTimeout: 180
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olcLogFile
olcLogFile fir 245 — M CHCR HAEFE, - uT:

olcLogFile: file name

H A5 B BRI Bt Db g A X

i4n: {8 H olcLogFile fir%>

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral BEI fR i 7545 & — AR S5 #51) URL RALHES K, @R

olcReferral: URL

NN
fGln:  f# 3 olcReferral fiy2>
olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout FEI SRR848 E TE K& PH—AN K 58 BT 5 i >R B2 1) I g,
AT DASERER ], A&

olcWriteTimeout

BMIAATTE (EEZEN 0)

4. {8 olcWriteTimeout A2
olcWriteTimeout: 180

4.2.3.2. BRI R L

BRIAY, OpenLDAP fIlt 45 #34ili Ji| Berkeley DB(BDB)E N i ie. %4k
P& e B A7 1F /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif SC{4:. PA
I R W E A P

olcReadOnly

olcReadOnly i Fe V0 A R seia Ul A %, AT

olcReadOnly: boolean
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HILSA: TRUE (HEiX) o FALSE (R[2Htiist), BRIAN FALSE

Bin: {8 olcReadOnly 14>
olcReadOnly: TRUE

olcRootDN
olcRootDN fip 4] DAA LDAP H g4 e B . R

olcRootDN: distinguished name

2 DN, PRAME N cn= Manager,dn=my-domain,dc=com,

4. &4 olcRootDN fi4>
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW fir & FLIF N P B, (AR

olcRootPW: password

A ARSI B SO P e, B W Air(d,  AE shell Ky, il IA0H
i A J A (L
~]$ slappaswd
New password:

Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

#lhn: B olcRootPW 12>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix g ALV TR E TR ME Bk, HHWT:

olcSuffix: domain name

B2 FQDN, ERiA4Z de=my-domain, dc=com

fgign:  ff A oleSuffix fijr4>
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olcSuffix: dc=example, dc=com

4233, B9 R

El M. OpenLDAP2.3 PA>K, /etc/openldap/slapd.d/H gL & T Z BiAF T etc/o
penldap/schema/H 5 N —2% LDAP & .. OpenLDAP {ii fix sbu] DAY B &,
SCRERAMAY attribute ZEBUFIN; G 2050 AT A5 By SO KT EZHEL,
n] PAZ% http://www.openldap.org/doc/admin/schema.html,
4234, HTAETERE

OpenLDAP % F i Fl A 45 % i {5 F Transport Layer Security (TLS)HEZE AR
W24, TLS 4t 4l E L et L s, b s B s Uik
F A E R G OpenLDAP i i Mozilla NSS /528y TLS #2238 S8

i TLS @ % 4aiEs:, B4t Mozilla NSS ] TLS/SSL, %#4#2 http:/
/www.openldap.org/fag/data/cache/1514.html. K, FEALEE AR S 8 i 3E
T RELE . 24, RS 4mes 2 E CA IERAIT A B IR S #iE A FAEH.
B i I B A B IR AERY CA IR SO,

AL, BRSS AT G E A CA UET, &P i B 38— A2k
S5, PRSP B S LT 98 5 FTE AR CA.

R 55 AR BL B

ZEYH THE OpenLDAP 545 HHffi ] TLS, 52X} slapd fir 2 #1745
il &, 7Fr/etc/openldap/slapd.d/cn=config.1dif Pt & SC{F H fd & .

2 AN 1 T e ) B A T SC A4, 3 RS <2 /ust/local/etc/openldap/slapd.conf,
TP slapd )i s B0s FEARAFIC &, RAF H 5% /ust/local/etc/openldap/slapd.d/,

DA 6 X a7 SSL KRG A R, Bk T TLS fy 4k, BFFEALEMR S
#nueh SSLFTH— i, —MeoRk Ul 2 636 Ui 1. ZiiH/ete/sysconfig/slapd LI,
TSN 1daps://F4FER, 5%E SLAPD URLS 14 URLs,

olcTLSCACertificateFile

olcTLSCACertificateFile fji44§ % | Privacy-Enhanced Mail (PEM)Zih5 it SC{4:,
WEAEN CA TR, fHIT

olcTLSCACertificateFile: path

path L5 CA ME ST, BEE WA A Mozilla NSS i, #LAZIES
HFR.
olcTLSCACertificatePath
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olcTLSCACertificatePath iy &5 AN [ SCPF 408 Bl CA GE 547k H 5%,
% FRA67TH OpenSSL c_rehash EFFASH, A HCHg ) SSPRIE T SO BERE, — AR
=, i olcTLSCACertificateFile /R #5AL.

B4 Mozilla NSS #f# ], olcTLSCACertificatePath 1257 Mozilla NSS %¥{#z 75 i%
7GR T HIETUL) . FERXAE AL, c_rehash @& ANFRE).
R

olcTLSCACertificatePath: path

%N {8 F olcTLSCACertificatePat Mozilla NSS
j# 1 Mozilla NSS, olcTLSCACertificatePath $55€ H %642, % H & NSS
EAS RIS 2 S

olcTLSCAC ertificatePath: sql:/home/nssdb/sharednssdb

certutil 1y F K45 NSS Eidia 4 SCA-Esin CA Gk

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a -i

certificate.pem

PA_EFI @20 T —A CAIE15, DA PEM-formatted ¥aUPR1E, 4450 certi
ficate.pem, -d EIF&EHIEEH%, % H & NSS UEBFEIEZE M, n ik

W EUE B4R, -t CT,, BEZIEPZAFEER, 78 TLS & b Mk 55 4% i

. -A INEAAER IR ZUEBEERE T+, -a Sl ASCIL A% UM A

B, -iKF certificate.pem Hi AMEIRLA 2.

olcTLSCertificateFile
olcTLSCertificateFile fy245 & & slapd AR 55 e k09 4.

olcTLSCertificateFile: path

path 07 slapd k5527 IE T S0, WR T Mozilla NSS, HCHIIE 4

#Flhn: i Mozilla NSS fifi i olcTLSCertificateFile
241 F Mozilla NSS FHIE A5 548 122 SCEAT olc TLSCACCertificatePath iy 4,
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olcTLSCACertificatePath K45 EUE RIS PR, E5E, FIiH NSS B 2 4 T
MPES.

certutil -d sql:/home/nssdb/sharednssdb -L

MR, BERLFRIE#Z olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile fiy 4572 X1, ZXCPFETAY], RAPIRIFFIIAE oleTL

SCertificateFile AUEAS 2 VERCHY. 4TI SCHFINERIFAG, I SO LA R
(S

olcTLSCertificateKeyFile: path

2 PEM UEA5 21, path B4 N FAGH SCHA#% AR . 2408 H Mozilla NSS H,
path B — DS AR, UL E olcTLSCertificateFile fiy4-Fif & HIE 15
MR (Z% T BI{# ] olcTLSCertificateKeyFile £l Mozilla NSS)

an:  f#H olcTLSCertificateKeyFile A1 Mozilla NSS

X H Mozilla NSS B, Zap48E — U FER, %07 ole TLSC
ertificateFile 5 %€ UL key B0,

olcTLSCertificateKeyFile: slapd cert key

modutil 1y BEH FIARFL AT PR B AR NSS B 2 S5

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

& FimAcE

Ji B SC 4 /ete/openldap/ldap.conf FE R G H 22 /), A B H P E~/.1d
aprc Fit B H I T E TG ACE .

AHFE A 482 1T AR —A™ SSL #%4#2. 7£ OpenLDAP fip4- [ 4l 1dapsearch | 1
daps://FAFER AR Idap://. X Beay A F IR 55 2 i ERIA A SSL i 11 636,
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TLS_CACERT

TLS_CACERT fir 248 — 3, W& P imR sl A k. %206
6T IR 55 #5817 olcTLSCACertificateFile fiy4>, TLS CACERT MiZA1E X {/etc/op
enldap/Idap.conf ' TLS_CACERTDIR 3E3 Fi#k$5 & .

TLS_CACERT path

path: CA UL 0612

TLS_CACERTDIR

TLS_CACERTDIR fiy 48 & LA ] SO A & 5l CA SIEFAA0m) H 5% iR
olcTLSCACertificatePath iy -2l 1% H &7 H OpenSSL ¢_rehash #4745 7L,
$:3Z Mozilla NSS £#i 5 SO A, FEXFENL T, c_rehash @ ATEZEM),

TLS CACERTDIR directory

directory: {5 CA {EF) HZHAE. i Mozilla NSS B}, Shuk-fol ek
B S B AR

TLS CERT

TLS_CERT #5301, % Fimikf. %4 A i~/ 1dapre SO
PR E . 1 Mozilla NSS K, Zar48:E i ik B4, i TLS_CACERTDI

R iy 4H%E .

TLS CERT path

path: 7 FulE SO, B 2 NSS BE PEIE T Y 24 PR

TLS KEY

TLS_KEY $i8 & & AL SO, FLEE VERLAFCFE TLS_CERT $55€ HYE 13
ZIHEFI R 5545 olcTLSCertificateFile 25101,  JIN%E I SCIAFR AN SR, FrPAIZSC
R B INOORP, I H BETE T i~/ 1dapre SUIFHEE .

4 {fi ] Mozilla NSS I+, TLS KEY fig& — 30, &AM, Hxk
£#471 TLS _CERT 45545, IIHEF olcTLSCertificateKeyFile Z3{Bl, #A] PAfH
] modutil 1y FL A

TLS _KEY i fHu~

TLS KEY path
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path: & umilE 5 SCPRRAR, B2 NSS Bl 4 i R4 5 S E 4 R,
4.23.5. WEEW

#h e NE RS, M —1 LDAP R%#s (provider) £—P £
MNHEWRS #8% Fim  (consumer) , —)> provider £51 H 5 ¥ #7 £ consumer
s, PEURE|BY T BTRENS B consumer E4% B H B RS 280 H—A> consumers
] PARE 24— provider, —> consumers 7] PAAZ— LDAP IR 55 asiim, B A
DAL — D% P . A OpenLDAP, AR, # WA mirror 1 s
yne,

BT R A, FRELAE provider Al consumers [/etc/openldap/
slapd. LA T B Rl

olcMirrorMode

olcMirrorMode 1§ F] mirror #5155

olcMirrorMode on

Horp serverID W21 syncrepl —HE#i 5 E .
olcSyncrepl
olcSyncrepl {ifi [l sync £/ =

olcSyncrepl on

4.2.3.6. TNBALHANF iy
AT DA B A5 I BBCHUH SR 3458 slapd JRSS. FERCE slapd AR, 7T DA
i Jil--enable-modules PEIR L EARLE 1] ASCHF ROREHE B ORAFAE 1a 51 SCIF,

module name.la

Je i A AR AR 2R %) LDAP 55K, Jeim SR i 2 slapd 2l 450k
SEMCCRN, ENTREBHEiSRmE. X1a#, AN AmAAE

back backend name.la

N T INEAEHRAN f5 4, TF/etc/openldap/slapd.d/3%+%:
olcModuleLoad
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olcModuleLoad 5 7& Z2& n #k po A B

olcModuleLoad: module

module: —/MICPFAL SRR E, RPN,

4.2.4. {§f LDAP ¥ i) SELinux SKBg&

SELinux J&—/ME linux PAZH S BRY— s il 7 45 dil ALl . BRAR), SE
Linux 2202 H7/7 6] OpenLDAP fig454%. A 1 suifFh Hil it LDAP B9k, SEL
inux /Y allow ypbind D25 gE 15 R v) FRY. 26 B W55 2 authlogin nsswitch use 1
dap 2 RVFRY. DA T ZIE s

~]# setsebool -P allow ypbind=1

~]J# setsebool -P authlogin nsswitch use ldap=1

-P BT R K B EAE R G — HARFA AL

4.2.5. =47 OpenLDAP R4

ZETHR T EMES. ik, EEARK A Y ET LDAP RF5 IR,
42.5.1. B3RS

{ifiH root ALFR, FFJe slapd Jx45

~]# systemctl start slapd.service

i root BUFR, W E WSS slapd k55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service

to /usr/lib/systemd/system/slapd.service.

4.2.52. A5 IERSS
15 1R 55

~J# systemctl stop slapd.service

BCE A E B SS
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[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

4253, HERSE
gk

~J# systemctl restart slapd.service

Tt IEIRS, S EEEERS. O Za>ER b E .
4.2.54. Kitrizi RS
KiA#r slapd R 55121 7RAS

4.2.5.5. ~]$ systemctl is-active slapd.service

4.2.5.6. active

4.2.6. FECE RS{#H OpenLDAP {ERIGHIE

R T E RS OpenLDAP VERIRIE, HHIRPTA I3 UTE LDAP k55
A Pty FOAREE, EAEEIESHEN 4.2.2 %% OpenLDAP A {4:F
4.2.3 [it'& OpenLDAP HE"(%%EO ng)i'fﬂ%i, PN Tigea (1

~J# yum install openldap openldap-clients nss-pam-ldapd

4.2.6.1. TFREIHAKIES B2 LDAP #4:4
T8 T HARME 752 shell A1 perl JIA, W AHE BT IHRO B IEE B2
DAP #& =, Zesbx sty ardp:

~J# yum install migrationtools

LRESE NG, MIARTFHCH 5% /usr/share/migrationtools/, % /usr/share/migrationt
ools/migrate_common.ph 34, BELAT 7 N2 A L5214 Fif 3k,

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
# Default base
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$DEFAULT BASE = "dc=example,dc=com";

o, AT ATIEEMAL R, B, 21T migrate all online.sh I, fif
FERIAREEAE, 5 de=example,dc=com

~J# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate_all online.sh

P A A B T R PR, 25384 4-10 H MY LDAP it
P BIAR

FEH% 4-10 % Y LDAP T4

EFERRS | LDAP BEiafT B A
fetc flat files yes migrate_all online.sh
fetc flat files no migrate_all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate_all netinfo_offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate_all nis_offline.sh

TEE XL A 2% README Fil migration-tools.txt 4, fF UL /ust/
share/doc/migrationtools-47/H 3% T .

4.3. SUHERITEIAR S5 4%

IXANEEAT FES 4 Samba 12 HIBLE, —> Server Message Block (SMB)
#1 common Internet file system (CIFS)PMYAFIRSZEL, vsftpd, HARMELEE =4
W 55 as 1V E R G FTP k54 . WAL, N4 T EAMHITEIR 4% TR
KHCEFTEIML,
4.3.1. Samba

Samba ;2 HRifE linux HJE windows £ H . ‘B T SMB A1 CIFS X,
B AVFAIE ) & S35 Microsoft Windows®, Linux, UNIX %, Jj[1) 3T windo
ws B SCHAEAIFT EIALEE =, Samba (1 SMB {ii 2418l windows IR %528 5 windows
5P —FE,
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samba 273k
~J# yum install samba

4.3.1.1. Samba /T2

Samba & —PMREZRYHLE, 10 To885 M Linux [R5 a3 HIZLH £ Active D
irectory (AD)MEE. BRI DA — s dilds, sk i Ao it

Samba BEASMHLfT 4.
45 H SR Linux, Unix F1 windows & i T EPAL
I 1) 230 B
Windows SiEAT By 7y 6 Uk 5%
$#2fit Windows Internet Name Service (WINS)#FrAR 55 il 4
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
I 4 I 55 I
T A Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba A BEf A

> {E BDC At windows PDC

> VERIA RS A T
4.3.1.2. Samba PAKHH KR 55

Samba 2 = 5P HEREZH AL (smbd, nmbd A1 winbindd) . =Mk 55 (smb,
nmb HI winbind) FHIE IR ESD, AFIERILEM KRS IIRE. XLk 55
VERNAERY init JAS . DU TR G5 — Dbt

smbd

55 e smbd ~PAPPERR 4T windows & P iSO HIFT IR 55 . 73 41,
BRSSO, FESUE, BRIt SMB L. BUARY, RS4RI
5 SMB {43 11 TCP 31 139 F1 445, smbd ~P3 BERE 2 4% smb JIR 4542270

nmbd

nmbd SFHHEFEXT T NetBIOS 4RIk 4510152k (SMB/CIFS in Windows-based
systems) PEATPRARAININ , X2 RS A0FE Windows 95/98/ME, Windows NT, Wind
ows 2000, Windows XP, Fil LanManager & Jifii . BRIA R 55 2% 4% NMB A% #i i 1 &
UDP ¥ [ 137,

winbindd

winbind R 450 T F P AIZHAE B MIE474E Windows NT, 2000, 2003, Window
s Server 2008, or Windows Server 2012 iR 55#8 R, X f#f5 windows ff

YV VYV VYV ¥V V V V VY
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PRI E B RESHE UNIX & 1H 5], X2 8% Microsoft RPC calls, Pluggable Authe
ntication Modules (PAM)Al the Name Service Switch (NSS)ATSEZFL, X f2iF Windo
ws NT 18 fil Active Directory F] J' 824 UNIX i P idif 8. B ARA1 Samba 31T
THREE, {H)& winbind il 5521 smb 3 A TR IR

4% Samba L=

0] DA A Nautilus 58 @y 4714382 7] 1) Samba JL 5,

A, 52X Samba P THIEBAE, TEMH root HI B, W
LUIGE

mount -t cifs //servername/sharename /mnt/point/ -o username=username,passw

ord=password

22 FF sharename 7k 2 A /mnt/point/ H 5%

43.1.3. WL Samba R55#%

BRI BL & S /ete/samba/smb.conf S0 H P17 ) E 116 home HEAEN sa
mba £, B DAL S A B AT 04T EIHLVE N samba S SEATEIML, 40T DAZE 7
G5 R I —ANFTEHLIE FL L windows HLESHT EIZS .

EE L E:

JiL & Samba ffi f] EJE#: 11, W PAZ# http://www.samba.org/samba/GUL/,

T AT B

Samba fifi Jf] /etc/samba/smb.conf {ERPCE SCHF. BUGX AL E UG, FREHE
J&i Samba A HENSAERL

~J# systemctl restart smb.service

158 5€ windows T A/EZHHI Samba R 55 %5 fai 55 AR, 4% /etc/samba/smb.conf
A

workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER
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B an: Samba AR 55w AdE B

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

Z 1 1 P tfox Al carole 1@ 1 Samba 2 i Xt Samba filk 45-2%/home/shar
e/ H kAT 5 141

IR AT

T & T AR Y, BRI i s i 2 TR e 4, A — Al s %
R, a2t

smbpasswd -a username

4.3.1.4. J33IF1 X Samba
=15

~J# systemctl start smb.service

PNl

~J# systemctl stop smb.service

El=

~J# systemctl restart smb.service

condrestart (FfE &M NEE) FELBEFE BT TG OL N A 25580 smb, XA~k
W A 2 AEw A B, S5FP R a s raonsE, AL EE).

% 104 T/ 3£ 2677



h_® — N g
R EEHNER S V7.0 2T B FH SC EIINETAﬁAlif scﬁ'rwﬁie C%.,LT_D“

~J# systemctl try-restart smb.service

HBT 8 A Jete/samba/smb.conf B8 SCIF, AHREIATRSER, HOWT

~J# systemctl reload smb.service

JHLE EZh

~J# systemctl enable smb.service

4.3.1.5. Samba L4 A5

Samba A W 444558, share-level Fll user-level. share-level AW FH T,
User-level A DAA =FUR[RI Y S0 20, X 26y sUppR VR 2 4k,

User-Level 44>

User-level security ;& Samba BRIAMEZAECE . Bl security = user %44 1£/
etc/samba/smb.conf B E LIRS, BRG], MRS ERRIL & i
W PRI, 2 P o B R I AR AN 7 248 E Y . Samba H1AE
G RCRN BT P A M R ok . & P e o i — > ki UID 4E7 250
HERARZES

/etc/samba/smb.conf LI, security = user 1% B user-level security

[GLOBAL]

security = user

Samba Guest L5

LB AT, share-level security B2 LT, [EARLE Samba gues
t = R security = share #%£31, &% DA N A IE:

52f5): Bi® Samba Guest JEE
1) A B scf:, il in/ete/samba/smbusers, MDA F17:

nobody = guest
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2) 1&ft/etc/samba/smb.conf, ANEAff ] valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 HIEFEE
3) f&P/ect/samba/smb.conf, ANEiffiff] valid users

[SHARE]

guest ok = yes

THEFS N HTE user-level security SEF 2,

Domain Security Mode (User-Level Security)

TEXF 0T, Samba 4588 — WL lkS (domain security {51114 K
), FrARIER) T RER T i A A% . Samba IR SRR AR AN 5T, FHE
firl ' /etc/samba/smb.conf,

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

BRANGEA —A> Active Directory 58, AN A — DAL T2 W BERY .
RV gl 22 42 S B il 7 1] NT-compatible JoiiEFMY, Samba [z 55 il DA i ] K
erberos il A ADS, Samba 7F Active Directory member 553X 7] PA#%3Z Kerberos

tickets.
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&k /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level 224

AT, MRS5an % RO — A B 4 ey, Ik55 4%
WA A A R, AR P4 . 2 Tei, Microsoft Wi
ndows % P4y share-level security AR55#%. % C L9 Samba J5+. HCE
i security = share WMH T2 A%, user-level security, WIHRAE{FH, 155 % User-
Level Z4H i+ MFLHE Samba Guest JLEE,
4.3.1.6. Samba M £ 15

I} 28330 5 (845 Windows #11 Samba it 45 %5 ) FIAE Windows Network Neighbo
rhood #1, 7£ Network Neighborhood Hiffi, HR55#8A HCOWE R, FTHERR, MRk
554 Al AL =R T EIAL AT AR R 3

I 25301 85 5 NetBIOS i i TCP/IP. NetBIOS-based W45 i UDP % 3%
FSE NS FAE B, B4 NetBIOS Al WINS {128 TCP/IP EHL44 FRfif oy 58 5
ARIE, FHERBIEESSE (fete/hosts) B DNS @ WA 2l B Y .

— AN T2 0 W R 55 A MBI 1 P e ) A e 5 30 W 95 A R SR AR BT A Y
WINEH 2, PR A 2H A1 ™[] AT DAFH B30 W

Ry UN)

BRINRY, —> Windows il 554§ PDC {ER—AM, o 2 iZ3umy 300 Vi Ik 55 4% .
Samba [z 55 %5 A BAZ AR — > F W R 5545

TEVFZ TR, A7 Windows Hits5#s PDC, [HIL, Samba Hiz55#% n] PATE
H— A H Y IR 4585, B B /etc/samba/smb.conf SCEVE R —AN A4 3= 0 e IR 45
ar (BURNMER), BCESRBMAREIMD (S0 4.3.1.3 BitE Samba fR554%. )

WINS (Windows Internet Name Server)

Samba Fl Windows NT [k 45#5 0] PARIAVE A —14 WINS k445, 24 WINS fik

%5 #5H1 NetBIOS — & ffi 15}, UDP A4 RERS 9l% A AE W 28 v sei/r it ] 44 PR e

%4 WINS e 55wy, UDP %45 BB 4 1T MAZ A BB w ke 2 HE 1M,
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HANE, RANFEZE WINS &0y DIRE, AZdH Samba VE T WINS k4545,
KA Samba A SCFF WINS 45157
TE—~ NT/2000/2003/2008 iz %5 #5All Samba JE A, HEFE(H FH Microsof
t WINS. fE—1HA Samba ¥, (4 Samba /E~ WINS,
T2 — M8 Samba /£ WINS i 5525196 1.

Fihn. FlE WINS IR %4

[global]

wins support = yes

4.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net /iy A1 I FI7E Windows HI MS-DOS R4 H2E., H—SHUGE M
AF MY, protocol 3EWIA] PASE ads, rap B rpc, Active Directory {#i ff] ads,
Win9x/NT3 i ff| rap, Windows NT4/2000/2003/2008 fii ] rpc. RN protocol ik
WA E, net 2 HalEAEE.

TR T AL A wakko B RS

~]$ net -1 share -S wakko

Password:

TG T2~ T wakko AR H ) Samba i 513

~]$ net -l user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>

nmblookup FJ Afi##: NetBIOS ZFRE%4 R 1P #udlk, ZWHAE M &) #%
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I E A H s LR R,
NI T2 7R NetBIOS 44 % trek 1Y 1P Huhik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit Tl H 4 SAM %cdla 22 A7 il B I . BT B9 Ji o ©L45 2 F smbpasswd,
LDAP # tdb i 2
MR BT s, AN A
~]$ pdbedit -a kristin
new password:
retype new password:
~]$ pdbedit -x joe
~]$ pdbedit -L
andriusb:505: lisa:504: kristin:506:

rpcclient

rpeclient <server> <options>

rpeclient i H 1) @145 # iy &# il Microsoft RPCs, XN 25 %13 Microsoft
RPCs 52 721 P {5 I Y.

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls T H &4 Windows ACLs SC4F1 Samba L= H %8k # 2 Windo
ws k554 .

smbclient
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smbclient <//server/share> <password> <options>

smbclient +& UNIX Z4uil 19 Frim, ZHREFI fip 250,

smbcontrol

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Wi H & X3 #17H B %1247 smbd, nmbd 1% winbindd ~F3P R, s
mbceontrol —i &2 H. 3217, HEHISITE0E g Bk A

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd T H 45 F N30, %50 H BB BB H PE T A B H P
A8 P& H C ) Samba 2519,

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool 71 H j& Samba —4~ CUPS FRAMWITEI#E 0. EIRHIIEE N CUPS
FTERHL, smbspool HJ PAFIEHE CUPS 4T EIHL— & H .

smbstatus

smbstatus <options>

smbstatus Ji H 27~ 24 Hi Samba iEP2IRTS

smbtar

smbtar <options>

smbtar F£/7F ITIET Windows FLE2SCHAIH KA & FIVKEE . B SRR tar 1y
AR, PIE AL,

testparm

testparm <options> <filename> <hostname IP_address>
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testparm F4 /745 A¥/etc/samba/smb.conf SCFRYIETL, BRUNEHY smb.conf 77-fif
TEBCAGLE. (fetc/samba/smb.conf), WIAFRESRE . 5 EHLA I IP Mk 4y test
parm F£FH A hosts.allow il host.deny U&7 AL B IEHY . testparm F2 /7 1] DA
7is smb.conf SCEFIR 45 SR MUUAE M AS . AEJR R B v DAZS £ & 2o 06 ) 5 2
ARAEE HMER. Bl

~1$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO RCVBUF=8192 SO SNDBU
F=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]

comment = All Printers

path = /var/spool/samba
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printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo

wbinfo <options>

t::[q
P
il
1
=

wbinfo /% i 7/~x winbindd SF3PEFE(E B, winbindd FEFE

4.3.1.8. HABEE

LR
/ust/share/doc/samba-<version-number>/
A PA#EF man T/ji

> smb.conf(5)

> samba(7)

> smbd(8)

» nmbd(8)

> winbindd(8)

A T E R 3l

> http://www.samba.org/

> https://wiki.samba.org/index.php/User_Documentation

>  http://samba.org/samba/archives.html
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4.3.2. FTP

FEATR G FTP WY AR vsftpd (Linux 245 FTP R45%%)

FTP (i ] % -2 55 v A B A OR AL S SO, ) TCP W28, R F
TP 2 — PR, AR SRR PSS e T3k, BT XA ERE, FT
P 2 WOANA LR R, FRARFIARTE O A A R FTP 7R/ 2% |
AEE AT, BEEEWRSEIC. B, fEA—MERELR, TR TR
TR

XA FE IR T B AR E vsftpd SR %A HzE T TLS /B 4@t SEL
nux SR N5E FTP f 224, FTP B— D4Ry B2 sftp, J&H1 OpenSSH 41
T REEME, ZARIREE 2 OpenSSH it B DA SSH HY, 2% 3.20penSSH,

AETHEYML, FTP FEEZ N H A BEIEHR TAE, 24 FTP & 7 b —
A2 FTP iS5 #nim sz, ©2F in i 21 FENRSS i in—a filim 1. 33X i
8 o Kk i 2 RS54 . A IR 55 s i 300 5 - i ) 508 37 5K 02 1l % T T K
P A% 50 B B2 0 11, DA SR B2 0 6 A MO T2 i i sk &5 o =
active 1Y passive Fz;,

active mode

Active mode x& FTP P30 % i Zda sl i 2 i dse i an i e, 24— acti
ve-mode ¥ & itk FTP 2 ¥l hadl, Ik 55 dedm AT —A> 20 i 11 45 1P Hbhik,
FI—FEALICEA A b T ORT 1024) . SR FERYEHER R % P im bl 2 9% 7o
VI SZATA R 1024 By 1 42 . BEE N Za MGG, T B KR IR
7 P AL gt PR 1Y) o PR Ry i S P B e 5 A B AR A I
$%, FIrLA passive mode 1T H %,

passive mode

1% active mode —4¥, Passive mode s2#% FTP & im#I e fv ). 4IRS 4%
TR, FTP % iR E AUAE Passive mode "M iM%, MR55aRAER 55 4% L
PR TP MU AI—ABERL. TCRA 3 1 CRT 1024), AR5 % i 12 3
ot AR SS #5 B 380E KRB B

i I% Passive mode A SR i 7 ki T IRAE L A, BT AT
R PR 55 A i BT K . ] DATE— IR 554 b3 ek PR ) 90 R e AR AL ity 11 A
FTP 5545 Lm0 Al D p ke, Xt fiifb 7 MR 45 S EL a7 KO An i i i A
4.3.2.1. vsftpd k5528

vsftpd Wit A, FEFI LA, vsftpd & FP bR B = Uk 55 as BV E R Gk i
W) FTP ik 55a%. a2 PN HRRAS AL 3K & 1Y 1B 850R e 4 1k
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vsftpd T F i 2 AR =S 205 T

> SRR BORIERRAN 4 B 2 R —— 57 A AR AL BEOR [/ B 4T 45 | — A
BB TS R TR 2/ VU

> T BT BR AT S5 AT DA S/ MR A T AL FE—F ] libcap JEFRAS
PERRRE, T2 root FEEURUFRIFAESS T DA AR/ VR ) SRR A T

> REHGHEIZTTIE chroot N——H IR RE, HERERT AR R PP TI
ZARH AL E Y H IR H . X H R 9A & chroot H %, il
an, fRan/var/ftp/ H k2 L5 H ok, vsftpd 35 & /var/ftp/ R root H 5%,
VEN/ . X/ B R Yt

X 22 i i %) vsfipd QAT AR FRTE K 7= Az 58w, R

> SCHRRB T T B D IR —— SRR BB S S B T B B MR S )
5 WS e/ IME . RO B 2 5 2 P 32 BRI W] B0 FH TR BRIz T

T BT BRI B BB — A/ N AL HERE AL F—3 f% Apache HTTP Serv

er —FF, vsftpd 43 K IO A T IERE SR AL BRAL AR . X SR VPRRAL, SRS

SRR/ NPT 55

> A M AR T HERE SR 17 SR S Bl SCHERE IR B —— AN T RE A X
Jeil AL socket, (FAE B FHFRBRAE B2 A,

> RERSHIFTP % i 22 B 45 E 2 7E chroot PREE F—— 8 7 iEfE 2 4k
FeR, ENRAHELZHSE TTABRARNR, HAairseha e vt
ZH%,

JE BlIANE 1 vsftpd

DA root Jij FUE SR

a3

~J# systemctl start vsftpd.service

&1k

~J# systemctl stop vsftpd.service

El=

~J# systemctl restart vsftpd.service

AHRMER, YECKEsfTRINE, A e
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~J# systemctl try-restart vsftpd.service

BCEITHLAE S D)

~# systemctl enable vsftpd.service
In -s '/ust/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi

-user.target.wants/vsftpd.service'

JTIE vsftpd Z % D1

g, —&IHENSEN RN N Z 88 FTP 5, XFHRMEZTE. vsft
pd K Z HEH LT 2 RN U, F— a3 O A e # S
.

TS, SR MR A BT 1P,

FRR, FTP i3 DNS ik 55w 06 B E BRI .

4 vsftpd M M ANA] TP BRI, JFRER) 2 B84 DL is 1T . W T K
vsfipd R Z BESL G, — DRSS systemd service unit (vsftpd@.service) e
B vsftpd ALFR LR,

KT ZIRSS, — A Bl vsttpd FLE SO R4S FTP RSG5 #5 55 i jd 5 221,
PRAFAE ete/vsttpd/ H 5. X SUiC B SCA A ML 4485 (1510 ete/vsftpd/vsftpd-s
ite-2.conf), I HIWA root FIZ GRS,

T NECE S, BEA W SEAEN IWT [Py M 2%

listen address=N.N.N.N

N.N.N.N 4 FTP 3} 509 1P Hihik, RAnfl )2 IPve, DA listen_address6
AL & S O AT fete/vstipd/ H 5%, BB vsfipd #EF2, WA DA a4
JEi Bl

~J# systemctl start vsftpd@configuration-file-name.service

TEA_ERIfm2A A, BB configuration-file-name S 75 LA FC B SO A FR. BN v
sftpd-site-2, y17, .conf & @ N TE U INBER 1.
WA —RYE IS8 21 vsfipd 2
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~J# systemctl start vsftpd.target
~J# systemctl enable vsftpd.target
In -s '/ust/lib/systemd/system/vsftpd.target' '/etc/systemd/system/multi-

user.target.wants/vsftpd.target'

fdi Ffl TLS JN%% vsftpd 144

R TN FTP B AL aE (SO . vsftpd JEFE AT DA TLS
XS HEE BRI TN . FTP % P /0 S0 4F TLS.

FEFCE SO vsfipd.conf % ssl_enable & YES #T7F TLS 30 FF.

Ban: JE vsfipd i TLS

vsftpd.conf Jir & {4

ssl_enable=YES
ssl_tlsvlI=YES
ssl_sslv2=NO
ssl_sslv3=NO

3 vsftpd service 45K

~# systemctl restart vsftpd.service

A DAEEF vsftpd.conf(5)11) man Tt T A& 2 A1 A5 E

vsftpd [) SELinux 5 H

SELinux BT vsftpd PP UERR(CA S HAD ftpd JiiAR), & LT — Al
[, T R FTP AP gERR U e SO B H 5%, fe s i Tid 24
b4,

Bihn, AT RES R LM, public content t FRASI S FLAS I S
MH. @RTRAE ] cheon fip 4

~J# chcon -R -t public _content t /path/to/directory

/path/to/directory /& ZAH /T FUARZE B H SR A,  WR AR E S, — A B 3ot
PH %, B — NRRE PR public_content_rw_t. FRILZ4F, allow_ftpd
_anon_write JEIAE N 1, (] setsebool iy BB
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~]# setsebool -P allow ftpd anon write=1

frAnfEAR LA H Pk FTP 18] home H 5%, 78 Hhm BUEE = IR 55 #5454
ARG XA R S R IE,  ftp_home dir PeIULMBE N 1. AN vsfipd 72
VFRAMS B RGSTT, T A LS = Gk 95 2 4 R G XA 2 kA 1
ftpd is daemon WX E R 1,

43.3. ITHIEE

FTECE TR RITEINLABCE, 4E3rdT EDPLECE SCF, FTEVHEBN H SR A K
FT BT JEFNFT BRI B,

Z L AT A Unix EIRIZRSL(CUPS). WERIRTFA R GE2 e i Hn
TLRE S R S5 2R A E R R UA, (/2 CUPS, TEFZOI R AR AT ED
PUEE.

JEENFT LA E T

MATAT)ESNFT EDPLECE T B, %I A system-config-printer, F]EJ#LRALE T.H
JAdh. B2, MR GNOME 5i, il [INARF] - [RELR] - [®
EH] - [R&)] - FTEL), sk P ECEXTEHE; i A B SR P g7 By
G WER ST

FTEpALEC & T H 3shan ~ A,

< STEIHL 2| - x

=

& 4-10 FTEIRE

JE BT LB E
T AL R O T H T EPHILBA S 2R 2L,
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AR 2 BB — it USB MR AT EIAL, 4T BNl Fsh A BLAAS .
RGN BN B R A B IR I — M B B3 B root JI RS . ANHBAT
EIALE e 5 Al s 1 R ZRUAN W 454 T EDBL TR 22 sl i

LA 2 BCE AT T LAY 2 3R

1) EITEHALECE TR (S WE3hT LR E TH) .
2) FERUEM AL, H A . AR R — IR E

AR EIBIL,  ARFF S BER R BT KR

3) PR TEINLIERE IR A AT DXt A 4

AN — AT EIAIL
S INASHAT DAL o AT 14, ADRRANT

D) FTHEIITEALNIEHE (SF 3 TEINIRE) .

2) RN AEA BRI, FEAARPNER, ST EYLER R T (5]
40 Serial Port #1 B LPT #1)

3) AL IR R,

FiTEIH - o %
b it
- MW URI
i #1

P FAETHIGL

.
ippidfcups-server/printers/printer-queue
Ippi/fprinter.mydamain/ipp

HETH ) EiF |

B 4-11 FRpI—A AT Il

4) gily [ATEE), AP BRoE AT LI E R
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G URL T EIHIL
g2 U

1) ATHEMATEINAERE (S 083 TELEE TR |

2) FEEAHNE, B HA URD, HATEMFTEIALIERAY URT M
518

3) sheniEE, L PR E B R 5E A

TS0 28 4T ENHIL
B 3 I
1) FTHEMETEIHIETE (S 0E 3 TEINIE) .
2) TE/CARE SR B, R PIZEATEINL, I 5 vl F 25
AR Z5FTEIML. Internet Printing Protocol (IPP). APPSocket/HP JetDirec
t. HERMFTEIPMY (IPP) . HIRKFTEIHL (https) . LPD/LPR FEHLECE AT EIAL.
il SAMBA [¥) Windows T EIAIL. Fc e 9 284 T EIAIL S BEAE 7 K 8 Bl TR e A
W7 i 55 B i 11
3) FRGRHY SE PR TR AR PR M A P 284 T EAIL 2R AL,
4) FEAM, H AN FIEREER, Ak,
5) FeHR N e U I B EE R AT 58 BT ENMLEG s

HATEL — TR G
HHEE
i AR URI
HIE #1 |
fi1.4 URI P
v AT
AL TR A3 4 | BT
Internet Printing Protocel (ipp
AppSocket/HP JetDirect -:i‘[;‘:..';’: Jprinters/print
T Ipp:{fcups-server/printers/printer-queue
IR IR L 0PP) ipp:/fprinter.mydomain/ipp
HIE FTER R ( hitps)
LPD/LPR F#lalfr G,
1] SAMBA ) Windows {71

HE 0
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B 4-12 FIPIZ8FTEIHL

FTE v
BCEAT EIALEE T EPHLEC e, 3 T B 0 B R T AL 3 A
1) FTEILFEST ENE 1 o el B b B g 1.

3) TER/RBCEPETR b BT N v A

B A YT EIAL

T A B3 T EDPILAES T ED UL 57 1 R4 T EDPLRITT ENPL— M. WA TED
PUMER. 551, HRMERE.

BEEBRAST EIALLEST ERALA b A R PR e AT EDHIL, SRS Bl BT SR st
AR

BCE T

AR EHLIK S AR Fr B U T ENAILS 3 v R 2 ) 4 B B i 22 A 5B
RN R R

T ME AT ENPLBCE BN T EDBLAL S, FT BN 0, B o8 5 (6 L (UR]),
HE.

A TEIAL
FESRME LT, AR AT DABRE— T AU 3G Rl — TPl 2 e my,
M2 P RTABEIE . A THERS ML= IR, et TEAIL.

FTEIBLIEI b IH]
T AL T 35 45 A E B T Y E R B AR  tE RE Y N T RE A
FEAEAFTEPBLEFTEIAL. e & — ARl 405K . s MED R R/ N

AT 55 e 190 T

AE AR e DU b, SR DATEAN B B3 T DML AR e I, il Zedn i AR
VEREbR RS n U R BOA BB ) E i AR, An s il &, 2 o
BUIRE— T, HA 75 (I s s m] T B XA RN, i) LA A 2 — S R 3T B
DRI — AR/ NP R BT E A J50), PEAH SCAR B T, e A0 I 28 S LA
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SRR BB 7K1 T T
SRR /BBA KT T T AL B SE RSN, RAE T HAITEYLIRSGE R, A
ZE B S8 KM 7K TR 28 SR DT

BT EMEL

AR ZE—ADFTEEAL BT EIPL, A Emacs 4T B SCASCEFEAT BT —N &
%, FTEIR TAEZA M EFT EHEBABASY . 4T EIHEBABAZ & — 4T BN 51 36, i
NN SGRBTEINL R T SR, Qg sRRaEs, TEESESE,

TEATEI AR b, T EDMLARZS BIAR S I R s T Al . A A4 T BN AR
A, BRAATEYHAL, BoR— D,

BUH. Frh . K. BHEEERIE—MTEE, 15535, 7 GNOME
Print Status YEEAE55, AN A4,

i shell fr 2 EFITHULS512, [HTH Ipstat -o,

Ban: Ipstat -o F%H .

$ lpstat -o

Charlie-60  twaugh 1024  Tue 11 Feb 2020 16:42:11 GMT
Aaron-61 twaugh 1024  Tue 11 Feb 2020 16:42:44 GMT
Ben-62 root 1024  Tue 11 Feb 2020 16:45:42 GMT

ncel job number, 5% cancel 60 RFEHHTENMEMLAE b TAI ] F-H “Ipstat - o Hi ™.
IRAREAE AT cancel 1y B BN S SIBIFT EIMEML., SR, RWT DARE il BH B AT 55,
i1t cancel -U root job_number fir%~, 4 1B ILIXFERIINER, B EET BRSNS
Bk T ] root BEHIE,

YRR DA shell fiy AT EISCAF, B0 1p sample.txt, §TEISCH: sample.txt,

4.4. {#f chrony EFEE NTP

FEIT A7, PREFRSEARIS AR IR ), XARZIEE . filn, fEMZ
B, A H SRR IR R . 7E linux REEH, NTP sl d~p4rit
REIa AT 2SS BE
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M S [ SR R T Bs A T WA S (B i R GUET . REchTphaeigfii i 2
e PR T IR OR AR I (B R . B FSHY6EA] Time Stamp Counter(TSC). TSC &—1>
CPU ZFf7as R A IEL. B ARR DL R 3, A T kT

BWHASFFEFE)ERE, ntpd Fl chrony, % H ntpd F1 chrony 11, AT5Hiid
A1 chrony EFR Y 52 AR 72K ST RGN Bh R G0, A AL GE K A M 284K
4.4.1. chrony E4NEE

Chrony J&— M Z&HFEI MY NTP A% Funfl RSS2k iF. BEhRgikit A
MU RSB0 S BB IRk 5548 (NTP) [A)20, R EARA T ARG B A e ]
Chrony 7] DAYE R Il 55 i 4k HAt SRR L TR) [R] 25 1R 55
4.4.1.1. ntpd I chronyd FJZ= 57

i 22 e T T I SN I ) 5803, chronyd BEAS L ntpd )5
it
> CYANERIME S [A] BB [R] BRI 7 1 I chronyd RERS TAERYAR L. ntpd 75%

AJ RS AT R () S0 A g T AR AT,
> chronyd AEASTE M 4540 EE 1Y i TAERY 4
chronyd 38 & ] DA [F] 25 BB 5B B 4174 ik () A 32
> chronyd BEMSTE RSB 1) 3 B 58 SR A8 Ab i T ad 7, (51 4, Fh 1 o AR P v 2 i

JERAZ AL, T ntpd W] BEFFEEARAS I [A] A REFRUGE B ok

> TEBCARLEY, RS RIEHREIC &R, chronyd WA ERE, A TA
FTELHAIZA TR . ntpd W] DARCE R AN R 2B I ], AH & 200 AN [R]8 J7

R RE X 2 — 2L

> T linux #ERS L, chronyd BEFEAE— MR IR R I %, X i
BAE—MIRBORRE LSS B TR, i, E— LR RLE.

chronyd BERS I — 2L ntpd A REMUHIFE .
> chronyd SCHHIRS P28 I (AR IE R ME—J7 2 T A . Bl s & 2 1 F

B, chronyd RERETERRIAYE Frh ks h e g B, WAHTENE 28 %

2R B I [

> ntpd 3ZFf NTP iltA 4 (RFC 5905), f4%) 4%, Z4#%, manycast & /7l
4, MU, BiRSCReaobn S Bk 25T A8 (RFC 5906).
chronyd fii fi§ NTP Jig4< 3 (RFC 1305), JEZ A 4.

> ntpd WFEF L S5 BHETRGUK BT chronyd 8 HA I H 51 41 gpsd, 1717 %L
P S i,

4.4.1.2. NTP Sy n de s

> Chrony FJ DA REAEIR 2L R G0 (i Y, 3K 48 5 550 2% 20 B 4 B ) BRCHB T - 12422

% 122 W FE 2677

Y



h_® — N g
R EEHNER S V7.0 2T B FH SC EIINETAﬁAlif scﬁ'rwﬁie C%.,LT_D“

FEFIEE ML, Gl RERINLRS.
> NTP~PJ e (ntpd) WiZFEHESERRAENRSG L. REFEHH
JUREE 2% 1P, BT S IR IR R fL Y Autokey PIMIL, V% 7F R ntp
d, chrony {UASCHEXIFREEH S Bk, (1 /H MDS5 {4 8 & Bk (MAC),
SHAL ;% Tk 7 F0E:. T ntpd 36575 Autokey IATEHMY, T HMSLAT LA
FIF PKI &4, Autokey 7F RFC5906 HA ik,
4.4.2. FEf# CHRONY R HFEE
4.4.2.1. P chronyd
chronyd J& chrony P9 R, BAT7E M P As(A], BB TIE N AZ I R G
Bl BEAERANBE R, (EH NTP WSOk TIREE . 245085 AT A,
chronyd Ri(# F 55 J5 W BAEAEAE SR E . B3R 7T DA chronye T3l 71%
L.
4.4.2.2. Fifi# chronyc
chronyd /& chrony J<F4dERE, A AR A A T4 chronye 51|, XA~ TH
PO T — A R i A — ey A DAXT chronyd A7 2. ERIAAYECE chr
onyd [ AHZ ALY chronyc iy, chronyc FJ ARLE  chronyd R DARENAMER
Fifil. chronye W PAEARIZIT G55 — AN ELE: chronyd #2322 e 4z, 1P Hilk fuif
HEFZF] chronyd M ™A% F5 i
PHA# chrony Jit A%
chronyd BRIA L B S {:/ete/chrony.conf, -f 3 ] DAFE & — N HL B SO %

Comments

Comments should be preceded by #, %, ; or !

allow

AR, fRE— D EAL. T ECE M IERE—G AT DAMEN NTP flR554wHY
Plas. BN ISR,

IR UE

W EIA, fEE— DT, BT

allow serverl.example.com

B — P2 VPR

allow 192.0.2.0/24
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e —> IPv6 Mtk

allow 2001:db8::/32

cmdallow

A allow A HAMLL, B T E ARVFRRERY T M S EALRYE R (A
JNTP % Ul EA) . (BBIBEA, RUEE chronye RERSIZATAEILE 0L 1 IF HLAE
%0 S A KT AL RS chronyd) fAYIEYAE— Y. cmddeny all fir3Fl cmd
allow all fig2E1{Ll.

dumpdir

PRAT: chronyd IR 55 555 A & S H Az

dumponexit

RUZ A 2B AT, ‘B R W] chronyd D20 K JITA 1 s TRIJE ORI 57 I 52
local

local 42 LT chronyd i % Fum HEE i A SEATIH ] [R) 25, RO E %A
AR, T2 50 R AE master AL A, E— DML ZEH, 5L
TEMTFTERL, master FHLUFEZEE LT3l A LPRIFHERA IR E]

{514

local stratum 10

log
log fir R LEAF B EPHE R Hid, Bl LA R i
measurements
IRIULsE T PASAE KA, AE N measurements.log S
statistics
ZIRWHCSE T IRHAAPEF G, AR statistics.log SCf:
tracking

ISR T ARG s R RN, AR tracking log U
rtc
XL TR GU S I35
refclocks

EAEIHCSR TG JE S H bl &, A2 il refclocks.log,
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tempcomp
XA SR B Il R G MR, AE i tempeomp.log SC{4:
log H GIL% SCPFAFHE logdir 45 R H 5%

log measurements statistics tracking

logdir
P H S SCPFATROR H %

logdir /var/log/chrony

makestep

W, chronyd AR T oK IE 1 Bhg sk 4, (13 R GG A I BT A N
22, FERSRREROLT, RGN EA I, FE AR FEMR
KRR 2 TE R G 8k %5258 chronyd 78 HHE KT FAN BRI (EL 25 2EH
ARG, EIUETERN chronyd 8l TRIE 48 BR & (] 5 1 (B R 25
BR) , 57 5 22 Nl SE RTINS A A

makestep 1000 10

maxchange
ZAR R E RN IL MR, UMW K TIERRE, chronyd K27k
FEIHABH, RHHE KR4 syslog

maxchange 1000 1 2

F—DIBERS, chronyd R AG AR — DI BP WAL B ET, R 20
2 WRTIRMER WS B IE.

maxupdateskew

chronyd AL 55 Z —sft i BN T HAR I 5 VT RALR ISz A7 Y Pl g o e
J&¥ . maxupdateskew SHCEHEA TR 2 E PTFEMBIE, SUEHBIT, BEZ2
1000ppm, 1EEAEANT

maxupdateskew skew-in-ppm
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noclientlog

XA S, H ALK log HAE

reselectdist

24 chronyd JEH [ 25 Y5 a] AR, &R S B/ MY R AP EE . AR, T
T G A1 1) TR SR UL B B, — A [ i B B . BOAE LR,
PH 2 100 fHAD,

cmw/ I

reselectdist dist-in-seconds

stratumweight

stratumweight $§2- 1% ¥ 24 chronyd MW IR REDRE, A2 N%0
Iz /D s | FE IR, BOAK T, CentOS FFi%'E N 0, il chronyd 1E3EHEE
B Z W R 2K

(/I

stratumweight dist-in-seconds

ARG OL R, dist-in-seconds SN 1

rtcfile

rtcfile $§ % LT — D SCHFAFR, %3, chronyd A DAPRTEER BR R GEI)
SERFE AP HERR ME(RTO) S 5. 1BVARIRE U2

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne FERFE ] — WA, TR, RGN 11 58 Dl
F LI A (RTC)

chronyc HY)Z2 4

#1 Network Time Protocol (NTP) #HE:, PTP f =2 p 0 S B4 2,
55 £ ) network interface controllers (NIC)A network switches, % KIHE S
TSR] AP B HER
4.4.3. i chrony
4.43.1. 4% chrony

i ] root ff] FrE& ¢
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~]# yum install chrony

PRIAW) chrony #EFE( B /usr/sbin/chronyd, £y
4.43.2. ¥52F chronyd JR5

~]$ systemctl status chronyd

4.4.3.3. J33 chronyd
JE Bl

~|# systemctl start chronyd

BCEIHLE S D

~|# systemctl enable chronyd

4.43.4. K chronyd
Pl

~|# systemctl stop chronyd

BOH LA 5 50

~J# systemctl disable chronyd

4.4.3.5. ¥p#¥ chrony 275 [

AT L% /ust/bin/chronyc.,

N T KA chrony 275 [F]2E, ] tracking, sources £/l sourcestats fijy4>.

% #r chrony Tracking
i (I

~]$ chronyc tracking

FRAUR:
Reference ID
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e g5l 2ok BANE 127.127.1.1, FoRii AL oA RIS TR 2,
TEIEAER T local ECHRAE,

Stratum

WHZZEL

Ref time

dJE— R A28 5 I B Y UTC i []

System time

A YL A]

Last offset

B — R T A i A%

RMS offset

VAl

Frequency

MR chronyd WA VEATASE, RO EIH A HHEE, fi0: 1ppm BEUZ KRG
] 17, WlRESEERIE)ZE 1.000001 FP.

Residual freq

S 2 T3 P R ) AR AR AR

Skew
frequency fliT1iRZ:
Root delay

X2 245 AR TE R B fe A [ AT SN Y stratum-1 THRALALEAL, R L)
DL R, BE R LA 1A

G #r chrony A
a1y

~]$ chronyc sources

M

ORI, ABOR— ARGy, =R peer, #ERONAHIEZIS
ihga

S

FORERPIRES, *FTRIEFERY, R EE, -Frnouidsr, 2 #RiE
Pt R xXPFRR— N Bh chronyd AR /2 falseticker(45 IR 22 Z5CH A R Y5 1) Hsf ]
FTA—E), “~Fm— R EE-A K2 i1k,
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Name/IP address

JRAY 1P Mtk Bl 4% FR
Stratum

Bz, 21 RWITENI AR Z, 52 1 RPRITEIER 2,
522 [FARTTENHEZ 3, DA,

Poll
BRVER polled FTER, BIUNME N 6 OB, BLRRE: 64s FEfT— YR,
Reach

EondpfE— IR IER R, — oA LR BhZ Rl Fhkm h dEly
RGP N LRI LAFE . 10 4FE (BRI A IR AR,

LastRx

R fE— IR IR, — B e LB Z ). FhEm h dly &
RGP N LR LAFE . 10 4E (B RS A IR N,

Last sample

WA S 7 A s 5 A ) D e A R [ ) D o

& #r chrony KES T

sourcestats 17427~ 24 Fif RS A A VR A S AL o RIS (S S . -v S5RE
Wwiaw, BERITKM. fEXMENT, SHMITTER N — RS,

~]$ chronyc sourcestats

Name/IP address

NTP filg 55 i i Hhdik:

NP

e PR KRR H BT IR S5 DR B . A% AR A0 L R e e T 2
BTN R,

NR
X EBfTHY residuals EA A [F] [FH5F-S- A0 50 .
Span

B Rl S ARG AR AR Z AT R I TR (DB . AR B s BoThYE, ik
IR LB N . ARSI L[] B 2 46 4.

Frequency

TR IRIARIR, FEXAEOLT, TR BT 17107 M6 T IRk 55 s
Heiid
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Freq Skew
TR ERZE SRR
Offset
TR S &

Std Dev
ROEMTIREA R E S

4.4.3.6. FHhHEE RSB
it

~]# chronyc
chrony> makestep

200 OK

4.4.4. AAFRIFEIRE chrony

4.4.4.1. H—MRDEERRGIE chrony

XA TR T RS dial-on-demand 32, 1E % 5L B L35 28 5 Al
WA R WIS st . B o, WA AN ete/chrony BRIABLE L E FUT LA T L

=%
driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys
command key ID J&7E %25 A A,
keys,

RN NTP 74552

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

4.4.4.2. R—APUSL W R SGE 1 E chrony

454 commandkey {H, /etc/chrony.

FE— A MRAFISNRIN 5 AT HE R ML Y R 4 o, AT DA — ST R
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B AL, HE FEAUWEN BV F .
1F master FHL I, ¥ /etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 & W] DA SR VFHERERY P ik
& Pl b, g’/ etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 2 master WAL,

4.4.5. {#H chronyc
4.4.5.1. {4 chronyc 35| chronyd
#EA chronyc FYAZ B A

~J# chronyc -a

chronyc WA PA root F FH0AT. -a SEIUE (A H keys H B85 5%
chronyc iy 47541
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chronyc>

AT A help SR rE frd
0 R] PAGE I AR A B A TR A

chronyc command

4.4.52. ffiff] chronyc T fess
il & chrony %32 chronyd, #&=LANT:

~]$ chronyc -h hostname

FHE i 1

~]$ chronyc -h hostname -p port

port 5& F R4 i Fl i #5452 chronyd
4.5. FEiE NTP fif§ NTPD

4.51. NTP 48
NTP J2 M 2& Bt a] tpi (Network Time Protocol), & A& 2k [F] 2 M 4% &A1t
ALY I BT AR P AL
4.52. NTP 4}
NTP 732 UF
Stratum 0:
RS T R HL G A1 GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJ
Y-60 (Japan), DCF77 (Germany), and MSF (United Kingdom)
XELAFS ] DAL A I, H &1 RS-232 B R G —1 4l
2 el KV TR P AR IS TR i 554

Stratum 1:
F PRI T TG 2B Bl . GPS B gl Jii 18
Stratum 2:
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M Stratum 1 SEHL, AENTICZAI RS 7%
Stratum 3:

M Stratum 2 BEEL, VRN HRIZ HIMR 55 A%

Stratum n+1:

M Stratum n SEHL, VA IRZ RS54
Stratum 15:

M Stratum 14 525, 1B R HIRIZA0R S 4
4.5.3. B NTP

HRR B o IR 55 s R A R U Y NTP KA, 7E RFC 1305 Networ
k Time Protocol (Version 3) Specification, Implementation and Analysis Fil RF

C 5905 Network Time Protocol Version 4: Protocol F Algorithms Specificatio
n A IA.
4.5.4. HRfR drift X4

drift SCAHCFARAFE RGN RS UTC WA IR (W% 4t
4.5.5. UTC, TIMEZONES #1 DST

NTP 5£44E UTC (Universal Time, Coordinated)', Timezones #l DST (Da
ylight Saving Time) #{ARH RS W H . /etc/localtime &/ust/share/zoneinfo F#)F% Ul
aBE4E. RTC Rl REFEARHBIN A5 UTC ", fE/etc/adjtime 26 =A7F5 & . XA
] AKHITE RTC (B2 E . JH A MR ] System Clock Uses UTC
1F Date and Time [E R & FL I THECERIE L.
4.5.6. NTP HHBHIEE

TEYETRIZ%, ot AT DA & 2% NTP gt 5cds. e A3k NTP
I, TR KB, AE/ete/ntp.conf SCIEH, b2l 3 ANAIEEL BRI —A4
U5, ntpd FF & ZBEAZIE ARG B9 KB 752, W] DA JF 2 H S B IRk

BN ZHRR AN 32 T Bk . AR i X &y ik, W] PATE ntp.co
nf SCHEHN “disable auth” it 1,
4.5.7. TEBIHLHEEER A

FEUPLASRE( FH 5L Y hardware clock J- HLREfUMLET TR G2FR 1 . 76 H A i
B s et E R Gk, kvm BRIAEE ] kvm-clock.,
4.5.8. HEEHD

P, 4 REE R TR T A i 2, B E bR R R g — e
ARJREARE T (WATBELEZER) X P T St i s/ 1 RPi e . Tk A
FeR AR VR S 8 v (2 il BE S Y)Y (RATIN)
I Z [ AH 28 20 20.9 FPiF, it i Atnr e mrdk 1 & (AERD, Sa—n
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Bk 59 #P) Eim ik 1 & QEEE, &E—28Rh 61 #); HB—BInTEA
ERBATINHK.
4.5.9. FEf# ntpd ELEXMF

SFPEERR ntpd E RS0 )E 8 B R I AL B SO ete/ntp.conf, AT DAIE i
T A ELE S

~1$ less /ete/ntp.conf

R E BRI
The driftfile entry
drift SC{F A

driftfile /var/lib/ntp/drift

The access control entries
PATF 47150 B BRIA V5 1R 44 i FRR o

restrict default nomodify notrap nopeer noquery

nomodify ¥E3: FH IE &kl E S

notrap ¥EMi: 7 Ik ntpde $26ilH B P FE B

nopeer I B 1E peer BEAHIIE KL

noquery &3 B 11 ntpq Al ntpde 25, {H B A I ] A1)

A BB A RIS, 7522 127.0.0.0/8 Hidik B, BRIA restrict F7FH - T4 3k
PRI

# the administrative functions.
restrict 127.0.0.1

restrict ::1

RIS HE R 28 N AR B ASHIVE 2 NTP IRS5428, HERIAGY restrict AL
W2, ANFR BT ASH N 28 421 NTP AR 55 vl Ba iAo o 28 i fc . B, feif
192.0.2.0/24 W 483471 8] i 2 1)

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer
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R HE R —5 8L, filan 192.0.2.250/32
restrict 192.0.2.250

WA $5 5 mask, 255.255.255.255 BF&xphissE

The public servers entr

RN, ntp.conf Bl & ST & PUAS A FEAR 5525

server 0.rhel.pool.ntp.org iburst
server l.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

BRIARY, ntp.conf (15 TRZSHEERIERYF] 1, XLAEARRFRSE EJd B A
4.5.10. ¥ ntpd K sysconfig SC{F

XA SR 2AE ntpd JE SIS WA AL BIA RO IR SRR, BOARI N AT

# Command line options for ntpd

OPTIONS="-g"

-g BT A PASE ntpd 220 1000s A5 s BRI, S1a[m] 25 s 1] RIS A £% 2K
T 1000s, HR{UAERG SRR, 4B X R HE, ntpd 7EW% &
KT 1000s [ H iR H .
4.5.11. £k chrony

a1

~J# systemctl stop chronyd

B3H chrony FHILE )56

~]# systemctl disable chronyd
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~]$ systemctl status chronyd

4.5.12. 12 NTP spiP R R B 2%
it 1N

~# rpm -qa | grep ntp

4.5.13. ntpd HJZ&%

~J# yum install ntp

WE ntpd TTHLEBH

~]# systemctl enable ntpd

4.5.14. K 2x ntp FRRFES

Fu A5 ntpd S22 1T

~]$ systemctl status ntpd

P ntpd BPARSHAS

~]$ ntpstat

4.5.15. BLE B k8% L1 ntp GHEA

ntp ] UDP 42, gl 123 . WUZREERENS Foi4 38 2 B k5%
R 25 By KRB FeiF ntp &%, A EJE A Firewall Configuration T.H.,
Ja3) firewall-config, riil; Super #i3F A, HiA firewall 3f B4 424 Bk

SRNCE S D RET I, BA N Y,
AT HEA

~]# firewall-config

FIERE—EEA T . X FEW firewall-config T HJEREF|H F148 (6] 57

L firewalld,

% 136 W/ F£ 2677



h_® — N g
R EEHNER S V7.0 2T B FH SC EIINA*";TAENkl:)Alif scﬁ'rwﬁie C%.,LT_D“

4.5.15.1. 1604 firewall fit &

N TEEEILAC E AL, AR N HISEH Configuration 2% &4 Runtime, ={#
WERRBCE SR S — IR B AR, A2 R I3 B P %4F Permanent
4.5.15.2. 4T FF B K dik i 11

FTHF firewall-config T H. BEPEMIZS, weffum OFREs, s Ui #4l. Por
t and Protocol & T I, i Aum 0 123, NHr3EHRES: udp
4.5.16. Bt B ntpdate iR% 2%

ntpdate /Il 55 &4 T CEL N [RIFE R 50 S I

K4 ntpdate 55 2R 1817

~]$ systemctl status ntpdate
WHEITILEZN
~J# systemctl enable ntpdate

T P bR BEUBE = IR 55 AR ARV E R G 2R 51, BKiAJete/ntp/step-tickers SC{Y,
45 0.rhel.pool.ntp.org. USHNARYMY ntpdate R 554%, i /etc/ntp/step-tickers, R4
SRRCR R TR, 5% nipdate FUR BP0 — K M5 . AN
— IR IR IR 55 A, RS —A TR AR ST AR ik . FEER AT R A S ) i
5
4.5.17. BL & ntp

BRI ntp IR F5ASBCE, St/ ete/ntp.conf ST, %2 F1 ntpd —ike
4.5.17.1. B & NTP K45 42l

gm%E ntp.conf, i ] restrict 4>

# Hosts on local network are less restricted.

#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict fifi ff

restrict option

option: FJPAZ—PHZA

A I AR 1 2 W B3 4 ntpq AT ntpde £5 i1

>  kod———“Kiss-o'-death”{i, & 2% DA/ DA 0 B A 1)

AR A f TR, e B IR 555K . ntpq HT ntpde A

» ignore

> limited
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R 4% S4B 25 V7.0 RS 0 T CHINA STANDARD SOFTWARE €O-LTO
25
> lowpriotrap——IL I Se g VEIE T AL 15 5 1) P B
> nomodify ENIR T
> noquery——FH IE ntpq A1 ntpde A, AN LFEGHE R A
> nopeer—H I peer B & TE
» noserve %7 ntpq Fl ntpde #xif), FELEFrA RO
> notrap——Jj 1E ntpde 5 il 7 B PR BiF
> notrust——JEZE A M S iy U R AL
> ntpport By, HIUTE NTP UDP portl123
> version——HEZEANPLHL 2 1 NTP AR £t

T AAHR A WA, BCESE AR, restrict AT DA limited 3630, {f
11 ntpd AR Y. KoD Z(#E10, restrict M751{# ] limited A kod 355,

ntpq A ntpde i) 7] H T HORII B, ANEFLER noquery £ .
4.5.17.2. LB 1EHE NTP JIR 554510 8 fR

2 restrict fill_I- limited e300, ARG BN FHSEL, ATAR di
scard fip4>,

i/ (1Y
discard [average value] [minimum value] [monitor value]

a8 VS N B A R R, B 32— -S4 log2 #b. BRIA
H/23 2B=KTr, 4T 8)

158 AV B R AL A BT log2 MM B2 — S8 BAMER
12 —7, 4T 2 )

e BIR AN E AR, —HATARCEEIRE . BAE
h 3000 Fb, XA AR S5 A8 R AV ERASE: 1000 BE £k

discard 2131

> average

>  minimum

» monitor

discard average 4

discard average 4 minimum 2

4.5.17.3. 45 peer Hiti:
TE ntp.conf FLE SCAES N peer A4
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peer address

address J&—> ip HbAk 5 DNS " HAIFIZFR. address D& 1E A — 210 &
4t. Peers WA 2 /D— AR AT,
4.5.17 4 75 i 55 g bk

Whn— kg5 gk, ZR%5 #2217 NTP fisr HAMER )2 . 7E ntp.conf
A, A server fiy 4

server address

address A& F] JH 5IAY 1P #hik sl DNS H 518944 Fr .
4.5.17.5 B M—A) IR sl R A 55 At

Wn—AT F e 23k Kokl wtul, R NTP W3] A1 Hdl,
1£ ntp.conf 3C4FH, i ff] broadcast

e

broadcast address

4.5.17.6. 51— Manycast 2 ik
NI manycast % Pk, FE ntp.conf ST, SN manycastclient 74,
(W

manycastclient address

A ECE RGN —A NTP & i . ZRGE0] LARIIS R % MR 55 g i

4.5.17.7.4% 11 Broadcast % Pt il
AN broadcast 2 Ptk 7F ntp.conf SCFEH, S broadcastclient 64>,
W/ N

broadcastclient

AP E RGN —A NTP & i . ZRGE0] LARIIS R % MR 554 i

4.5.17.8. % —~ Manycast iz 55 s Hb ik
S manycast it 55 gaitidil, FE ntp.conf L, SN manycastserver fiy4>
(/I

manycastserver address
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A ML E RGN NTP e 554 . G0 R] LA Ry % s M 55 i

4.5.17.9. % 11— Multicast iz 5% 25k
NN multicast AR 55 #sdidik, 7F ntp.conf SCH, ¥ multicastclient 4>
SN

multicastclient address

AT E RGN NTP fied5dv. RG] LA R % P i MR 55 e i

4.5.17.10.  FL# Burst 330

ANEEFN A I NTP R 55 a4 — %8I0, %W 778 5 AU Y.
T .

TENR S 7 i 245 B TS I 35E 3

burst

4.5.17.11. g iburst £
TE R 55 a5 245 R Vs Iz 35 it

iburst

4.5.17.12. ffiff key [it & Symmetric Authentication
TENRSS A58 peer 25, ISMIZIE

key number

number & —~ 1 | 65534 (95K, 1ZIEWTW] DATEECHE 63 f# /] message authe
ntication code (MAC), ZiETifl peer, server, broadcast, F/1 manycastclient fijy4>

.
Jete/ntp.conf, & AT

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30
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4.5.17.13. il Poll Interval
BEHGERIAR) poll interval, FEARSSAREN peer x5, WS HNiZEMI

minpoll value and maxpoll value

4.5.17.14. T EIRSES A e
e — MRS %, FE server B peer fiy2 Ja s %L

prefer

4.5.17.15.  Jj NTP F{# Uil & Time-to-Live
& server BY peer A2 fE s ML

ttl value

4.5.17.16. P E NTP fif A
TE server BY, peer 174 J5 s IMIZ LI

version value

4.5.18. BLELRE (F I BB BT
T B 22 G0 Bk 6] S A 44 (RTC), #E/etc/sysconfig/ntpdate 7511 DA R 335

SYNC HWCLOCK=yes

A AT

~]# hwclock --systohc

4.5.19. TR BB 4hIR
FEARGLH i n] A ISR

~]$ cd /sys/devices/system/clocksource/clocksource0/clocksource0]
$ cat available clocksource

$ cat current clocksource
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HEBIARIBHERE, 1FNZR) GRUB BN clocksource, {3l 1

~]# grubby --args=clocksource=tsc --update-kerne]l=DEFAULT

4.6. {#if] ptp4l ECE PTP

4.6.1. PTP N4

Precision Time Protocol (PTP) J& T MW &&distap R, i Hgs &
RS 3, BRI NTP S He, PTP A SRR 20 I AZ AN Frasta], Wi
JERL IR v I 95 A8 BRAE R GE KA linux INAZ KR PTP B, linuxptp @1 MR 52
.

XA linuxptp L7 ptp4l F1 phe2sys IR AT H . ptp4l R sE8l 1 PTP
IR E P S RN R B T PTP AR B0 5 e (e 25, 5K
PEIPIAVE, BT R eh 5 Erpp[RI 25 . phe2sys By R SR A8, R
RO [ 20 2| PTP A4 ih 4 ) 28 4% 11 R (NIC).
4.6.1.1. PTP AL 5,

il Network Time Protocol (NTP)AH I, PTP i 42 LM ISR B (41 SCHE,
5142 ) network interface controllers (NIC)A network switches, R AIHE S
TR [R5 A HER
4.6.2. {&if] PTP

T PTP, A% 9 28 BX B0 20 S A28 4 0 A 24 ] 28
4.6.2.1. A URE AR {3 HE

fli /] ethtool fiy A i

~J# ethtool -T eth3 0

eth3 2 EARE A3 1

WISR SCHRFERIN T, A5 AT S48

> SOF TIMESTAMPING SOFTWARE

> SOF TIMESTAMPING TX SOFTWARE

> SOF TIMESTAMPING RX SOFTWARE
MR SCRPRE TR, DA E AT S48

> SOF TIMESTAMPING RAW HARDWARE

> SOF TIMESTAMPING TX HARDWARE

» SOF TIMESTAMPING RX HARDWARE
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4.6.2.2. &% PTP
~J# yum install linuxptp

XRF 2220 ptp4l #l1 phe2sys,
4.6.2.3. JE3l ptpal

ptp4l AJ LA i Ay AT B M IR 55 E 8 . 24 ptpdl A — RS, W RATE
Jetolsysconfig/ptpdl HEEVEI. A SEA A BUL A T4, MAE etciptpd
l.conf $5E LTI, /etc/sysconfig/ptpdl AL E-f Jete/ptpdl.conf F7, X £xil ptpdl
U/ etc/ptp4l.conf LI,

Ve R 55 JE 8l ptpal

~J# systemctl start ptp4l
a4 Ti817 ptpdl

~J# ptp4l -i eth3 -m
g R

~J# ptp4l -i eth3 -m

0% ptp4l Hi

BOATEOLR,  H &GO &k Bl /var/log/messages., -m PEIIFT I H i p b
L, BEREN debugging FRHLEF L.

FITPRRI AR, -s 3600, (AT

~# ptp4l -i eth3 -m -S

e HE R I FEHL A

A 2 FIANFE R IER AL, GEAS AN [F] AT A TR

-P

-P 345 peer-to-peer (P2P) FEIR M= A Hl

P2P HLHE 3L, PN E R S MA AL TR, W] RE b AbATL ) 5 o
HIEIR,

-E

-E 4% end-to-end (E2E)ER M AL, X2 ERIA AL

E2E 451N A2 request-response ZERHL il

-A
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-A FTFFIER ML B Bk
H BT TR 2 ptp4l 19 E2E B, WA FRE, Wl AR P2P A,
4.6.3. MEZAOMEH PTP
TEAN A W 28 1) Z2 432 v i ) PTP, B Wb B8R i ) i At e A A e
sysctl 414 FSRXT WA TS . XTIEEIZ T RS, WA G
re 1B M /ete/sysctl.conf SC{F:
BUCH loose Fx, AR

~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TR MBS R AR KB, ] net.ipv4.interface.rp_filter
AT, B, eml M4

~]# sysctl -w net.ipv4d.conf.eml.rp_filter=2

N T LB B E R AGRL, Bl/ete/sysctl.conf SCPE. BIN: S 7B
AR, B /ete/sysctl.conf, 417R Fs

net.ipv4.conf.all.rp _filter=2
AR BB BB— A R R, R s

net.ipv4.conf.interface.rp_filter=2

4.6.4. EE—NECE
WA BIARECE S, AR EAE B TR BT g, i -f 120

~# ptp4l -f /etc/ptp4l.conf
—ANECE SO, M4 T eth3 -m —S I, WITF PR

~# cat /etc/ptp4l.conf

4.6.5. {8if] PTP &SHE P
PTP & B Fif, pme R DA R FREUE ST ptp4l 15 5.,

~J# pmc -u -b 0 'GET CURRENT DATA_SET'
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~J# pmc -u -b 0 'GET TIME_STATUS_NP'

A pme i

~J# pmc help

4.6.6. [FHHfh
phc2sys £ 7 1 S5 22 50 it a] [6] 4 5] PTP |y hardware clock (PHC), phc2sys
R 55 Wi & S04 /ete/sysconfig/phe2sys, BRIABLE LT :

OPTIONS="-a -r"

-a PRI 5 phe2sys BERS AR A ptpdl W I RYISB, EXFREE PTP 3 FoAR
SR, AHN R R R RECE 2 [ [P I, RGN A S E 2, RaE
- PRI E . WEORERELE RGBS — R, F8 - SRR

& it /ete/sysconfig/phe2sys Ji7, EJ5 phe2sys 55

~|# systemctl restart phc2sys

IEFEAEOLT, i systemetl g2k 530, 15 (L FIEJE phe2sys k55 .
TSRS AR 55 )5 80 phe2sys, 0] DL TR B3] .

~J# phc2sys -a -r
-a YRV f15 phe2sys BEUS [RI 20Ok H ptp4l 2 AHS B, SR AL R ST Bh
B — MR, FaE-r EIPGIR .
{1 ] -s ST [A) 20 R GEIN o 2R 1Y PTP i {Fiskh, - il
~J# phc2sys -s eth3 -w
-w ISR T ptp4l B [F) 25 PTP B %f, K TAI 2 UTC {w#s &
IEHEE MR, PTP #2/EXE nternational Atomic Time (TAI), ZRZGHf[RIRFFLE
Coordinated Universal Time (UTC), *4Hj TAI #l UTC W)fW#% &2 35s. 4EFS
AR B, W RS, XNEMEIVFERRE—IR, X-w it
WA A, BIRAE A -O Wik 7w #% i i &

~]# phc2sys -s eth3 -O -35

24 phe2sys servo AbTBURASHS, WAPREASIE, FRIE-S I AES R A .
XA phe2sys 2T IHE ptpdl #2177 LA SN PTP RE (I h R 20 f5 8l . i1 -
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w BT, phe2sys ANHITE ptpdl J5REEN, N ES%E, HE ppdl B2,
phc2sys R DAVE AR 55 5 5))

~# systemctl start phc2sys

PR SS#ATIRSN, AT DORRHEIFE ete/sysconfig/phe2sys SCAFFEAE .

4.6.7. BUERTH] ]2
Y4 PTP W] [ 25 TAE TR e, B a3 m s it DA SRR BRF 24 THD p
tp4l A phe2sys, X LefE B 0] PATE /var/log/messages LA .

ptp41[352.359]: selected /dev/ptp0 as PTP clock

ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIAL
IZE

ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIAL
IZE

phc2sys i i 1 65

phc2sys[526.527]: Waiting for ptp4l...

phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0 delay 2
729

phc2sys[529.528]: phc offset 54658 sl freq -37690 delay 2
725

ptpdl A —fr4> summary interval, B PAJ/DETH, BRIABHT, 04
FTE—4&ME 5. T MBUCHEE 1024s $TEI—IR, FE/ete/ptpdl.conf SCEFERIIPA R 17

summary_interval 10
—~ ptpdl K B 5§, ] summary interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIA
LIZE
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I8/ phe2sys [k, AT DA -u 675

~J# phc2sys -u summary-updates

summary-updates J& B EHT AL, A E

~J# phc2sys -s eth3 -w -m -u 60

4.6.8. fEH NTP R4 PTP Rjjg]

ntpd SPAPHERE T DARE B A R G0 INHE] 4 & 6], B SRS A) 2  ptp4l Al phe2sy
s il il LOCAL IF[IBKEh HEAT R . N T Ik ntpd R S5l ntp.conf ST
WRRER HE AL NTP 4588, DAF 22— 6T

~J# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum 0O

4.6.9. {Hf PTP k4 NTP E}g]
NTP % PTP [t i2 AT ERY. 2 ntpd 2 HIR[F RGEMITE], ptpdl AT LASEH

priority 1 ZET L E A grandmaster B 4f, i@t PTP RGH PR 4 A BT H]

~# cat /etc/ptp4l.conf

[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

i AE R AR, F5200 ] phe2sys k[R5 PTP i 22 R GEHTp . (RN
phe2sys s — MRS, 4’ /ete/sysconfig/phe2sys ST, BRAAFBECE AN

OPTIONS="-a -r"

M root H P, “mfh

~J# vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

TEXHL, -1 YRIBEIEE 2 YR, i PTP W R Rl A4 Hf i M 2R 55 B 354 7 ) 25
T 5 phc2sys
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~]# systemctl restart phc2sys

By 1k PTP IpppAfi 2 ek 7224k, WT DAL 1% & B /NP P (proportional) il 1
(integral)

~J# phc2sys -a -r -r -P 0.01 -I 0.0001

4.6.10. fE f timemaster [G]#> PTP B{ NTP B}Jg]

A DA A timemaster A5 731 2 40 o [B] B AT (4 s[RIV HEA T[] 25 . PTP B[R]
1 phc2sys # ptpdl #2448, @S f] shared memory driver, NTP SF{iFFEGENS
PO T AR, See R TR T R 2

JABhI, timemaster 2 BEH—NELE SCME, ZRLE U 2T € NTP A1 PTP
IR, A AT IR LE R 25 45 11 Ce L =Ry PTP BEFIh, A2 1l ptp4l 1 chrony
d 5 ntpd Fi & SC1F, 53l ptp4l, phc2sys Fil phe2sys B ntpd.
4.6.10.1. V£ — 1k % )2 3l timemaster

A root H F

~]# systemctl start timemaster

JEBE}, 2EEE/etc/timemaster.conf fitl B SO
4.6.10.2. P timemaster Jig B SC{F
PR C B SCENR Fs

~]$ less /etc/timemaster.conf

# Configuration file for timemaster
#[ntp_server ntp-server.local]
#minpoll 4

#maxpoll 4

#[ptp_domain 0]

#interfaces ethQ

[timemaster]

ntp_program chronyd
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[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd

options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp41]
path /usr/sbin/ptp4l

R B g W

[ntp_server address]

XHE—4 NTP k5525 Xk 51, ntp-server.local J&— 73 LAN f#) NTP

554 .

R BIE fnfa Wh

[ptp_domain number]

PTP domain Jg—%H PTP Wfoh, EATRESAE . BT ARG Al AFIH:
EEHATE A . AR 48—, XS —> PTP Y grandmaster [

.

R B g W
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[timemaster]

PRIAKY timemaster [l B U5 T ntpd £l chrony Fiil & (/etc/ntp.conf B3 /etc/
chronyd.conf) , & T GBS £ 5 75 1] FR il B B E AN VGRS B . X EWRELATHE E ) NT
P iR 55 #RBENS A timemaster — @ (.
4.6.10.3. it & timemaster P&

L. 4% timemaster FECE SCF
1) #THF/etc/timemaster.conf Firl & SC14:.
2) AT NTP es5ds, GAREERIFEA] timemaster, £ [ntp_server addres
s]TER.
3) WIMEAEEH AR, dfE#(ptp_domain O FBIIFASIMER, BilF-40F:
[ptp_domain 0]

interfaces ethQ

[ptp_domain 1]

interfaces ethl

4) RINFEA A ntpd /E4 NTP SFiERE,  FE[timemaster| - BHE UK IA K entr
y, chronyd B4 ntpd,

5) AR@fE I chronyd {5 NTP il 45#%, FE[chrony.conf]=F Brifs %R M2 10T,
TEBRIAKY include /etc/chrony.conf entry |,

6) fRanfE A ntpd V24 NTP il 55-4%, 7E[chrony.conf]FBrifs IAR /M2, 73K
TAHY include /ete/ntp.conf entry .

7) AE[ptp4l.conf]F B, USHMEATREZE4E D12 ptp4l A sy e B SR,

8) TE[chronyd]FE, WHMTLAIATSAT, 4% timemaster 17 7] B i% fir 275 2% 18

# chronyd.

9) FEntpd]FBt, WIULATATAT, 249 timemaster 75 1IN 1% Ay 75 2% 4 2 n
tpd.

10) #E[phc2sys] 7B, WMMEMTar1T, 249% timemaster 15[ K Ay & 75 2% i3
% phc2sys,

11) fE[ptpdl| 7B, WHEATar24T, 4% timemaster 571 I iy 275 2% 15 2
ptp4l,

12) PRAFHCE SCF, S timemaster,
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~J# systemctl restart timemaster

4.6.11. RS HERH:

ptp4l Fil phe2sys [ BEWS BL &~ B i) adaptive servo, XfF- PI servo 3k
Ui, BB IET AT EACE PUIALECE SCHF. 78 ptpdl R, 7527 /ete/pt
p4l.conf BiL B U I DA A7

clock servo linreg
HJH ptpal k55
~# systemctl restart ptp4l

1F phe2sys H{# [, 75 %iAF /ete/sysconfig/phe2sys i B SCAFARINCA T 47

-E linreg
5 phe2sys IkR55

~J# systemctl restart phc2sys

BHE KVM Bk

50. ZESHE

5.1.1. FEER
T R BB v SR 55 A B R LA V7.0 I, FEERPFREEEI A e UL
FH AT,
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xR NeoKylin Linux Advanced Server /7
w0
EARMA EEEEMERIBI IR
— R R e e ]
- O TEms ‘
- | SRR NI TENRR S B,
@ ERGRNEN ) Linu S0EREE
AT RFMERiaERSrmEE. Neokylin Li o
- eokylin Linux Advanced Server #iEi2ERAE, HPE
O S RATENAR S 88 & OpenlMI 7 SNMP, |
AT, $TENRIFfERSE.
O BEETRSSE g
o/ s 4
BB RINSERNASIRSE. o {tl{ﬂ‘rB‘JEFﬁ,
) REEEN EREREENER.
=AEREENL [ RIOIR
O # GUI s AT ELENREEENT
HaETIREMEERNRRAES GU MERSE, A
[ mEuErE
FAFIEP AR RIS 0 55 2R E R AR Z R ARAS P A ERRY
FLRRFIREIETE,
[ FATIR
BRI
[ ®=2#IR
ATFEBHAEHE RN EeHT A,
] mieE%s
| ERERAEERRIE
[ rzE=TA
HRGERERMIER.

B 5-1 2R BRI R

5.1.2. FiamiMbiRS

RGN Z )G, SRS EIMEIR S (TFE BEAR 55 75 23] root

AR

systemctl start libvirtd
systemctl enable libvirtd

5.2. BHMLKER
5.2.1. BBl

B AR Y AR - R TR - AR GBS, BRI DAEL b A virt-ma

nger K JF B EIL.
5.2.2. AHBARELE
5.2.2.1. FrEElL

M- B AUL,  RIRDE R AL
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B R G EHEAR - o x
HEE HEE &AMV EhH)
M =y n -
25 v CPU B

QEMLKVM

B 5-2 FEEl
5.22.2. AHA I ESE
ERLCRARGRT N, HHA R (AN, BB AL
2R,

| IR x

| [39 LRI

EHE(0) 1 QEMU/KVM

RN RERERG
o) FHRENF(1SO B B aEFIE)(L)
O PEg=R(1), aTA HTTP. FTP 5 NFS.
O P4E315(PXE)(B)
O ANARANRR(E)

BiA (C) RIR(B i (F)

& 5-3 FrEEsivl

5.2.2.3. ##FE 1SO 5%
TSINASHE 1SO 545 S04, FHEBUH It PRI 28/ i 5 sh it B/ R 58, #t
YERGRBIERE Linux”, MR 220 R G Tk e,
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A x

m A HEH AR

ER R
[ /{] CD-ROM =% DVD:

P 0ot (/devisr0) «
(@) i 1SO M -
/tmp/Kylin-Server-10-aarch64-Release- | = || W)

(oA AR e 5 A I8 ) sl T 2 S )
PpfE B4 250T):  Linux

R A (V) : Kylin Linux Advanced Server release V10
HEH ) fFiE(B) ATt (F)

& 5-4 %8 10S HER

5.2.2.4. BEFENFEH CPU W E
PR SEARMLI O DA R FUALSE B i I 400, SREFE AT R/ INAIT CPU #%%4.

¥R i

PR CPU
FFE (M), RAM: | 2048 -+
]-'.li'['l'fri:-’_ifz:’|.1?-?-24-MiB I'.J'III
CPU: |7 - +

fede A 32 F

HEH© iR (B) A 2 F)

B 5-5 FEENFM CPURE
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5225, fFhEE

R T KB URERL BRI R, FTDAAE A R B R A, 7E
BRI, 1 6y Q1@ R B, FEtD b, wlin] DAGE T 265 3 [
FEECEEE H o SUIEk ), e A ORI B s

QIR 5% 4 gemu-img  create -f qcow2 xxx.gcow2 xG

(-F IR R, ZRCEOLESE qeow2 #83; xxx.qeow2 NEB AR, W AT
BUG xG AFER/D, AT R IE L E)

FRBLN x |

(38 il

(W AL H AR E
(O e A R R R ®)
1] - + |GiB

9.4 GiB available in the default location
(o) L AEEC O B & ALHH(S)
FIHEM).. || /home/vm/kylin10.0.qcow2

HEiH O JFIE(B) At F)

B 5-6 e

5.2.2.6. AL FI 25 i
B W] AT BRI T 44, SRIXA AR AL, IO4R L 1 BRI A 9 25 i
“NAT”, HHaoik [FEL2en 3 e Xt E ]
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E 3300 )

‘ m He q S AL

ESIbE
SN | kylin10.0

i B ]
BifF: 2048 MiB
PU: =

v PR 25 (E)
e 25 'default’ : NAT «

H{ER4:  Kylin Linux Advanced Server release V10

{ififi:  10.0 GiB homeimikylin10.0.qcow?2
(WA s el 1 S

HELH ) [ERIE=)]

SR

B 5-7 BB SANERE

5.2.2.7. HEHTHE XE

ARG M 2k rp SCSI CDROMI, JH 5k, w2k ik4% SCSI.

kylin10.0 - GEMU/KVM

o FranisE B MitER

LR AR

{3 ceus W - | O
P %258,  SCSICDROM 1
& 31%mm A, —

E3 SCSI Rt 1 Hig®: [

EF NIC :ee:51:34 - 4 o)

& fibln BiEAm: | scsi

[ controlier UsB 0

F511 0L -
B controlervioscsio 0o

flifte
» FEAE I P)

AN D) HHERR)

B 5-8 RN K
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ShEEELE, Bl naEf:,

kylin10.0 - QGEMU/KVM

o Fripdcs

8 s

=y BEANR
i cpus #FN): | kylin10.0
= i UUID:  65dd3b8c-24e9-4817-bAed-b007061f092e
[y )
35 319381 s R Ok
3y SCSI @1 "
= il (l) :
(&) sCsICDROM 1
B NIC :1fc2:2f k@
@ FHE
[ controller UsB 0
Controller Virtio SCSI 0
m EEEF R
HRF:  QEMUTCG
A aarchb4
AR fust/libexec/qemu-kvm
BBARM: | .
[EHfs UEFI aarch64: fusr/share/AAVMF/AAVME_CODE fd =
EEIRLAD) GH©

& 5-9 BT
WIMBE E G EITT, PR Virtio, 25 M5,

5097 e LR S

. e o
e JM: | VNC R %22 L~ |
@
= Listen type: | Address -
Hukkb(Ey: | EERFR AL -
G m i PR B E R0
=d fHiE sy [
<8 USB EdLitw [ Show password
<% PCl AL _ -
= LY. | A3l -
Bl Watchdog
& ek
@ USB T
@ TPMm
& FLECE RS
48 Panic i
HE it SEHlE)

& 5-10 FwIEE, WHEEBA (1)
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N e U BE A

i
i i)

PSS HEM. | Mitio

LN

B

O

Ha

FHa

Skt =)

&

USB EHLit &
PCl 4T 5

il
Watchdog

B

USB @t #i i
TPM
RO

Panic (i

HLHQ)

SERKF)

B 5-10 FSMEE, AFEEA (2)
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F8 0 R 461 £ x
L BV
& AT | ] USB Keyboard -
L
F b0 e J B £ x
L
[ MM | Virtio Keyboard -
| [
, 5 L R F B x |
W il
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vim /etc/sysconfig/network-scripts/ifcfg-enp3s0

HICFENAEH

TYPE=Ethernet

PROXY METHOD=none

BROWSER ONLY=no

BOOTPROTO=none

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=yes

IPV6_AUTOCONF=yes

IPV6DEFROUTE=yes

IPV6_FAILURE FATAL=no

IPV6_ADDR_GEN_MODE=stable-privacy

NAME=enp3s0

UUID=6¢3601c7-1€71-49¢c4-9413-6f7ca9690cc2

DEVICE=enp3s0

ONBOOT=no

IPADDR=10.1.80.145  (A<HbE# IP)

PREFIX=24

GATEWAY=10.1.80.254

DNSI1=114.114.114.114
2. MlEMEE

DIMr R 7 BB R 2%, 1B ifefg-enp3s0 SUAANTE .

TYPE=Ethernet

BRIDGE=br0

NAME=enp3s0

UUID=6¢c3601c7-1e71-49¢4-9413-6f7¢a9690cc2

DEVICE=enp3s0

ONBOOT=yes

Bk b2 i P8 DL SO ifefg-brO (BESCIF44 ] DAMB Y,  (HIER R ifcfg-e
np3s0 LI FFENINEY BRIDGE=br0 AR, ZAEHAYECE U H NAME 1 DEVI
CE WEXIMEF), ONBOOT i il AN, BRIAZ no, Ml yes ZJ5, %
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TYPE=Bridge
PROXY METHOD=none
BROWSER ONLY=no
BOOTPROTO=static
DEFROUTE=yes
IPV4 FAILURE FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6 FAILURE FATAL=no
IPV6_ADDR_GEN_ MODE=stable-privacy
NAME=br0
DEVICE=br0
ONBOOT=yes
IPADDR=10.1.80.145
PREFIX=24
GATEWAY=10.1.80.254
DNSI1=114.114.114.114

3. HjE MRS

systemctl restart network.service
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5.6.1.1. NFS k% #%

PR K S

systemctl stop firewalld.service

L2 HE nfs Al rpebind 1

yum -y install nfs-utils rpcbind

Bl H st s T

mkdir /home/kvm-fs

chmod 777 /home/kvm-fs

B i /ete/exports S

vim /etc/exports

AT A

/home/kvm-fs *(rw,no_root squash,no_all squash,sync)

R E

exportfs -r

I B A A2

showmount -e localhost

TE/home/kvm-fs H s NI R U515

cd /home/kvm-fs

gemu-img create -f qcow2 test.qcow2 30G

5.6.1.2. PEREMBLYBE AL
1) KM ks
systemctl stop firewalld.service
2) AR H SR E s
% 172 W/ £ 2677



h_® — N g
G IRE2SHME RS V1.0 28T B F SC g:NN;?j;TAﬁ)Alif scﬁ'rwﬁie C%.,LT_D“

mkdir /home/kvm-fs

chmod 777 /home/kvm-fs

3) e rpebind 55

systemctl start rpcbind

4)  FEHE| NFS [l 55 4% L f)/home/kvm-fs
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6.1.1. BEERGHE
6.1.1.1. ffilf] ps iz %>

Ps fir % BR R THBENGE R, BEEM—MEHSHR, 53RN
& U EPAT O I R G AT R R Y — PR, QR AR R S T S R A 3R,
REFTEATH] top Ay A1 R GE MM ]

QARARS 24 BT R G A BERE,  FTDATE shell B A 407 F i d

TSR, ps ax A2 R PID R R4,
REIRAS, HERTRG CPU BTN, TG SO A S, i

WERAE SRR BT, A a2

T ps ax A RMLRI(E B AN, ps aux ¥R EoR BEREIIA FH 104, RS T
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A KA Hap IR RY 525 32, A A ps(1) man Ffit.
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6.1.1.3. (ARG hiET R
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« abrt-watch-log root 0 3051 6.8 MiB 832.0KiB OMiB OKiB/s OKiB/s i
& accounts-daemon root 0 3024 5.1MiB 2.3 MiB 448.0 KiB OKiB/s OKiB/s {1l

Ciacpi-thermal_pm root 0 108 OMiB OMiB O0MiB OKiB/s OKiB/s k4
& agetty root 0 3598 704.0KiB 920KiB OoMiB OKiB/s OKiB/s ¥l
watd root 0 3597 18 MiB 11MiB 3.1MiB OKiB/s OKiB/s 1
 at-spi2-registryd root 0 13397 5.4 MiB OMiB OMiB OKiB/s OKiB/s il
@ at-spi2-registryd root 0 3079 5.4 MiB OMiB OMiB OKiB/s OKiB/s il
& at-spi-bus-launcher root 0 1339 3.4MiB OMiB OMiB OKiB/s OKiB/s i
& at-spi-bus-launcher root 0 30789 3.4MiB OoMiB OMiB OKiB/s OKiB/s i
B bash root 0 11165 2.2 MiB OMiB 256.0 KiB OKiB/s OKiB/s i
B bash root 0 11233 2.3MiB OMiB 192.0KiB 0KiB/s OKiB/s il

Bl 6-1 System Monitor — Processes

XA R UERE, R TR BRI 27, %m,ﬁﬁNmEﬁ
ﬁﬁmWﬁﬁammﬁﬁ% PERRAY PID, HERE S 155 A8 1 AR 2 30 Y

2T . A A HERR A R AT AR HERE SR iR R AT T SO R e HES
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ARG THS R YR P efs %, Ed B aE R R8T
RTRIEIR, AT DA R =1
> BRI
> R T A R
> R M ETE S P R
> A PR
> JiAh, AW WS ER]:
> RS R
> R G R AL R
6.1.2. ERENHFHEREN
6.1.2.1. f#iff] free fy2>
#i F free MM AR RESIWAE LM AT, 7E shell N AT 6y

L

" Free f AT DU A RISE B A T (5 B, ST LR TR, M
HINEESD, SRINEEIOD, SEEEAD, buff BRIV cache i /DA 2
S BT

B free DS s, ARV T DA m S A1

6.12.2. (ARG HiET R
F 45 4 TR R BR800 ] DAAR R R S8 A IR I AR/ MR 208 AT Y
KN,
TEMAA1T/E8) RS 4% L H 0] PATE shell F#i A gnome-system-momitor, %j
Ah, WA GNOME s, st B [INARF] - [RELR] - [R
Siimdias)], LIRS A TA.
M [FHR] AR5 AR RGN S O
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CPUFi
Y e
I cPul &2 I cPuz o I crus 7. I cru4 72
MRS &
. e , o) X
4.2GIB (446%). 1t9.4GB ) 0.0%), $t 3.0 GIB
el
el 3.2KiBfs FfEdiE  122.3KiB/s
@ Lzl 99.4MB 4 fitdkit 3867 MiB

B 6-2 System Monitor — Resources

TENAEAI A2 4 0 IR T, FR G0 M4 T o PR AT A2 48 o DX 1 s A 11 3%
FIH PR N AR AL B0 DA B R/ INA S (i 2%
6.1.3. &F CPUfEH
6.1.3.1. iR TR

i ] R 40 4 T H A IEPR S 0 n] DA R M Rl R 40 CPU (i FF L.

HFaT B8 RS s T2 W] PAFE shell F#i A gnome-system-momitor, 73
gb, AR H GNOME £, st Er [MARRF] - [RELR] - [&R
giieias], LIRSS LA,

sy [9EE] PR EF RS0 CPU i E L.

1 CPU 1y, RGuliis TR E/R CPU Wby s FH - CPU 24 i fdi &
2.
6.1.4. EEHREM MRS
6.1.4.1. f#iff Isblk fip2>

Isblk Ay A AR 7S Z 40 A) DAE Bk 4% . B HE blkid iy 4R IEH 2105 5
A A%, B udev FEHUE R, IR root JHFHE AT DAMEH . Rk
Y RTGT AL shell Fy AQNH 2

BB g, Isblk BN, ERsS, Bl A
B, WA SCUHER/D, W K, e, W HEgie. flraT:
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Ve (
A K] A TR T 5E 85 K, & F 1sblk(8) man -/},
6.1.4.2. {fif] blkid %

blkid 7y Al A S AT L R EE R, B2 root BUFR, F BEIE root

P RERE A Isblk £, DA root B3HE shell i A0 F a4

5 AR &, blkid 2R e m RRYE, (I UUID, S R 5k
. B, BT
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FRIA blkid o2 BoRPrA T B ar . AR R —Biless, HHEHE
iy Je B 76 44

ﬂw,MEFw%@MWMmhM,Mmm%Fﬂ@%A?A

ﬁﬂé—fﬁﬁﬁﬁé\ﬁTLIﬁﬂﬁ IR, #AF blkid(8) man T,
6.1.4.3. {fiff] findmnt 5%
findmnt fip - {278 RG2S RTHEER SCF R S, %Esheu_ﬂi%L/\ﬂH7</ﬁ/\=

BB SRS, findmnt RS, R4S, iﬁ%ﬁﬁ
FIA )2k e T
{51l 4n:
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~1% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw, relatime, seclabel,attr2, inode64, nogquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| |-/proc/sys/fs/binfmt_misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “sproc/fs/nfsd sunrpc nfsd
rw, relatime
b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime
| /sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DURSIZE O HI SO RSE, ARSI B4 i A -
SH,

T APE R L th LR S 2, B It P, S S R,
{5 -

A KAl Ay AT e B SR, A findmnt(8) man Fif.
6.1.4.4. i df s>
df i th R GRS RIR AR, AE shell BT AT <

IR SRS, df a2 B SUERG AT, KA (LK
REDS LS OANE &+ ey TG 5 B s L O 15 N N v e TR e N Y | B G e N ]
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%%&ﬁ ViR EPNAN MK?%ﬁﬁu s T o A %iﬂ
e @T%E(MK?%ﬁﬂmeﬁMMi%ﬁG?%Em%%ﬁ%hLJ
sl LAVAZ) B05 AR U /i A s TR K.

A XA A AT e By %, AF df(1) man T},
6.1.4.5. ffiffl du ;pd>

du Ay W] AR R SRR/, du ar @A IS E0AT AR S84 1 B s S

R/, il

BROATEOLY,  du iy AT 747 0 FRLAL S /s B ) (1 O W%MM%&
jﬁﬁ MBﬁGB BN, ATLABSINS%Ch, it

LEINFEA R du fy 22 5o 24 5 B SO /NG, R R H
SRR 28 /INET AR AT 28, B
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RG-S EMER S V1.0 2GR T}

A KA H a1 TR A 523522, A& du(1) man T,
6.1.4.6. i ALt TA

TE ARG 4% TR SO R Gebn 28 00 mT ARARIZR 1) 5 A B SO R GG
2[RI R O

AT TR 8 R 40 45 T H 75 247E shell T4 A gnome-system-monitor, 7j Jf,
WERMEH GNOME i, sidmt bn [MAEF] - [RELE] — [RE
BHA), HHRGAAS TA,

M [UHRSE] TR RS %R, WA

it
it

) Idevimapps fs 27768 21768 6.0GB (I 21%

(3, Idevisda2 fboot s 11GB 917.2MB 146.1 M2 (N 13%
=1\ /dev/sdal /boot/efi vfat 2095MB  2014MB  81MB @ %
=\ /devisr0  Irun/medialroo is0966! 35GB ot 356E
=4\ /dev/sdbl Mfat vfat 4.2MB 42 MB 0 0%

Kl 6-3 System Monitor — File Systems

MRS RS, RaiE TR BRI, BistEd, e
RGIBUAAN, W52 MRl T R/ NRER A IR,
6.1.5. HEFEMER
6.1.5.1. fififf] Ispci fip2>

Ispei fiy 2 Al A R PCLR & FIYIRAE R, B/n A 1) PCL AT AL shell B
BT Ay

A KA A AT IR e AR, A Ispei(8) man T},
6.1.5.2. f#if Isusb fiy%

Isusb fir AT AR usb WA EE. B/RFTA R usb %45 5 1E shell B A
W A
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A KA T 585, A Isusb(8) man Fj}.

6.1.5.3. ffiff] Iscpu fiid>

fi

Iscpu & LR 24 Fi R cpu (8, FEEEHE cpu B, B4, FHF
1%\7 E CH i@j}\ﬁﬁé\:

A KA T 5885, A Iscpu(l) man Fff,

6.1.6. ATRE{F4EIR

Hb IR 5 SR 55 AR B E AR GERRAE T I T A RE A FE AR A LA L X AL

2279 DIMMs W AR N7 DR A DA A M A SE DLl 5 A e, I HLAE AR )

=
i0]

SR . H P A A fgsFR RS rasdaemon 23 HE A1 AL FRIX B8 Hy N AZ AL i IR B
A A EEPETT AT 4E P R A RS, TRIESREA]. IXANTIRELARITH edac-util

s Pk, PUAE i SPP B rasdaemon $243E,

274 rasdaemon 5% root FLJR .

fAFE rasdaemon(8) man T} HL A ik,
ras-mc-ctl T HAR (LT —Fpn] DABE A EDAC BRRG 3, A0 R a4 a] LA
EH R HIIEI.

N AFE ras-me-ctl (8) man ?ﬂfriﬁﬁﬁ ﬁﬁfﬁ

6.1.7. f#if] Net-SNMP W16k

AR LR e R 55 25 B R SR P46 Net-SNMP B, Hop s —4
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RIGHTRTY R R FL M 4 TP (SNMP) AU, 12U R L IRy 55 AR
AT KRR R G iR A feddn n— 25 TH, X L8 T HAR S SNMP
L

AR 7R T HCE Net-SNMP AURLHE 1 (0 245 22 s f (I e X, A S
NMP PSS B RFI Y e SNMP LB DAL ) U PEREFE R,
6.1.7.1. %345 Net-SNMP

Net-SNMP HPFE{F T 15 s OB i S Iz 55 e R A R GE kA V7.0 BATHR

H—2 RPM B4, FME 6-2 nl il Net-SNMP PR utikid 1 H A AIrEq 16

A

F#& 6-2 B Net-SNMP /{44

el ROLR
net-snmp SNMP CHRSF A FERRAI SO, tB P BE RO 75 X AN,
net-snmp-libs | netsnmp PERURZFHEEME BE (MIBs), fi I REEUR 2
XA,

net-snmp-utils | SNMP & i 5 4 snmpget #l snmpwalk, 75 Zz 844 DA
i) SNMP 2481 M ek ds.

net-snmp-perl | mib2¢ F£/FF1 NetSNMP Perl 45 , 160 2 i o] 318 18 $2 AL

net-snmp-python | Python 1) SNMP % P22, AU vl e d iy .

LATAT— AN A yum a4

T, e A A A ) SNMP {RIESF SRR SNMP %

6.1.7.2. 24T Net-SNMP ~F4PE7:
net-snmp HAFALH AL SNMP LS4 HERE snmpd. A5 A X W) 5
3, AFIEFIE RS20 snmpd RS HIMEE . A RAE IR = JIR 55 A B E R 40
V7.0 REREPRIRS BEEGE B S 3.1 (] systemd PR GER S .
AR5
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1547 snmpd Al 45 PA root B FE shell 88 A U1 Ay 2

B UL 5020 B R T T 2

5 1R %S
{5 1F snmpd IR %5 DA root S 37E shell 8 AT 4

RO AR AR SRS ST niety, fURATE

gk
)5 snmpd JIlR55 PA root EH7E shell 88 AU Ay 2

LIRS P RS . B AT, I L, 2

e
A

FTLA N i

X211 snmp 552 FT N E

6.1.7.3. JiL & Net-SNMP

BE L Net-SNMP ACBESF 4P 3ERE AU BLEL, dmfH/etc/snmp/snmpd.conf BL & SO,
HHbR LIS = IR 55w B E R G A V7.0 A5 1R snmpd.conf SCARRE R BT
e, AT DME RN — MR 7 B AR L SO A A

AT FEAN PR LTSS RE RS B EIAIE. A KA A ECE

FMHEAIE R, 125 snmpd.conf(5) T L. #eAh, 7E net-snmp F{F40 A

— %4 snmpd.conf 5L AT, WA R PARE B 7 A AR R 2

T 2V E R A2 net-snmp-util ZAFALINBYE 22258 74 BB i AR5 I iR 1Y) snmpwal
k ST

‘IRE:/% élei,flil gany
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Net-SNMP il i RGRHR it 17— Se AR R GEEE. B, TRy snmpwal
k {2 s B EOA LI B AR G

AN OUT, sysName X E N FH144 . sysLocation Fil sysContact Xﬂ‘ﬁﬁ
A ATE/ete/snmp/snmpd.conf SCAE 3 P42 syslocation Fl1 syscontact FY{EL 4L .
{3 4m:

[ a.';.; eX f
ERRCE S, ERTMARCE, A FYGETT snmpwalk iy I —F
BB e AR

Fi E A R

Net-SNMP AHRSFAPARE T SCRF A =S ICASH) SNMP P, BT CAS (1
M 2¢) A HFAFER AL R B IRk, AR A AT A2 i
SRR Z IR . R TFAFERTEM % BB SCE R, XA Z AR,
SNMP tSCE 3 WS HEE H 2 APt A IEFI(E BN . Net-SNMP {HA
CFF SSH i, A X.509 uE+31Y TLS IAEFT Kerberos AJIE.

EiE SNMP Jiii 4 2¢

B E SNMP fiiAs 2¢ f4EIX,  fE/ete/snmp/snmpd.conf Bt B 044 T {# Ff RO
X B RW #1X$54. F8mts=ganh:

NMP SR @bk, BIan, R agss x5 e U R EM TN,
Bl AT LB R XA R kylin”,

" RE SNMP A 3
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Pl E SNMP As 3, {#i [ net-snmp-create-v3-user fii2, M2 UsnsH
%l /var/lib/net-snmp/snmpd.conf Fil/etc/snmp/snmpd.conf SC{4:, Lﬂﬁ/\ SCHAAT A
B IR . FER, net-snmp-create-v3-user iy HAUHBCA BTN 4 6E
1:?? TEEI’J /TWJﬁIJi%T“admm”ﬂ% F‘ A “kylinsnmp”:

net-snmp-create-v3-user iy rwuser $52 (524 #2490 7 1'T1_Iﬁﬁ
H rouser) %|/etc/snmp/snmpd.conf HFIHS I rwcommunity F1 rocommunity F#S 2
FH A

Hr, user 2744, OID J& SNMP A2 7H , BUAE LT, Net-SNMP
RISV T A IEK  (auth $E57) . noauth I 0] PASLVF AR LA 1
SR, priv BEIHSE I F 0% ,authpriv BEIH 2 14 17 K W0 2538 o B ACRN [1] 52 4 T

flan, THE—ATFERABETHF “admin” 5 7R

N TR, e E Ol snmp H3%, FE%H 3 RO s
nmp conf j({ﬁl: (~ /.snmp/snmp.conf) , f# A2

6.1.7.4. ﬁ%'féﬁ)%‘ é

AR LI 12 S I 55 A R R ST Net-SNMP fUHEAE SNMP P8 _E 2 fit
TEMEREE. Ak, DR ABEA I RS 4R RPM W53, #5024
A IaA TR S R M AR SR A5 L

ATt 17X T OIDs 7E SNMP _ERPEREAE . B BE R SEE 2% net-snmp
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-utils P, H B TU50 SNMP A, 4 6.1.7.3 B EAR AR,

i AP

£ 3% Net-SNMP 1) Host Resources MIB $4t ™ =AU P Fe /3 i A4 FT 4K
HECE . M 6-3 n]HAY OIDs &.4%5 77 MIB 1] ASREARIF]Y) OID

¥ 6-3 B FIRJ OIDs

OID

ik

HOST-RESOURCES-MIB::hrSystem

WE—RARGEEL, WhzfritE, He
MR, Azt TR RO

HOST-RESOURCES-MIB::hrStorage

LS NAFRISCIE R G G DL

HOST-RESOURCES-MIB::hrDevices

(R ER PSS LS S I GRS
FHIFIZE.

HOST-RESOURCES-MIB::hrSWRun

WE A I EIZ A TR A 81 32

HOST-RESOURCES-MIB:: hrSWRunPe
rf

GHRERPH N CPU St
B, K BT HOST-RESOURCE
S-MIB::hrSWRun.

HOST-RESOURCES-MIB::hrSWilnstalle
d

% RPM H RIS

1F Host Resources MIB | iA4 —u] FFHZE AW {5 E R SNMP 3%,
N T3 H T HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 18 "W HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 9-1-1,0:0:0.0

5 "/dev/shm" HOST-RESOURCES-TYPES: :hrFSOther
readWrite false a5 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" """ HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

#%F HOST -RESOURCES-MIB fJHE £ 15 &, W AT F/usr/share/snmp/mi b

s/HOST-RESOURCES-MIB.txt 3 {4:.
CPU FINE B

UCD-SNMP-MIB [ K L8 & G e 8dE 72 7] 1Y), systemStats OID £t T

— LU AR PR T R
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FEaE, B sstuRéWUser, ssCpuRawSystem, sstuRa\.zv.Wait il sstuRaw.I.dl
e OIDs $EHEMTHEARTE & R G0 B ZAL TR T R 5 i A 3l b TR) 70 PN A% 25 ]
M Pasaek /O BHER A H . ssRawSwapln Fil ssRawSwapOut A Hffi & 25 NAF 2
HFER I AEE A .

UCD-SNMP-MIB:: memory OID R Z v H ) N5 B AN free Ay 22D

UCD-SNMP-MIB E@ﬁlﬁ%@f%ﬂﬁﬂ 1. SNMP [ UCD-SNMP-MIB:: la"l.“.a.lb
le &5 H 1 43%h, 5 080 A1 15 2340 k1 fr(E.

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [¢] 0.000000 noError

SR GRS B

Host Resources MIB 23 R R R/ NI G B B SCHERS (A
N WNAFHE) #F HO ST-RESOURCES-MIB: : hrStorageTable & H A —1~ A -

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures

1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory

1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory

1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers

1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory

1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space

1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /

4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm

4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot

1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize il HOST-RESOURCESMIB:: h
rStorageUsed 11 ODI # I R T B HOUE R G R R A &
/O HHE1E UCD-SNMP-MIB::systemStats £ UCD-DISKIO-MIB::diskIOT abl
e RHEE AT Y. EERAL T HFEMEGE, /FE D OID A diskIONReadX
Al diskIO NWrittenX HARMIHEES, M THERGE SR B0 5 A Bk %
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~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead NWritten Reads Writes LAl LAS LA15 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 s 7 ? 216886272

139109376
26 sdal 2455552 5120 613 2 - T ? 2455552
5120
27 sda2 1486848 2] 332 el ? A ? 1486848
]
28 sda3 212321280 139104256 15312 4871 i ? ? 212321280
139104256
BEIESS

Interfaces MIB H2 M 2515 555 .. IF-MIB::ifTable $2{it T—/> SNMP %,
ARG AR O N T E A A IR TS E XN R A H . N E B
F R ifTabel B9F2%, BERa T RS LRI PRM 2842 11

W 28 i AR IF-MIB: : ifOutOctets A1 IF-MIB: : ifInOctets $&fit. A
SNMP ARG R RS LA DR M 25 & .

&) Net-SNMP

Net-SNMP CHEA] DAY R B S AL pR )54 RGN B, X iR a il
RIFE B 0] @ s HERR . Ban, FEDR T R ER R G RE 15 2080 5 e at
AR RA TN, (A R 2B I RS AR EE 8000 4~7H
S 15 48 B892 2 /0. U ARy 02k BE & vl AR [l 1
RGR)E R, X AVFEARIR G m B O X RGBT AL (B,
HEM 10,000 4515 B 238N 72 2 100,000) .

B3 T bR RS = R 55 A B E R GR A V7.0 B— 26 I FE P i i SNMP 4
J& Net-SNMP AU DASRAIL R B8 &, A LA AR R AUHE il R . Ay
43 shell BIAFITT %R Perl FHR Y AT, RZAERSH net-snmp-utils F
net-snmp-perl tLL %4, [F B H PR R] SNMP A3,

{#i F shell fIA$" f# Net-SNMP

{E Net-SNMP A FEHEAE T —49"# MIB (NET-SNMP-EXTEND-MIB), #J
PAHHSRAR AT Y shell JIAS, ZLHRE W) shell JIASEIZTT, AT DATE/ete/snmp/snm
pd.conf L] extend 5%, —HE X, RERHEHLEHSF] 72 SNMP | iy
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AT . TGS TR R, A e A R R httpd HERE
ik e

HE:

Net-SNMP {RF5 it T — AN P L5 proc fr Rt bR . FEA9(5
B[ PATEE snmpd.conf (5)FMH it

T shell BIAS {38t 2724 1 ) A R 46 BT hitpd FEFEL,

Sy 7 B A SNMP F T, SIS 5 RGBSR,
WE A PATAL, HUIN extend $54%)]/ ete/snmp/snmp.cof X, kAl extend $54

name xéé.ﬁﬁ:l extend FYFAFHY, prog )R BLafTHIRET, args ZIEARFIIZS
¥, it G TG shell B4 H%) /usr/local/bin/check_apache.sh, R Hif{I#
AL U IBIAE] SNMP #if,

JASE] DAYE NET -SNMP -EXT END -MIB: : nsExtend Objects H£7if] 5],

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
/usr/local/bin/check_apache.sh

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendCacheTime."httpd_pids" = INTEGER: 5
NET-SNMP-EXTEND-MIB: :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
NET-SNMP-EXTEND-MIB: :nsExtendRunType."httpd pids" = INTEGER: run-on-
read(1)

NET-SNMP-EXTEND-MIB: :nsExtendStorage. "httpd _pids" = INTEGER:
permanent (4)

NET-SNMP-EXTEND-MIB: :nsExtendStatus. "httpd_pids" = INTEGER: active(1)

NET-SNMP-EXTEND-MIB: :nsExtendOutputliline.""httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutputFull."httpd pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutNumLines."httpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd_pids".1 = STRING:

R, BHEBCE N ORBIHRIESS 8), HEATAT N AT
RA, N T BB Z EER, extend FERME T RFEMSE. Bltn, Ry
FEVAS BT AR 8 VL C A R A R RO E RS, I HARRs i Hh— A SOR A R ok
FORUERERL:
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TNHEAI BT 2R snmpwalk 74X} nsExtend Objects OID FJ 4 Hi -

~1% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects

NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
susr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs. "snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult. "snmpd_pids" = INTEGER: 1

NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd pids" .1 = STRING: There are 8
httpd processes.
NET-SNMP-EXTEND-MIB: :nsExtendOutlLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes.

i

FHOR PR HITE 0-255 BT . % T8I 256 BME, BERTCAGE ISy
PfERT (BT BT R A R I,
6.2. OpenLMI

R linux PR, W E RPN OpenlMI, B2 P linux R SEH)IE
MEAR S, EMETIA TRAERMZ b, 78 TRBECR ARG EHRNIRER
SR EZIEMAE IS 2155 . OpenLMI Fl— Z& 41 0] A= byl o 72 5 il 10 il 55
e &tr, R EFIE. e APLs FIn] | TR IAE 2, BYERS. &R
Bi R 55 AR HE A
6.2.1. x7F OpenLMI

OpenLMI ETEXTEW AL RN FIz 17 b B o IR 55 #e 5/ E R gk
1 V7.0 RGERY IRk S AR — @ AR, Bk DA = g

D) RGUE AR ——X S UBIAR 2 T RS, LI — RIS T
SRR RS AL . 7E OpenLMI 523 5] AL A 468 7 g R 0 ) 2 T
BRI TAESA R G PRI TR . AR50 5 BRI PR by il {5 B
RUARHERTECE CIM 43
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2) —AFRUEXS SR A p——X R R A PRI A PR R . Ao
PRI R RFR R CIM W4 455, CIMOM,

3) 5% 7 it IR AR A AR ———2 i 7 P 8 P R A e s v e 2 v () g
Tal ARG AT,

OpenLMI 3i H 3 1 $2 AN 2 32 10 S BUAT A5 PR i, X 4B )2 Ol
DA A B RGeS . A OpenLMI —#2 ZATIHIHE 4G C, C ++,
Python, Java Fl— A A A 472 Fim, ABATHRHR A R0 58 4 17 A 4 R
LA TIRE . XA DA ORI IR 2 REfS 1 0] S8 AR RIS T R, Toie f e it TR
sz,
6.2.1.1. FEH

NHDRTEERR RS E AR OpenLMI 1) 32 ZEAL -

> OpenLMI & fH—MbRuEd: CRECE, BRI A AR R4,

> EAVERE, SRR EEYIEIARE LS T RS

> MERLFERITH—FS] CIM 4R AR, &M I i &
FIHEFTIZ 221 W 28 TAE.

> B PALEAEM C, CH++, Python Fl Java B2 /7 ARG EBRIIfE, B35 L
MiShell, X$AE 7 — 1T .

> BN ET AT AR HER S SRR A
6.2.1.2. EFHHE

OpenLMI [ FZINREIEFFME AT, M4t RGMRGSHIEHE, Mk,
RECERNAR LS, FRVRE IR AL B B H 5%, BE PR = IRk 55 s B E 2

GUEE V7.0 g85E KeATH) CIM SRR SE-IZR, WS %R 6-4 nTH] CIM $i
.

K 64 A CIM 4245y

4 i)
openlmi-account TR ik ) CIM 4L R
openlmi-logicalfile T BB FT B sk CIM $2 47
openlmi-networking T M AR CIM $24E Ry
openlmi-powermanagement TR CIM $24E R
openlmi-service MTEBRGMST 1) CIM $24ER]
openlmi-storage MTFEARE R CIM $E LR
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SC PR % # AR AT

[ BB R4 V.0 R T CHMASTANASS sorruaRs cou
openlmi-fan T cpu KUY CIM $2BERY
openlmi-hardware AT B CIM 4ty
openlmi-realmd Tl & realmd At CIM #2317
openlmi-software [a] M TS HE) CIM $2 LR

[a] £ P ARBEIE = IR 55 A A E R G F b, OpenLMI HfF (R R VA —
APORTE . BCRRHERT R ETIRERY, (HA—MEREMAL, S50 T ORE
I, ATREVHAERY AR AL 22, S pa A~ e, Rk MR AT RE A AL

6.2.2. &% OpenLMI
OpenLMI 5—41 RPM 86 %17, Hrptfh CIMOM, 5. CIM 243,
PASC P . AR . X A ART DA A A B Rl 26 i 2R 48, RS TR E 4
.
6.2.2.1. TEE %% OpenLMI
B Pl SOl i GE ] OpenLMI % i T HSCRti %, B EERY.
FAEE Bl b 2% OpenLMI, 3558 i LA F 22 2K:
1) L4 tog-pegasus 11, FREDA root BTE shell By AU ys

| I 2223 OpenPegasus CIMOM FI'E A KIS, I 4 pegasus ﬁﬂ%
FREM Pk,
) & root %%\iﬁldﬂr %, ZR i CIM TmT

AR CIM SRR, 0T AR, W%, TG, MR, B
B T 46 SR MR B V7.0 485 A CIM SRR e
SR 64 T CIM RUtT 45

3) “ki/etc/Pegasus/access.conf H & L% 2 OpenPegasus CIMOM ff 11
), BRIANER T, HAF peg asus A P DAARHIATIZAR 7] CIMOM, %
TG I Pk P RA oot BrizdT P4, IFRE

4) TS tog-pegasus.service iR 45K J5 38l OpenPegasus CIMOM, DA root %{5}
BT 2
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fit & tog-pegasus.service i} 55 L H 5 5h:

5)@%%ﬁML&%£@%%ﬁ TAREH., TEMGI 5989 {fifE TCP 4%#% (wbem-htt
ps), LA ROOT B3 izfiin F s

PAE, BT LAE L OpenLMI % i T R IER R BEARSE, W06.2.4 [ H]
LMI Shell #iiA1). ARG R EEAEE RS FHAT OpenLMI #24E, i 6.2.
2.2 AEZ i OpenLMI HHfiliR i 5 JRHEAE
6.2.2.2. TER i Ee3E OpenLMI

%P RGeS EEH ARG O RS . fEEFERLT, g):'lﬁﬁxzééu
ARG LA S AR L, B R AT ARG _E 248 i
HAEMAG HEHE.

TER o A G0 2% OpenLMI 4 i 4K A2 %
1) DA root B{4y&-%E openlmi-tools 1i:

iAﬁAﬁéTLmﬁm,bm~AxEtEFmﬁ%%%m%wmep
enPegasus $&{IL1) CIM X5, KA #.
2) >N OpenPegasus Jit & SSL IE 45401 6.2.3 y OpenPegasus il & SSL iiF-FfiA Ry,
6.2.3. > OpenPegasus it & SSL ik

OpenLMI fifi 3T Web {45 H (WBEM ) Y, HIhEEES HTTP (%
B2 . AR PATARMERY HTTP B AL, X BRE L 24 FUE iSRG
RK—IFKIk,

fii & OpenPegasus CIMOM {ifi ] HTTPS #4715 AT PR A2 0 B
EHAG LS — I EE R R LT TR (SSL) ez %4 (TLS)
k.

FERGE A PR IR E B SSL/TLS GIE5.

> AU TR L DI B, H 2 SEOME DA% A i R B & LA

% 197 W/ £ 2677



h_® — N g
G IRE2SHME RS V1.0 28T B F SC Q:IINA*‘;TAENleAlig scﬁ'rwﬁie C%.,LT_D“

> WU ZE R UEAS S ) 28 2% P, (H ] RERR 22 BRI W IR W

g AU 2 A IR, LR i R 50 G B S R AR UE B A L
PR AT AR SR 2B 1 I S AL R G2 CIMOM GR35, ik BT AZE— M5
TR —5r, BT A T2 B PR GERYIE /] BE X — D m— R £ B
I'] (U0 Verisign, CAcert, RSA NFHAh) 254,

ORI TS AL A L EAERAS 6-5 R AIE AL B A7t o 2

% 6-5 ILBAEEHNFEAE

Pig B e T (A i
sslCertificateFilePath | /etc/pki/Pegasus/server.p | CIMOM M)/~ k45
em
sslKeyFilePath /etc/pki/Pegasus/file.pem | CIMOM HJFAA KEY
ssITrustStore Jetc/pki/Pegasus/client.pe | XA B H S T 5 ATk
m KA )51 R

HEPH:
MR GB BT ER 6-5 IEBAME AL B B0 SCF, BEHEE tog
-pegasus IR PARRAR T IR AIHAE TS, DA root B4 AN iy 2

6.2.3.1. HEHHAZZIED
H 22 UEF A H CRALAS 24 A B IR R (5 AT 4. e — D3
A, R tog-pegasus iR 55 a8 Z B P A HRAEIET, —EBaZAmiE
PR A4, ZUER Z RS EVLA MR AR
HEYLH:
H a4 B B 2 UE BRI OU T 10 4EG%L, (BMAT13A B 38 H UIRE.
AR s #3522 ) OpenSSL B Mozilla NSS AH 3B 75 SOk Hr 2 i 4 45 ve ok
TR IR,
R P RS ERCE G B2 0E 4% T A TR
1) MEHE RS0 Ul Jete/pki/Pegasus/server.Pem il 45 3| % P LAY /ete/pki/ca-tru
st/source/anchors/ I, DA root H FF¥E shell AT U1 Ry 2

% 198 W/ #2677




Sc P R % AR 4 5

CHINA STANDARD SOFTWARE CO. LTD.

i%?f%? ﬁﬁ/v\/':lﬁ sshd IR 5 BB ARG LasiT A AR, BEH ARG
BN ST root H ST SSH PSS S, 38 A 6T BU I SO AT HT ST A BB A
R SRR, TR PR RS T ete/pki/Pegasus/server. Pem IR EGE, L
root Bz R A4

TERE S P R B /ete/pki/ca-trust/source/anchors/localhost-pegasus.pem jdﬁ{:
fFﬁJ/\ﬁHT iiSe

6.2.3.2. EHHUE K AIUE -5 B 4 PRAHER?)
HbR BB = IR 55 2 4R R G B0 A BRI REER AL T {14k RY SSL k3
HIMA RSB R G g o, BB RS EHR AL T — M AR A
B,
VENHE B A G0 3] B ) 8 HH S D B 0 i R GE A T SE Y.
TEE BT AN 2B
1) %% ipa-client 11,
2) T% J” %1’5}%‘@%% FMEEFEME RS, DA root B PRATANT Ay IJ

4 E%ﬁz\éfiﬁé{fﬂﬁ Pegasus fIR55, VARFRUSN P HRAT A0 i

H “'gﬁgé L) A4 L hostname.
XA AT AL T ipa-admintools £ H1 i B4y B BRI AT R 48 Lz
1. BEIE— T HTARZEA R SSL Ak B ik 5 A,
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5) FAn7RHLR) PEM U5 /ete/Pegasus/ H 3k (1) .
6) DA root I 1 IAAT AT i KR B 44 IR

TEB AN SO PAE RATAEE 241 &, 18 ipa-client-install FIANZ2%% ce
rtmonger <P HP R PRAIE T2 B

TN R G RE AT AR F QT AP PR:
1) %% ipa-client i,
2) I B HEHELRBUGERNAAERSE, LA root BRHATINT fir -

WEREE P R ARAE S E RN, 558 A T 2P PR T B E AT A0
1) PA root F FFAAEATT—AN A B[R] —A™ B 4545 PRI Y R G2 45 D Jete/ipa/ca.crt SC
4 BNE AT A7 185 i) /ete/pki/ca-trust/source/anchors/ H 5% F -
2) PAroot H TN a2 T B 5 AT A fiff i

6.2.3.3. FEE PN L UES
A P Al AL 1 5 BT A 25 R (AR5 B i P B 00 4 B o) 5 5 2 1 T sl i
i
A WEDAR ORI )% P iR 5 AR 2 B B P AR SR
> WERUEBAREA TS, WA DA TAEATRRIR A A0 B R 58 I
> WFEBMUE AR R A EEN, IEBUAER i EHRGE FA.
P2 DR P BE AT AR 75 2L DA root AT R fir 2

FEEFLRGESE AN 23R
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1) QIE—ANHii SSL ELE X /etc/Pegasus/ssl.enf TR0 B, SCPERIHIZ
SR

[ req ]

distinguished_name = reg_distinguished_name
prompt = no

[ req_distinguished name ]

c = us

ST = Massachusetts

L = Westford

0 = Fedora

ou = Fedora OpenlLMI

CN = hostname

5 A PR R G k44 4L hostname,
2) DA root S HATUN R e STEE P R G A AL %41

4) B 3Cf/etc/Pegasus/server.csr &% BIUE-F M LM FEATE 4 . BRACH) SCH
A SRR T E IR

5) 24 MUEFI A AL W B 25 44 TE 43, /F SCIFA74i% A /ete/Pegasus/server.pem,

6) & U1 a]{EHIAIUE T 3 Pegasus 51T HY GG, #iff Pegasus REREAHME H O
HEBFFELA root BB TUNF iy 4

SERITA ARG, BME LR A% F R REE I 5 2 5 i 55 4%
i) CIMOM @ ..

HEYLH:

AT B By R0 RUE T, TR, ARk b
R, R T, BE 2 iSRS
6.2.4. {#F LMI Shell

LMIShell j& A8 H. 23 F g [m] I H AR A B AR T 117 150 HH 17 OpenPe
gasus CIMOM $24t1) CIM %5, BE23T Python fERERS, [FIHE LI T I
I R ECFN S H RN CIM X A2 H,
6.2.4.1. Jazh, f#ifH, iEH LMIShell

LT Python ffpRegs, £ AH ] LMIShell TGI8 2 E H— 3 HRK P
s E N AR B AR ok 52 il LMIShell JiiAs .

PARE BAE R 5 3l LMIShell
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PARZ H AR S 8l LMIShell, 217 Imishell fiy4>, JoFs HABS%L.

BB R, 4 LMIShell it 27 5 CIMOM [{7ER:, & Wil fiif 154 %
WU EAT A IR S5 el 45, 2222 ISR, 2 F--noverify B-n 35,

£/ Tab 58 A%

FEAR G 24T, LMIShell flfEds FLiF {534 Tab #58 BUEA R Ji e 4
TR CIM X5, ffkayf =S, 2K, JTEMR)EE.

B 7 s

BANTEOLS, LMIShell 7652 H 2R 70l Iy i AR iy 2~/ Imishell_hi
story SO, X AT DALEGI A2 HAR U iy Iy il sk, A BT FAT
XA ST TCFF A . a4 Jr sadsg, #& [E&fK] #E [Cul
+p] AlEHE. ZEE G RIEsE, % [FEEk] #8 [Culin] 4EH.

LMIShell if S HE R R, WERFHAEFRIY a2 0 LT, % [Ctrltr]
H—LI TR A G S RER . .

TS a0 SRl ] clear_history()RR %K.

(5T Lo~/ Imishellre 34 A history leng (&L S0 55 o fir &3
BT I, T D I B AN S Y history file JTE (B R H 3
PRROREE. B, BEEHT S0 P (K~ /Imishell_history ) BB A AATACHY 1
000,

FRONF LT, LMIShell ffss (0 Rz MEAC BT A 10 S8 . B85 A AT
PAMEERAAS ¥ i S5, {8 use_exceptions () PE%K:

BERE B SN HR T, AR Tk
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MR5 R PEER S V1.0 R EH 7Tt

ELBIGZF
TEBRABLE T, LMIShell HEHX G208 F— NG 0 R 4747 CIM 2844 Al CI
M AN 25T (. B BRBLIRI 2R AE, (i clear_cache () J5¥k, UWIF:

MR G4 F AR object_name,
%jﬂf%“ﬁlﬁ’] R R IGRTZAE, TE ] use cache ( 75% R

A I I 2217

1B M~/ Imishellre Tt B SCIH use_cache (B3] DAXT 1 %XT%M\*"‘PHH*
Bﬁﬁﬁo

] mLMISheu.m'
B E LMIShell fERRe IR 015 shell $2R4F T, ##% [Crtl + d) ZHA 5D
R quit () MEELUINE:

N—p—

;@_/ﬁ LMIShe 11 {7

147 LMIShe 11 jiAS, $ATA0F a4

AR % FACES file name, $AT/SHAAY LMIShell A, W] 45 E--interact I -
i A AT

LMIShell BB 28 SO 44 72 Imi.,
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6.2.4.2. E# CIMOM

LMIShell SEFEEEAELEIR) CIMOM, E 2R R— 1 RE EAHBITEAAE
T W 2 0] AT R AR TR

EEIE CIMOM

i A CIMOM $4itf) CIM X§ 4, ilad fif /i] connect () &%, WIHAR
FﬁJL#A ERXTR:

MHEH ARG EHL24 A host_name, HFEIZFRSE LA PATESR: OpenPegasus
CIMOM W H F 44 40 user_name, H RIS password. QIR HE T %51,
LMIShell 27~ I P A0 . iZ BREGR [l—-)~ LMIConnection X4,
6.2.4.3. ffi [ 423

LMIShell iy 24 23[R AL T —Fp U] 209 AR, IR HAb R 4 =5
[ FIZRAER — A B R, R4 2 [ TR RIS — DAL

% 4 7] F i 4% 25 1]

BH A ] i fi44 4518, 5 print_namespaces () J5¥A, Q07 Fros:

X5 485X object_name, 3XANJ7 A2 [l br e H T D i W] A ey 4% 25 1)
X*EWE% S[A) 513, 1)3@5(]‘%5’]/&% IETJJET

XAy R [ FAFER B 36
6.2.5. f#f OpenLMI jfi74<
LMIShell f@ e @77 Python fidk b, ATDAHIRIT & H E LEHLTH., O
enLMI AT H $2fit 7K & 1Y Python 5 OpenLMI f& 42 1. Aok, EF1
—[A &AM, Imi2— DAy R TH, FTLARHR SR TR ER .
TER G bA2e% OpenlMI AR, 7E shell N AT fir -

L 2 TE~/ local/ H 5% 1 Z¢%% Python Bl Imi T H. KT ¥ Imi THR
I)'Jﬁ'é, LM OpenLMI i, AR a4

SEHE ] I 51 2315 2% Python ‘B 7 Wi, 322 5T OpenLMI AR {5
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% OpenLMI ‘B 5 JIA SCRY
6.3. AFMEMHEXMH

HE et & R E ERSC, WM, ks 3= BsfTry T .
AP HE S AFEPEL, B, G—FMBARSG HEE, —MHEEH
TLZaFE RN HEX, G NTEGES HE X,

i B e R G AR e, Qs B A AR IR BN 7 BT R R A ) 5
gy, HEXH2AEEA AR, AESTEME ] AR B &0, i
HAESCE, PARTE H &S & B4,

— 2 H S48 rsyslogd BYSFIRHEREYE . 1% rsyslogd SFAPEERE 2
B sysklogd —Fhigs AUIERE, H4RAL T AV IESS, BRI, £
BB e, A AR, Gl TCP 5 UDP PG T8 5. 75 2 R /2 1sys
logd 5 sysklogd J&FEA ).

H & XA T LA journald SE4P R AT B, % SFIritAE 2 systemd AYZH
4. journald SFAP IR RS HEWHE, WZHEHE, #WiG RAM @A
WEZhHE A S 2 ER  IE R, DA IS5 IARME R Bk Y, FEXSEIH B
HATERG], RS H P, A BB, BE—MEEae ARG ik s
4, R TR, AR ERAE, T H B WA R EEUH P ID ryooEk
5. i journald A U H A& SUAFERONE L T AR —EAAER, HESXFER
PRAFAE N A7 B /run/log/journal/ H 5% R FRIEZEnh X, 0k s E B T /TN
12, MERFIR BN, SRRICRGEMER. B2, EAPUE - i
Z[1 6.6.5 (HREFFELAAME . A XATITFEAELE, WHSH 6.6 i HE.

BINTEOL T, XPAMCR LRI RS, journald S74r3HRE 2 L)
BT H, WA T HZRH T @85 H S BRI pHimEdE . &)
ournald 3R BB E: & 3| /run/systemd/journal/syslog E4:7, A PAH rsyslogd
PE— A PREE . SR, rsyslogd ERIAE Y imjournal iy AARERE M TTEESL T Fidk
FERY, v A omjournal itk M rsyslogd #| journald ZEAH 5 [a] b 4%
g, 20 6.3.7 Syslogd M5 Fl H G AC ., AR MMHIET SCA ) H 8 SOl
g0 (8 R4S, DARROR AT RERY B R 7 BORC &K T rsyslogd B3
FE. Jih, W DA G5 — B kg X E S rsyslogd Hi&. (2. 6.4Syslogd
H&45)

6.3.1. HE&ESUHHINE

VFZ H1 rsyslogd 4E471Y H 75 U ete/rsyslog.conf B E SO LTz, KZHK

K H & SCEE/ var/log/ H N . — B85 AR 7 51 40 httpd Al samba 7£/var/log/ H 5%
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T B HESE,

TR R BN /var/log H sk NG 24 H & U H A F IR B A IE - (1
40, cron-20100906) . X LERL ARG INGE T H & SCOF BRI TRl E.  H SO
BE, FAHK/INASAK. Logrotate t45 T — N E & 1E55, B0 AMRYE ete/lo
grotate.conf Fit B>k H A # 8 H & S0, 1R BCE SCIFE /ete/logrotate.d/ H R R .
6.3.2. Rsyslog FEAHE

Rsyslog Ht) 22 Bl B S04 2 /ete/rsyslog.conf, FEiXHL, &0 DAFE & 4 RitE 2,
BRI JEAF PN SRR 53 oAb, B n] PALASCARIE TR s g Re (A
#5IK) .
6.3.2.1. Ijkss

FN 2 g e — 0y, BidERG HEHEN—NT4%, AEATII—i
4, B EXE TR TE BT 4 . BAE S ete/rsyslog.conf FTC & SCHAFE SCHLI,
AT RN E S g AEhfE, H— el A2 e R AT 0 fe.

YRk E M, rsyslog MAESRHE TR SRR G HEHE. THB
WU, WA R BCE/ BTG, BT YR, AET IR N Rk K g
.

WE/ET AR S IESS

o AT AR T SR i 7 2R el R e H T B2 i B T I &/ B T
R ugds, HUE syslog HEET PG B SrRcEMIEd. 2l
HIL

> FACILITY #if5E —FEM T RGORAE M H S E. B, Wfh R85
AP AITAT SRR S 2R 48 H G B . FACILITY W AR AR 872 — (2
Br AL KZRR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5),

Ipr (6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), Fl local0 throug
h local7 (16 - 23).

> PRIORITY f57E £ 4 H EHERIIL /LS. PRIORITY HLAHI DA K5
Z— (BB FIS) HKFKRw: debug (7), info (6), notice (5), warning (4), err
(3), crit (2), alert (1), fil emerg (0).

FRTEVARE E R m IR HEHE ., Bl HESES (=) W
BRI, eI RS HEWH ERgats, Fra A e gei oz
W, AHSL, DUSE KRBT 2R —A (1), WPk Tz IR pra 24 H EHE.
i FaRdeEny K, SR A ES (%) Sk A IR E B ILEHR (X
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BT R E RS, E5 2 )E) . A4 IS miiedds
FEH RN none, BN F/IFBAX KNG,

BOE XZADRCEMLER, WES () RFeflsit. EhE—1rhe X2t
wEE, W% ) aRell. T, Eﬁii@%ﬁ?—,ﬁ\%& B 78 T AT Y FR AT,
B AT AHERR K B — 2 ST

6l WE/ETIERNEIESS

PATR 2 AJ fr/etc/rsyslog.conf H 4 i BB/ BT U0 Se ) ok B A 1 LA a7 B 151
1. ERBEIA AR N RS HEIEE, B0 Y S0 21 Fl &S

f'ﬁ%spﬁ?ﬁﬂﬁﬂﬂ[%%éﬁ S, RSN crit SRR, TR

ET RIS RS

EF R e b e R H G S AT JE M, 40 timegenerated
5l syslogtag. A DURFEEN R & BIERAME LU, X Sfi (I #A% 6-6 =T @ik
HEGRAE S Y ttiﬁ?ﬁﬁﬁ/ﬁ JE P24 A EE B IR 2 XA RN Y

ﬁ?% PERIIERS AR S () JHIR, & SGzadigds, Atk

II> PROPERTY & X 5 it g k.
> AERYEICS (1) ik AR, BT R R gy H A SCREE
WA RIZEAT.

» COMPARE_OPERATION J@ I LT LR HEAE, &5 F%4E 6-6 BT JEk:
) LR BV E R T TR M LA A

> TR ENETS 2 LLRE, EEE'&B‘J?&??%%%‘%{# Wﬁﬂ\@ﬁﬂﬁ%l%‘
R, A TR ELERA AR (F—1515 (), HREHTESF

% 66 ETRMRILLERHAE

Compare-operatio description
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Scl P B R # AR A

M B V1.0 BT AT CHn SraNonRS serunce co.110
n
Contains o AR ) AT R A AT AR ER o TR AR 1 A
PEFAFER AL, AT R/NG USRI L, ] co
ntains i,
isequal FCR PRI P4 ER SO PR AL R PR AT ER . XA
(EUAZUN N
startswith A PR ATER R SO JB PR A R TSR DTS, 2
PATAR A R/ANERI R, ] startswith_i,
regex Fee R ALY POSIX BRE (HEAIENZRAZ) FISCAS T
) e o
ereregex Feac R L) POSIX ERE (4 REIE k) FISCA
) R o
isempty REZENRG A, [EEFE. FEEHIE—rEk
Py, F—tb P Bl RERUHTE, XA ERAENR B4 .

SLfl: ETEHAIESS
PAF /& I 7E/ete/rsyslog.conf $§ & 3T J@ ME R i g2 ) LA+, 7EIH B SCAs
HEEPE A error FAFRATHE, WFUIR:

TN A RS A LA R hostl A IESRE H TR .

ETREAW L8
BT RBAA AR E AR, M/RE TR R RGE HEHA.
HFFRA LR rsyslog H CHYBIASTE 5 ] RainerSeript JIA, mJ LA
SR g AR

FAR TR DA r

> EXPRESSION JEh:Fm BT A FRIA. flin: Tl Zahst
$msg startswi th ' DEVNAME' or $syslogfacility-text = = ' local0"#& 1] DA
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L ZAFRIEA, i and BE or BAEFT,

> ACTION Jg PR MR R GR 0y HEPATRIZIE, X 0] e — 13
—HENPE, B ST RAE S IE R E AR A

> T TR, BT RAAGS EA R if fER . KR then
} EXPRESSION Fl ACTION, (%, rI DA M else Sedi e WRLES1E 2
REAFAEA 2N 22T

BT RaARdigds, WA RTE S iR E M S g il . BT RiksC
M UEas . AT DAL R A E Rk A e/ B TR et v s . i —Jr
|, ETErEmairEes, AEFEX H, RainerScript SZH7FFE PA%EL re_match ()
H re_extract () FJIENIZRIKF,

i%zg?ﬁﬁﬁ%ﬁﬁﬁ

TR FRIR AL E R E SR, progl B A H & 309 Bt T4
B “test” FAFHR Y PSS

if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progitest.log")
else
action(type="omfile" file="/var/log/proglnotest.log")

}

H2 R TETREIAWIIERSFAEL R, RainerScript I AE rsyslog
BCEAS R, E2% 6.3.3 AR E .
6.3.2.2. 1TH

N8N B A pE AT BT 4 . RTS8 ] DATE A 0 Hh i S
P

FEfi syslog 14 B3] H 7304

}:Eﬁﬁ FEHH syslog T BRI H 25 S0 . X F2 il fsdis e Sk

AR
2 5
=

FILTER fC3E M Pk any HAR ST Bg A4S, BN, N 8 i a
1Y) corn syslog JH B J5 R HoAEfi 8] /var/log/cron SCAFH,

%A oL, HESCHR AN RS H S BRI EE . T
g (- ) TERNSCHRBARR RTS8 E A s R 2
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FE, MRRFEAXILKEAES A, HE, XF3E
MR mEPERE, Rl PR TRRR I 2 AR AR R R H S E R

AR E RSB AR AT AR B S BB RY . BS S th— N e SOk Ae, 1
W EFRE BT FRE . sSSP AR TS I T B R A F Y . shasserF
AR — IS (7)) WESAERFIR:

DA AT T (- ) SREERFED, S A A—AE 50 R 2 A8
B,

LAY X Window RGEHYIE, QISR EHE E B U@ AFTE B 4 o 5/
dev/console %4y, FR4:HEIHE ARBIFRMER 1 ((F FRRIRM ZnAb ) mida i
& ((H R/ dev/console f-ALFE) .

T P 4% & e syslogiH B

Rsyslog FLVF8m] DA P 28 A ik Al 240 H 5 B . M RE Fair e —
SIS EH AT RS H BN B, 2K syslog IHE BmAETH AL, 66 H
DA ¥

> atff5 (@) Fw syslog {H BB KB UDP thll iy 4L, ZEMH T
CP MY, WA at fF5 52 A ER (@@).

> AT ZNUMBER &8 X 248 H 55 B zlib 4%, % NUMBER J& %
FEMEGESON (1 - BAR3 9 - H&K) . i at 33l rsyslogd f 4, 40
RAEM R E B SRS, AR E/NT 60 FATNIA B ESH .

> HOST Jg e UM~ FEHLEEE syslog THE..

> PORT J& & LI 11,

> HEHLE L IPVe Hiht, HrtESHEal ([0).

Sl EE K% syslog THE

DA izl M (R, FrA BRAEER I A — s, HakEn AT
R ITATHE) Kk RS HEESWEIER—%6]1. ZiEd UDP L,
B B 5% & 3 192.168.0.1,
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ﬁﬁﬁ 6514 111 %u TCP wwﬂé Sy & example com:

Tﬁffﬁéﬂn BPA zlib (9 JUES), FHRFEHEL & 45[2001:db8:: 1], (L i {# 4] UD
P .

Lo Tanp bl
o ETE L TR H SO AR K B R RN 30 H S
JEEAHR (BAXRFAFEL, S0 6324 HERE) ., fMlilEEA FEXT
i BRI B EE A, 35 i Soutchannel $§4- 7 L. HiiE Yete/rsyslog.c
onf i W, 5 LA N

> NAME JEIERE 1 s Em 4 5.
> FILE_NAME JE1EHE Tt SCrF4a . il e s AR S0k, &
AEE, Lo, BOLARSERAYE L.

> MAX_SIZE JEMEARE 1T 3CHF AT DASE R B R, AN B,
> ACTION J& P 5E 34 SUF R e K/INRIAT A

> B E R EE AR MU B AT, WE:

Ll %A E H SRR
TR A A s TR H R R, A 24 i Sout

channel 5o E X:

ﬁﬂ%ﬂ)ﬂﬂ %F@?ﬁﬁtf‘ﬁﬁﬂﬁﬁﬁﬁ syslog TH 5., ZRHUH B )54 ?ﬁf‘ﬁmXB’JﬁJ
HiHIA

— HFR& (FEABIH 100 MB) #ik%|, /home/joe/ log rotation script 2 #f
F 211 W | #£267T]



h_® — N g
G IRE2SHME RS V1.0 28T B F SC ?;—IINA*‘;TAENleAliﬁ scﬁ'rwgie C%.,LT_D“

AT ZA T DA A ATAT M SR sh B Hoph S b e %, gl BLARRI I 2%, 5K
e ]

&% syslog I BAREEM AP

rsyslog il 48 & F P14 K syslog W E AR EIFEE I P (WNATESLH): 15
EZATH) . EREZ DN, HES () 2RENN A, SRR AR A
BERAERR, RS (%),

PIT—ERF

rsyslog 1] DUHHEE M R4 H B E S PATRET, M system () JHTE she
I PATHIRS Y . B E — DRI RIT, B () FRESiZG L. Bk, 18
FE— MR A I B RS, R AL B B 45 2 AT AT S E R —AM TS

.

i3 B3 e O S 0y 3 EXECUTABLE 48 5 AR R b f AL B, XA
o] DORATAR A R v AT S0, ARSI 44 FR R e TEMPLATE,
LB PATREF

FE N B, POREERATA e L R S H S E, HAaad S

template Bt VEELHAE N SEUE 1B LT test-program F2)7 .

B
AR U B DA B2 fif ) shell $hATH#AE, ATRESZE M dEEA. I
B T AR i v A BN R 2 AT W BRI TRIRR T . A T e AT W] REAY 4
R, 565375 BT IR shell SRATATH .

FEfik syslog 14 B B8R E

M B R S EE, Bk R G H BT E T A S ASIEdE R,

A CTERC YN LN I

> PLUGIN W FFE R, X LUHF T DA BREER E S #AE. (B, o
mmysql f&{4) .

> DB_HOST J& 48 & £ ) 34144 .

> DB_NAME J@ 45 & 8l E2 .

> DB_user &4 & ZdEH .
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> DB_PASSWORD J& M4 & £ FE - ) 51

» TEMPLATE &1 —MEH syslog {5 EHIBAR.

HE:

H i, rsyslog H 3745 MySQL Fl PostgreSQL #(#&7E. A T {# F] MySQL il P
ostgreSQL H i EE S ATIHE, 4% rsyslog-mysql £ rsyslog-pgsql £, 4L, 5
PRI AR 311 ete/rsyslog.conf Jirt B SN EAH MY R AR B

74, G n] DA B omlibdb AR AL &R a1 (34F: Firebir
d/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL) .
Z 7 syslog JHE

MEFVERF BB (~) .

AR — R EEVEE, XRIEEAR, SMNEEHEERETH &S, &
TR R 25 R BT e R T B SR A S S B R, AR B SR R S5 R
XA T AR T AR R . R, — BB E 7 5 T A B & S
TNA LR R E.

B, TR EFE T AEAT cron B syslog JHE..

EXZATA
X, BRAVHEEZ TN W MR E 2 RAE,
—MTASTERM AT, IS ERE (&) 754

FeEZ R T A A R B AR VR RE, PR As TR B R VA
6.3.2.3. &HEL

&R 2 ih T rsyslogd SPHP HE AR R BC BRI . A AT 13E 5 246 R e PilE
SR RIE, ZIEFE rsyslogd SFAPHERRAT N BEEME N, BT &R 2
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WPASRTCAT S (8) . HA—MELRETRE. Ml —TaERiEenslr,
Hoig g R G0 H S H B B KR

XA K/ 10000 NE R, 8 AT AR _E T 491 B8 AS [F] B9 4007
TR LATE /ete/rsyslog.conf FL B S & XA RS . — DR W BT A7 T
BRI R, HEE— MR —F 2] 2 /de 2 m A R EAT
S, BABURIEL. A ml AL B R Se B AR AT AS e SR, B, —
PR E A X T AT & H AT DA ERI R EYE (6.3.3 fEHIFTRIRL EA% L) |
SR, LU 2 Jey e AT SR M THAS 2 S8

6.3.2.4. HERH

N2 E B fete/logrotate.conf it B SCA4 1] F -

NPECS: i

7 B SO BT AR TR A A Ry I, 3 T —A~ Hlsofe, 7e3k
MG, HESCHRREE, B HE SR NAEY, FramiReHE
SO H gzip HRAE gz BIAREK . DAHS TER BT T 2R, APt s,

TR DA E R H 25 SO SCRLE BT, IR RCE A 4 R i R 1. 24
Iy, fUFIeTE/ etc/logrotate.d/directory H SN 4 B H i SO B ) M B
SO, A S B
Il )& —M T/ ete/logrotate.d/ H 5% T BC B SCIERY (11

i

e e B K Avar/log/messages H 6 SCPERCE . 6 AT REAOTSILT
I BRI E B e /e E. HIL, ## ) /var/log/messages H i SRR
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FTLR, AN 4 JRy i i s SO SCR P J
R LRSI, R DR H SRR O SO BB
> weekly- fi55E HERBWFNINERA, KO a8 T
daily

monthly

yearly

> compress-{REFE R U EGILIRE, FEMIRY a2 ib tFHAN T -

nocompress

compressemd — $5 & H T EAE I A 2.

uncompresscmd

compressext — fa € T R4 R,

compressopttions — 5 JH TAE L5 FE 7 I R 41T

delaycompress — 1B i R4 H 2| T — MR R .

> rotate INTEGER -7 T — H & SR B o8, B 8H 1
H 5 SO R B B R 27 21— bk . QSR8 2 0, 1HAY H &SRB,
MRS,

> mail ADDRESS -k, S5 2 ikny H G SR BRCEAE. ST
F A

nomail

maifirst-45 & FI2 8B H SO R 2y, 2R H & SCAA e Ay .

Maillast- $57€ 2K H & SCHERHREY, B R H S SCHARIREY . 24 HRE DI fiE
FIHER,  Hesiie BRIA RN,

KTABCE LI 76 BB 45 251K S logrotata(5) T} 1T
6.3.3. FRAFHEERK

HBT IR R IR 95 g AR R G AR A 22 1Y rsyslog WERATEOL T2 26 8 iR,
NI ECEIETL . XA RO EC EAS R H An e B ssok, SHEW, #idA R
LT SE A B 1 DLAY A R, TR SR A [ R 28 4 RainerScript I AN L
AbIREE I J5t B S AT AR B S0, B BRIATE /ete/rsyslog.conf it & SCA ]

RainerScript ;& —MBIAIES, BFEMH T OB 4 LA B S A PR A,
B4 rsyslog. RainerScript fiz 42 1 3 E WETZAR M 0Ess, W 6.3.2.1 i3
g AT FaA L1035 . RainerScript £F rsyslog8 MR FSEFL T inp
ut () A ruleset (), H fiffrid/etc/rsyslog.conf Bt B A8 5 A EE. Bl
BEARZAEFEZAET, BB n) S8 SHUEBEER), WA,
1ok, Bitk, HEHUmE. ee R PR X el s, R AR AT E A
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PRNCE R IRIECR . I0A — R RITEREIL S . A ST BEAE B IHTE AR T DA
A, A RFEREE R LA,
'ﬁ IH RS Y f%@ﬂﬁ PO

LE%W&“TEEE*@H? PISEEE , $Em TR setE, I Haoseft T
MIEFTH . A K RainerScript i FISHBITHAEE, HS WAEL .
6.3.3.1. Fphu4E

BREFIRTE 2 Z b, rsyslog ALBRAYTH Rl RN SE SC. BRI e o i 2% 1 M A 2R
FAT RN EERATHI BRI, A/ ete/rsyslog.conf SCPFHETIHALIN, - B i ML LA
BN A TH S B Ik PR IR TS — R, FFaks:, BRI
LR L 20 i Ak PR B 2 9 B P R — B 257

SR, AT 43 AN [P S BR R HEON AR . AR AR A ey, AT DARR il e 2t
)rl'J IR, R A B E C—H 905 2R E i A RIAT N3 TT rsyslog )

AE. HAET, FELE AR I SN AT R PP AL AR, SRR e AR
#FT U\%ﬁﬂﬁlsﬁ T/etc/rsyslog conf HHHFLINEE & AT PR

rsyslog 8 WIHTHIBC B A%, input () Flruleset () 1EMPFITHILRE . BT *%JC
[ RL I ST ete/rsyslog.conf EP;EX WF s
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FH G EE N £E ORI AF B e rulesetname, % BRI 4E 44 FRANRE A RSYSLOG
R, RIS E 2R ), 4t rsyslog fffl. RSYSLOG DefaultRuleset &
SR B E R ALNAR, A0SR SR o Bl AR SRR AT . e R B AY «
ule Fl rule2 '~, AT DAE SCEE-BAERAR I, XTS5, E ARE
FRINILE y Py o el B 0 S el F BT

BN, EREREEEN TH 2% A:

X BT input_type FUETATHE, XR2FTEENEE, SiE @ port
_num - G5, HABSAL, AN file B tag W] DA FHESE input (). HIRRUISER) 44
FREA rulesetname, J7— AN A TH S AR BHBRAERLNE hdg e, BRIAILIAE 24
fipl % .
6.3.3.2. sysklogd IR & a2

rsyslog 55 5 WUl it -c BEIHE A AML, (HAESS 8 MUASLRE, [AIFE,  syskl
ogd WK Ay 4TI i s, Bk G0 i 2of i e iy D4 TR T AL & rsyslog. {HAE,
RER] AR 2 MR RIS 2 Bl . rsyslogd KA1 1& sysklogd IAHIATA .

T2 KT RIF) rsyslogd #EI {5 E 5% rsyslogd (8) T,
6.3.4. ¥ rsyslog BA%

BAS I THE rsyslog ML Z AL N A, IEM EENE R ARG HEHE.
TEBAFIALE T, rsyslog REWS M EEZAH A, FH AT AH Z M7 R0 BANH B
SEZN N, rsyslog HYZSCSE AL Ul B AR -

% ion TN @

Action Pracessor autput

‘ Action
Action Processor
Queue

e

output

& 6~4 rsyslog FYH B
% 217 W | £ 267TH



h_® — N g
G IRE2SHME RS V1.0 28T B F SC ?;—IINA*‘;TAENleAliﬁ scﬁ'rwgie C%.,LT_D“

TGt rsyslog fHARMRILENHE, BEHMEXMHESETLH, KER/FHIE
FNFEHEBI . B A th AT AG B AL A PR RS

KR AL HE 8 & — AT R S 8., TR, TF/etc/rsyslog.conf & SCAAFLIN
W BTk SER, AR A PSS PEAG R LE A E R AT BT NERAE E R T
PIPATEASY . JH S AL IS B AT N A BRER S 2 AR A I A B . YR, X
—ri b, JUMT AR PARIS S —ANE Bt T, 8 TN EP, — N E B i
R B Z TR AL .

HAEBAMTRH—DFETRER . MRIGELERRR, 1% B W] DAIER &% 5
oML BREgR AN S PATIAS . X2 EHEBAS] (WL 30) B9 TR . e kR
WL, T AL BREE AT, — B[R fs, AT FEes XA
AAFE JHE, FRER,

25 EFTiR, rsyslog BA\IUA AL : Toie @kt 5 A AL FE2R 1R — A~ 32 9H
S BRI R T A A RS AL i L AT VRN s E BRI  RITTE . BRSPS =22
SR AR T B AL BRI BE-

> EAITEMZEE, FE rsyslog RS Ao B AR P FINE
> BENARFHATIITHE.

Rz Ab, BRI AT DA LA [0 B 48 245 e Bk R GE 4 e R PR e . X
ST B eI E DA N AN .

B

WS G TCRE R —NHE, B mia e S A S . W RAEBA S
Wy, HAFHZE, ERIEAER. R IEFIE S A ZE R E S . A
WA M PHATOINRE LTS, XA ErYJER, FIapHE IR SSH H & idsg,
XSk SR I SSH 51R] . PRIt SR IS 3 ek [0 24 4 S 38 0t 20 1 i S
& AT R BRG]
6.3.4.1. FXB\F

MR BFEMREAEAE, 4 R LR A BASY: direct, in-memory, disk Fl di
sk-assisted,fiz) 12 ff H I BAFY J& in-memory, f&A] DA Be A Hop 2 —1E
N FEEE B BRG] AVE R IAT NS . R T A TE S N 3 fete/rsyslog.conf SC

X H, BTN FEHEBS (H MainMsg #46t object) BFHATIAZI (H a
ction f{# object) HIFIXE . H direct, linkedlist &f, fixedarray (in-memory BA%)),
oy, disk # it queue type.
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AOINBCE FIH B BAYI 2 FixedArray BAF, s K A7 10000 M E. TATEAS)
BRI\ E R Direct BAF) .

Direct BA%|

YTV R, B, S ABIAHSCE, FEPRA TR E L — A
R NTTER ., A TR, AT

fii Hl MainMsg 5(# Action B 1X object,iX A3 A] DA TE 327 B BA S 5 E 4
RS, XFT direct BAYY, JHEHIZGE, BRI E - HEEENETE .

Disk BA%

disk BASIAEAETH S BN MR OR 2%, XA eI ETER, (HHE A e
HEBAE S fe M2 i . A n] T b s B 2 HS B 2k, B2, K
ZHUR GBI AW disk BAF, BLE disk BAF, FE/ete/rsyslog.conf HE A
PATF A

(i MainMsg 5% Action 1% objoct ik HE AT A FH 76 3 1 2 A1 5 2 44
BT, disk IS A RS, BN 10 MB. BB/ Ddi T
T B S AT 1

Horr, size R disk BAIIRIR/IN, & SCHYR/NBR A Z 52 B PERY, rsyslog
EREHAAERERASIZH, RIS S R/ NER . disk BASGEEASE A B
TRESCPFARPERC . X LESCPRR a4 452 40 F B

BOR SR B SCPFRE TSCPE4 R, JECPES DA T ARG,
AR g

In-memory A%

i in-memory B, HEBAH I LB BRIFAE P 2 8, BB AL R R
A0 P T P AL, WU HEBA O B 225 . E2, T LAGE i S ActionQueu
eSaveOnShutdown & & XML ETREESE . B WAPEMEY in-memory BAF:

> FixedArmay queve —BKIARYEZIEIS], B 10,000 ATEE, JEF
AU BB A I 03 B RO B ORAF BRI T R 984T, i T-IX 284541,
BRI A S B 2 THAE— 2 B fFEflas . SR, FixedArray fefit 1 i fEr)iz
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FripERE, M EHBEHEA R EAER R DA E v RE, MBS R m R .

» LinkedList queue —XH, — /8RB A G588 2 3 S BLY,

I, TSRS B4 B, LinkedList f) BAS AL FEAR /R i 28 & T B AR # IF

E—BAEOT, M H LinkedList BAZAH LT FixedArray FAZ, BEIHFEH /D
INTE, FEBAR T AR

L E in-memory PAZI{E H R TR E A

QuetieTypy »

ffi | MainMsg B{# Action 4 object iXA~BEI AT DA FE 3214 5 BA S Bl 5 44
T EBAS,

disk-assisted in-memory BA%

disk Al in-memory BAFIERA 45 H B 15 rsyslog 1R DAY HAA 4 disk-ass
isted in-memory A%, Ritt, WCE —IEH ) in-memory BASI K ISR II$bjectQu
eueFileName 154 7] & SCHRERLAR B SC44 . iXASBAS SRS I disk-assisted, 3X
HEIRE in-memory BAF5 disk FAZ I Jy P,

R in-memory BAS EL W ECE T2 XA G H EA Z 1Y disk BASHHHTE . 75 d
isk-assisted PA# T, W] AJF] B B disk-specific BY, in-memory specific it B S%1(.
IXFREBY Y BAS AT R i F Y, B0 AT RE K IS ] A T RN AT SE R E R AT

}8 7€ disk-assisted in-memory PAF{ ] so-called 7K Efl:

f#1 i MainMsg 5{# Action F 4 object iIXANBEI AT DA 7E 3214 5 BA S Bl 44
I EBAS ., i A A BN KT B0 A number. 24 in-memory BA %175 %]
TRIKALE LB, EIFRREE B AR, JF—HER2:3] in-memory BAFIK
AN E) 5K B E SRR, TR E K B B B REE BEAE, TH
WL T TIHERM NS, BE ARGE SO A2 1. I, KA 22
P3RS BASI 25 i B SobjectQueueSize {1k, /K AL FTEEMABAT K/ N2 A 2502 &
ML B K25 FAFBAR b X, T — 5T, 30 M /K ALl R AN b B A
BT RS B
6.3.4.2. EHF

JIr A B BAF W] DA — 5 F DAY JE SR oK ST AR L LRSI F
RGBTSR EIHE S, HET, A 20 20PN, WARZ SO,
Hp ) — S R UL, HAhE O TR R, R ST Z il
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REGS BN, B Es, AL rsyslog BUPERE, THEEHERA,
B MCRGE KA ASIRIAT A .

R 1] BAB /)

LT CABR I BAS T AL S T R R, (A i

fd ] MainMsg 5 Action 4 object, iXMEI ] DAFIAE 3 1H & W\ﬁ'ﬁi%?ﬂ
FPE RS BRG] DAL 1 BB H X number, R PABCE BRI R/,
AR EATTTE PR AR A/ . 3225 B G FTELIAE BA S BRI BA S /N Ay
10000, $ATBAFIERIAR/NA 1000,

Disk assisted BASFEERIAE OL T 2 ToBR MR, ANaeH$E 2K flR/ N, HA]
U\U\?%ﬁ %u% AT YRR RS, A DA IR

fifi Fil MainMsg 5% Action 21T object, 4 BASGIEIERT, il B W £ 7,
BRI BASVREL T R A5 [A]

ZFHE

MAFIH B AR B —E AR, N TR AN, R DAY B SR K E

PG R, PRESRGIERERIHE. BaEFAPRR ] AE discard ma
I'k:

] MainMsg 5(# Action B X object,iX >33 v] DAHIFE 3274 B WWUZ%E%
THHEBAS, iXH, number F/RZHFNEFE BIHRBEPTHELE . & CHFLEH
E%W%ﬁ,ﬁ%WT:

B RmR T2 — (8—28%) #AL priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Fll emerg (0). fiH ik HE,
MIRB|EFEHHE G, e SRS EBARBI BT A1 T HEBATE S BRF i 6

5t i I R

A DARCE. rsyslog 75— E RN TE] BOAL BEBASY . A T XA, 5T DARE
V%“:U”E?'Hlim“}“ﬁ& BEE I EVEE, 36 AT 5
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=

T AR E IRE T RIHESE,  DA/NIEA Bz, BEH 24 /)Nl Tﬁ%&ﬁ
BCETIELE
TAELAEPATIHEABNRFE E 8. B0, ZEFHET, — D TAELARR

L 55 FFIE DA Z BN B AR, IR HAHEBAEIR I T A, 2431 5 2

B, — AN TARLRRRF H3hE3). SHE R AR —E MR, 75— TR

FEWoRzh. EHRE AL, B

MIE B EEE A number Rt Z AN E TAELARE, B4, number %5 100,
2100 A EEIEN, —E0 TAELRTTIG. 4 200 N ERAR, 45
EATARLAR SN, R, HATBIT K2 W TR R, A mT AR
e R REE, R PR

number LR HAT1217 TAEL RN R AZH . X1 EH BB, gj@}\ﬁﬁ
Hil R 1 N, —H—PMERBETEC KR, B —HisfrERErT . 2k
ﬁﬁﬁﬁ#aWT%m:

FIRZEINT ] (DAZERD R EALT) Bide time, QSR AHKE time, BB
JH, TR AT IR, TR M Ik, IR E -1, %
A LA

S

Jo THEEPERE, ST DARCE rsyslog [R5 BSOS ELER. B5E BRI B
KOE B ERR, UG AF 4

AT [T Bk 3 BB 97 2 ) e KRB H 4 number, 5T, ﬁMﬂﬁgﬁ
H & i EAR 2 1) TAERRR R BB T4 S BB NAAEFER .
2 1EB\F
LR AT AR S E B, 0] DA a5 e I 1] [R] e ol AR AR
RTEMBINAERE, DA EE & %
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FEERY time DAZEFPI BN, SR — BN A) S AT 2R — LEHEBA R T L, If’lE
AR TE N AT R AL B, RIS IRBS. L, ARAHRRE SRR, T —
AHTIEJIEJVTU\1£I1’E%$ SE IR e TR AL B

EBLTE time BRI T, AL T AR AR . e S BN B R
B, AL

W% FaRFEA TR, FrA BRI EIETE rsyslogd 2 1E RIS WA B
6.3.4.3. fdif1] rsyslog BAFHriE:

rsyslog 8 &4 TR, BAIIRIRAE action () WHESE X, BEATAFRShAE
Hﬂ jZT/etc/rsyslog conf HT—PHLIEERE A . Tﬂﬁfy\ﬂ E’J*%Jiﬁﬂ_f?

H%%TM?EI’JTM’E E’Jﬂ‘%ﬁ%@ i *E’F?ﬁé action_type, Jfl {l% BB AT DA AN i KK
HEALHY queue size, XfTF queue type, AJAREFE disk BAF M in-memory FAF]
HRiERE—~: direct, LinkedList (5§ fixedarray, X} file name {35 & — >
%, TR, WBHE, RO SR H & 30ff, SELinux )
IR

6.3.5. 7t H&E RS54 LALE rsyslog

rsyslog Iz 55 2 BE BEHE W] I Skiz 4T H B IR S A8 AR B A R G0k A% H
EICE HER S A . S LSBT RN &k HEHBRIRS A, SRR i
rsyslog il B 5 5.

rsyslog I 55 B AE T T AR M H S RS2 RS L, I B TA M A
GiCE R H B AR HE RS 4R, AL S PRS2 R E R SR V7.0 3R
INE DL N 228 rsyslog, QIRTHEZE, VAR RS SELEE T syslog, DA root &
A LA i

Syslog Ji 2 ZRIA PSRN 112 UDP #1514, HAE/ etc/services U H 1) ﬁ
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SR, rsyslog ERIA{#H ] TCP fFim I 514, FERE & {4 /ete/rsyslog.conf H1, TCP
e @@,

HE B i IS B B2 FH 2, SR SELinux B BRIABC B S e iR K iR A
WCHE T T A7) 1 g 11

semanage 35 #2 7 1 policycoreutils-Python [ —3R 442 i, W15 gmlﬁ
LI

AN, FEERINIE LT SELinux [y rsyslog 28742 rsyslogd t, HAgHHI & M 7t
ﬁﬁéﬁ%%%ﬁmmmthm 7LFE shell (RSH) s, H TCP ERiAiw 142 5
14, HI, XERAUEEH semanage HYBHHA ) Fo1F TCP b ok 514, 540,
gﬁ% SELinux SRV AFE P fE 514 {5, @AM

mT“ﬂ%ﬁHuW%%M§%L TSR PR R, AEX st fE
(A A5 BR A LA root B ffy AT v 2
6.3.5.1. 78 H k45 b AR

rsyslog7 A Z MR RIRBARFER . PRI IAME . T EAT A%
tiﬂiﬁﬂ?*%ﬁﬁ,mF%F
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MR5 R PEER S V1.0 R EH 7Tt

Xhﬂmwm%ﬁMW%% XA SCAAE X AT BE ST S 38, FRULAT
A G ]

BLSE ORI A R, FRAT TR B E AR I i 8 dn &, IR, R )5
GEE PN, By 11 RH AR DU AR R D)

6.3.6. ﬁﬁﬁ Rsyslog &R

T RIS AL T, rsyslog $R L& Fsid, X Leit g A4 Y T he
e BE R R B ] A B =05 TE R . REEHSR BN A A (LT ST A
i) s (L S ST . HAB IR I LA S R M R D BE
e — s s, TSR Ak a] g i E 4R 2 EM§ﬁﬂ'%@mMT%$

SerSModLoad JE A fi 2 (ORLHI & i & MODULE 4 G I B
Vo, (AN, TSI S AR, (imfile), [ reyslog ST THRIE
%iﬁiﬁ%ﬁ&%%HMQU\T‘mmwm%wﬁmﬁiﬁ¢? ELA T
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rsyslog FEAE TR 2B, XA 7h DAR 2901
> AR ABTHUER R B A FORTERITHE . AR A PR 2
DA im BUZE 4G, 40 imfile 1 imjournal,
>y AR - AR R A 45 2R B AR AR THE, AniE G M 28 AR,
FERTERAR B SEHE. A A PR EZ A om HIZE, o
msnmp, omrel p %,
> FRATRR - X SRR S SO AR, ECE T R AT S
AHR. i CEFIHEZ, ERTAGIE H CREE T . TR
A FR B PA pm BTG, U0 pmrfc5424, pmrfc3164, 45,
> HEBME - JHE BRI RS HEH B NE., XLt
HI#FK A mm PRI TTIG . TH BB AL A mmanon, mmnormalize, 3{ m
mjsonparse H 144 BUH SR IEFEAL.
> FRFERAE RS - BB A A iR T IH R N TR, S s
yslog UL REAH B P A . A KRR ATEAIE B, TS5 5.3.2.3 Bk,
R AR RS 44 FR A2 DA sm TGS, 1 smfile B smtrad SCF,
> PRI - RO HA RTINS R LT E X STHRAE 1syslog T
BN H B E, AREH M FRCE.
A ] RSN EAT TR TR IR 1) 58 8851 2 7T DAYE http://www.rsyslog.
com/doc/rsyslog_conf modules.html $%3],
e
TV ER RS rsyslog MNEBIHE, X EABATT AT AT 1] 1 O )RR ERORI AL
. XHORBIER Z 2. 8 T EBOR PR B > 24 AU, AL T {E
AR,
6.3.6.1. FA text X
SCAR S AR, fRIFK imfile, (i rsyslog FFATE SCASCAFFALIN AR SE H &
JHE . AT AR H imfile MBIEE B R SCA SO HERI Y AR 7 H 3 A H 750
B, BNz imfile, fF/etc/rsyslog.conf IS MIPA T N4

B PAME imfile —IK, SAZADCHRHZ 1. $InputFilePolllnterval
AR A rsyslog Ky A EEE I SCA SCIAFE AR . BRAA B IS TR]TR] R A 10
Pb, B, AP BRI T R] B R 46t int.
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R T E SCAR S, AE Jete/rsyslog.conf SCH:HRA F B AN -

T2 4 DRESRAEE — A S
> MU S 42X path_to_file
> JHIYE Y tag B tag
> JHME—RPIRS SO B AR state_file_name. RASSCPFERAFAEFE rsyslo
g W TAEHE S, MR SCHARIRE, FRCE e HESERg X, AR
B, BACHEERTEA. ERERE T NI A TR,
> i3 $InputRunFileMonitor 54 AE U 4. A XME, SUR
SRS 2
R T ITEOREE S, AEAE AT AR B SCAR i AR LA B RS, S 2
(1) B 4 K BT severity SRIKE T ATHEMIEE M, FCH TR R facility
K LA IH BRI T RS,
6.3.6.2. MEE S TH B
R, Ab3 H RO LA PR SCAR S RT AR, (3, BT (A
() DBMS fZRAY, SePefFhf ik, (40 ommysql, ompgsql, omoracle, If
ommongodb, ERZA, i I T libdbi FEAYE H omlibdbi % H i, omlibd
bi A ST KRR EE % 258 Firebird/ Interbase, MS SQL, Sybase, SQLite, ing
res, HH 3, mSQL, MySQL #/ PostgreSQL,
6.3.6.3. {HAEINEE L
[ 2 1 AR AL 3 PR AT 52 38 M T DA S TLS 55 GSSAPI I HbisR 43t
Bz LA (TLS) 2 B it M &M G2 2 meastiil, 4
I TLS, rsyslog MR AR Z AN, Kk E FMRCH Z (R 1) 75 2AH HIAIE.
%4 RkS5s APY (GSSAPI) & —FhRE 5 1044 Ik 45 i I F 7 T 4 A
P, N THES rsyslog BIERE P, BUUMTA — 1 IEH I Kerberos JR5%,
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6.3.7. Syslogd ik %5F1 H &R H.

W LA, rsyslog Fl journal, RS LB HEN AT, AJLAEEH
R, SEEMTEN TROER MG, ERZEHT (UL 6.4Syslogd HAE451),
BT A EAE, b WArE R, Ik ”‘Eﬂ]ﬁﬁ%ﬁ*/\j{ﬁ:@lﬁﬁfﬂj
e B AR AR — AN AR 42 112 AR A SR Iy, X 28Ty Rsyslog
Al journal HYIH{F socket SCHF.

BELL, rsyslogd il imjournal #E8AE H 25 ST BRIA R Fi AR
il XA, AR DA A B, R PAF A Journald $2 L0 4514 L 453 .
IAh, ITHEEAE R DAM journald A (FRIEEEIEHS ImjournallgnorePreviousMes
sages ¥§%) . &% 6.4.1 M\ HEH R AL X T imjournal [ EEAELE

YEREAR, BCHE rsyslogd KU journal Sl B F1E N — A EET syslo
g WM. BT H1E/run/systemd/journal/ syslog, 4 7EAHAEP rsyslog TH
B, i%ﬁﬁﬁ IS, AHLE imjournal, AT ARRMETE Z09TIEE, Qg HLN

Sir. EHELERET A HEEE, T /etc/rsyslog conf g DA

J:ng{iﬂ[lﬁ imuxsock *%ﬁ%%?élﬂ $OmitLocalLogging 54, {#HE ,%é L
E?ﬁ%@/\ E?ﬁ%lﬁ’]ﬂ%é/\”UT/etc/rsyslog d/hsten conf g E ﬁlﬂi:

T AM Rsyslog i H 7H B 2 H omjournal #5511 journal, ¥F/etc/rsyslo
g.conf HPLE A H ﬁﬂ_F

6.4. Syslogd HEZ5H4
e A KRR H SEARR ARS8 E, — DS isaln H 545 8 R ATT [ 9k

% 228 W/ #2677



h_® — N g
R EEHNER S V7.0 2T B FH SC ?;—IINA*‘;TAENkl:)Alig scﬁrwﬁe C%.,LT_D“

degp ., WA ZEAE R, RAESEREEER, ARG THE BRI BRI
AFFIA—EL. rsyslog ffi | JSON (JavaScript X} 4575) #=UR Mt H &G B0 4h
k.

Fe R AESS ) H & B

7 P SR (X 480 2R 65 P A i B 0 ) 3 48 2% AR SO g o 3 o e o
Ko, S5HTEIH BAE T DALE 8 R AR AR P A s AH R v B 934, JSO
N SCH] DAFEREAE SCRYECEE, 11 MongoDB, ‘B R T UM EERERI AT LI fE
T, — AR T TR L AR S A A T S T 2 R R A )

1E rsyslog, A TCEIEAY H &5 B9 A imjournal ALY journal #fEH . {H
M mmjsonparse B, W PARENTK H journal FIHARSR RS AREHE, JHit—2
XPHAATALRE, BN, fER—NEdRER . 8 TN, mmjsonparse %
K AJHE 2GR, mHAE lumberjack I H & TR,

Lmberjack i H 1 H 142 DA G 31 77 20H rsyslog M54 4k H 05k,
B — DM AERTE S, Lmberjack 8/ €@ cee: FAFH, HHIE JSON 4514,
J34k, Lmberjack & ST Wi% HTE ISON B bnifi B4 FRg513. 4 % Lmberjac
k L5 E, 55 WAL,

T2 lumberjack A% B 61

BAE Rsyslog P EIX NS5 1, — MRS, S0 6.4.2 i JEL5H
TRIH S . AR IR 4548 7T LAR ] libumberlog J2 5K A= i lumberjack FEATE 3
FHE . A K libumberlog INEEZ (G E, WS WAL .
6.4.1. MHEF AL

imjournal B¢ rsyslog A4 AR IS5 0 H 753 (ML 6.3.7SSyslogd Hiz
FMHAENAH., YERHER syslog {HE, HEHE A gHTsk. 28,
BEE a3, HAENS R journal FEAEAYCEIE B R LSS T E
N T M Journal 5. A Z(#5 3| Rsyslog, TF/etc/rsyslog.confi SCAFH s A T Tl fic B
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> {fi ] number of messages, 1] AR E AT H GEBIEAHR,. B4

K% number_of messages F5 i HITHEEUN, oA B IRAT.
> HPRES SR EEA path, B SCHRER B journal 05, HOSALFRIY
B E— MK,
> ffiH] seconds, 15 BRI i 3 5 A R[] (R F5 . Okt ) B S0 () A 3L 9 B
A A e AL AE burst_number $57& (E . BRINE K5 600 FP 20000 F3H
K. Rsyslog & Z F7EALE HY I R A I Bk burst_number YT B
> ffi1$ ImjournallgnorePreviousMessages R] DA Z & 24 Hi¥E journal [ 14
BAHEZAHIHE, X8 B 2 AR e RS S i . BN IRCE R K
M. R, WRIZBCE R RN, ARSI, Frd journal HYTH B 2
AEF ) B A] E BAE rsyslog DART A2 HH g ab B
0] PAIE] B A imjournal A1 imuxsock Fbt,  imuxsock FHLE IH R 48 H
AL A, A TERIEEER, A (F imuxsock 2H journal R SE
=

0] DA AL R A E journal AOEHEACEIE BRI B . Hop ) —
LU TR R AR 25 5L 5] “Journalct] 1) verbose i i H1 i, AEIREX journal 357
SRR, WS systemd.journal-fields (7) FHPFuL. G40, W DAKEH RUCLE N
# jouranl “F B, 1ZIW s N AZHI LA AR U I ST
6.4.2. HIEEMAHE

BRI — rsyslog MBI TR ZH) lumberjack A8 CHYIH R, 56 DAL




Sc P R % AR 4 5
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MBI, E@cce: WTUARI JSON FRE, BIAL, 0JH A om
ﬁbﬁﬂm%&iﬁﬁogmMﬁmNiﬁg%,@m$H@aymL@gﬁé
O PFOTEL, 2 1B LA R UID

6.4.3. f#tr JSON
mmjsonparse AL TN E5 AL TH S . IX L85 BT RASK H journal B HAth#
AR, F Ha 2 lumberjack 5 H EPEXEI’J??T&"_ ThEAA, XU R 2 H @ce
e: FAFRFRMB NN, S5, mmjsonparse 2247 JISON Z5#4 2 & A XU,
VAN ERRERSR A
AT H mmjsonparse FLHLENT lumberjack #5311 JSON 15 5., FF/etc/rsyslog.
conf SCOETR T T Y

XA, mmjsonparse BEHAESE — ATz, FramE e A5 E.
HHl, ¥4 HWELESEUH T mmjsonparse.
6.4.4. [ MongoDB PR B,
rsyslog 21711 ommongodb i i ALHAE. MongoDB 1) USRI A h A7
JSON H i,
e H 1 E 3] MongoDB Y, ¥E/etc/rsyslog.conf {#i ] DA N 1E¥% (ommon
godb FL'E SIS T B A% =G I 6.3.3 i B AT I A% =)

> J1 MongoDB Jilg 55 #i B ik B 5 44 7 A DB_server. [ & i 1 75 %
M MongoDB /il 55 #§ 3 B— A IEARUE R i 1. BRI DHEDZ 0, I Hals
BH VLB ZSH.

> il DB_LNAME, #5480 B #:4i 1 3] MongoDB [l 55 %5 _E iy W
ANEARZE . XA BG4 FRE collection_name, 7E MongoDB H,
AR, ER—4> RDBMS #2531,

> il E UID Fil password SRk AR5 15 5

% 231 W/ F£267T



2 N T
“ %%&ﬁéﬁ;géﬁ V7.0 %éﬁ%}fﬁ UE" qzﬂﬂ_ S c ?;—IINA*‘;TAENleAliﬁ scﬁ'rwgic ci(; LT_D]

AT DASE AR AR R B 3t e 240t R A A B 2 . BROAME LT, rsyslog i
£ 1‘%*))’1%?%/@ [ lumberjack B4 FR.

6.5. Eik Rsyslog
1t debug #iz1T rsyslogd, {1 AT Ay 2>

IS, rsyslogd TR AT BVELBRIER . 0 #rimo forkc
ST DS MORRATRE A &, B, T DM H S PP b (2 L e
rsyslogd ZHI, TR 1TJ:35‘L TRAT A

M Fﬁ ﬂ%ﬂﬁw j(ﬁ:m fiﬁ%?ﬁ% path, XJFmn Tﬁﬁ? RSYSLOG DEBUG
A BRI I 251 2%, 1551 rsyslogd (8) T 2
¥ A 7E /ete/rsyslog.conf ST H Y L%{i% EEIE

Forb, 1 0 SRR BE RN . X2 i ARA PR T, IjﬂE i,
HA—ARpEit. B2, G SEeckiztrmiL.

6.6. fEHHE

journal & systemd [)—/NHAF, BRITEFEMETHE . BRIHATHEH
BN HW syslog SFH AR, ﬁl] rsyslogd. journal % &k T e 51H
) H ADoK, B RS S R R, 2 0 &R
ARFA )P H S

CSRAAE HH journald iR S5 U, Fefif, JFALIE. BERIEFILEY 44 journals
() GRS, X EnSRIE Bk B NAZ, WP ERR, pRdERm s, ARrERT R
sl IR AR APT IARMESS D . 1X 28 journals %)Jiéﬁ’ﬂh?ﬁﬂi%'? g1, BRMTI
B EIAINE . journal 45 HAG —ME—RIFRIRAT. journald ik 55 US4~ H
HIHEARZ TSR, & XX eLen, A b%ﬁiﬁﬁﬁ gL
6.6.1. &F HEMH

A T 151 journal H ik, f#i ] journalctl TH., DA root A H B0 B
ZNFEYSE
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S A W R RGTE H SO, GFE R AR P-4 e,
%5 S5 2T /var/log /messages SCHFHIHESE R, (HA — 2 ekt
> LRI SERRICE ] L. BRSSO m e g T
AN DI 2= i e Ll s 1R DR o 2 N
> IRV R G R AR LI X
> FrAICREdER S BN, WEIERENHE.
> BTSRRI L 4.

6.6.2. fjiaEHl

ARATEOL T, BEA root AUFRAY journal A1/, AR B EA 1A/ H &3
k. RGAFHL AT AR INBEE P38 adm 41, #2715 5658 H & SR
PR, ZENX— KL, DA root J AT :

FEGS A adm 41 H P 4485 username., iZH PR G2 UK journaletl 14>
% [l root A PRI B S —4F . IHYVERE, DI HI A 244 journal JEH T
FEAEA & TAE.

6.6.3. f#if Live view

UK BEON, journaletl MICHEEIRTRLFA0 2% FL TP 4, 26 H 058601
. AT live view, ZRDAMAESEHTE HAEHE, BRI H B a8HT
K. S journalcetl B9 live view #x, # A

A AR ] AN RHT H EAT502R, journaletl T HAFRIFIZAT, SF RPN
5P AR AN (AN N
6.6.4. TIETHE

A ST journaletl Ay HFERRRZ MY, HILERT AR 5 Fhid
PETTIERAREUE S, DA 2 oK.

LRV v U/

H ST Bl 5 T IREA RS EHHRIIT N . B R E B A e R,
T VA R 1A

% 233 W/ #2677



h_® — N g
R EEHNER S V7.0 2T B FH SC ?;—IINA*‘;TAENleAliﬁ scﬁ'rwgie C%.,LT_D“

X, TP R T2 — (B87) Bt debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), £l emerg (0).

Efl: ST IR

BRI N error U FIIHE, (]

let

B
S I EIC I T

MRECHEREERENERS, -b AR E WD journalet] [HTH . TEXFER
LT, BT R 2 A F )

{iti 1l --since Ml--until el ] AR & R FE I N QT2 HAEFEE. &
ATLADA time AUAR (B data HRE N EEE PIEHR AT #4218 value 45X -~IE30, A1DA
Bl

LBl B PPN ) 3E

AR ELAR Y R e T n] AL, DABCAAOZE R . a0, AR 1]
M, BREESEEUEHEE, W

TEAZE S ] “journalctl 1Y verbose it 71 5 HESKH—A 5B, HHAD
FIDA T8, X T systemd A A CE AT 56 BE Ui, 2 I systemd. jounal-f
ields (7) FHMIT, B4 HEFEERCERApEE, mIoHMH P8, (i
SRR OCARK), (HA] DUREC IR, B E WY, HRR 7B A
SELEZAME.

PR AT — AR S R R ME— B S 2., T DA B

MER RN FEBA B fieldname.
BN B RRE A HESRH, AT IEE:
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HFBAMZTFBAEMERN fieldname Fl value, 258, fFEXAHKMT
AT

HE:

WE A systemd 7 TCEUE T BO AR A 2 R, BARE S BBk
KT BT PR, WERARRERE, A

MK tab B X2 RN R T B4 . Tab AFRANSTRET X %ExEI’J
TR SR SE Y, ST DAR A B TR, SRS Tab K B 358 uX 44
I_H‘i "TFIU\/\Aé/\%Ex'#ﬁJﬁWE*ﬁ LU

¥ tab IR, BB % A journalctl —F fieldname —#F,
A DATE— 7 EXEKE%A{E R

[ —A~FBg e AT AVCECAE, 2% or —HFICEE. fFAVCEME 1 jﬁ
{2 WE&HS R,
Wk A AT E 2 field-value %o 3 gE—25 a2 -

R TR AR, © 14 524 AND 416 LA
A P2 B A2 T
R, T DL or 414 TURIZ S EL.

Z AR [n] 2 /D ULl — AN S5 5% E Tﬁxzflﬁ?/@@?ﬁ SERIIFSE
LHl: HFERRE

B R 1L avahi-daemon BY, crond.service 8215 H . HiZ5H M H - UL
D J 70, E{EHICAT s

fT°_SYSTEMD_UNIT B v A E PAMEL,  VCHC 5 I S5 580/ B, 1E'
UID= 70 A0 9 5 e . X ml PAfRT L HLZR R (UID=70 and (avahi or cron)).
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T AN F B B 4R B AU e gy, HiDA live-view ARk BR Rk B 49 H &
ﬁﬁmﬁw

6.6.5. fRE RS APt

BINTEOLT, journal HAEPIAF 1 E/run/log/journal/ H 5% T [/ NRTE G v X H
g HE S, A journaletl SBonicilr i s HES W 1. % HA 5 KM,
HEBIEAR KA. EERIAFLE R, syslog BelH &Sk, I HAFMETE/
var/log/ H3& N . ARpgitk Hdsgdr)g, HESCHAFAETE/ var/log/journal, X7
A B E G MR, X—2E I, journal REALES rsyslog.

M RE RS AP A T T P A

> B[R] AT SR A ) A B RO 2 Bk

> T RRENLZI MR R, R T ASRICE = 5 i n] R r A

> MRGERTESIS 240 H A& P B, A2 H Sk,

Frar Al A e gl o

> FREL A T AR B R O T IR N A, RN ORAIE AT DAZE S5 4 1Y
R 1) 532

> TEELE Z RS A H SO

journal J& FHRFELMAERE, ¥ T P/~ B 61 T-3h 81 journal H3%, DA root
M-

/3 journald 215 B AR,

6.7. ZEREAEEEHE

PER—FP AUk ey AT R SRR, AP MBS = IR 55 av i A E R G v
7.0 $fit 7T T S R B H ST A
6.7.1. EFHHEXHF

RZ B H G SRR ASE SCAAR Al . B0 AR A SOR G 28 100 vi 5 E
macs RAAEN]. HF28 HESCPF ARG LA 52810, 75 % root £X
BRR il AR 2 %0 H S

PASZH RS 5 N R GE HAE SO R B AR FP . AT DAf#E A SystemLog.

R
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R T AT PAfE A SystemLog, B SEHIPRIEII RS %4 T gnome-system-log .
DA root I FIHRATIN T -

BEZRTHA yum ZZRAUNEE, HEF 2.2.4 P,
TER A58 gnome-system-log 9.2 J5, ilad S VA7 -> 5 58 T H->Syst

emLog B HI ALNT Ay 2
R R WoRfAAen) BB, RIS SRWFFIE 6-5 SystemLog &
RSN NG

P cron % |Q s o x
boot.log Mar nodel CROND[14365]: (root) CMD (/usr/lib64/safsal 1 1)
Mar nodel CROND[14637]: (root) CMD (/usr/lib64/sa/sal 1 1)
btmp Mar nodel anacron[10336]: Job "cron.weekly' started
muar nodel anacron[18336]: Job "cron.weekly' terminated
Mar nodel anacron[10336]: Normal exit (2 jobs run)
deSg Mar nodel CROND[147082]: (root) CMD (run-parts /etc/cron.hourly)
firewalld Mar nodel run-parts(/etc/cron.hourly)[14762]: starting @anacron
Mar nodel run-parts(/etc/cron.hourly){14713]: finished Banacron
grubby_prune_debug  Mar nodel run-parts(/etc/cron.hourly)[14762]: starting mcelog.cron
» maillog Mar nodel run-parts(/etc/cron.hourly)[14719]: finished mcelog.cron
Mar nodel CROND[14829]: (root) CMD (/usr/lib64/sa/sal 1 1)
» messages Mar nodel CROND[14964]: (root) CMD (/usr/lib64/sa/sal 1 1)
—_— Mar nodel CROND[15898]: (root) CMD (/usr/lib64/sa/sal 1 1
Mar nodel CROND[15228]: (root) CMD (/usr/lib64/sa/sal 1 1)
spooler Mar nodel CROND[15523]: (root) CMD (/fusr/lib64/sa/sal 1 1)
Mar nodel CROND[15656]: (root) CMD (/usr/lib64/sa/sal 1 1)
tallylog Mar nodel CROND[15681]: (root) CMD (run-parts /etc/cron.hourly)

nodel run-parts{/etc/cron.hourly)[15681]: starting Banacron
nodel run-parts(/etc/cron.hourly)[15691]: finished eanacron
nodel run-parts(/etc/cron.hourly)[15681]: starting mcelog.cron
nodel run-parts(/etc/cron.hourly)[15699]: finished mceleg.cron

vmware-network. Llog  Mar
Ma

vmware-network. 2,109 .

vmware-network.3.log Mar

NN OO OO0 DN DR

Mar nodel CROND[15818]: (root) CMD (/usr/lib64/sa/sal 1 1)
vmware-network.log  yar nodel CROND[15966]: (root) CMD {/usr/lib64/sa/sal 1 1)
vmwarefvgaulhsvc.loq.()”ﬂr nodel CROND[16223]: {root) CMD (/usr/lib64/sa/sal 1 1)

Mar nodel CROND[16420]: (root) CMD (/usr/lib64/sa/sal 1 1)
vmware-vmsvc.log Mar nodel CROND[16637]: (root) CMD (/usr/lib64/sa/sal 1 1)
wpa_supplicant.log Mar nodel CROND[16776]: (root) CMD (/usr/lib64/sa/sal 1 1)

Mar nodel CROND[16799]: (root) CMD (run-parts /etc/cron.hourly)
Xorg.0.log Mar nodel run-parts(/etc/cron.hourly)[16799]: starting Banacron
Xorg.9.log Mar nodel run-parts(/etc/cron.hourly)[16812): finished Banacron

Mar nodel run-parts(/etc/cron.hourly)[16799]: starting mcelog.cron

» yum.log Mar nodel run-parts(/etc/cron.hourly)[16818]: finished mcelog.cron
Mar nodel crond[6648]: (CRON) INFO (RANDOM DELAY will be scaled with facto
Mar nodel crond[6648]: (CRON) INFO (running with inotify support)

& 6-5 SystemLog

SystemLog L. A2 ¥ Fe i R AT AAERY H G SCHF . Rl b i e A5y
RADRAER R, ke (B ->3CF->E g e e T
WL ugds .
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HR %%%f;?@ﬁf%ﬁ\éﬁ V7.0 géﬁ%}E UE'I %E‘ﬂﬂ‘ CHINA STANDARD SOFTWARE CO,LTD.
X X
Filterl . .
ERHNA)
R
ST

B 6-6 R4 HEDIESS

WINFREEE - o x

PN : Filter_CROND
[EMEER): | CROND
R
(ATt e
(v 155 ]

(®) =5

O [k

HUH©) 17 FH )

B 6-7 FSHFTHISuESS

A mEm IS, BTAE SCEMSE, SSEHERIRE 6-7 B

0 A EAy, NI SRR B

> AR - G IEAR I

> IEMERIA S B 2 H S SCPRAY IR 2GR, H A2l Pe il SeA

HAL ] iT RERY T4 ER
> RO
® st - WURikrh, REIRSRAE TR B R E Was . LA

BRI B W R BRI E S
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H %%%El’;&’ﬁf/%?:é = V7.0 2%\ ﬁ E}E ,_'gzﬂﬂ. CHINA STANDARD SOFTWARE CO., LTD.

® [RUEL - IRk, ZIALE RS M IELEA AR H SO R .

ME LT B uEAE, BRI LATE Filters SR IERE, BEL AR

e UERS e BT R, 98 B R BB S B IR R A A H B S — Ak
mERM@M

cron Lupdated today 04:23.55 PM Q ¥

boot Lo T 1:02 localhost run-parts(/etc/cron.daily) |
189 { 2 localhost run-parts(/etc/cron.daily) |

t run-parts(/etc/cron.daily) [

1 run-parts(/etc/cron.daily) |

dmesg t run-parts(/etc/cron.daily) [

t run-parts(/etc/cron.daily) |

b firewalld t run-parts(/etc/cron.daily) [
f anacron[4239]: Job “cron.de

grubby | 11 localhost CROND[5010]: (root) CMD (/i
b seisitlo Oct 11 localhost CROND[5182]: (root) CMD (/L
9 oct localhost CROND[5247]: (root) cMD (ri

» messages t )1 localhest run-parts(/etc/cron.hourly)
t . localhost run-parts(/etc/cron.hourly)

pm-powersave.log t )1 localhest run-parts(/etc/cron.hourly)
1 :01 localhost run-parts(/etc/cron.hourly)

b secure f 2 localhost anacron[4239]: Job “cron.we
: t 2 localhost anacron[4239]: Job “cron.we

¥ spice-vdagent.log i localhost CROND[S417]1: (root) cMD (/L
cobblat £ 1 localhost CROND[5570]: (root) CMD (/L
p f 2 localhost anacron[4239]: Job “cron.mc
tallylog t 1 12 localhost anacron[4239]: Job “cron.me
oct 6 13:24:02 localhost anacron[4239]: Normal exit

Xorg.0.log i+ 13- 2751 _lacalhnast rrondl5A8/1- (rRONY TNEN (F

K 6-8 SystemLog — /3 dEss

MR R R VU R e, A VUL 4 Ep o s e 4 i IEYE A A H
i Qe
6.7.2. ¥ H &S

FRIN—A HE SR AR SR, SRR, X iR

FFHEH 0, XA DR AR AR A E /Y H SR H G Se:. B 6-9 Syst
em Log — ¥SHIH & SC R 74T HH&E % 1
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R EEHNER S V7.0 2T B FH S c S:IINA*";TAEPI&I:)Alif scﬁ'rwﬁirs c‘s LT_D]

i Eikin =l Q

© HEHH . '
= NLAS_V10_System_Administration.pdf fusr/share/doc/NeoKylin_Manual-Adv 9.0MB —

@ EHR

|
o MEes
O
v THE
dd T
[ boot
[ efi

@ 3.

» »

+ bl

& 6-9 System Log — ¥ H 7304

st Open $HIRFTH S, SCAFS LRI MBI EIEE RS %, X BLA&EN]
PAEH EAEF T NE.

R System Log AR EFTH A gz #8400 H & 304,
6.7.3. Mi¥EH &S

System Log PATEERIAIEOL ™ I A T A Hak . WER— A TR s i 2|
ZMAE H & SCE, HAE PR MR s de H Bk, anif B B ek ek

BR, HAT DR SR TE H B SCHRIGES. Bl 6-10 System Log - 87 H &%

WU T — B ERAE cron H & SCHHFIFE messages H i SO, s mess
ages H 73S0, H G SO ABT AT LA s
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(s N=] > Ny =1 -
%%ﬁﬁﬁ%’ﬁfféé = V7.0 %éﬁﬁ}ﬁ i %2% CHINA STANDARD SOFTWARE CO., LTD.
P messages % q a B =
boot.log Mar 15:48:49 nodel systemd: Started Session 11 of user root. |
Mar 15:40:49 nodel systemd-logind: New session 11 of user root. |
btmp Mar 15:40:49 nodel dbus[6043]: [system] Activating service name='org.freedesktop.pri
$ &ren Mar 15:48:49 nodel dbus([6043]: [system] Successfully activated service 'org.freedesl
Mar 15:42:16 nodel journal: g_simple_action_set enabled: assertion 'G_IS _SIMPLE_ACT.
dmesg Mar 15:48:28 nodel dhclient[8488]: DHCPREQUEST on ens33 to 192.168.186.254 port 67
firewalld Mar 15:48:28 nodel dhclient[8488]: DHCPACK from 192.168.186.254 (xid=0x4f75dd22)

Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480988.5257] dhcp4 (ens33):

grubby_prune_debug  Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):

» maillog Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):

Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583488908.5259] dhcp4 (ens33):

Har 15:48:28 nodel NetworkManager[6217]: <info> [1583488908.5259] dhcp4 (ens33):

» secure Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33): s

6
6
6
6
6
6
6
6
6
6
6
6
6
6
spooler Mar 6 15:48:28 nodel dbus[6043]: [system] Activating via systemd: service name='org.T
talivo Mar 6 15:48:28 nodel systemd: Starting Network Manager Script Dispatcher Service...
Yo Mar 6 15:48:28 nodel dhclient[8488]: bound to 192.168.186.130 -- renewal in 734 secom
vmware-network.1.log Mar 6 15:48:28 nodel dbus[6043]: [system] Successfully activated service 'org.freedes!
6 15:48:28 nodel systemd: Started Network Manager Script Dispatcher Service.
6 15:48:28 nodel nm-dispatcher: req:1 'dhcp4-change’ [ens33]: new request (4 scrij
6 15:48:28 nodel nm-dispatcher: reqg:1 'dhcp4-change' [ens33]: start running orden
6 15:58:01 nodel systemd: Started Session 12 of user root.
6
6
6
6
6
6
6
6
6
6
6
6

15:58:33 nodel systemd: Reloading.

Mar
vmware-network.2.0g  p5r
vmware-network.3.log Mar

vmware-network.log Mar

15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown lvalw

vmware-vgauthsve.log.0 Mar L 1
Mar 15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown lvalu

vmware-vmsvc.log Mar 15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalu
wpa_supplicant.log Mar 15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu
Mar 15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalu

Xorg.0.log Mar 15:52:49 nodel systemd: Reloading.
Xorg.9.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown lvalu
Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown lvalu
b yum.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalw

Mar
Mar

15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu
15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalw

& 6-10 System Log - 31 H &%

6.8. HIMLRGEIES

55, Wb LA, PIRAUEERE, fE— M i, f£—MEErn
I, SCE U ARGER Y AR T 0.8 i), H3MzTT.

OB LS = IR S5 B A R G ISE IR T I T — S E I RS SF, DA
PREFRGTERT. B4, locate Ay I slocate £l -t RERR T HT. REAE
PR DARE I SIS R PAT R a0y . IR SE . 1B847 B E LHASESE

bR LR 1= SR 55 AR R G AL T DA B8l E45 T H: cron, anacro
n. at fil batch,

A TR N TR A R R 55 288 M 5 71 i, Cron I Anacron
JEEZ RAERAESS, At Batch JE—RMRIES (52 512% 6.8.1Cron Hil A
nacron £l 6.8.8At #/l Batch) .

BT RELIR = ZIR 55 A AR A R GEARA V7.0 SCRRIEA] systemd . timer 7E—MEE
AU TR AT — M55 . 200 systemd.timer(S) F M 0T 1 S 245 6.

6.8.1. Cron I Anacron

Cron Fl Anacron ¥ 2 REM ) B A2 PEAT: 55 76— 2 (1 I [B) S EA T O <1 3
HERE, IR SO AT . AR . Ay R RRER . R
Xy

Cron L5 W] AR M BPfiztT. B2, ENTREE RS efrZhstTy,
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WERAEAT S5 e HR I R R G A 1217, WL AT,

Ji— T, WRRGHEATSLHR 8% A 21T, Anacron 20X 4
CAWLZHES . —BRGIRiaTT, EMESFE BT, A0, Anacr
on X F—ME4F— KA BRIBIT—IK.

6.8.2. %% Cron #1 Anacron

B Cron il Anacron, #5244 Cron 1Y) cronie £l Anacron [{Y] cronie-

anacron fJ (cronie-anacron 4& cronie 1J—~111) .

B E B ARG LR A O A TN, ATATRATA T iy 2

rpm -q cronie cronie-anacron
WRO 2T, EiRay A5k 1] cronie f3H1 cronie-anacron 1) 5¢ #2 44 FR,
7 DUIARF88 1 SR . ) LA T
BRI EEA, DA root R B THIAYAR R yum £y
yum install package
fin, ZE[FEIZ2% Cron H1 Anacron, W] ATEGT QATHERNAF N A LA iy 2
~]# yum install cronie cronie-anacron

BT AT AR TP AR L S IR 55 AR E R G AL, WS 2.2
4 GRERRATA,
6.8.3. 1247 Crond IR%

cron Fll anacron fL:55#842 H crond k55 >k45 MRy . AR RS . 5
IEFIE S crond k55, PASCAMATEC BN E ESN. 2T M 28 KA An
W 5 AR AR E R G V7.0 R A S BEIR 55 O ik, S0 3.1
systemd FH R GRS .
6.8.3.1. |33 Cron IR 55

B E R 55 e B IEAEstT, WA v

systemctl status crond.service

LRI HIBAT crond IR5F, DA root ]l FHEAT XA THRAT NHALAT

Pays
a4

systemctl start crond.service
BRCE MRS LA 530, LA root AT LA fin %
systemctl enable crond.service
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6.8.3.2. {51 Cron 5%
B Y H 2 3E TR I crond IS, 3 DA root JH FHEMAATIR AR PRI A AT

AN
a4

systemctl stop crond.service
B EARSFITHLE JE3h, 35 LA root AT LA R fin 4
systemctl disable crond.service

6.8.3.3. )3 Cron R 5%
BHEH crond IjR%S, 15 LA root F FAEMATTHRNAT FEIALA T s

systemctl restart crond.service

A A5 1R 55 o RAR PRI IR S B R 55
6.8.4. BCE Anacron {£5%
T BEAT 55 1Y 12 S C B S i ete/anacrontab SO, B R BRI root ] T HEST
Vil S DA A
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/usr/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22

#period in days delay in minutes job-identifier = command

1 5 cron.daily nice run-parts /etc/cron.
daily

7 25 cron.weekly nice run-parts /etc/cron.
weekly

@monthly 45 cron.monthly nice run-parts /etc/cro
n.monthly

BT =475 I SERL S anacron (45151 TR A HH 6745 &t

® SHELL— IRz T{E 4514 shell 3755 (715172 Bash shell)

® PATH— [ HfTRE P42

® MAILTO——l i) H TR 442K anacron {145 %t 1) I FH 0 44 %
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WA E L MAILTO 285 (MAILTO=), MIR2 &R mR{:,

Fe T R B NS B SRAZ R T AT 55 1 R B s (1) -

® RANDOM_DELAY——K 2 MFE AR AME55 46 £ #Y delay in minutes 2%
PN

IR, BIMERFEMBEE R 6 4348k,

Fifn, W RANDOM DELAY #i% &8 12, AF4k/ M E R anacrontab H
[P —MES5 ) delay in minutes HESRFREIN L 6 2] 12 438, RANDOM_DELA
Y B(ER A AR ESR 6 AT, A6 0. 4 E 0 9BfE, MR8 mpELEER .
BEALEE BB AR A ), B, 426 M IR T EARES R
HB T AR R E R B

® START HOURS_RANGE——I1XIMT: 55 0] DABATHUI A B, DAZINI 4y B

AN

L.
T8 TR B, BN, BB SEEE, WY RIS A 28t

PAT.

fetc/anacrontab SCAFIFIRATRETTRIES, I HBEM LTI

period in days delay in minutes job-identifier command

P KRBT AR ST

BBV ] AR E SO — P EERECE — R (@daily, @weekly B @mon
thly), @daily F1#%5 1 IR 2R —AME, @weekly FI%EE 7 —FF, Tii@mont
hly WAL — D H Histr—ik, AERXMHRERZ D,
TEPATIESS I, anacron SERFRY 4804
B W AR E SO —AN . SRR B 0, MIFEREA LR,
® job-identifier—— T H & SCFH RIR— R E AL S5 1 ME— 4 FR
R TR A 2

X BBl LA — 1ML Is /proc >> /tmp/proc HYfr<:, W] LA —4
PAT A AAR) G4

AT (#) TR AR TR, AP,
6.8.4.1. Anacron {1475

DA & — & L1 /ete/anacrontab SCLEAY 7 (A

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

® period in days

® delay in minutes

® command
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# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days delay in minutes job-identifier = command

1 20 dailyjob nice run-parts /etc/cron.d
aily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

TEIX > anacrontab SUIH E XHIFFA L5, ARRFREPLRYEER 6 £ 30 734,
I HASHE 16:00 £ 20:00 2 [A]1HHE1T.

S MRE TS FHHER R 16:26 F 16:50 [A] 9 fil )% (RANDOM_DELAY
seTE 6 F| 30 73402 [H]; delay in minutes J&PE{E N 20 238h) . AL 55 Fris € vy
2K H) run-parts I (run-parts BIAEEZ — A H SAE N 2ATSEL FF0UTH
AT H i MEF) T /ete/cron.daily/ H S TR FTAREFF . 2 W run-part
s PP i 1 B 24 5% run-parts AR (R R

5B AT R AT — R Jete/ H 53¢ T 1 weeklyjob.bash A<,

HEMEFBIT— R, Zar 2 4l/proc N4 2 /tmp/proc U,
NH—IK (Is /proc >> /tmp/proc) .

6.8.5. BCE Cron £5

Cron £45 HJ LB S22 /ete/crontab 3O, B H g I root M) FIHEAT7 M),

B8 AT I
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/ust/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:
R minute (0 - 59)
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i I hour (0 - 23)

# | - day of month (1 - 31)

#1] | -- month (1 - 12) OR jan,feb,mar,apr ...

#1 | | | .- day of week (0 - 6) (Sunday=0 or 7) OR sun,m

on,tue,wed,thu,fri,sat
#1001

# * * * ok * yger-name command to be executed

B =475 Tl anacrontab C{—#FERY A fE X SHELL. PATH F1 MAIL
TO. ZETMEZA XXM ERMFEER, HSI 6.8.4 Bl Anacron {1:55.

BEAh, Z AT AE L HOME A5 &, HOME 48 &5¢ L—/NH %, % H %
ARG PAT i 2 B A BRI K H 5%

fetc/crontab SCAFRYFIRATRFITRIESS, FHEM A TR

minute  hour day month day of week username

command

AR 453 ST AL 55 5292 A7 Y I 1)

® minute M 0 F] 59 LR AL

® hour——A\ 0 F| 23 f(E AL

® day——M 1 B 31 AR AL (WRGEE T H A, WX IRAY H w2
IR A AR H )

® month——A\ 1 2] 12 AL (B8 A YRk AR, B4 jan 50 £

eb)
® day of week——AM 0 % 7 BfEEHRE, 0507 REREMA (S HE
Ji4 REGFFA PR, B0 sun B mon)

LA 28000 SC T AT 55 i H e e

® username—— 5 E HATIESSHIH .
® command FFEHATHI 2.

X B Bl LAg— ML Is /proc >> /tmp/proc HYfr<:, W LA —4
AT B & A a4

XFUA R A TUEMAE, BY () WRARKRFRIrAMARIE. i,
RAKE month MEE LN ES, WNZAT 55 RAFEH A 25 (-0 205 R B4 H B AT

B MWETS (1) RETDRBEGEE. Flan, 1-4 FoRBE1. 2. 3.
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M5 () AFErESI RIS E T2, flan, 3,4,6,8 SiHsScfs il 77X
PO~ REEL

FHEL (/) ATAHIRIGE D KAE. F8& T ARABM IR 5 K i e SO EEAL
K. B, minute TAYEE L 0-59/2, WIERRERRE—/r4h. LKA WRA A
MRS —EMHEH. G, W month WAMER & XoA*/3, WESKER =1 H
fI— (RPN H).

DA (#) TR Ira a2 R, At

3E root I RT AGE I crontab T HORELE. cron {155 . JH & XK crontabs %
PRAFAE /var/spool/cron/ H3R T, I HLLABTEEA TR H Pk T.

BEDA— MR P kA7 crontab, LA i TE SR, I HA A M2 cro
ntab -e Kf# ] VISUAL 5 EDITOR 3545 5 45 & 10 g8 X H P 1Y) crontab
PEAT SR . 2 SCORE I Fl ete/crontab e 4R R HAR L. 24 BT P crontab B R
WARAFEET, crontab ¥ I P44 SR-ARLE, FF5 A/var/spool/cron/username SC{H
LM FI P crontab SUAFRYINES, ] crontab -1 fiy%,

/etc/cron.d/ H 3% N 687 B 34 il /ete/crontab U4 EH A MR H1EE. HA root
M PRV Z B 5% F BB O,

@ cron SFIPPEFL L5 ks AT fetc/anacrontab SC{E . Jetc/crontab SO Jete/
cron.d/H 3 Ail/var/spool/cron/ H Sk FAEA, LA 2 B oM E A7 .
I, 24— anacrontab B crontab SUIFHEE G, A TS EE TR,

6.8.6. =Xt Cron H5H]

BERR AN Cron By 1E], #R] DAfH# H /ete/cron.allow Fll/etc/cron.deny U4, iX
Sy g ] SO A R B As, R 1T — N P4, e, P SUFERA
POV S HE

WERAFAE cron.allow U, UAHEIZSCAFH A A RERE cron, FfH.
cron.deny SU{FRFHE 205

4R cron.allow SCHATAE, M cron.deny SCHAH 5 H 8 F R0 25 14 C
ron,

QR B4R S B T, ALE)F Cron PP HEFE (crond) . BRI
R EB I ENER—A cron (L5451, AR Ar 7 A4 il ST

NGRS R P4 24, root I F#FIG 2 BERE(H ] cron,

T m] DA o 48 A AR SR (Pluggable Authentication Modules, PAM)
AT, FH R R B AR AFAE fete/security/access.conf S, A, FE S
WM™ —472 )5, R A root ]l FREAS B crontabs:
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-:ALL EXCEPT root :cron

B I AT S5 RO SRAEE A 1 H A& S, 80, 41 crontab -e figd
i, R R ARfER B, =T MEZAEER, S access.conf.5 i UL
6.8.7. Cron 5K RBHLH

155 1 FE 1 2% B R 8 SUAT S5 B RS AN TREEREAT . 2475 —> Cron H 5%
B (fi4n, Jetc/cron.daily/) WM run-parts AKX ARG M- AR FEXANH
NIRRT R, run-parts FIASREA S HITIXLERR T

B RAHL, TR run-parts BIASREHETIY H & — jobs.den
y CF. Ban, WRERTE M fete/cron.daily/ H Sk P Z20%— MEEEIRRT, iR
/etc/cron.daily/jobs.deny SCF, FEXANSCHAH, 88 T5 ZEAE AT 1 220 ) R 7
M4 (RAMTF—HR FHBETREMASIR) . WR—IULFHIT—1
w4, % Mletc/cron.daily/ H s HATREF, U0 run-parts /ect/cron.daily, M j
obs.deny SCHAHE LRRF A HIAT .

BOEX— M HE4H, WA jobs.allow U,

jobs.deny #ll jobs.allow [ {5 F HLIU A1 6.8.6 #25 il Xt Cron 1177 18] WA 1Y cron.
deny F cron.allow Fo s FH FILIN —FE,
6.8.8. At #l Batch

Cron # I RV EREMEARSS, At TEGH RAE— 8@ W B TR B — R
%45, Batch T HA AR EEFAE RGET-HY 2T 0.8 I A AT — IR AT 55 .
6.8.8.1. “Z%E At fll Batch

EE SN ARG LRBCALE T at U, WHHITLA T ar2-

rpm -q at

MRERZET, FidmARRE at WHISEELAFR, & RS A A]
.
BRI, DA root A IR TR T AUAS HOR M yum iy

yum install package
ftm, EEIEIZE%E At 1 Batch, W DATEfATHRASAT FHIA LT i

~J# yum install at

6.8.8.2. imfT At IR55
At Al Batch /L5582 H atd fR45REEHIRY . AT KFULH UM B3 . 45 1 FIEE
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J& atd fRjR 55, PASCAMATEC E L AL E B 8.
8l At ik
B E RS BB EAEETT, HEHA NS

systemctl status atd.service

AU HI 2T HIBAT atd ]RSF, LA root I IR QATHR AT T A LA T i

systemctl start atd.service

TERCE RS AL A JEE), 5 PA root I P HATRA R fir -
systemctl enable atd.service

D AN atd RSTEGI RS PILE R IFHLE 3.

51k At 55

T T35 P IE atd ARS5, 5 DA root F FIEERY A THRAT N A DA iy
systemctl stop atd.service

BRI ITPLE JE3h, 35 LA root I HAATLA R fin4:
systemctl disable atd.service

HJH At k55
BHH atd k55, VLA root  FEATATIEANAT NAIA LA i
systemctl restart atd.service

A5 IR ST S5 REAR PRt B e Bl R 55
6.8.8.3. Ml At L5
BEH At THWBE RS AR ERRPT, 155 AT P ERERAE:
1. TEMATHHI A ML at TIME, XHA) TIME Ry AT B[R]
TIME SR DA DA M — g e X
® HH:MM: F5EHYIN/NFS, Hlan, 04:00 TR ET 4 41,
® midnight: 8 NTH 12 &,
® noon: fSENHF 12 5.
® teatime: FHEN N4 .
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® MONTHDAYYEAR #%3(: 51, January 15 2020 7~ 2020 4F 1 H 15
H. S0 rE2 ik,
® MMDDYY. MM/DD/YY 3 MM.DD.YY #&=X: #ilf, 011520 /% 20
20461 H 15 H.
® now + TIME: iXH ¥ TIME fi—/M3&%(#1 minutes. hours. days o{# w
eeks JLNEAME R E L, B, now + 5 days FERar ABTE M IRTE R T K 5 1)
[Fi] — IS TR AT
DA INE Rt =gt i) 1S S S AV orell By il = L D 15 S A S e 21 < =W )
{5 5., 1523 /usr/share/doc/at-<version>/timespec LA A,
WERAGE BT &t T, TES5RAAE B R [F] — B ) A T
2. TERRN A at> i ATRORAT R, TS i 2
A, B AL NAZPATRI S, FHEHE R 425, alkhh, WDAESE DR,
Rt me.
B. TEATATHRAF N A — shell A, HFAEMARNE 172 J5Hk N4
5,
A 55Re 0 A P Y SHELL PREGAS BT RCE Y shell . ] 65K shell, B0E
/bin/sh  (TLIBSEHREE—1) .
3. —HE ALK, HHE—ANEITHHT Cul+D AEH, B H G ITIRAT.
WX — R Ay 2 BE AR AR v o BOR {5 B, WA R & AT
MR I ik g
A BRSHPITIARSIIE, S atq 4. S 6.8.8.5 BELRHIAT
LS T Z 5.
AT DABR ] at fp MM . ETMEZEE, WS 6.8.8.7 =X At
A1 Batch 5],
6.8.8.4. Wit Batch {155
Batch 2 /775 2 4014 01 2 P& A2 0.8 LA FIIBHERATE & X — IR PEAT 45
BLE X Batch /155, 4% AT D BRIATIRAE:
1. FEAr 24T H#i A batch A%,
2 AR RN Y at>ir ATRANAT T, AT
A EIAES BAZPATI AL, T R4, AT, W) DAEES AP
R, Rtz
B.  TEMATIRRIF A —A shell FIAS, HAEMANEG T2 G
] A4
55 K56 Y SHELL AR5 & i B Y shell, ] SR shell, 5
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Fibin/sh (Toi e ENF—A>) .
3. — HE AL, WA Cul+D d1A4, B T ReT.

WX — R Y S A IR e bR v P R (5 8, 4 R DA T
MR FE 3 3% 25 P

WA B PITIAT S92, HEH] atq . WS 6.8.8.5 HLRHAT
LSS TR 25 .

] DARR 1 batch fp Ui . ETHREZ(ER, S0 6.8.8.7 #=HIXT A
t 11 Batch B35 1H] .
6.8.8.5. HEFERPATILS

BARSEHFIITH At Al Batch /145, FJRAIAT atq iy, atq iy 2R m—
NMERFPUTIEST PR, BAMES B8 A —1T . AT O 55 2
H. ESRBMA P2, AP REEEMITE TS . Q05 root P
17 atq 4, BRI P RITELS.
6.8.8.6. BHMA T

at Fll batch Ay &M AI M A TIET U R PR

FH& 6-7 at Fil batch iy FT1ETH

o 8

j A R 25k shell BV, A2
HEfp STTHHRIT T A S S

m S5 5 U L P A TR

v SRIES5 BT

6.8.8.7. %t At Al Batch (i

AT DA H /ete/at.allow Fil/ete/at.deny SCHERFR il X at Fl batch @y 2 H 11
XL P SO AT AR R pAs =X, B —1T— 1M 4. iefE, WD SCHER
AV HE

WERAFAE atallow UM, HAAFEIZ SR H B9 H F A e A at 335 batch,
If H. at.deny SC-Rf 4 200

TR at.allow SCPEAFERE, W at.deny SCEEFRF) H G R0 25 1148 at 5%
2 batch.,

QRS S ET, AT at SPPEERE (atd) . BRROH FIEIR
7 at B batch iy, #f BEHUT A SO,

ANEVTE R SR N B RAT 4, oot I FHAERIG A HENZ TAAT at il batch 1y
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6.9. BH3IEFHEIRMETLE (ABRT)

6.9.1. ABRT &/t

S 7 A e 45 T
AR B AR 7 i i 174 L

ABRT [l abrtd SFAP#EREFIVE 22 J T AR BE . 2 B Rn 4l A i 280 1y e i ) 2R 4
g5 MDA R, ST BERE K 2 0N IR JS s AT, 43—~
TR it B N AR IS A IS BREER  SR IS SF 3P R AR IR AR S i RIS, 512
O3 (AERARE) . BB IR 1TS38, A ELUE.

ABRT HHFISCFRXS C. C++. Java, Python Hl Ruby B4 5 HY W HI A 7 AR 5t
IR, PAROH X Org fiint . INAZECE RN N2 ™ B A IR, 22 TR 2/ X
JIT SCRPBMORE RN AR R A5 S, DA AR 2 R i i 72, 362 0 6.9.
4 Ko IARAE )L

PR AEAER SR (S RIEE AR AR B ABRT 4F2—4
#4°R libreport FYlS7 30 H 1) —43.  libreport FEFRAL T — AN 40 M AN 45 7] A1)
FIBLE, B ABRT (], RIS AR . 2800, ABRT # libr
eport FHRIFHINLE C & BB GE—R T, B, TEARSTE R —A %
AHATIHE .

6.9.2. Z3% ABRT HE3IRS

T A ABRT, RGN ARG T T L4 T abrt-desktop 5k # abrt-cli
. abrt-desktop 22ty ABRT 248 7 — AN EEALR 1 51, abrt-cli W 4055
—MEMATHA ABRT (LA, Gn] DARIIN 223~ . ABRT BB - 5t
AT THAE M TAERZ AR, H HaaE AR R R,

A {5, 2% ABRT A4 78 5 /proc/sys/kernel/core _pattern S/, %
ST AT i 8 ARG A ST, 1SR NS R 5 oA -

|/usr/libexec/abrt-hook-ccpp %s %c %p %u %g %t e %P %I %h

S 2.2.4 LB TR ATHEGE ] Yum G4 BR 88 2R

6.9.2.1. %% ABRT KB F

ABRT FIE ] P SR AL 7 — eSS i BREE b 5 6 A i 2. ] BA
TR root J PRI T VAT iy 22228 T it ) 4

, RSN ABRT, &3 13 B A A

1
HAE B 32 H i A s U & R o 521

~J# yum install abrt-desktop
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L ), ABRT M RIRE - R0 BN 24 G PR s i &35 5 3h 5 B 3hE3h.
Bl DA I AE 2 o AT LA fin 2 R BRUE ABRT /NP8 5 1IE7EIZ T

~]$ ps -el | grep abrt-applet
0 S 1000 23029 22660 0 80 0 - 112932 poll s ? 00:
00:00 abrt-applet

MR/ PP a1, B DAIEISI24T abrt-applet % /7 R AL LY BIAY SR TH <
W TEEIE:
~]$ abrt-applet &
[1] 2261

6.9.2.2. %% ABRT 6447 1.1
A AT LT N T 5 A VR L T A AL i 3 ) 2% 28402 O e R R 4 e A B AR
Hr RARA . B DAMER root HI FUSEPAT AT Ay 22258 T a5 i £

~]# yum install abrt-cli

6.9.2.3. 4% ABRT [ftJg§ T2
BRI ABRT Kl 2 /) 56T B it 0 B T MBI F5 54248 libreport-plu
gin-mailx ZXE, ] AYER root I FHRFIAT AR iy & 2425 Fir 5 B ) .

~]# yum install libreport-plugin-mailx

ZINTEL T, BRAEARHBLES 145 root I P b0, HTHRMA: H rgar
PATE/ete/libreport/plugins/mailx.conf S/ #EF TR & .

BRSPS R TE R T & b, 15 %8 | abrt-console-notification
B,

ABRT BEREAGIN . A I 4 2 Fh 2R AL R 3tk . BRIAR LT,  ABRT
LR R EGE BRI, Blan C F CHHRY AR PR Rt X H e s e 2
) SR A ST Rk AR . BN, BEZERE SRR Java 15 S N AR Y
W SR ARSI, 35 DA root HI AT AT fip 2

~J# yum install abrt-java-connector

Z00,6.9.4 R HLEIEHI ABRT 7 32 F5 00 TURFRIAR £330 H 913 795t
(O3 T/ B 1 2 P2 5 O 7 B8 248 X 7 ) L 125,
6.9.2.4. J335 ABRT k5%

abrtd SEAP T A FFHLE RIS, T DA DA i & B BTG
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~]$ systemctl is-active abrtd.service

active

WK systemetl fiy4-1% [8] T inactive 8 unknown, WK /RSF PRI 1517 .
TERTLAMERN root HI AT LA T i 2 R AE M I 275 R 3h & -

~|# systemctl start abrtd.service

JEABIHl, T DA S AH ] ) 25 TR AG A A A AR kB R B 1 IR 45 B A IR,
HEshed]. Hn, nREA S ABRT GEMSHKIN C 8(# C++aRdt, 5L abrt-
cepp k45 IEFEIEAT. S 6.9.4 K ERAF IR, SREUITG T A ABRT £ iz
%5 KEATIAS BX B R B 3R

% T abrt-vmcore F/l abrt-pstoreoops [z 45 A& £ PN A% ™ Bl 5 B P9 A% il 55 S5 s
AR AR SAN, A REE ABRT IREHZIET N4 H 22 g 3L i,
S E LSS, L RYSEhR . wian 3.1 i systemd FEEER SRS Il
RIGARKE, ] DA systemctl T H.2% F 5% /= FATf7] ABRT 45,
6.9.2.5. MiX ABRT jiisi il

FK ABRT /215 BEIEAfHL TAE, WO kill 6y %Kik —1> SEGV 55
bR, Bt IR A RSB A sleep #ERE, A kill Ay 4
1EZ R

~]$ sleep 100 &
[1] 2823
~1$ kill -s SEGV 2823

ABRT fEST kill 622 )5, RPN E] 1T AR 4, o IEAeis 7 IE
ik, PR P S A i A 0 2 A 1A A 4 TEREE
i, BERTLAGE A abrt-cli list iy R A A2 AL R AR K, B iR
A /var/tmp/abrt/ H 5% BLEIEAY ARG iR B 2 . TS L 6.9.5 AL PHAS I 21 f) i)l 1
RS 22 S Q] A BEAGE I 1) A R 445 5L
6.9.3. BECE ABRT

F£ ABRT 1, — AL A= oy SR Ul i F ol gk sl . 14

® R ——AIE M H ok

® H{FH2—— AT .

® LR3I,

TVe B ARSI 2 — AN A 5, ABRT 542 6] R i A AR A 1R A5
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FTHBE, BE R A AT KA R Ry ), AR AH Ay e, B A7
TERY R, I Har iy (EER) HEASPHERRICS. WERAZAHIE R )
AL A R H Sk — RS H Sl E il AR UG anal
yzer, architecture, coredump. cmdline, executable, kernel, os release. reason,
time F uid.

Heseft, Bian backtrace, FFAAE MR Mt R H oI, KB T Bl
IR AT AN E R BCEBOE . XSSO 14— RS B PRIEE A R RGN
AR B E S R, BN, kernel SCHFEITSE T A MR AR

TERVE 1 M8 H sk, PR 78R 2 )5, &nTLAE S ABRT KB
M P A ECE abrt-cli Ay 4T THORACFRFI, 520 6.9.5 ACFHAR I 2 Y A & 1
fif 5 2 KT ABRT Frigfftag b sk ey THAEE.
6.9.3.1. flE M

ABRT S5 P8 5 S BRSE P R R A e A S P oA 8 P A 2L g
B H R/ T H, WS, ABRT REGS AR A H AHbIRE M, i JL
T H AT S . 10, Bugzilla iRE—NH 4. B,
LA —/~i 1] Bugzilla I 55 S5 11 W L.

— ST B AT DAGE T ARAE (B4 Bugzilla Rk, {H2 HoAth P50 4075 )
A G BAME (BIH F4%) . ABRT FERCE SO P HRx 26i%5E, 540 re
port Bugzilla.conf, 1% {41/ /ete/libreport/events/ml, & SHOME/.cache/abrt/events/
H s 0 AR R eV B A BB AR S T P R, C B SO L 1 R A 4
A FHIE.

XSS AR B AT H AL P ) A T 75 1Y .- gnome-abrt il abrt-cli T2
MR LES S O B, IS N s TR,

KTFANFIMEE (BIATEATRHIE . SR, BRI R ERA T
TS EEEA, DARHEJEME) PRATFE/ust/share/libreport/events/ H 5% Y event
name.xml SCFHL . gnome-abrt Fl abrt-cli #H T 7xX L8304, DAEH] A T B A
U, A B, BRARGAR UL . AR ST SR, 1
5 BB ST i £ /ete/libreport/events/ H SR, HAB ORI Hil iy 3C ., x4k
AT R A A ME B
G TAE RS2 AR
)RS H % R SR AL B 45 H 5113
BERIREE AN SR 2% H A BRI 3 il e
I P S T e A s B o A
AN E DL, BEAI2E8Y (string. Boolean 4%) . BRIAE . $2/RF4F
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FREE; XAT DALE D P AT A A 33 1 1 B A

{54n, report_Logger S ] DARESZ— A th U2 AE IS8k, it i 4 A
(%) event_name.xml 3L, ABRT E[JEJH P 51 P DAR i MR L8 2 5000] AT e 45—~
Ve, AT PSS ESHE. XY ABRT EJEH 7
WRAT, RS e P E . {8, ABRT B AWM G
NOME Keyring T HRGRFELE LI, I HRFENIEIBL M, XORE M SCA
e S R ) A

BFTITERIEALE) (W) % 0, 57F gnome-abrt [ JH AR BB 4T 52 i F
[ AP RS TR — [E3®]). XA 02 8RAEfH EIEH P 5m
A AR, PTDAR R g1 3R, Sk T o — TR E R R,
AIPAEE [RCE] 4, MFB .

AE - o x

| == 205545

HRAE (AT PR LA (i — 2 5 Af

Analyze C/C++ Crash

[FILFEEHAAR 52k 2 A% LR T T, BLDm AR oA RN EGT
FAAT

BEL#FETH
£ targz 30 H1F (B FTP/SCP/.)

| @ © | | BE (o) |

B 6-11 fil & ABRT ZH{4:

& Jetc/libreport/ I SJZZ% T WA SCUFBRZ AT T 20, Bl A 4 Jarisk
B B, ANESFERE TR P4 S ECE LT U . FE P
WHE (fFF GUI AR s, HAEWSHOME FFra &) Za st G
NOME Keyring 4, G5 F ()2 abrt-cli, 3% $6i5 5t 7] DAMFAELESHOME! .abrt
/B SR W SCA LB S

R R T ABRT FRifE e Frog i BN A . icde i st =5
FIERE. FAE T TR FHMAFR . ARIRAF. Jete/libreport/events.d/H & T

AUBCESCPE, PAR— Mg . R, m TR E SO e S0 RAT,
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Scl P R # AR A

CHINA STANDARD SOFTWARE CO. LTD.

ABRT EEH A B FORG A FE. AAMHEEERRZ, A2
IR B8 nT CAGE T B P S i A T B . 2 T R E S H E SO, F
25 Q) A SRR

Fi% 6-8 IrdE ABRT H{F

ZFF FiRFFABCE S E7::3u)
uReport report_uReport _bAf&—"uReport 3| FAF il 5545 L.
Mail reportMailx i Mailx T HAR A @R 15 & X 5
. mailx_event.conf —ANFE o B HL T
rt Bugzill
Bugzilla oo EHERE XFIFH 47459472 1) Bugzilla.

bugzilla_event.conf

Emergency analysis

report EmergencyAn
alysis
emergencyanalysis_e

vent.conf

A —ANESiE) FAF R454% Lot
Frift—2 000, FERRER YA R
TECES S

Analyze C or C++
Crash

analyze CCpp

ccpp_event.conf

KR DI fit ik 3 — A ARB BR
Bt Wl g S S % i)
AT A AT

Report uploader

report_Uploader

uploader event.conf

(] FTP B SCP MBUCRFA0 15 17 %K
PEI AR S (targz) FARE]
JIride ity H 3.

Analyze VM core

analyze VMcore

vmcore_event.conf

TENAZ IR 1) 1) 845 3517 GDB
(GNU #id#s), Aml— NN
i (backtrace) .

Local GNU Debug

ger

analyze localGDB

ccpp_event.conf

TELY. F AR 7 ) AR 24T GDB
(GNU #i#%), A — 7k
i (backtrace) .

Collect.xsession-err

analyze xsession_err

ors

i~/ xsession-errors LA FH AT

ors P3| R A5

ccpp_event.conf

report Logger Bl — A, R AR
Logger

print_event.conf

— MR ER A SR

Kerneloops.org

report_Kerneloops

5 A% 0] /8 % 3% 2 kerneloops.org |
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22N AR AIEE B SO ik

koops_event.conf PRI B RS

6.9.3.2. Q[ & LFHF

BB TE 43 P C B S i o — S B S o s S, T SO
1 HARLEAE /ete/libreport/events.d/ H 5 T, i UL & SCLFER RS o 2 i B S0 ete/
libreport/report_event.conf SEHNEL AT, 1Z 30 RT DARESZ shell TTFF (*. $. 2 55),
F AT DAFHXS T Hoor BOR R O B4

BRI A= RS RS R AT IR, B S R IR DA A AT B R 455 T
TRHIATERGN R X AR —7 53 . A — U e PSR 8, — S
SR—DREFH . SRS A T IE N — R IR 55 -

® VAR=VAL

® VAR!=VAL

® VAL-~=REGEX

X

® VAR %252 EVENT XY, B2 —HEEdEH TR ATR (6
11 executable, package. hostname %)

® VAL #2e—PFAIR, Eak— R TR

® REGEX &I NZk

FRIF R AR P #4 PR shell R FEREACADLE 8L,  WIAR S (3K 0 BT A 25 14
AR, WERFERRAE shell 247, AR @& — D07 61

EVENT=post-create date > /tmp/dt
echo SHOSTNAME ‘uname -r'

XA AR 2 24 R0 H AR ) 35 tmp/dt SCEFRIINZS, FERVLER R 3=
B4 FIE I I AZ AT B 2 Aot d th v

PR N IR R B, B SRR R e L . Bk~
xsession-errors SCFHIAH RATIRAFE] abrt-cepp Ak 55 I S A A4 AF ] i 851 1) A1
e, 3k BB E AR N PR AR B I8 B N B AR 2 X1

EVENT=analyze xsession_errors analyzer=CCpp dso_list~=.*/libX11.

test -f ~/.xsession-errors || { echo "No ~/.xsession-errors"; exit
1; }

test -r ~/.xsession-errors || { echo "Can't read ~/.xsession-errors
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", exit 1; }

executable="cat executable’ &&

base executable=$ {executable##*/} &&

grep -F -¢ "$base executable" ~/.xsession-errors | tail -999 >xs
ession_errors &&

echo "Element 'xsession_errors' saved"

A RER SRS R E . RGUE P DR] DURRIE AL AT R =5 2E S 4. H A,
FriERY ABRT Al libreport 2225241 T DAR S 4 FR-

post-create

XA abred IR AL T A A FEERE H 3%, 24 post-create F41z4T
I5F, abrtd #5AR 7 HY R RUEAE Y id RS HUEAT S AATERY R H sk id PR, QiR
FAAERXAE—AN A H 5%, U5 A e RS 3 R A0 5

notify, notify-dup

notify ZH{F1E post-create 582 JFizAT. MZF AT, Al LARA E )
AU AT R . notify-dup @ISR, FAE AT iy A kA

analyze name_suffix

X B name_suffix J& 25424 BRAY AR ES 70 . i 210 ISR AL PRI A £
{5140, analyze LocalGDB F{4:{#iH] GNU Hit#s (GDB) T HACFHE—AN FHFE
FPRRZODREAE, I AR U [T

collect name_suffix

X HLFY name_suffix J& S F R IIEHRES > . R0 RO M Ao

report_name_suffix

X B name suffix J& 54 FRA AT BB 2. %S4 SR A5 1a) R,
6.9.3.3. WHE ARG

ABRT n] DARIC 5K B 3 Ak AR An 4G I 21 Ay 17) 780 i o AR 15t ) dme 0 ) e 44 41
158 uReports, A AL P+, 4 BRGS0 E G, EEER IR
RO T B R R BTG uReport, A5 LR IE] A A5 57 B k. 36T DAY
IEEEF AR B A AT B A SRy . BRI B S TIRE, 35 DA root JH AT DA
s

~# abrt-auto-reporting enabled

DA _F 1y 4K /etc/abrt/abrt.conf i & SC{4F H1 %) AutoreportingEnabled 3515 &
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yes. iX—FRGE B R B RGP P, R, e R,
B B AE B S S i e i . 2 S ABRT EUE H P i H
st HTE [BCER R & 0 Rs [E3h &% uReport] HEI Y I 6 U4k
KA UTFREY. EF XA 1, 357 gnome-abrt W AR FHaf 7526 ik [ H
TR TAR] — [ABRTELE])., ZhaaiTrz WV HRET, E%sE [VHE
¥l — 3] — [HAZRp RS TR ], 4T system-config-abrt Ay %, 1T
TFECE A R S A, A,

A ERIRE
TE.E AL AT &
& B B R AT @
HEREERIERTH ticket x|l | ©
BEN%E uReport ' % | ©
HRRIRE %l | &
AR TR IRE %M | ©
TBH ANGEE iRl _ %M ©
#RIA(D) =[ (C)

B 6-12 il ® ABRT a4

© uReport (BUIRA) JEFR— A A5 B PR S TSO
N4, SR B RS PRI, I E AL, SRR AT
HEFIT 1 B304 . uReports (SR IA % AR A B O FT B, ELERE (T30 2 AN
SRUL LSS B 4TRSS B,

6.9.4. A IEKM I

ABRT REMSHRLIN . 73 ArAIAL R F1] 2 R ANTR] (4 S A 5 2 55 10 I R P R 15
V2 SCRRII AN R R U B R T SRR AL, HE 222 T2 ABRT #f14 (abrt-des
ktop. abrt-cli) Wf, BMOEZWLER LT . BFR NHARE 1R SCRR AR
GIESEPOINA:OE S E RN
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it 69 XFFHIGERE S A E

ER/WH T
C o C++ abrt-addon-ccpp
Python abrt-addon-python
Ruby rubygem-abrt
Java abrt-java-connector
X.Org abrt-addon-xorg

Linux (ARZ#KEE)

abrt-addon-kerneloops

Linux (PA%™ Hif )

abrt-addon-vmcore

Linux (FRAFF#)

abrt-addon-pstoreoops

Scl P E K # AR

CHINA STANDARD SOFTWARE CO. LTD.

6.9.4.1. Kl C 1 C++7i5t
abrt-cepp R 55456 T B H QL DR A PRREY, MiZRS R )E, fe
W core pattern A8 B AU ERIAME, ML abrtd KACEE C A1 C+HHARs. QI
AT IR T abrt-cepp 55, Z Fildi & 1 core_pattern 25 i HHH KL A ERIMA.
BRINEDL R, /proc/sys/kernel/core_pattern SCAFINA ML E T F45H: core, &
DR AR AR 5t TERE Y 24 1T H SR T 2R i A “core. BT 2% SCA2FE. abrt-cepp IR 45
FFES core_pattern LI NES, (HHAL ST Gy 2

|/ust/libexec/abrt-hook-ccpp %s %c %p %u %g %t e %P %I %h

AT TR A% R AZ D i A4S TR 542 & abrt-hook-cepp 27, ZRRT &K
HARSES] ABRT ROFE AL E, TN abrtd FEREA Fra0Adm:. BT B Y,
‘B2 M/proc/PID/ H s HRLELA T 3C44: maps. limits. cgroup. status, iEZ:
proc(5)HRIBCA A% A HE IR FIIX L6 SRR 75 L.
6.9.4.2. f& Il Python S5

abrt-addon-python 224494 Python W I FE 7 42%& T —4> H & Y 57 AL B
27, Python a2 B 315 A %035 3] /usr/lib64/python2.7/site-packages/ H 5%
MY abrt.pth 3C4, abrt.path 34 X 25 A abrt_exception_handler.py, iX#f, Pyt
hon FYERIARY sys.excepthook i I & AL IR P8 1, AR E L BRY So
cket API RfARACFRR) 8545 K 45 abrtd,

SR A3l AR E A BRI, AT FELIE Python F2 P AEE4THI# H] ABR
T HE X RELBRRY, % H-S 145 Python fERERS:
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~]$ python -S file.py

TE bk, 355 file.py Brdfe A IR & A BRI IF 00 N EARA T
i Python A9 24 FK.
6.9.4.3. fll Ruby 4

rubygem-abrt A fH1 ] at_exit FptEINE T B @ AL ERAR Y, AL HE
TR — R P S5 R T . SRR W] DA AR AL P S R TR A . R
REN— DRI FFH I, ABRT R P HES— D oEiRG, ikl
FRUER) ABRT T HIFFTHEAS,
6.9.4.4. &l Java S5

ABRT Java #4452 — MR Java T i 4545 abrtd 19 JTVM AL,
W ARERYENE T 24> IVMTI F4: a5k, H 88 H -agentlib 6y 4TS 40 %,
FIVM . R, ARBRYEINRE [ R 2 5o e AR P BE . T AR DATE
mAHilk ABRT M\— Java ik 7w

~]$ java -agentlib:abrt-java-connector[=abrt=on] $MyClass -platform.j
vmtiSupported true

TE_Eaday A, (AR Tava 280044 PR i $MyClass, i %
#“abrt=on” eI 25 Ty, B0 DARAOR 7 H R AZ D abrtd SRALIE, QIR AAELEE
eas R s B AR R T, T A
6.9.4.5. &l X.Org AR

abrt-xorg iR 55 M /var/log/Xorg.0.log S FRISEEH A0 3 56 T X.Org IR 55 FR it Y

FE. VR, WORME TR A R B Xorg B, NWIASA k. BUmAR
Z, FAE RS H sk rh P — G A R A WA SR, G AT e
tc/abrt/plugins/xorg.conf U HRE|— R SR, BOAER T, HA
LA R IR S N A 24 B
6.9.4.6. A5 P AZ LI A ™ BB

WA NAZ H B, ABRT BESSHTPORIALER AT 1S 1 P A% i
x WEZIIEB T AR AES anim 2=, HCDIREH abrt-oops Ak 45H2 4.

ABRT W AEE {1 1] abrt-vmcore [z 55 KA M FH AL 3 A AZ ™ Rk B —— 250 i i)
ANUIRIE HIEE R, T2 E R RGRM. %R B 2476 var/crash/ H & 3 v
mcore BB A S EE). 4B OFAE SCHR,  abrt-vmcore K4 /var/tmp/abrt/
H S A1 —A B ) B B 5k, HRIAZ G OFAE SCIERS 3 B8 61 2 1 5] 5ol
Hs, ERR5E var/crash/ HRZ 5, ZRGFHH 1L,

Linu
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AT ik ABRT Gefgh il iz ™ il b, WAE 240 )8 A kdump k55, 2
MIEf LR E GF R kdump A% TR O N A7 . SERT DAfSE ) system-config-kdump
EIEAL TEREE.

TE 3 FF pstore RS [, #H ] abrt-pstoreoops R4, ABRT REMSIEEFI
AP RN R R, % B ORFLE B 3 /sys/fs/pstore/ H 5K T
FF-5 A K1) pstore 42 1 GK ATEE) $efit T —FI7E R 505 5 A B s L,
MM RERS PR B8 AR ™ B A5 B . R4S KA /sys/fs/pstore/ H s H H I N AX AR
TGRSO B 35 3.

6.9.5. ALFRAIF Y )RR

abrtd FITORAEAY ) AR W] AR A . it AR, T DA r 24T LR a
brt-cli 335 EJEAL T H gnome-abrt 2 5¢ A% LE 44,

@ W, ABRT E K5 9 15 AN BT A A HARAR Y DA T L, SR AR 5
HE A, X TEERHE, ABRT HFRZEERHEE—R, A, WREMER
TR T AR It fif, B2 — IR AR @K A= B, ABRT FHEBEAE TR
HATGRALEE: ABRT Kf<x [a) Gl 5% 8, $OREIHARREL, A %mm,
N Tl ABRT [m)fEGEAS B R A I A8, 35 AN B 50 B 10 e A a
6.9.5.1. HHm1T LR

TEMAATIEE Y, T PSS gOE 2B i (5 5, BRI e &%
57 abrt-console-notification Z {441, M GH4EFH LU T Frn:

ABRT has detected 1 problem(s). For more info run: abrt-cli list --
since 1398783164

FAAERIE S, A abrt-cli list iy
~]$ abrt-cli list
e abrt-cli list iy 205 H 25 5% P8 R —AN it #5E — ME— AR IR AR Al

—ANH %, TTPATES A abrt-cli 3t — I ERVERT FH BT AT,
EARFARE R EEE, Bl A abrt-cli info fiy4:

abrt-cli info [-d] directory or id

BAEAF A list Al info Fap 2 HHEIN S ~r(E BE, W H-d (--detailed) &
T, IR 2 SR A L TR RIS B, AUHE 4 H 1) backtrace 3¢
fF (WERE &AL T FIE) .

BT HRAE — R E R, 358 abrt-cli report fiy4-:
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abrt-cli report directory or id

TR 2 AR R AR E 1 IR, T DA B )t A — 4 1)
A, DA ABRT AFHRE XTI MBIEE, W Tard-

abrt-cli rm directory or id
B RFAS abrt-cli Ay A9 BIfEE, 61 --help 2T
abrt-cli command --help

6.9.5.2. (i L At

Jere A i — AR B E N,  ABRT SFAPUERERFHE—1> D-Bus JH AL,
WIRAE— N E AL R EHIE 21T T ABRT /MR, BRI MNEE, HE
SLTH SRR — SRR, ] DA S XS ERY [RE ] $RHRAT
JF ABRT WyEEH P 5t sl Al e (VR ] — [29] — [A
AP DR i TR ] SCHIRTTIT ABRT WY R 51 .

A, EATDATE G AT I AR ARz 4T ABRT B EIE ] St

~]$ gnome-abrt &

ABRT HYIEIE ] A g s 1 — ST 2 Mt py 512 Bz H
F SR Y. PR PP R 48 B B PR P R 5 ) DR IR, DA B P B — U A 1) H I

HERFHRAG TR - o x
Q Wi (D) RiER

e A% () open-vm-tools Ji i)
open-vm-tools | i vmtoolsd killed by SIGTRAP
CCpp |

open-vm-tools
open-vm-tools-10.2.5-3.el7

2020fF02 H 20

& 6-13 ABRT KIJEH P A

I ) SR AY ) R, 5 X A R B ) A e e 2 3R 8 T
i (] $d. ZMER—A I, sy [MER] #Hl.
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